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Cyber Risk and Compliance News and Alerts, May 2024

The word deterrence comes from the Latin word deterrere (the
prefix fAdeodO means fawayo and ft
English word fAterroro (great fe
Deterrence refers to the process of discouraging certain behaviors
or actions through fear of the consequences.

. e0 means
“ ), 5 deri ve

Nuclear deterrence (the threat of using nuclear weapons to discourage other
nations from military aggression) has worked very well. Can we use the lessons
learned from nuclear deterrence to achievecyber deterrence? Is a mix or cyber
compellence and cyber deterrence a better approach?

The term compellencec omes from the Latin word compel]l
means fAtogether, witho and fApell ered means
Compellenceis the art and the science to leadsomeoneto act in a certain way.

€
i

I n the fAdeterr ence dAlamdsiNational Lapgraboryf r om t he Los
(number 13 of the list below) we readthatc o mp el | ence i s about fenc
actor to take a certain action.

| find the word Aencouragingo very interest:i
sai d: APretend inferiority and encourage arr
| have justreadagaint he paper ACybersecurity: Deterren

Congressional Research Service (experts that assist at every stage of the
legislative process, you can find more at number 12 of the list below). We read:

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland- www.cyber-risk-gmbh.com



http://www.cyber-risk-gmbh.com/

Page]|2

ACyberspace presents challenges for establis
Traditionally, deterrence relies on a few, known actors having the resources to

develop and maintain a capability (as well as the intent to use it), and a history of

known consequences béng applied if norms are violated.

Arguably, the inverse of these conditions exists in cyberspace. It is relatively
cheap for malicious actors to acquire the knowledge and tools necessary to
conduct cyberattacks so there are many potential adversaries, and there is
ambiguity around retaliat ory consequences for cyberattacks.

The Cyberspace Solarium Commission promotedaii | ayer ed cyber deterr
strategic approach to addressing threats in cyberspace. The concept was

introduced in their final report and reiterated across subsequent white papers,

where 109 recommendations for Congress and t

In its final report, the Cyberspace Solarium Commission advocated for a strategic
approach of layered cyber deterrenceand promoted three ways to achieve this
end state.

- Shape Behavior,working with partners to influence how parties act in
cyberspace.

- Deny Benefits, securing critical networks (e.g., infrastructures and
governments) and working to create systemic security andresiliency in
cyberspace.

- Impose Costs,retaliating against malicious actors who use cyberspace to harm
the United States.

Read more at numbers 12 and 13 below.

According to Aesop, every truth has two sides; it is good to look at both, before we
commit ourselves to either.

The positive side is clear. Privacy is a human right and must be respected.
According to Article 8 of the Charter of Fundamental Rights of the European
Union, personal data must be processed fairly for specified purposes and based
on the consent of the individual concerned, or another legitimate basis
established by law.

The negative side is also clear. Privacy protection is difficult to understand and
expensive to implement.

Dear Aesop, risk and compliance professionals have no choice. Privacy protection
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is a regulatory obligation.

But can we agree toabandon our privacy in exchange of access?

i Cons e nt madels candeg d@fined as models where a controller offers data
subjects achoice between at least two options in order to gain access to an online
service that the controller provides: The data subject can:

1) consent to the processingof their personal data for a specified purpose, or
2) decide to pay a feeand gain access to the online service without their personal
data being processed for such purpose.

This is an interesting definition, from the European Data Protection Board

(EDPB) [emphasis added], in the important #fAC
in the Context of Consent or Pay Models Implemented by Large Online

Pl atforms. o

According to the EDPB [emphasis added],i per s on al data cannot be
as a tradeable commodity. The right to data protection is enshrined inter alia in
Article 8 of the Charter for Fundamental Rights and is a right that applies to all,
regardless of payment or financial status. o

But no, it is not that simple. We continue reading Opinion 08/2024:

[emphasis added]. i Wh i | Englisthveer si on of the Courtodos judg
an appropriate fee may be imposed on nonconsentinguserso i f nethessaryo,
other language versionsuse different terminology for this element of the

assessment. For example, thecrenchver si on uses the term 06l e c
whereas theGermanver si on uses 6gegebenfall so.

The EDPB considers that certain circumstances should be present for a fee to be
imposed, taking into account both possible alternatives to behavioural

advertising that entail the processing of |e
position.

This is suggested by the words O6necessary6 a
howeverrnot be read as requiring theinth@posi ti on

meaning of Article 52(1) of the Charter and EU data protection law. Such wording
should be understood in a way that is compatible with the different language
versions of the judgment . o

We also Directive (EU) 2019/ 770 Aon certain
supply of digital content and digital servic
[emphasis added]:

An(24) Digital content or digital services ar

consumer does not pay a price but provides personal data to the trader. Such
business models are used in different forms in a considerable part of the market.

While fully recognising that the protection of personal data is a fundamental right
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and that therefore personal data cannot be considered as a commodity this
Directive should ensure that consumers are, in the context of such business
models, entitled to contractual remedies.

This Directive should, therefore, apply to contracts where the trader supplies, or
undertakes to supply, digital content or a digital service to the consumer, and the
consumer provides, or undertakes to provide, personal data.

The personal data could be provided to the trader either at the time when the
contract is concluded or at a later time, such as when the consumer gives consent
for the trader to use any personal data that the consumer might upload or create
with the use of the digital content or digital service.

Union law on the protection of personal data provides for an exhaustive list of
legal grounds for the lawful processing of personal data. This Directive should
apply to any contract where the consumer provides or undertakes to provide
personal data to the trader.

For example, this Directive should apply where the consumer opens a social
media account and provides a name and email address that are used for purposes
other than solely supplying the digital content or digital service, or other than
complying with legal requirements.

It should equally apply where the consumer gives consent for any material that

constitutes personal data, such as photographs or posts that the consumer

uploads, to be processed by the trader for marketing purposes. Member States

should however remain free to determine whether the requirements for the

formation, existence and validity of a contr

Well, when we use the wordfi n e ¢ e dnsaaontyact or in the terms of online
access to servicesyhat exactly do we mean?

According to Niccolo Machiavelli: A | tnecessaryfor him who lays out a state
and arranges laws for it to presuppose that all men are evil and that they are
always going to act according to the wickedness of their spirits whenever they
have fr ee MocesqueubelievBdithat useless laws weaken the
necessarylaws.

Il n a previous guideline of the EDPB with tit
processing of personal data under Article 6(1)(b) GDPR in the context of the

provision of online services to data subject
read [emphasis added]:

ANecessity of processing is a prerequisite for both parts of Article 6(1)(b). At the

outset, it is important to note that the conceptof wh at | s dontkeecessary
perfor mance offiotsenplecan assessanentobwhat is permitted by or

written into the terms of a contract.

The concept of necessity has an independent meaning in European Union law,
which must reflect the objectives of data protection law. Therefore, it also
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involves consideration of the fundamental right to privacy and protection of
personal data, as well as the requirements of data protection principles including,
notably, the fairness principle.

The starting point is to identify the purpose for the processing, and in the context

of a contractual relationship, there may be a variety of purposes for processing.

Those purposes must be clearly specified and communicated to the data subject,

inlinewit h the controllerdéds purpose | imitation &

Assessi ng wh ainvolves a combinedefacthasedyagssessment of the
processing Afor the objective pursued and of
to other options for achieving the same goal

| f there are realistic, |l ess intrusive alter

Article 6(1)(b) will not cover processing which is useful but not objectively
necessary for performing the contractual service or for taking relevant pre-
contractual steps at the request of the data subject, even if it is necessary for the
controldrerssionédhss purposes. 0

Marcus Tullius Cicero believed that the wise are instructed by reason, average
minds by experience, the stupid by necessityand the brute by instinct.

If Marcus was living today and had the comply with the GDPR interpretations, he
would have no time to give to the English language the word Ciceronian
(meaning eloquent).

Read more at number 3 below.

Melvin Kranzberg was an American professor of history. He is known for his
laws of technology.

The first of these laws is very interesting:i Technol ogy i s neither go«

nor i's it neutral . o

| remember Voltaire, who believed that the Holy Roman Empire is neither Holy,
nor Roman, nor an Empire.

Melvin Kranzberg's six laws of technology are:
1. Technology is neither good nor bad; nor is it neutral.

2. Invention is the mother of necessity.
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3. Technology comes in packages, big and small.

4. Although technology might be a prime element in many public issues,
nontechnical factors take precedence in technology-policy decisions.

5. All history is relevant, but the history of technology is the most relevant.
6. Technology is a very human activity i and so is the history of technology.

Pabl o Hern8§ndez de Cos started his presentat
historian Melvin Kranzberg published his six laws of technology. At the top of his

|l i st was his view that Atechnology iIs neithe
Fast forward to today, and this edict could seamlessly apply to the debate about
the use of artificial intelligence (Al) and machine learning ( ML) i n banking. o

Pablo Hernandez de Cos, Chair of the Basel Committee on Banking Supervision
and Governor of the Bank of Spain, gave a great presentation at the Institute of
International Finance Global Outlook Forum, Washington, DC, with title
AManagi ng Al iwe bamlkdiyng:o aroeoperate?o0

There are 3 important questions in this presentation:

1. Is the use of AI/ML in banking a net positive or negative to global financial
stability, and perhaps society more generally?

2. Have we thought through all of the potential scenarios that could play out
in a world where Al/ML plays a prominent role in banking?

3. Are we at ri sk of our own Aconsensual h al
fail to take a step back and consider the bigger picture?

Read more at number 27 below.

| agree. But it is very difficult.

AA problem is best solved by attempting to a
fundamental cause(s)of the problem. Identifying these causescan lead to

remedi al actions that drive continual i mprov
Analysis (QCS) o.

This is part of an interesting paper with titte " Ro ot Ca u sieAnkffeetitey si s

Practice To Dr ifromthdRuldic ComganyatcountingdOversight
Board (PCAOB).
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But how can we address, correct, or eliminate the fundamental cause(s) of the
problem? Can we rely on our experts on that? Can they make the proper
assumptions, as they do in financial stress testing?

According to Marcus Aurelius, we are too much accustomed to attribute to a
single cause that which is the product of several, and the majority of our
controversies come from that.

According to another Marcus (Markus Wolf, head of the foreign intelligence
division of East Germany's Ministry for State Security), one woman with the
right access and motivation could provide more intelligence than 10 male
diplomats.

How? By making victims believe that the cause of the relationship was attraction,
not espionage. Plato believed thathuman behavior flows from three main
sources: desire, emotion, and knowledge. Unfortunately, there is another source,
power, and espionage is one of the weapons.

| like this example, from the PCAOB paper:

AAs an illustrative example, consider
audit deficiency: insufficient testing of management review controls in a business
combination.

The firm concluded that one root cause of the deficiency was insufficient
supervision and review by the audit partner who appeared to rely heavily on a
senior manager who was new to the engagement team and did not have sufficient
experience or knowledge of the public company.

Additionally, the firm identified other root causes such as lack of technical
competence and lack of training of key senior team members as the team had
insufficient knowledge on how to test review controls, including appropriate use
of firm guidance and templates.

Performing a thorough RCA and identifying these root causes helped the firm
design and implement appropriate corrective actions into its QCS to address each
of the causal factors that contributed

Read more at number 7 below.

According to the Swiss Federal Department of Defence, Civil Protection and
Sport (DDPS), more than 30,000 cyber incidents were reported to the NCSC in
the second half of 2023, twice as many as in the same period last year.
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The strategy of the new federal office is based on four pillars in order to
strengthen cyber security for the general public, businesses and public authorities
in the face of increasing threats and the emergence of Atdriven fraud.

The National Cyber Security Centre is taking stock of its first few months as a
fully -fledged federal office.

Director Florian Schitz gave an initial assessment at a press briefing on 6 May.
When the National Cyber Security Centre (NCSC) attained the status of a federal
office on 1 January 2024, this marked an important milestone in strengthening
Swiss cyber secuity.

Its primary task remains unchanged: to increase Switzerland's security in
cyberspace by raising public awareness of cyber threats and attacks. In addition,
the NCSC acts as a contact point for reporting cyber incidents and supports
critical infrastructure operators in dealing with these incidents.

The NCSC also produces technical analyses to assess and ward off cyberattacks
and cyber threats. It identifies and remedies weaknesses in Switzerland's
protection against cyber threats in order to strengthen the country's resilience.

NCSC Strategy

The core mandate for the NCSC is to strengthen cyber security in critical
infrastructures, the economy, the education system, the population and in
government by coordinating the implementation of the National Cyber Strategy
(NCS). The strategy presented bday by the NCSC sets out how this core mandate
is being fulfilled.

The aim is to improve cyber security by working with all relevant stakeholders.
With this in mind, it organises its services based on four strategic pillars: making
cyber threats understandable, providing means to prevent cyberattacks, limiting
damage from cyber incidents and increasing the security of digital products and
services.

NCSC semiannual report for 2023/2: Fraud attempts using artificial
intelligence (Al) on the rise

The number of cyber incidents reported to the NCSC almost doubled in the
second half of 2023, with 30,331 incidents compared with 16,951 in the same
period in the previous year. This increase is mainly down to job offer scams and
calls from fraudsters claiming to be police officers. Fraud attempts were among
the most frequently reported incidents, with the 'CEQO' and 'invoice manipulation'
scams being particularly commonplace.

5536 phishing reports were received, more than twice as many as in the same
period last year (2179 reports). What is known as 'chain phishing' is particularly
worth mentioning: phishers hack email inboxes and then send emails to all the
addresses stored in the mailbox. As the sender is likely to be known to the
recipients, there is a high probability that they will fall for the scam and respond
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to the phishing mail. The phished email accounts are then used to write once
again to all the contacts they hold.

There was also an increase in reports of attempted fraud involving the use of Al.
Cyber criminals use Al-generated images for sextortion attempts, to pretend to be
celebrities on the phone, or to perpetrate investment fraud. Although the number
of reports of such incidents is still comparatively low, the NCSC believes that
these are thefirst attempts by cyber criminals to explore how Al might be used

for future cyberattacks.

Read more at numbers 1 and 2 belowWelcome to our monthly newsletter.

Best regards,

@&de Lepatrr

George Lekatis

General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen

Phone: +41 79 505 89 60

Email: george.lekatis@cyberrisk-gmbh.com
Web: www.cyber-risk-gmbh.com

Cyber Risk GmbH, Handelsregister des Kantons Zurich, Firmennummer: CHE -
244.099.341
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Number 1
6 May 2024, Strategy of the National Cyber Security Centre NCSC

0 Schweizerische Eidgenossenschaft Federal Department of Defence,
Confédération suisse Civil Protection and Sport DDPS
Confederazione Svizzera National Cyber Security Centre NCSC

Confederaziun svizra

1 Introduction: Challenges for cyber security in Switzerland

Switzerland currently faces the following main challenges in relation to cyber
security:

- High vulnerability of businesses, authorities, academia and the general
population to cyberattacks;

- Insufficient ability to respond to systemically relevant cyber incidents and
crises;

- Low maturity of digital products and services, in terms of cyber security and
lack of quality control mechanisms thereof;

- Only selective understanding of all aspects of cyber security in business, society
and politics;

- Lack of transparency and data, in order to assess information on cyber security
and deriving respective political and economic measures in response;

- Limited protection of actors, which are not considered critical infrastructure;

- Lack of coordination and legal grey areas between official and private cyber
security instruments.

These challenges lead to cyberattacks often being successful and causing serious
economic damage, as well as posing a high risk of failures in national critical
infrastructures.

Reports of cyber incidents resulting in damage have risen by around 30%
annually in recent years. The number of reports from non-critical infrastructures
has roughly tripled in the last 12 months.

In 2023, the NCSC processed 187,000 phishing reports and identified, as well as
shut down 8,223 websites in Switzerland that were used for phishing.

In several hundred cases reported, the NCSC has detected malware in critical
infrastructures and has worked with the companies concerned in eliminating it.

On average, every 40 hours the NCSC is called on, to providsupport in dealing

with a malware infection. SMEs in particular are increasingly being targeted by
cyber criminals.
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6 May 2024 | National Cyber Security Centre NCSC

Strategy of the National Cyber
Security Centre NCSC

Schweizerische Eidgenossenschaft Federal Department of Defence,
Coniédération suisse Civil Protection and Sport DDPS
Confederazione Svizzera National Cyber Security Centre NCSC

Confederaziun svizra

Attackers use ransomwareattacks to encrypt and steal data. They then demand a
ransom for decrypting and preventing publication of the stolen data.

These attacks are highly automated, which is why it takes little effort for
criminals to attack even small businesses.

3 Mission: The four strategic pillars of the NCSC

The core mission of the NCSC is to strengthen cyber security in critical infrastructures, the
economy, the education system, the population and in government, by coordinating the imple-
mentation of the National Cyber Strategy (NCS). To this end, its services are built on four strate-
gic pillars:

o Making cyber threats understandable
o Providing the means to prevent cyberattacks
o Limiting the damage from cyber incidents

o Increasing the security of digital products and services

In Switzerland, around 75% of all businesses generate less than CHF 500,000 in
sales per year. It is particularly difficult for these businesses to invest in cyber
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security.

They rely on digital products and services being developed and maintained
securely, and on security services being available at low cost.

But the general public is not immune to cyberattacks either. Here, cyber fraud is
the main concern.

Growing anxiety and a need for information and support are clearly noticeable.
At the same time, Swiss universities and innovative companies are producing
attractive cyber security solutions. However, bringing these to the market or even
creating global standards is proving a challenge.

To read more:
https://www.newsd.admin.ch/newsd/message/attachments/87438.pdf
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May 2024 | National Cyber Security Centre NCSC
Semi-annual report 2023/11 (July T December)
Information assurance

Situation in Switzerland and internationally

g Schweizerische Eidgenossenschaft Federal Department of Defence,
Confédération suisse Civil Protection and Sport DDPS
Confederazione Svizzera National Cyber Security Centre NCSC

Confederaziun svizra

1 Focus:cybersecurity challenges

Cybersecurity, and therefore protecting Switzerland against cyberthreats, is a
joint task for society, the business community and the state. All parties involved
are required to take appropriate measures within their sphere of responsibility
and influence.

As in many areas, the first principle of cybersecurity is personal responsibility.
However, there are challenges that exceed the ability and capacity of individuals
and organisations, where the state must step in to provide support or perform
certain tasks.

With the National Cyber Security Centre (NCSC), which acts as the federal
g 0 v e r n roampdtedce centre for cybersecurity, the Federal Council has
created a structure that enablesthe state to tackle various cybersecurity
challenges:

1.1 Identifying and informing about cyberthreats

It is important to be aware of the latest phenomena in order to know what to look
out for and what measures to take. Information about what is going on and what
developments are underway is useful when it comes to assessing risks and
making decisions.

The NCSC has a gooaverview of current events and threat types thanks to
reports from the public and businesses (see ch. 1.5 and 3), contacts with
operators of critical infrastructure (see ch. 1.6) and a national and international
network of partner organisations.

It tailors this data to specific target groups and provides various recipients with
relevant information needed to raise awareness (see ch. 1.2) and take protective
measures (see ch. 1.&nd 1.5).

1.2 Awareness
Awarenessraising and prevention measures are fundamental to cybersecurity, as
dealing with a cyberincident is much more complex and extensive than taking a

few simple steps that allow everyone to operate safely in the digital space.

With this in mind, the NCSC publishes information on cybersecurity and
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recommended measures to prevent cyberattacks. For the National Cyberstrategy
(NCS), it worked with representatives from business, public authorities,
educational institutions and the public to develop approaches on informing and
raising awareness about the issue.

It also produces recommendations aimed at specific target groups, enabling the
individuals and organisations concerned to take proactive measures to protect
themselves.

To fulfil this remit in line with requirements, the NCSC can draw on its own
findings from its operational activities, while also coordinating efforts to bolster
cyber-resilience nationwide.

It designs measures in close cooperation with external partners such as Swiss

Crime Prevention,t he fAe Badmuki mgecure! 0 platform

University of Applied Sciences and Arts, the Swiss Internet Security Alliance and
other bodies and organisations.

These measuresand recommendations can be implemented by the defined target
groups, which together make up the public, on their own responsibility and based
on how affected they are by the issuesoncerned.

For example, some pilot projects are carried out in the private sector, such as the
logistics industry, the metalworking industry or family businesses. Ideally, the
resulting findings are then discussed with the relevant industry associations,
developed further and made available to the respective economic sectors.

Together with external partners, the NCSC mounts nationwide campaigns aimed
at the population. They familiarise the general public with cybersecurityrelated
content and are intended to provide every user of the internet and digital devices
with easy-to-use tools to protect them from cybercrime online.

All efforts are continuously evaluated and reviewed with a view to optimising
their implementation and effectiveness.

1.4 The cyber-safe.ch label - experiences of a Vaud commune

Guest article by Kilian Cuche, member of Pomy (VD) communal council

Home to 900 residents, the commune of Pomy in the Jura-Nord Vaudois district of the canton
of Vaud was awarded the Swiss Cybersecurity Label ( ) at the end of 2023, after
around two-and-a-half years of work. This article aims to explain the process, from performing
the current status assessment through to the benefits of implementation, and to highlight the
challenges and opportunities for local authorities.

To read more (you must read the document) you may Vvisit:
https://www.newsd.admin.ch/newsd/message/attachments/87439.pdf
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0 Co n s e n tmodels shéuld pffer real choice

edpb

European Data Protection Board
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During its latest plenary, the EDPB adopted an Opinion following an Art. 64(2)
GDPR request by the Dutch, Norwegian & Hamburg Data Protection Authorities

(DPA). The Opinion addresses the validity of consent to process personal data for

the purposes of behavioural advertising in the contextof 6 c onsent or

deployed

by large online platforms.
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The Dutch, Norwegian and German (Hamburg) supervisory authorities requested
the EDPB to issue an opinion on the question of under which circumstances and

condi

tions 6consent
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implemented by large online platforms in a way that constitutes valid, and in
particular freely given, consent, also taking into account the judgment of the
Court of Justice of the European Union (CJEU) in C-252/21.

The scope of this opinion is indeed limited to the implementation by large online

pl atforms (which are defined for the purpose
models where users are asked to consent to processing for the purposes of

behavioural advertising.

In this respect, the EDPB highlights the need to comply with all the requirements
of the GDPR, in particular those for valid consent, while assessing the
specificities of each case. Of particular importance is the principle of
accountability.

The EDPB recalls that obtaining consent does not absolve the controller from
adhering to all the principles outlined in Article 5 GDPR, as well as the other
GDPR obligations.

It is key to comply with the principles of necessity and proportionality, purpose
limitation, data minimisation, and fairness.

In most cases, it will not be possible for large online platforms to comply with the
requirements for valid consent if they confront users only with a binary choice
between consenting to processing of personal data for behavioural advertising
purposes and paying a fee.

The offering of (only) a paid alternative to the service which includes processing
for behavioural advertising purposes should not be the default way forward for
controllers.

When developing the alternative to the version of the service with behavioural
advertising, large online platforms should consider providing data subjects with
an O0equivalent alternatived that does not en

|l f controllers choose to charge a fee for ac
controllers should consider also offering a further alternative, free of charge,

without behavioural advertising, e.g. with a form of advertising involving the

processing ofless (or no) personal data.

This is a particularly important factor in the assessment of certain criteria for
valid consent under the GDPR.

In most cases, whether a further alternative without behavioural advertising is
offered by the controller, free of charge, will have a substantial impact on the
assessment of the validity of consent, in particular with regard to the detriment
aspect.

With respect to the requirements of the GDPR for valid consent, first of all,
consent needs to be 6freely giveno.
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In order to avoid detriment that would exclude freely given consent, any fee
imposed cannot be such as to effectively inhibit data subjects from making a free
choice.

Furthemore, detriment may arise where non -consenting data subjects do not pay
a fee and thus face exclusion from the service, especially in cases where the
service has a prominent role, or is decisive for participation in social life or access
to professional networks, even more so in the presence of lockin or network
effects.

As a result, detriment is I|likely t
or pay6é6 model to obtain consent fo
evaluate, on a caseby-case basis, whether there is an imbalance of power
between the data sulject and the controller.

The factors to be assessed include the position of the large online platform in the
market, the existence of lock-in or network effects, the extent to which the data
subject relies on the service and the main audience of the service.

The element of conditionality, i.e. whether consent is required to access goods or
services, even though the processing is not necessary for the fulfilment of the
contract, is another criterion to evaluate whether consent is ‘freely given'.

The CJEU has stated in the Bundeskartellamt judgment that users who refuse to

give consent to particular processing operat
an appropriate fee, an equivalent alternative not accompanied by such processing

operati ons®o

In doing so, controllers will avoid an issue of conditionality. In any case, the other
criteria for oO0freely givend consent still ne

An O6equivalent alternatived refers to an al¢t
the same controller that does not involve consenting to the processing of personal
data for behavioural advertising purposes.

The Opinion provides elements that can help ensuring the alternative is
genuinely equivalent.

If the alternative version is different only to the extent necessary as a
consequence of the controller not being able to process personal data for
behavioural advertising purposes, it can be in principle regarded as equivalent.

In respect of the imposition of a fee to access the 'equivalent alternative' version
of the service, the EDPB recalls that personal data cannot be considered as a
tradeable commodity, and controllers should bear in mind the need of preventing
the fundamental right to data protection from being transformed into a feature
that data subjects have to pay to enjoy.

Controllers should assess, on a casdy-case basis, both whether a fee is
appropriate at all and what amount is appropriate in the given circumstances,
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taking into account possible alternatives to behavioural advertising that entail the
processing of less personal data as well as the data subjects’ position.

Controllers should ensure that the fee is not such as to inhibit data subjects from
making a genuine choice in light of the requirements of valid consent and of the
principles under Article 5 GDPR, in particular fairness.

The accountability principle is key in this regard. Supervisory authorities are
tasked with enforcing the application of the GDPR, which may also relate to the
impact of any fee on the data subjects' freedom of choice.

Anot her condition is granularity: when
the data subject should be free to choose which purpose of processing they

accept, rather than being confronted with one consent request bundling several
purposes.

Valid consent also needs to be o6specifi
purposes, and amount to an unambiguous
pay® models it is especially i mportant

data subjects are aked to provide their consent.

Users should not be subject to deceptive design patterns.

' 8
‘Opinion of the Board (Art. 64)
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5 CONCLUSIONS

179. Inthe context of ‘consent or pay’ models operated by large online platforms, the EDPB highlights the
need for controllers to comply with all the requirements of the GDPR, in particular the requirements
for valid consent, as described in this opinion, while assessing the specificities of each case.

It has to be concluded that, in most cases, it will not be possible for large online platforms to comply
with the requirements for valid consent if they confront users only with a binary choice between
consenting to processing of personal data for behavioural advertising purposes and paying a fee.

180. The EDPB recalls that personal data cannot be considered as a tradeable commodity, and large online
platforms should bear in mind the need of preventing the fundamental right to data protection from
being transformed into a feature that data subjects have to pay to enjoy. Therefore, the offering of
(only) a paid alternative to the service which includes processing for behavioural advertising purposes
should not be the default way forward for controllers. On the contrary, when developing the
alternative to the version of the service with behavioural advertising, large online platforms should
consider providing data subjects with an ‘equivalent alternative’ that does not entail the payment of a
fee (e.g. including a different form of advertising that is not behavioural advertising).
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For consent to be 6informedd, the informatio
enable data subjects to have a full and clear comprehension of the value, the

scope and the consequences of their possible choices, taking into account the

complexity of processing activities related to behavioural advertising.

The EDPB also provides clarifications on the withdrawal of consent and advises
controllers to carefully assess how often consent should be 'refreshed'.

To read more: https://www.edpb.europa.eu/system/files/2024 -
04/edpb opinion 202408 consentorpay en.pdf
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Number 4
Computer Security: Pay per vulnerability

DoyourememberCERNOGs Whi t e H antwhich wegave peoplecoutside
CERN permission to hack into the Organization as long as they abided by a short
set of rules and in which CERN trained its own staff and users in penetration
testing and vulnerability scanning?

Whil e our fADay of the open firewall 0 to ease
course only an April Fool 6s hoax, we are sti
vul nerability scanning and penetration testi.i

Actually, vulnerabilities lurk everywhere. In the operating system of your desktop
PC, laptop or smartphone; in the software programs you run; in the applications
and code you develop; in the web pages, web frameworks and web servers you
use.

Critical for assessing the risk of each vulnerability is the exploitability: can an
attacker gain direct benefit from that vulnerability for their evil deed? Which
hurdles need to be overcome beforehand?

In that sense, computing services directly connected or visible to the internet are

the most risky, as each potential vulnerability can be directly exploited by
attackers (who are legion on the internet).
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