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Dear readers,
Marcus Tullius Cicero has said, when you have no basis for
an argument, abuse the plaintiff. Well, the online world has
made it so much easier.
What can countries do to address or mitigate the problem of
online abuse of public servants? Governments must manoeuvre a
regulatory gray area in which it is difficult to distinguish between freedom
of speech and protection from harmful verbal abuse.
In an interesting new paper, Abuse of power: Coordinated online
harassment of Finish government ministers from the NATO Strategic
Communications Centre of Excellence, we can understand the problem and
the possible solutions. We read:
“Lipstick brigade. Lipstick girls. Feminist quintet. Tampax team. These are
all phrases used on Twitter to refer to the current coalition in Finland, in
which all five party leaders are women, led by Prime Minister Sanna Marin
of the Social Democratic Party.
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When the remarkably young and female leadership came into power in
December 2019, they made international headlines as pioneers of gender
equality in governance. Their election also provoked online resistance in
the form of abusive messages.
Many assumptions about their political inexperience were accompanied by
sexist and misogynistic language.
This study reveals the troubling extent to which female ministers receive
gendered, sexist, and misogynistic abuse online.
On Finnish Twitter, not only did female politicians receive more abuse
than their male counterparts, but the abuse displayed a gendered pattern.
Gendered abuse was used to criticise and delegitimise women in
ministerial positions no matter the political topic of the moment, be it the
Finnish government’s COVID-19 response, its immigration policy, or its
involvement in EU affairs.”
As social media platforms continue to grow in political importance, so does
their use as a means for engaging with and criticising individual
government officials with little or no consequences.
Over half of abusive messages were sent by anonymous accounts.
Anonymity erases accountability online. This can have the effect of
emboldening users to voice their dissatisfaction with ministers through
unfiltered, abusive messages.
According to the paper, content moderation is ultimately the responsibility
of social media and big tech companies. Social media platforms, Twitter
included, are far more adept at moderating content in mainstream
languages, most notably English.
The authors expect to witness the development of powerful tools drawing
on advances in artificial intelligence to understand content across lesswidely spoken languages and allow for the analysis of content with a higher
degree of language variation.
As a result, such technology would ensure more equitable security
measures across the linguistically diverse digital space, ultimately
benefiting the smaller language branches of the Nordic and Baltic regions.
Finnish-language Twitter appears to have been comparatively shielded
from coordinated inauthentic manipulation, in part due to the complexity
of the local language. It remains to be seen how long this relative
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protection will last; advances in artificial intelligence may remove this
barrier to manipulation.
You can read more at number 2 below.
________________________________________________
The Office of the Attorney General of Switzerland (OAG) has published the
2020 Annual Report. The number of cases concluded remained high in
2020 – the OAG issued around 700 final decisions in criminal proceedings
and concluded around 270 mutual assistance cases. The OAG filed 29
indictments in ordinary proceedings at the Federal Criminal Court in
Bellinzona, more than ever before.
True to the principle that crime should not pay, in 2020 the OAG secured
forfeitures and compensation claims amounting to an impressive total of
over CHF 500 million. Last year, forfeiture and compensation orders for a
total of around CHF 64 million were issued by the OAG and the Federal
Criminal Court or took full legal effect.
In addition, at the end of 2020 the Federal Supreme Court and the Federal
Criminal Court issued decisions in two criminal procedures, confirming
further forfeitures of around CHF 167 million and compensation claims of
around CHF 82 million in the ‘MUS’ procedure and forfeitures of around
CHF 200 million in money laundering proceedings relating to Uzbekistan.
Forfeitures (Art. 70 / 72 SCC) and compensation claims (Art. 71 SCC) are
measures under the criminal law to obtain redress for advantages gained
from criminal conduct – perpetrators should not be allowed to enjoy the
financial benefits of their crimes. If the assets subject to forfeiture are no
longer available, the state will normally be recognised as having a right to
compensation of an equivalent amount.
In enforcing forfeitures and compensation claims, enquiries are made as to
how the assets concerned will ultimately be used. Consideration is given to
the possibility of sharing the assets or making restitution.
The Annual Report 2020 provides accounts of cases to illustrate the
diversity of the statutory tasks the OAG is carrying out.
In the Petrobras-Odebrecht series of cases, for example, the OAG opened
criminal proceedings against a bank in Switzerland as part of its
investigations into possible criminality among financial intermediaries in
Switzerland. In the investigations into allegations of corruption in the
world of football, various procedures were concluded, the Federal Criminal
Court issued a first instance judgment, and funds seized in Switzerland
totalling around CHF 36 million were forfeited and returned to the party
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entitled to them.
The decision to abandon proceedings in connection with granting loan
guarantees and payment deferrals in Swiss maritime navigation also
generated a lot of media interest, as did the OAG’s success in securing the
first instance conviction of a former member of the Ukrainian Parliament
and another accused on charges of wilful money laundering as part of a
criminal group.
Furthermore, in 2020 following complex investigations, the OAG filed an
indictment against Credit Suisse AG, a former employee of the bank, and
two members of a criminal organisation from Bulgaria. The criminal
organisation was involved in importing several dozen tonnes of cocaine
from South America into Europe.
In July 2020, the OAG and the public prosecutor in the Calabrian province
of Catanzaro took part in a coordinated operation against a criminal
organisation with links to the ’Ndrangheta. The investigations uncovered
international networks involved in weapons and drug trafficking, money
laundering and the import of counterfeit money from Italy.
In the fight against terrorism, the OAG also secured further important
judgments. In the year under review, it was once again confirmed that
close coordination and cooperation between all the prosecution and law
enforcement authorities involved at national and international levels is
vital in combating terrorism.
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The report:
https://www.bundesanwaltschaft.ch/mpc/en/home/taetigkeitsberichte/ta
etigkeitsberichte-der-ba.html
________________________________________________
At the invitation of Federal Councillor Ignazio Cassis, the annual meeting
of foreign ministers from the five German-speaking countries took place in
Lugano.
The talks focused on cross-border cooperation, including the response to
the COVID-19 pandemic, science diplomacy in digital foreign policy and
other topics of European and international interest.
The Swiss foreign minister welcomed his counterparts from Germany,
Austria, Luxembourg and Liechtenstein to his home town of Lugano for
this year's meeting of German-speaking foreign ministers.
The annual meeting reflects the close relations enjoyed by the Germanspeaking neighbours.
At the meeting, foreign minister Cassis and his counterparts agreed that
close cooperation between like-minded European states was essential in
the current pandemic and would remain so in the handling of future crises.
"The pandemic has clearly shown that constant dialogue and ensuring the
free movement of people and goods are essential – not only for us, but for a
functioning, healthy Europe," Cassis said.
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For Switzerland, this cooperation has involved finding workable solutions
for nearly 340,000 people who commute to Switzerland every day from
neighbouring countries.
Regional platforms for dialogue such as cross-border cooperation in the
Lake Constance region played an important role in this context.
The ministers also discussed the growing importance of science diplomacy
in international relations. The Geneva Science and Diplomacy Anticipator
(GESDA) Foundation presented its work in this area.
Also discussed were interoperable cross-border digital solutions such as
the creation of electronic registration forms for regional border travel,
which have already proven useful during the COVID-19 pandemic and will
be indispensable in the future.
Switzerland is looking to digitalisation and science diplomacy – central
pillars of its foreign policy strategy – for new ways of conducting foreign
policy.
International Geneva, which is a hub not only for multilateral
organisations but also for science and digitalisation actors such as the
GESDA Foundation, could become the digital capital of the future.
The meeting also covered topics of European and international interest,
including Switzerland's candidacy for a non-permanent seat on the UN
Security Council. Mr Cassis also briefed his counterparts on the status of
the European dossier.
The foreign ministers will end this year's meeting with a visit to the
Hermann Hesse Museum in the Montagnola district.
Herman Hesse chose to make Ticino his new home almost a century ago.
The close ties of Switzerland and Ticino in the German-speaking world in
the midst of Europe are reflected in the life and work of the Nobel Prize
winner.
_______________________________________________
I am certainly no fan of Friedrich Nietzsche, who believed that we have art
in order not to die of the truth.
Francis Bacon has said that the job of the artist is always to deepen the
mystery. I love this approach.
Art has commercial and social value, and in this complex and constantly
evolving world of artists, dealers, and collectors, we have a major
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development.
Section 6110 of the National Defense Authorization Act for Fiscal Year 2021
has expanded the scope of the U.S. Bank Secrecy Act (BSA) to “persons
engaged in the trade of antiquities, including an advisor, consultant, or any
other person who engages as a business in the solicitation or the sale of
antiquities, subject to regulations prescribed by the Secretary”.
Financial institutions covered by the BSA must now meet certain record
keeping, reporting, and other AML compliance requirements for
antiquities traders.
This is an interesting step to understand better the role of antiquities trade
in terrorist, criminal, and militant financing, in a fragmented international
legal landscape without global standards.
Dark web marketplaces can also be used to traffic antiquities. It is clear and
well established that antiquities provide a reliable revenue source for the
organized crime, and for state-sponsored adversaries with a political,
commercial, or military agenda.
You can read more at number 9 and 10 below.
Welcome to our monthly newsletter.
Best regards,

George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer:
CHE-244.099.341
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Number 1

Microtargeting as Information Warfare

Abstract
Foreign influence operations are an acknowledged threat to national
security. Less understood is the data that enables that influence. This
article argues that governments must recognize microtargeting—data
informed individualized targeted advertising—and the current advertising
economy as enabling and profiting from foreign and domestic information
warfare being waged on its citizens.
The Department of Defense must place greater emphasis on defending
service members’ digital privacy as a national security risk. Without the
ability to defend this vulnerable attack space, our adversaries will continue
to target it for exploitation.
Introduction
In September 2020, General Paul Nakasone, NSA Director and
Commander of U.S. Cyber Command, called foreign influence operations
“the next great disruptor.”
Nearly every intelligence agency in the United States government has been
sounding the alarm over targeted influence operations enabled by social
media companies since at least 2016, even though some of these operations
started earlier.
What often goes unstated and even less understood is the digital
surveillance economy underlying these platforms and how this economic
structure of trading free access for data collection about individuals’ lives
poses a national security threat.
Harvard sociologist Shoshana Zuboff calls this phenomenon “surveillance
capitalism [which] unilaterally claims human experience as free raw
material for translation into behavioral data.”
This behavioral data is transformed into increasingly accurate microtargeted advertising.
The new surveillance capitalism has enabled massive information warfare
campaigns that can be aimed directly at target populations. The predictive
power of surveillance capitalism is not only being leveraged for advertising
success but increasingly harnessed for mass population control enabled by
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massive amounts of individually identifiable, commercially available data
with virtually no oversight or regulation.
This is not to say there is no oversight—data use and collection by the
intelligence community is subject to significant oversight and regulation.
This article, critically, is not about data use laws and areas that are already
regulated. Technology companies such as Facebook or Google exist in
ungoverned spaces and are not subject to regulations like specific
industries such as banking, education, or health care providers.
For example, medical companies are clearly bound by Health Insurance
Portability and Accountability Act (HIPAA) and the banking industry is
bound by Sarbanes Oxley, which includes data regulation components.
Conversely, the tech companies actually have a shield from liability based
on the Communications Decency Act, Section 230.
This law places tech companies outside of regulatory restrictions rather
than providing any meaningful limit on their actions and as a result creates
a national security risk for the Department of Defense (DoD).
You can read more at page 63:
https://cyberdefensereview.army.mil/Portals/6/Documents/2021_winter
_cdr/CDR_Winter_2021.pdf
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Number 2

Abuse of power: Coordinated online harassment of Finish
government ministers.

This report is an explorative analysis of abusive messages targeting Finnish
ministers on the social media platform Twitter.
The purpose of this study is to understand the scope of politically
motivated abusive language on Finnish Twitter, and to determine if, and to
what extent, it is perpetrated by inauthentic accounts.
To this end, we developed a mixed methodology, combining AI-driven
quantitative visualisations of the networks delivering messages of abuse
with a qualitative analysis of the messages in order to understand the
themes and triggers of abusive activity.
We collected Twitter data between 12 March and 27 July 2020, a period
spanning the state of emergency declared in response to the COVID-19
pandemic.
This report is informed by the findings of three recent Finnish studies, one
of which investigated the extent and effects of online hate speech against
politicians while the other two studied the use of bots to influence political
discourse during the 2019 Finnish parliamentary elections.
The first study, released by the research branch of the Finnish government
in November 2019, found that a third of municipal decision-makers and
nearly half of all members of Finnish Parliament have been subjected to
hate speech online.
The two studies tracking inauthentic activity during the 2019
parliamentary elections identified bot interference but concluded that the
impact of these bots on Finland’s political environment appeared limited.
Based on these findings, and on our comprehensive literature review, we
developed two hypotheses:
1. We expect to observe abusive language targeting Finnish politicians, with
female politicians receiving gendered abuse;
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2. We expect to observe low levels of coordinated inauthentic activity
in the Finnish information space, with increased levels of inauthentic
activity during periods of political significance.
Our quantitative and qualitative analyses confirmed both hypotheses and
yielded multiple findings.
Our investigation demonstrated that the messaging directed at Finnish
government officials is largely free from automated activity.
When it comes to abusive messaging, we find a number of users singularly
focused on harassing the government.
While both left- and right-leaning communities engaged in abusive activity,
the bulk of abusive messaging originated from clusters of right-wing
accounts.
Overall, we observed very low levels of both bot and coordinated activity.
The majority of bots we identified were operating in foreign languages and
either not generally focused on Finland or used to push certain causes in
multiple languages.
We repeatedly came across a cluster of accounts throughout our
monitoring period that posted the same messages about animal cruelty and
climate change.
These accounts predominantly post in English and appear in some cases to
be automated or semi-automated. However, they represent a very small
part of the conversation.
Likewise, a small cluster of automated accounts amplified messaging by
a number of right-wing voices. Again, there was a degree of coordination
here, but these amplifications looked more like attempts at self-promotion
rather than systematic manipulation of the information space.
If large-scale inauthentic coordination exists in the Finnish information
environment, we are either looking in the wrong place, or it is so
sophisticated or so small in scale that it evades our detection methods.
We found that the main topics triggering abusive messages were the
COVID-19 pandemic, issues of immigration, Finnish-EU relations, and
socially liberal politics.
We observed that female Finnish ministers received a disproportionate
number of abusive messages throughout our monitoring period.
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A startling portion of this abuse contained both latent and overtly sexist
language, as well as sexually explicit language.
Although we found large volumes of offensive and abusive messaging, we
did not observe threats of physical violence.
Introduction
Lipstick brigade. Lipstick girls. Feminist quintet. Tampax team. These are
all phrases used on Twitter to refer to the current coalition in Finland, in
which all five party leaders are women, led by Prime Minister Sanna Marin
of the Social Democratic Party.
When the remarkably young and female leadership came into power in
December 2019, they made international headlines as pioneers of gender
equality in governance.
Their election also provoked online resistance in the form of abusive
messages. Many assumptions about their political inexperience were
accompanied by sexist and misogynistic language.
The paper: https://www.stratcomcoe.org/abuse-power-coordinatedonline-harassment-finnish-government-ministers
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Number 3

EBA consults on changes to its Guidelines on Risk-based
AML/CFT supervision

The European Banking Authority (EBA) launched today a public
consultation on changes to its Guidelines on Risk-Based Supervision of
credit and financial institutions’ compliance with anti-money laundering
and countering the financing of terrorism (AML/CFT) obligations.
The proposed changes address the key obstacles to effective AML/CFT
supervision that the EBA has identified during its review of the existing
Guidelines, including the effective use of different supervisory tools to meet
the supervisory objectives.
The Guidelines are central to the EBA’s mandate to lead, coordinate and
monitor the EU financial sector’s fight against money laundering and
terrorist financing.
The consultation runs until 17 June 2021.
The Guidelines on risk-based AML/CFT supervision were originally
published by the European Supervisory Authorities (ESAs) in 2016 and set
out steps that competent authorities should take to ensure compliance by
credit and financial institutions with their AML/CFT obligations.
Since their publication, the EBA has observed that supervisors across the
EU were finding the implementation of the risk-based approach to
AML/CFT supervision difficult, which meant that AML/CFT supervision
was not always as effective as the legal framework set out in Directive (EU)
2015/849 (AMLD) and the ESAs’ Guidelines had envisaged.
The changes the EBA is proposing include practical step-by-step
approaches to addressing those aspects of AML/CFT supervision that
competent authorities have found particularly challenging.
The revised Guidelines focus on helping the supervisors identify and
manage ML/TF risks more effectively, including the risks that may arise
from de-risking practices in some sectors or Member States by providing
greater detail on ML/TF risk assessments and by requiring to develop a
robust supervisory strategy and plan that are based on those risk
assessments.
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The Guidelines also set out how supervisors can choose the most effective
supervisory tools to support different supervisory needs and objectives,
and stress the importance of cooperation between different supervisory
authorities, and between supervisors and other stakeholders, such as
Financial Intelligence Units and financial institutions.
In addition, the Guidelines emphasise the importance for supervisors to
develop a good understanding of ML/TF risks associated with tax crimes,
which may involve a cooperation with tax authorities in their Member
State.
Once implemented, the proposed changes will foster greater convergence
of supervisory practices in areas where supervisory effectiveness has been
hampered, so far, by divergent approaches in the implementation of the
same European legal requirements. This means that they will significantly
strengthen Europe’s AML/CFT defences.
Consultation process
Comments to the draft Guidelines can be sent by clicking on the "send your
comments" button on the EBA's consultation page. The deadline for the
submission of comments is 17 June 2021.
All contributions received will be published following the close of the
consultation, unless requested otherwise.
The EBA will hold a virtual public hearing on the draft Guidelines on 22
April 2021 from 14:00 to 16:00 Paris time. The dial-in details will be
communicated to those who have registered for the meeting.
The scope of the EBA’s consultation is limited to the amendments and
additions to the original risk-based supervision Guidelines, which will be
repealed and replaced with the revised Guidelines.
Legal basis and background
Directive (EU) 2015/849 (AMLD) puts the risk-based approach at the
centre of the EU’s AML/CFT regime.
It recognises that the risk of money laundering and terrorist financing may
vary between countries, sectors and financial institutions and that Member
States, competent authorities and credit and financial institutions should
identify and assess these risks in order to decide how to best manage them.
Article 48(10) of AMLD mandates the EBA to issue Guidelines addressed
to competent authorities on the characteristics of a risk-based approach to
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supervision and the steps to be taken when conducting supervision on a
risk-based basis.
The mandate requires the EBA to take specific account of the nature and
size of the business, and, where appropriate and proportionate, specific
measures shall be laid down.
The revised Guidelines also propose to take into consideration changes in
the EU legal framework that came into force since the original guidelines
were first issued, as well as new international guidance by the Financial
Action Taskforce (FATF) and the Basel Committee on Banking Supervision
on this topic.
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Number 4

NIST Offers Tools to Help Defend Against State-Sponsored
Hackers

Special Publication 800-172 is designed to protect sensitive information in
a variety of electronic systems.

Nations around the world are adding cyberwarfare to their arsenal,
employing highly skilled teams to launch attacks against other countries.
These adversaries are also called the “advanced persistent threat,” or APT,
because they possess the tools and resources to pursue their objectives
repeatedly over an extended period, adapting to defenders’ efforts to resist
them.
Vulnerable data includes the sensitive but unclassified information
managed by government, industry and academia in support of various
federal programs.
Now, a finalized publication from the National Institute of Standards and
Technology (NIST) provides guidance to protect such “controlled
unclassified information” (CUI) from the APT. You may visit:
https://csrc.nist.gov/publications/detail/sp/800-172/final
NIST’s Special Publication (SP) 800-172, Enhanced Security Requirements
for Protecting Controlled Unclassified Information: A Supplement to NIST
SP 800-171, offers a set of tools designed to counter the efforts of statesponsored hackers and complements another NIST publication aimed at
protecting CUI.
“Cyberattacks are conducted with silent weapons, and in some situations
those weapons are undetectable,” said Ron Ross, a computer scientist and
a NIST fellow. “Because you may not ‘feel’ the direct effects of the next hack
yet, you may think it is coming someday down the road; but in reality, it’s
happening right now.”
The federal government relies heavily on nonfederal service providers to
help carry out a wide range of missions using information systems — a
term that includes computers, but also a range of other specialized
technologies such as industrial control systems and the Internet of Things.
The protection of sensitive federal information that resides in nonfederal
systems — such as those used by state and local governments, colleges and
universities, and independent research organizations — is of paramount
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importance, as it can directly impact the federal government’s ability to
carry out its operations. A hack in 2018 that compromised sensitive
information directly inspired the NIST team’s work on SP 800-172.
Formerly numbered SP 800-171B during its draft stages, SP 800-172 offers
additional recommendations for handling CUI in situations where that
information runs a higher than usual risk of exposure. CUI includes a wide
variety of information types, from individuals’ names or Social Security
numbers to critical defense information.
“We developed SP 800-171 in response to major cyberattacks on U.S.
critical infrastructure, and its companion document SP 800-172 is
designed to mitigate attacks from advanced cyber threats such as the APT,”
Ross said.
“Implementing the cyber safeguards in SP 800-172 will help system owners
protect what state-level hackers have considered to be particularly highvalue targets: sensitive information about people, technologies, innovation
and intellectual property, the revelation of which could compromise our
economy and national security.”
The enhanced security requirements are to be implemented in addition to
those in SP 800-171, since that publication is not designed to address the
APT. The requirements in SP 800-172 apply to the components of
nonfederal systems that process, store or transmit CUI or that provide
protection for such components.
To further narrow the scope, the requirements are applied only when the
designated CUI is associated with a critical program or high-value asset —
the highest priority for protection.
Developed primarily for administrators such as program managers, CIOs
and system auditors, the publication addresses the protection of CUI for
system components by promoting penetration-resistant architecture,
damage-limiting operations, and designs to achieve cyber resiliency and
survivability.
Its tools, divided into 14 families, are not intended to be implemented en
masse, but selected according to the needs of the organization.
“Most likely an organization implementing this guidance will not want to
use all of the enhanced security requirements we offer here,” Ross said.
“The decision to select a particular set of enhanced security requirements
will be based on your mission and business needs — and then guided and
informed by ongoing risk assessments.”
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In response to feedback received during the public comment period, the
final draft includes updated scoping and applicability guidance and a more
flexible requirements selection approach to allow organizations to
customize their security solutions.
Ross said that the tools in the new publication should offer hope to anyone
seeking to defend against hacks, even by as intimidating a threat as the
APT.
“The adversaries are bringing their ‘A-game’ in these cyberattacks 24 hours
a day, 7 days a week,” he said. “You can start making sure the damage is
minimized if you use SP 800-172’s cyber safeguards.”
You may visit: https://csrc.nist.gov/publications/detail/sp/800-172/final
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Number 5

ELECTRICITY GRID CYBERSECURITY

What GAO Found
The U.S. grid’s distribution systems—which carry electricity from
transmission systems to consumers and are regulated primarily by states—
are increasingly at risk from cyberattacks.
Distribution systems are growing more vulnerable, in part because their
industrial control systems increasingly allow remote access and connect to
business networks.
As a result, threat actors can use multiple techniques to access those
systems and potentially disrupt operations. (See fig.)
However, the scale of potential impacts from such attacks is not well
understood.

Distribution utilities included in GAO’s review are generally not subject to
mandatory federal cybersecurity standards, but they, and selected states,
had taken actions intended to improve distribution systems’ cybersecurity.
These actions included incorporating cybersecurity into routine oversight
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processes and hiring dedicated cybersecurity personnel. Federal agencies
have supported these actions by, for example, providing cybersecurity
training and guidance.
As the lead federal agency for the energy sector, the Department of Energy
(DOE) has developed plans to implement the national cybersecurity
strategy for the grid, but these plans do not fully address risks to the grid’s
distribution systems.
For example, DOE’s plans do not address distribution systems’
vulnerabilities related to supply chains.
According to officials, DOE has not fully addressed such risks in its plans
because it has prioritized addressing risks to the grid’s generation and
transmission systems.
Without doing so, however, DOE’s plans will likely be of limited use in
prioritizing federal support to states and industry to improve grid
distribution systems’ cybersecurity.
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To read more: https://www.gao.gov/assets/gao-21-81.pdf
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Number 6

Recent Cyber Events: Considerations for Military and National
Security Decision Makers

This recurring report is the collaborative view of NATO CCDCOE
researchers highlighting the potential effects of current events and
developments in cyberspace on armed forces, national security and critical
infrastructure, based on publicly available information.
It does not set out to be exhaustive. While the authors have made every
effort to describe events from a perspective relevant to NATO and partner
nations, there may be national and regional differences which this paper
does not address.
The authors of this paper are independent researchers at the NATO
CCDCOE; they do not represent NATO, nor does this paper reflect NATO’s
position. The aim of the paper is not to replace information about
vulnerabilities and incidents provided by CSIRTs and providers of CIS
products and services.
Social engineering campaign against security researchers
Social engineering is one of the oldest methods of influencing and
manipulating people. In a general sense, it is the ‘management of human
beings in accordance with their place and function in society.
In the information environment, social engineering is defined as ‘the use
of fraud to manipulate individuals in the disclosure of confidential or
personal information that may be used for fraudulent purposes.
Social engineering uses various techniques and tactics to influence, mislead
and deceive targets. Hence, fraud can be purely digital or Social
engineering uses various techniques and tactics to influence, mislead and
deceive targets. Hence, fraud can be purely digital or analogue, or a
combination of offline and online actions taken to deceive or compromise
individuals, groups or organisations.
Some of the most common forms of digital social engineering are phishing,
spear-phishing, mass phishing, vising (phone calls), fake news, market
manipulation, political sabotage, scareware and baiting. To read more:
https://ccdcoe.org/uploads/2021/03/Recent-Cyber-EventsNo9_March_2021_Final.pdf
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Number 7

NNSA’s 2020 Cities Initiative helped U.S. cities prevent
radiological terrorism

Radioactive materials can be used to do a lot of good. They are used to treat
cancer, sterilize blood, and build economies worldwide, including here in
the United States.
However, if lost or stolen, these materials can pose a significant risk to our
people and our cities.
For instance, a terrorist could use these materials to set off a radiological
dispersal device (RDD), or “dirty bomb,” in a major U.S. city, an act of
terrorism that would have devastating economic and psychological
consequences.
2020 Cities Initiative
In response to that threat, NNSA’s Office of Radiological Security (ORS)
enhances security by preventing high-activity radioactive materials (that
could injure someone exposed to them for a short amount of time) from
being used in acts of terrorism.
In 2017, ORS launched the 2020 Cities Initiative to enhance radiological
security in our most heavily populated cities, such as by providing security
enhancements to sites with high-activity radioactive materials. And it
provided technology and training tools to law-enforcement professionals
responsible for responding to a radiological theft.
Securing Our Businesses, Communities, and Country
To secure high-activity radioactive materials in U.S. cities where the
consequences of radiological terrorism would be greatest, ORS worked to
protect, remove, and reduce these materials.
The initiative offered federally funded security enhancements, disposal of
disused sources, and financial incentives to users interested in removing
and replacing their cesium irradiators with X-ray devices.
For example, through the Cesium Irradiator Replacement Project ,
participating businesses were able to replace cesium-137 based irradiators
(which are used in medical applications) with alternative technologies,
thereby achieve permanent radiological risk reduction.
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For law enforcement, ORS provided centralized monitoring systems that
integrated critical alarms and video from local sites into operations centers
along with response training tools.
Significant Progress in Securing Our Cities
The ORS 2020 Cities Initiative was successful thanks to the support of, and
collaboration with, a wide range of partners including businesses, law
enforcement, city and state leaders, and federal agencies.
The initiative resulted in enhanced radiological security in our major cities
and across our Nation including:
-

Enhanced security of 604 buildings that use or store radioactive
materials;

-

Replacement of 104 radiological devices with alternative technologies,
thereby eliminating the risk of radiological theft at those locations;

-

Establishment of radiological security training programs for law
enforcement in 17 cities resulting in more than 2,000 officers trained;

-

Training of an additional 4,000 response officials through the ORS
Alarm Response Training program in Oak Ridge, Tennessee; and

-

Carrying out of numerous workshops in major cities bringing together
radiological sites, local homeland security and regulatory officials, and
law enforcement personnel. Events in Boston and San Francisco
brought together partners from cities across the United States.

While the onset of the COVID-19 pandemic limited vital in-person
collaboration, ORS adapted and collaborated with its partners through
virtual training and assessment tools to reduce the risk of radiological
terrorism.
According to Kasia Mendelsohn, NNSA’s Acting Deputy Administrator for
Defense Nuclear Nonproliferation, “The commitment of all of our state and
local community, industry, medical, and law-enforcement partners to
collaborate with ORS to take strong and sustained actions to enhance
radiological security has made our cities safer.”
A Model Partnership
The ORS partnership with the city of Denver is an excellent example of the
impact this work has in reducing the danger of radiological terrorism in
our major cities. ORS partnered to enhance security with all Denver
medical and industrial facilities using high-activity radioactive materials.
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Additionally, ORS worked extensively with the Denver Police Department
(DPD) to ensure appropriate law-enforcement officials are notified of any
attempted radiological material theft. The program also ensured that first
responders have the plans, training, and tools to contain any adversary
taking the material. Actions taken included:
-

Establishing remote monitoring at the Real Time Crimes Center,
Special Operations Office, and 911 monitoring centers;

-

Developing a training program that included a mobile trailer with
educational tools and that trained over 1,000 response personnel;

-

Developing a training video to be delivered to all DPD officers at roll
call sessions for multi-year sustainability training on radiological
response; and

-

Issuing policies promote a coordinated response to radiological theft
events.

“Our partnership with ORS has strengthened the Denver Police
Department’s ability to prevent and prepare for potential terrorism events,
while enhancing relationships with our local hospitals and blood clinics
that use radioactive material for lifesaving purposes,” said Cmdr. Patrick
Phelan, Special Operations Division, Denver Police.
“The Denver Police are proud to be recognized as a leader in Radiological
Security and are committed to assisting other law enforcement agencies in
the prevention of terrorism events.”
“The Denver 911 Communications Center is committed to its long-term
partnership with the Office of Radiological Security and is proud to host
new innovative notification and response tools to prevent a terrorism event
in our community,” added Andrew Dameron, Director of Denver 911
Communications Center.
Building on Success
While the 2020 Cities Initiative resulted in tremendous progress, threats
continue to evolve and more work remains to be done across the country to
keep the public safe.
ORS will build on this successful initiative by expanding its collaboration
and partnerships into the many mid-size and small cities across the
country.
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To read more: https://www.energy.gov/nnsa/articles/nnsa-s-2020-citiesinitiative-helped-us-cities-prevent-radiological-terrorism
https://www.energy.gov/nnsa/national-nuclear-security-administration
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Number 8

NIST Develops Privacy-Preserving ‘Encounter Metrics’ That
Could Help Slow Down Future Pandemics

When you bump into someone in the workplace or at your local coffee
shop, you might call that an “encounter.” That’s the scientific term for it,
too. As part of urgent efforts to fight COVID-19, a science is rapidly
developing for measuring the number of encounters and the different
levels of interaction in a group.
At the National Institute of Standards and Technology (NIST), researchers
are applying that science to a concept they have created called “encounter
metrics.” They have developed an encrypted method that can be applied to
a device such as your phone to help with the ultimate goal of slowing down
or preventing future pandemics. The method is also applicable to the
COVID-19 pandemic.
Their research is explained in a pilot study published in the Journal of
Research of NIST.
Encounter metrics measure the levels of interactions between members of
a population. A level of interaction could be the number of people in a
bathroom who are talking to each other or a group of people walking down
a hallway. There are numerous levels of interactions because there are so
many different ways people can interact with one another in different
environments.
In order to mitigate the spread of an infectious disease there is the
assumption that less communication and interaction with people in a
community is essential. Fewer interactions among people means there is
less of a chance of the disease spreading from one person to another.
“We need to measure that. It’s important to develop technology to measure
that and then see how we can use that technology to shape our working
environment to slow future pandemics,” said NIST researcher René
Peralta, an author of the NIST study.
Picture two people walking from opposite ends of a hallway who meet in
the middle. To record this encounter, each person could carry their own
phone or a Bluetooth device that broadcasts a signal as soon as the
encounter occurs. One way of labeling this encounter is through the
exchange of device IDs or pseudonyms. Each device sends its own
pseudonym that belongs to the device itself. The pseudonyms could be
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changed every 10 minutes as a way to promote the privacy of the person’s
identity.
However, another way of labeling the encounter between two people is
through a random number that is not linked to the device each person
carries. This is what the researchers call an “encounter ID.” Peralta
developed an encrypted system that uses encounter IDs to not only
measure the encounter between two people but to strengthen the privacy of
the identities of the two people from third parties.
Current approaches for mitigating the spread of infectious disease in a
population include exposure notification systems, also known as contact
tracing, that rely on the pseudonyms.
These systems are currently used on smartphones as a way to digitally
track if a person comes into contact with someone who has contracted
COVID-19. This can help health officials mitigate the spread of the disease
by isolating individuals at risk of infecting others.
But the benefit of the NIST method that uses encounter IDs is its
promotion of privacy. By labeling each encounter with a random number
and not linking the encounter to the device the person is carrying, this
makes it much harder for a cyber attacker to obtain that user’s identity.
The target audience for this approach would be for a smaller population in
a controlled setting like NIST’s campus or nursing homes, said NIST
researcher Angela Robinson, also an author of the new paper. “We are
advancing a different approach to contact tracing using encounter metrics.”
Gathering these measurements of how individuals interact with one
another can help with better understanding ways of modifying working
environments, such as altering building layouts and establishing mobility
rules, so as to slow the spread of disease.
These architectural changes though are part of a longer-term goal.
“Encounter metrics will give health experts and officials more tools to
understand interactions of people and infection events,” said Peralta.
Through a broader initiative at NIST in which various groups met and
discussion occurred to help address the COVID-19 pandemic, Peralta and
Robinson collaborated with NIST researcher Sae Woo Nam, who developed
a NIST prototype Bluetooth device that uses the cryptographic system
developed by Peralta.
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The device is slightly smaller than the size of a playing card and can be
easily worn around a person’s neck or stored in their pocket. It has a sensor
to detect a Bluetooth signal and the duration and strength of the signal.
The strength of the signal is used to approximate the distance between two
individuals. So, if the signal is weaker, one can conclude that the person is
following proper social distancing guidelines and is more than 2 meters
(6.56 feet) away.
The NIST prototypes rely on ultrasonic ranging where the device transmits
a sound wave and researchers can measure the time it takes for the sound
wave to reflect off an object and back to the origin.
This means that the reflection time is proportional to the distance that the
target object is from the source, in this case the device. Ultrasonic ranging
allows for a more accurate determination of distance between two people
compared to relying solely on the Bluetooth signal.
Researchers also propose an alternative protocol to current approaches for
contact tracing using their method of encounter IDs. The alternative
proposal follows three parts: reporting, server storage and risk exposure
notification.
A person who is diagnosed with COVID can voluntarily and anonymously
send their encounter IDs to a central server. The server then maintains a
running window of all the reported encounter IDs.
Lastly, every day each person participating in contact tracing performs a
two-party encrypted computation with the server to get the number of
encounter IDs that are both in their list and the server’s. That number is
the person’s measure of risk.
It’s important to note that this approach relies on each participant being
honest or a good actor when sending their encounter IDs. More detailed
information on the approach can be found in the paper.
As for next steps, NIST researchers hope to expand beyond the NIST
community to work with the larger research community to invest in
privacy-preserving encounter metrics.
They also aim to further develop the techniques that are already in place to
see how they will hold out in scenarios where there are actual malicious
threats.
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To learn more about other research projects addressing the COVID-19
pandemic that are currently underway at NIST, check out the NIST and
COVID-19 web portal at: https://www.nist.gov/coronavirus
To read more: https://www.nist.gov/news-events/news/2021/03/nistdevelops-privacy-preserving-encounter-metrics-could-help-slow-down
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Number 9

FinCEN Informs Financial Institutions of Efforts Related
to Trade in Antiquities and Art

The Financial Crimes Enforcement Network (FinCEN) is issuing this
Notice to inform financial institutions about:
(1) the Anti-Money Laundering Act of 2020 (the AML Act) efforts related
to trade in antiquities and art,
(2) select sources of information about existing illicit activity related to
antiquities and art, and
(3) provide specific instructions for filing Suspicious Activity Reports
(SARs) related to trade in antiquities and art.
FinCEN encourages financial institutions to continue filing SARs regarding
these topics.
New AML Act Measures
-

Antiquities Regulations: Section 6110(a) of the AML Act amends the
definition of “financial institution” under the Bank Secrecy Act (BSA) to
include persons “engaged in the trade of antiquities” and directs
FinCEN to promulgate implementing regulations.
The BSA obligations imposed by Section 6110(a) will take effect on the
effective date of those final regulations.

-

Art Study: Section 6110(c) of the AML Act requires the Secretary of the
Treasury, in coordination with the Director of the Federal Bureau of
Investigation, the Attorney General, and the Secretary of Homeland
Security, to perform a study of the facilitation of money laundering and
the financing of terrorism through the trade in works of art.
The study will include an analysis of, among other things, which
markets should be subject to regulations and the degree to which the
regulations, if any, should focus on high-value trade in works of art,
and on the need to identify the actual purchasers of such works, in
addition to other persons engaged in the art trade.
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Illicit Activity Associated with Trade in Antiquities and Art
Financial institutions with existing BSA obligations, including the
reporting of suspicious activity, should be aware that illicit activity
associated with the trade in antiquities and art may involve their
institutions.
Crimes relating to antiquities and art may include looting or theft, the illicit
excavation of archaeological items, smuggling, and the sale of stolen or
counterfeit objects.
Crimes relating to antiquities and art also may include money laundering
and sanctions violations, and have been linked to transnational criminal
networks, international terrorism, and the persecution of individuals or
groups on cultural grounds.
SAR Filing Instructions
Financial institutions’ SAR reporting, in conjunction with effec tive
implementation of their other BSA compliance requirements, is crucial to
identifying and stopping money laundering and other crimes related to
trade in antiquities and art.
-

FinCEN requests that financial institutions reference “FIN-2021- NTC2”
in SAR field 2 (Filing Institution Note to FinCEN) and the narrative
portion of the SAR to indicate a connection between the suspicious
activity being reported and the activities highlighted in this notice.

-

Financial institutions should also select SAR field 36(z) (Money
Laundering - other ) as the associated suspicious activity type, and note
if the suspicious activity relates to “Antiquities,” “Art,” or both (in some
instances, an object could be considered both an antiquity and a work of
art.

SAR Narrative.
FinCEN also requests that filers detail the reported activity in the narrative
portion of the SAR, explaining how the suspicious activity relates to
“Antiquities,” “Art,” or both. Filers should provide any av ailable details
that may assist in the identification of:
(1) the objects connected to the financial transactions,
(2) other transactions or proposed transactions that may involve
antiquities or art, and
(3) any other relevant information.
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Filers should provide all available details (such as names, identifiers, and
contact information—including Internet Protocol (IP) and email addresses
and phone numbers) regarding:
(1) the actual purchasers or sellers of the property, and their intermediaries
or agents,
(2) the volume and dollar amount of the transactions involving an entity
that is—or may be functioning as—a dealer in antiquities or art, and
(3) any beneficial owner(s) of entities (such as shell companies).
In the case of stolen art or antiquities, filers should provide a detailed and
specific description of the stolen item(s) and indicate whether photographs
of the items are available. Filers should also provide information about the
place(s) where the reported individuals or entities are operating.
To read more:
https://www.fincen.gov/
Note:
FinCEN is a bureau of the U.S. Department of the Treasury. The Director of
FinCEN is appointed by the Secretary of the Treasury and reports to the
Treasury Under Secretary for Terrorism and Financial Intelligence.
FinCEN’s mission is to safeguard the financial system from illicit use and
combat money laundering and promote national security through the
collection, analysis, and dissemination of financial intelligence and
strategic use of financial authorities.
FinCEN carries out its mission by receiving and maintaining financial
transactions data; analyzing and disseminating that data for law
enforcement purposes; and building global cooperation with counterpart
organizations in other countries and with international bodies.
FinCEN exercises regulatory functions primarily under the Currency and
Financial Transactions Reporting Act of 1970, as amended by Title III of
the USA PATRIOT Act of 2001 and other legislation, which legislative
framework is commonly referred to as the "Bank Secrecy Act" (BSA).
The BSA is the nation's first and most comprehensive Federal anti-money
laundering and counter-terrorism financing (AML/CFT) statute.
In brief, the BSA authorizes the Secretary of the Treasury to issue
regulations requiring banks and other financial institutions to take a
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number of precautions against financial crime, including the establishment
of AML programs and the filing of reports that have been determined to
have a high degree of usefulness in criminal, tax, and regulatory
investigations and proceedings, and certain intelligence and counterterrorism matters.
The Secretary of the Treasury has delegated to the Director of FinCEN the
authority to implement, administer, and enforce compliance with the BSA
and associated regulations.
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Number 10

The issues – cultural property

There is a lucrative black market in cultural property with strong links to
organized crime

Cultural property in conflict zones
During the last decade, our world has witnessed a considerable increase in
the destruction of cultural heritage due to armed conflict.
This has been accompanied by the organized looting, illicit trafficking and
sale of cultural objects that were an integral part of a country’s heritage,
history and identity.
Crimes against cultural heritage do not just strike at objects. The
destruction of heritage is linked to persecution of individuals and
communities on cultural grounds. This can also represent a security and
stability issue, and a war crime.
Cultural heritage is also underwater
Underwater cultural heritage includes monuments, shipwrecks and
artefacts, which have been under water for at least 100 years.
These sites are exposed daily to a range of critical challenges, notably
plunder, trade, fishing and the extraction of natural resources. In addition,
underwater archaeological sites are regulated by extremely different
national legislations worldwide.
Which objects are most frequently stolen?
The majority of art thefts are carried out from private homes but museums
and places of worship are also common targets.
The type of objects stolen varies from country to country but generally
speaking, paintings, sculptures, statues and religious items are very sought
after by thieves.
However, no category is spared, including such antique items as artifacts,
books, furniture, coins, weapons and gold and silverware.
Illicit excavation of items
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Another phenomenon is the illicit excavation of archaeological and
paleontological items. This is especially disturbing since it can damage
historical sites and reduce the opportunity to know more about them –
when an item is removed from its site, its scientific value is lost and it holds
only economic value.
Fake art and artifacts on the market
Fake works of art pollute the legitimate market. The problem of the
enormous amount of forgeries flooding into the market is an extremely
complex phenomenon, and disrupting networks involved in it requires a
high level of expertise.
To read more: https://www.interpol.int/Crimes/Cultural-heritagecrime/The-issues-cultural-property
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Number 11

Information Influence Operations: The Future of Information
Dominance

Abstract
This paper proposes the development and inclusion of Information
Influence Operations (IIOs) in Cyberspace Operations.
IIOs encompass the offensive and defensive use of cyberspace to influence
a targeted population. This capability will enable the evolution of strategic
messaging in cyberspace and allow response to near peer efforts in
information warfare.
Introduction
This paper proposes that Information Influence Operations (IIOs) be
developed and utilized within U.S. Cyber Command’s (USCYBERCOM)
capability set.
When correctly employed, IIOs will become a critical capability that is key
to the future of cyberspace operations.
IIOs must become the new “light touch”, the guiding hand gently pushing
public opinion, and ultimately shaping global perception and narratives in
support of US strategic interests.
LTG Stephen Fogarty stated: “the command [Army Cyber Command] must
mimic enemy capabilities and better integrate and synchronize
information operations, military deception, psychological operations,
electronic warfare, all intelligence disciplines.”
Today, most leaders consider cyber effects either an intelligence collection
source or a means of causing real-world impact, such as turning off a
power grid or causing significant disruption to an enemy’s C2 network.
Those views require revision to take full advantage of the value of
cyberspace. The unrealized value of cyberspace, and what makes it so
dangerous, is it allows direct access to the individual and to the public at
large.
This access, when used correctly, provides actors in cyberspace the ability
to influence public opinion and shape the narrative of ongoing operations.
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Influencers
As communications technology and the Internet have proliferated,
capabilities previously limited to major companies and government are
now accessible to anyone with an Internet connection. The traditional
consumers of news can now play a major part in producing it.
Bob Franklin and Lily Canter assert that “Advances in technology have
profoundly impacted war reporting, affording audiences new ways in which
to visualize conflict.
Satellites, smartphones, laptops, and mobile broadband have enabled war
reporters to communicate immediately and
bring conflict live to air.
Nevertheless, as new technologies open up innovative ways for journalists
to convey the horrors of warfare, they similarly create opportunities for
propaganda, censorship, and control.”
The communications capabilities referenced have contributed to
the creation of a power vacuum in the information realm of cyberspace.
This vacuum is being filled not by traditional media and governments but
by small groups of content creators and “influencers” whom have rapidly
capitalized on the massive reach provided by new technologies.
These “influencers” are capable of wielding influence over millions and
have used this influence for a multitude of purposes from philanthropy and
advertising to political ends. The future of cyber operations is the use of
IIOs in cyberspace to wield influence.
You can read more at page 133:
https://cyberdefensereview.army.mil/Portals/6/Documents/2021_winter
_cdr/CDR_Winter_2021.pdf
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Number 12

Microsoft Exchange Vulnerabilities, situation update and
mitigation.

On 2nd March 2021, Microsoft released security updates for Microsoft
Exchange server suite.
Active exploitation has been observed ever since on premises running MS
Exchange installations.
Although the initial focus of malicious attacks was observed mainly in the
US, incidents rapidly expanded around the globe, including in the EU by an
increasing number of hacking groups.
In the EU, an increasing number of MS Exchange installations have also
been found to be the target of malicious attacks.
Although the initial focus of attacks was on exfiltration of information,
attackers seem to be exploiting the MS exchange vulnerabilities to plant
ransomware in order to gain profits.
Cases of such systems infected with the DearCry ransomware have been
reported.
On 7th March 2021, the European Banking Authority (EBA) published a
statement on their website announcing that their Microsoft Exchange
servers had been the victim of a cyber-attack, as a result of the recentlydisclosed zero-day vulnerabilities in the servers.
The incident has been mitigated according to a later statement by EBA,
without affecting confidentiality of EBA systems and data.
The EU Cyber Crises Liaison Organisation Network (CyCLONe) and the EU
CSIRTs network are monitoring the situation and collecting information.
Scans conducted by researchers indicate that on March 5th there were
around 250,000 vulnerable servers.
That number dropped to around 60,000 over the next 10 days. The initial
rush to patch by companies with good security posture has considerably
lowered the number of vulnerable systems exposed.
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There are indications that threat actors are targeting Exchange Servers
from infrastructure hosted in a number of EU countries, Hong Kong,
United States, Belize, Japan, and Singapore.
Wide scanning activities for the vulnerabilities have been observed from
systems in the EU, the United States, Hong Kong and China. Botnet
operators are likely to be leveraging the vulnerabilities to expand their
operations.
The LemonDuck botnet has been observed exploiting the vulnerabilities
recently. Ransomware operators are also leveraging the vulnerabilities and
it is likely that this activity will continue.
The new DearCry ransomware has been deployed following successful
exploitation with victims observed in some EU countries, Indonesia, India
and the United States.
To read more: https://www.enisa.europa.eu/publications/situationalreport-on-microsoft-exchange-vulnerabilities
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Number 13

Statement from Fastway Couriers regarding Data Breach.

Fastway Couriers confirms that one of its IT systems has been subject of a
cyber-attack, the consequence of which has been that client data, including
customers’ personal information, has been compromised.
The data in question is information used for the purposes of delivery
(name, address, email and/or phone).
No financial data or other personal data has been compromised, nor is this
stored on any Fastway system.
On learning of the cyber breach, Fastway advised the Data Protection
Commission and the Gardai. Fastway has made the requisite data breach
submission to the Data Protection Commission.
The cyber-attack was identified by Fastway’s third-party IT development
contractor on February 25th and was fully mitigated by 9am on February
26th. The third-party contractor advised Fastway of the breach on March
2nd.
The data that was compromised relates to the customers of Fastway clients.
Names, addresses and contact details of 446,143 parcel receivers were
compromised. The data compromised relates to Fastway deliveries, inflight or undelivered parcels over a period of approximately 30 days from
mid-January onwards.
“It is distressing that our IT system was compromised by a malicious hack
as we are exceptionally careful in every aspect of our data protection
obligations,” said Danny Hughes, CEO of Fastway Couriers. “I deeply
regret that people’s personal data has been compromised and I apologise to
our clients and their customers. I want to stress that nobody’s financial
data was at risk and the issue is limited to delivery information only. We
will continue to work closely with the DPC, the Gardai and our clients to
manage this situation in line with best practice.”
Fastway has engaged an IT consultancy to conduct an incident response
and independent review of the cyber-attack.
Should you need further information please contact us on dp@fastway.ie
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Number 14

Technical Guideline on Incident Reporting under the EECC

This document describes the formats and procedures for cross border
reporting and annual summary reporting under Article 40 of the EECC.
Paragraph 2 of Article 40 describes three types of incident reporting:
1) National incident reporting from providers to CAs,
2) Ad-hoc incident reporting between CAs and ENISA, and
3) Annual summary reporting from CAs to the EC and ENISA.
The focus of this guideline is on the 2nd and 3rd type of reporting: ad-hoc
reporting and annual summary reporting.
In December 2018, the new set of telecom rules called the European
Electronic Communications Code (abbreviated as EECC) was published
and it entered into force.
The EECC updates the EU telecom package of 2009 and paves the way for
the roll out of fibre, very high capacity networks and next generation
mobile networks (5G). EU countries have to transpose this EU directive
into national law by the end of 2020.
An important part of the EECC is consumer protection and security of
electronic communications. More services are in scope and the terms
security and security incidents are now defined. Article 40 of the EECC
contain detailed security requirements for electronic communication
providers and article 41 empowers the competent authority with respect to
the implementation and enforcement of these requirements.
More specifically, Article 40 requires that providers of public electronic
communications networks or services manage security risks posed to the
security of networks and services and take security measures including
encryption where appropriate. It also requires providers to report about
significant incidents to competent national authorities, who should report
about these security incidents to ENISA and the European Commission
(EC) annually.
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This document describes the formats and procedures for cross border
reporting and annual summary reporting under Article 40 of the EECC.
Paragraph 2 of Article 40 describes three types of incident reporting:
1) National incident reporting from providers to CAs,
2) Ad-hoc incident reporting between CAs and ENISA, and
3) Annual summary reporting from CAs to the EC and ENISA.
The focus of this guideline is on the 2nd and 3rd type of reporting: ad-hoc
reporting and annual summary reporting.
Article 40 and 41 of the EECC replace Article 13a and b of the Telecoms
Framework directive.
This document replaces the Article 13a incident reporting guideline that
was developed by the ECASEC group (formerly the Article 13a Expert
Group), under the old legal framework.
The ECASEC Expert Group is a group of competent authorities on telecom
security, set up in 2010 to develop a common EU-wide approach to the
implementation of Article 13a.
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The paper:
https://www.enisa.europa.eu/publications/enisa-technical-guideline-onincident-reporting-under-the-eecc

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 48

Number 15

March 2021 Coordinated Inauthentic Behavior Report
We’re constantly working to find and stop coordinated campaigns that seek
to manipulate public debate across our apps.
The Purpose of This Report
Over the past three and a half years, we’ve shared our findings about
coordinated inauthentic behavior we detect and remove from our
platforms.
As part of our regular CIB reports, we’re sharing information about all
networks we take down over the course of a month to make it easier for
people to see progress we’re making in one place.
Summary of March 2021 Findings
Our teams continue to focus on finding and removing deceptive campaigns
around the world — whether they are foreign or domestic. In March, we
removed 14 networks from 11 countries.
Five networks — from Albania, Iran, Spain, Argentina, and Egypt —
targeted primarily people outside of their countries. Nine others — from
Israel, Benin, Comoros, Georgia, and Mexico — focused on domestic
audiences in their respective countries. We have shared information about
our findings with industry partners, researchers, law enforcement and
policymakers.
Here are a few notable highlights:
Early detection and continuous enforcement: The vast majority of
the networks we removed in March had limited following or were in the
early stages of building their audiences when we removed them.
The small Iranian network is a good example: the threat actor behind it
attempted to re-create their presence after we disrupted their operation
targeting Israel in October 2020.
Late last year and in early 2021, they began creating Pages and accounts,
some of which were detected and disabled by our automated systems.
About a month after their first Page was created our teams began
investigating the rest of the network.
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Ongoing enforcement against these threat actors across the internet has
made these operations less effective in building their following. With each
removal, we set back the actors behind these networks, forcing them to rebuild their operations and slowing them down.
A deep dive into a troll farm: In addition to these newer networks, we
also investigated and disrupted a long-running operation from Albania that
targeted primarily Iran.
While not successful in building significant audiences over several years of
operation, this campaign was run by what appears to be a tightly organized
troll farm linked to an exiled militant opposition group from Iran,
Mojahedin-e Khalq (MEK).
To shine light on how such operations manifest on our platform, we’re
adding a detailed research and analysis section at the end of this report.
We’ve shared our findings with other platforms and researchers to
contribute to additional discoveries into similar activity on the broader
internet.
AI-generated images: We’ve removed three CIB networks that made use
of profile photos likely generated using machine learning technologies
capable of creating realistic images.
Since 2019, we have now disrupted seven operations that used such
synthetic photos. Notably, although the use of GAN-generated images can
make an account look authentic to an external observer, it doesn’t
materially change the deceptive behavior patterns that we look for to
identify inauthentic activity.
We know that influence operations will keep evolving in response to our
enforcement, and new deceptive behaviors will emerge. We will continue to
refine our enforcement and share our findings publicly.
We are making progress rooting out this abuse, but as we’ve said before –
it’s an ongoing effort. We’re committed to continually improving to stay
ahead.
That means building better technology, hiring more people and working
closely with law enforcement, security experts and other companies.
Here are the numbers related to the new 14 CIB networks we removed in
March:
-

Total number of Facebook accounts removed: 1,167
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-

Total number of Instagram accounts removed: 290

-

Total number of Pages removed: 255

-

Total number of Groups removed: 34

Networks removed in March 2021:
Albania: We removed 128 accounts, 41 Pages, 21 Groups, and 146
Instagram accounts from Albania that targeted global audiences including
Iran. We found this network as part of our internal investigation and linked
it to MEK, an exiled militant opposition group from Iran now based in
Albania. (See a detailed analysis of this network’s activity at the end of this
report).
Iran: We removed 29 Facebook accounts, two Pages, one Group, and 10
Instagram accounts from Iran that targeted Israel. We found this network
as a result of our internal investigation into the suspected coordinated
inauthentic behavior linked to the network we removed in October 2020.
Spain and El Salvador: We removed 118 Facebook accounts, eight
Pages, and ten Instagram accounts from Spain and El Salvador that
targeted El Salvador. We found this network after reviewing research about
some of this activity by FireEye, a cyber security company.
Our investigation found links to Spain-based employees of the Italian PR
firm Reputation Up and individuals with a background in digital marketing
working on behalf of the ARENA party in El Salvador.
Spain and Argentina: We removed 390 Facebook accounts, six Pages,
and 17 Instagram accounts from Spain and Argentina that targeted
Ecuador.
We found this network after reviewing research about some of this activity
on other platforms by FireEye, a cyber security company. Our investigation
found links to Leanga Software, a social media management company in
Spain.
Egypt: We removed 17 Facebook accounts, six Pages, and three Instagram
accounts from Egypt that targeted Ethiopia, Sudan, and Turkey. We found
this network as part of our internal investigation and linked it to Bee
Interactive, a marketing firm in Egypt.
Israel: We removed 37 Facebook accounts, 20 Pages, and one Instagram
accounts from Israel that targeted domestic audiences in that country. We
found this network as part of our internal investigation. Our assessment
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benefited from information shared with us by local civil society in Israel.
Our investigation found links to ElBaladd, a news website in Israel.
Benin: We removed 21 Facebook accounts, 16 Pages, and 9 Instagram
accounts from Benin that targeted domestic audiences in that country. We
found this network as part of our internal investigation into suspected
coordinated inauthentic behavior in the region.
Comoros: We removed 33 Facebook accounts, 12 Pages, and 5 Instagram
accounts from Comoros that targeted domestic audiences in that country.
We found this network as part of our internal investigation and linked it to
Centre Médiatique Moderne des Comores (CMMC), a communications
company in Comoros.
Georgia: We removed 23 Facebook accounts, 24 Pages, 12 Groups, and 11
Instagram accounts from the country of Georgia that targeted domestic
audiences in that country.
We found this network after reviewing public reporting on this activity by
researchers at the Digital Forensic Research Lab at the Atlantic Council.
Our investigation found links to individuals associated with Georgian
March, a political party in Georgia, and its youth wing.
Mexico: We removed 71 Facebook accounts, 18 Pages, and seven
Instagram accounts from the state of Quintana Roo in Mexico that targeted
domestic audiences in that state.
We found this activity as part of our internal investigation into suspected
coordinated inauthentic behavior in the region.
Mexico: We removed 56 Facebook accounts from the state of Colima in
Mexico that targeted domestic audiences in that state. We found this
activity as part of our internal investigation into suspected coordinated
inauthentic behavior in the region.
Mexico: We removed 54 Facebook accounts and 73 Pages from the state
of Baja California in Mexico that targeted audiences in that state. We found
this activity as part of our internal investigation into suspected coordinated
inauthentic behavior in the region.
Mexico: We removed 39 Facebook accounts, 15 Pages, and eight
Instagram accounts that originated in Mexico and targeted domestic
audiences. We found this activity as part of our internal investigation and
linked it to Flow Agency, a PR firm in Mexico.
Mexico: We removed 151 Facebook accounts, 14 Pages, and 63 Instagram
accounts from the state of Nayarit in Mexico that targeted domestic
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audiences in that state. We found this activity as part of our internal
investigation into suspected coordinated inauthentic behavior in the
region.
Learn More About What Is Coordinated Inauthentic Behavior or CIB
We view CIB as coordinated efforts to manipulate public debate for a
strategic goal where fake accounts are central to the operation.
There are two tiers of these activities that we work to stop:
1) coordinated inauthentic behavior in the context of domestic, nongovernment campaigns and
2) coordinated inauthentic behavior on behalf of a foreign or government
actor.
Coordinated Inauthentic Behavior (CIB)
When we find domestic, non-government campaigns that include groups of
accounts and Pages seeking to mislead people about who they are and what
they are doing while relying on fake accounts, we remove both inauthentic
and authentic accounts, Pages and Groups directly involved in this activity.
Foreign or Government Interference (FGI)
If we find any instances of CIB conducted on behalf of a government entity
or by a foreign actor, we apply the broadest enforcement measures
including the removal of every on-platform property connected to the
operation itself and the people and organizations behind it.
Continuous Enforcement
We monitor for efforts to re-establish a presence on Facebook by networks
we previously removed. Using both automated and manual detection, we
continuously remove accounts and Pages connected to networks we took
down in the past.
To read more: https://about.fb.com/wp-content/uploads/2021/04/March2021-CIB-Report.pdf
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Number 16

Minimizing the threat

Nancy Jo Nicholas, associate Laboratory director of Global Security,
reflects on her path at Los Alamos, from Star Wars to arms control.
By Virginia Grant.

As a graduate student in physics at George Washington University, Nancy
Jo Nicholas came to Los Alamos National Laboratory to gather data for her
thesis experiment. “Working as part of an accelerator user group for a
whole summer was amazing,” she says, “but I never really saw any of the
rest of the Laboratory.” Nonetheless, she moved to Los Alamos after
graduation and took a position in the Advanced Nuclear Technology group.
“The position I was offered was in the Star Wars missile defense program,”
Nicholas remembers. “It required a Q clearance and sounded really
exciting. But by the time I got a Q, the project was canceled, and I was
assigned to work on detector development for waste assay because it was
well-funded.”
Although the excitement level of measuring waste paled in comparison to
working on Star Wars, Nicholas learned a lot from that experience,
specifically that even if the work is following the funding, some exciting
science can come out of it. “I learned a lot about gamma-ray and neutronbased detectors,” she says, “which I was later able to apply to international
safeguards and arms control verification missions.”
Nicholas had two early-career changes of stations, which are short-term
assignments away from Los Alamos—one at the Rocky Flats Plant in
Colorado and one at the National Nuclear Security Administration (NNSA)
headquarters in Washington, D.C. After she returned to Los Alamos,
Nicholas eventually became a deputy group leader, the first step in her path
to her current position, associate Laboratory director of Global Security.
Now, Nicholas heads the Global Security directorate, defending against the
nuclear threat from foreign adversaries. “Sometimes we work with other
friendly nations,” she explains, “but sometimes it’s collaborating with the
intelligence agencies doing traditional spy work.”
As part of her recent work with friendly nations, Nicholas became a
founding board member of the World Institute for Nuclear Security, an
international nonprofit based in Vienna, Austria. “Being on the board of
directors not only gave me a platform for helping a cause I care deeply
about—strengthening nuclear security globally by sharing best practices—
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but it also afforded me the opportunity to engage with leaders around the
world and taught me a lot about nonprofits and international finance and
fundraising,” she says.
To read more: https://www.lanl.gov/discover/publications/nationalsecurity-science/2021-spring/index.php
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Number 17

Quantifying Utility of Quantum Computers

DARPA to develop “yardsticks” for measuring value of future quantum
information systems

Although universal fault-tolerant quantum computers – with millions of
physical quantum bits (or qubits) – may be a decade or two away, quantum
computing research continues apace.
It has been hypothesized that quantum computers will one day
revolutionize information processing across a host of military and civilian
applications from pharmaceuticals discovery, to advanced batteries, to
machine learning, to cryptography.
A key missing element in the race toward fault-tolerant quantum systems,
however, is meaningful metrics to quantify how useful or transformative
large quantum computers will actually be once they exist.
To provide standards against which to measure quantum computing
progress and drive current research toward specific goals, DARPA
announced its Quantum Benchmarking program.
Its aim is to re-invent key quantum computing metrics, make those metrics
testable, and estimate the required quantum and classical resources
needed to reach critical performance thresholds.
“It’s really about developing quantum computing yardsticks that can
accurately measure what’s important to focus on in the race toward large,
fault-tolerant quantum computers,” said Joe Altepeter, program manager
in DARPA’s Defense Sciences Office.
“Building a useful quantum computer is really hard, and it's important to
make sure we're using the right metrics to guide our progress towards that
goal. If building a useful quantum computer is like building the first rocket
to the moon, we want to make sure we're not quantifying progress toward
that goal by measuring how high our planes can fly."
For more than 20 years DARPA and other organizations have played a vital
role in pioneering key quantum technologies for advanced quantum
sensing and computing. DARPA is currently pursuing early wins in
quantum computers by developing hybrid classical/intermediate-size
“noisy” quantum systems that could leapfrog purely classical super
computers in solving certain types of military-relevant problems.
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Quantum Benchmarking builds on this strong quantum foundation to
create standards that will help direct future investments.
“Quantum Benchmarking is focused on the fundamental question: How
will we know whether building a really big fault-tolerant quantum
computer will revolutionize an industry?” Altepeter said.
“Companies and government researchers are poised to make large
quantum computing investments in the coming decades, but we don’t want
to sprint ahead to build something and then try to figure out afterward if it
will be useful for anything.”
Coming up with effective metrics for large quantum computers is no simple
task. Current quantum computing research is heavily siloed in companies
and institutions, which often keep their work confidential.
Without commonly agreed on standards to quantify the utility of a
quantum “breakthrough,” it’s hard to know the value quantum research
dollars are achieving. Quantum Benchmarking aims to predict the utility of
quantum computers by attempting to solve three hard problems:
The first is reinventing key metrics. Quantum computer experts are not
experts in the systems quantum computers will replace, so new
communities will need to be built to calculate the gap between current state
of the art and what quantum is capable of. Hundreds of applications will
need to be to be distilled into 10 or fewer benchmarks, and metrics will
need to have multi-dimensional scope.
The second challenge is to make metrics testable by creating “wind
tunnels” for quantum computers, which currently don’t exist. Researchers
will need to enable robust diagnostics at all scales, in order to benchmark
computations that are classically intractable.
A third challenge is to estimate the required quantum and classical
resources for a given task. Researchers will need to optimize and quantify
high-level resources, which are analogous to the front-end compiler of a
classical computer.
They will need to map high-level algorithms to low-level hardware, akin to
the back-end compiler of a classical computer. Finally, they will need to
optimize and quantify low-level resources, which corresponds to
transistors, gates, logic, control, and memory of classical computers.
“If we succeed, these benchmarks will serve as guide stars for quantum
computer development,” Altepeter said.
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The Quantum Benchmarking Broad Agency Announcement is available
here: https://go.usa.gov/xHcke
A Proposers Day webinar for interested potential proposers is expected to
be held in the coming weeks and will be announced on beta.SAM.gov
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Disclaimer
Despite the great care taken to prepare this newsletter, we cannot
guarantee that all information is current or accurate. If errors are brought
to our attention, we will try to correct them, and we will publish the correct
information to the LinkedIn and Facebook pages of Cyber Risk GmbH.
Readers will make their own determination of how suitable the
information is for their usage and intent. Cyber Risk GmbH expressly
disclaims all warranties, either expressed or implied, including any implied
warranty of fitness for a particular purpose, and neither assumes nor
authorizes any other person to assume for it any liability in connection
with the information or training programs provided.
Cyber Risk GmbH and its employees will not be liable for any loss or
damages of any nature, either direct or indirect, arising from use of the
information provided on this newsletter, or our web sites.
We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a
recommendation or endorsement of the views expressed within them.
Links to other web sites are presented as a convenience to users. Cyber
Risk GmbH does not accept any responsibility for the content, accuracy,
reliability, or currency found on external web sites.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the association has
no control and for which the association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of interpretative;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
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does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts. It is our goal to
minimize disruption caused by technical errors. However, some data or
information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
Readers that are interested in a specific topic covered in the newsletter,
must download the official papers, must find more information, and must
ask for legal and technical advice, before making any business decisions.
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