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April 2022 , top cyber risk and compliance related

local news stories and world events
Dear readers,

According to the SwissNational Cyber Security Centre
(NCSQ, after a five-week period in which very few fake
sextortion reports were received, the number started to rise
again. In fake sextortion, the scammers claim in an email that
they have collected photo or video material which shows the email
recipient allegedly visiting pornographic websites. The extortionists
threaten to publish the photo or video material if the ransom demanded is
not paid within a certain period of time.

To lend weight to the threat, some of the threatening emails also mention
passwords used by the recipient. So far, these passwords have come from
data leaks that are several years old and, provided people have regularly
changed their passwords, they are no longer valid.

In the current wave, the attackers are going a step further. There aremany
reports that the passwords given in the email are current and correctand
that the attackers are also trying to hack the email account at the same time
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with these access credentials.

In some cases, the attackers have even gained access to the victims' social
media accounts, such as Facebook or Instagram.

One possible approach the attackers could take is to abuse the password
reset function. With many online services, a reset requestcan be triggered
in the case of a forgotten password, and a link is sent to the registered
email address.

A new password can then be set using this link. If attackers have access to
the email account, they therefore potentially have access to other online
services as well.

Another frequently used variant is the creation of a forward rule on a
hacked email account. This means that all emails received by the victim are
automatically forwarded to an email address defined by the attackeri even
if the email password has been changed. In this way, the attackers retain
full access to all password reset requests.

It has not yet been possible to clarify where the attackers got the passwords
used in the current cases. Since email addresses from various providersre
affected, the NCSC does not believe at the moment that there was a data
leak. It is more likely that the data originated from recent phishing attacks.
Alternatively, it is also conceivable that the data was stolen by means of
malware on a mobile phone, for example.

- If a password mentioned in a fake sextortion email is one you use, you
should change it as a matter of urgency. In addition, you should check
the email account for any forwarding rules.

- Also change the passwords of any other services linkd to the email
account.

- If an internet service provider offers two -factor authentication, be sure
to use it. By doing so, you considerably increase the level of protection.

- Even though the attackers in these cases had access to the email
account, the NCSC is not aware of any cases so far where compromising
images were present or the computer was hacked.

- The bitcoin addresses contained in the emails may provide information

about the unknown perpetrators. By forwarding such blackmail emails
to reports[at]stop -sextortion.ch, you will support the investigations.
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According to the NCSC, there is anotherdevelopment: Fraudsters try to
lure internet users into traps with competitions. This is currently
happening on WhatsApp, with an alleged Easter competition organised by
a well-known chocolate manufacturer. Participants are asked to click on a
link, which takes them to a fraudulent website.

Public holidays and major events are regularly exploited by fraudsters to
defraud unsuspecting internet users with alleged promises of prizes or
vouchers. In many cases, these are sent in the name of welknown food
and other retailers.

The scammers want to have as many participants as possible, which is why
recipients are asked to send the message to other autacts.

In order to receive the supposed prize, simple questions have to be
answered and personal data such as credit card details, name, email
address and mobile phone number have to be entered on a fake website.

Often, a subscription for several year sis unwittingly taken out when the
information is sent. The fee is immediately charged to the credit card.

Be careful:
- Critically examine messages with tempting promises of winnings.

- Do not under any circumstances forward tempting competitions to
your contacts. It is best to ignore and delete these competition
messages.

- If you provided credit card details, contact your credit card provider
straight away.

- The State Secretariat for Economic Affairs (SECO) recommends that
you send a registered letter to the provider as soon as the error is
discovered, contesting the contract on the grounds of error and
deliberate deceit. The letter should contain at least the following: "I
have been deceived by your website. Consequently, | am hereby
contesting any contract concluded on the grounds of error and
deliberate deceit."

|l have just read the npeoseduiecGanddel i nes

methodologies for the supervisory review and evaluation process (SREP)

and supervisory stress testingo from

(EBA). | read (again) some interesting definitions from the EBA.
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According to the paper, 6 C o n d s kmians the current or prospective

risk of losses to an institution arising from cases of wilful or negligent
misconduct, including inappropriate supply of financial services.

According to the Chartered Institute of Internal Auditors (2018), 6 Conduct
ri s kisGthe risk associated to the way organizations, and their staff, relate to
customers and the wider financial markets.

The UK Financial Conduct Authority (FCA), in its Retail Conduct Risk
Outlook 2011, referred to conduct risk as the risk that firm be haviour will
result in poor outcomes for customers. Good customer outcomes may be
defined as customers getting financial services and products that meet
their needs.

According to KPMG, in the paper Conduct risk: delivering an effective

framework, conduct risk is broadly defined as any action of a financial

institution or individual that leads to customer detriment, or has an

adverse effect on market stability or effective competition. They are right

when they add that fthe F@Nidedafisitiodel i ber a
of 6conduct riské, | eaving the onus on f|
they are protecting customer so.

There are many other definitions. Accord]
lost, benevolence appears, when benevolence is lost rigt conduct appears,

when right conduct is lost, expedience appears. Expediency is the mere

shadow of right and trut h; It is the begi

Read more at number 2 below.

T. S. Eliot has said:1 have measured out my life with coffee spoons.

Coffee beans change hands many times between a farmwaorker picking a
coffee cherry off a coffee plant and a consumer purchasing an espresso,
creating a complex international supply chain.

The coffee supply chain faces challenges, including child and force labor,
poverty-level wages, and environmentally damaging farming practices.

Consumers and organizations seek solutions to these problems; blockchain
may help provide solutions.

This is covered in an interesting paper from the U.S. Government

Accountability Office (GAO) with title Blockchain, Emerging Technology
Offers Benefits for Some Applications but Faces Challenges.
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Simplified example blockchain for coffee bean supply chains

—_
sk — o ;
o o9
Coffee producers give each bag of o Athird party entity inspects the farm and 9 Transporters ship coffee beans to 0 Roasters purchase coffee beans
harvested coffee beans a digital tag records adherence to social, roasters and record to the blackehain. from one or more locations, roast
(RFID or QR code) and log the shipment envirenmental, and econemic coffee, and record each step to
to the blockehain. sustainability standards to the blockehain. the blackehain.

I_!,IMI,I.:;—: o o \. 7'%&{

e

Transporters ship roasted coffee 1o @ Retailers purchase roasted coffee and record 0 Retailers sell roasted coffee to consumers. Public
retailers and record to the blockehain. to the blockehain. blockehains let consumers see coffee’s history.

Note: This graphic represents a simplified supply chain.

Source: GAD analysis of literature. | GAD-22-104625

Counterfeit medicines in the pharmaceutical supply chain have threatened
public health and patient safety for decades, and the glolalization of the
pharmaceutical supply chain has exacerbated the problem.

Further, counterfeit medicines cost the pharmaceutical industry almost
$40 billion annually.

Addressing the growing prevalence of counterfeit medicines is a key
challenge of the pharmaceutical supply chain.

Potential Example of a Blockchain-based Pharmaceutical Supply Chain Ledger

-

Supplier Manufacturer Distributors Dispensers
Commissions IDs Ships products and Receives product and Ships products and Receives product and
an blockchain posts electronic posts a record of the posts electronic posts a record of the

record of transaction agreed transaction to record of transaction agreed transaction to
the blockchain the blockchain

6]

The blockchain = ' '
contains a

connected record

of each transaction

Blockchain distributed ledger

Source: AmerisourceBergen and GAO review of literature, | GAD-22-104625

Blockchain has many potential non-financial applications. For example,
some businesses have explored using it to ensure the reliability of supply
chains with numerous suppliers who do not necessarily trust one another.

Existing instruments, such as escrow accounts, can already address that
need; they allow a trusted third party to hold a payment and then convey it
upon delivery of a good or service.
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But blockchain might reduce costs by replacing the escrow holder with a
computationally enforced set of rules that enable trustless data sharing. In
addition, companies are developing blockchain applications tailored to
industries such as pharmaceuticals and food, to help combat counterfeit
medicines, trace food-borne

Read more & number 11 and 12 below.

Organisations take aninformal approach to incident management, with
fewer than one in five businesses having a formal incident management
plan. However, a much greater proportion of organisations have aformal
business continuity plan. This demonstrates a clear priority to ensure that
business operations continue uninterrupted, while conducting proactive
activity into cyber risk management is a secondary consideration.

The above scary information and conclusion is part of the very interesting
Cyber Security Breaches Survey 2022 from the UK Department for
Digital, Culture, Media & Sport.

According to the paper, despite cyber security being seen as a high priority

area, qualitative research found there is alack of technical knowhow

expertise within smaller organisations and at senior level within larger
organisations. This inhibits an organi sa:
of reasons. These include fostering a tendency to take a reactive approach,

viewing investment in cyber security as a cost rather than an investment,

being inti midated by terminology and lacking awareness of strategic risks

posed to an organisation. Many organisations remain in a reactive

approach to cyber security instead of proactively driving improvements.

Also, there is a clearlack of commercial narrative to effectively negotiate a
cyber security budget against other competing organisational priorities.

For organisations that do not outsource their IT or cyber security solutions;
often the cyber security profile is reliant on the colleague with cyber
security responsibilities to communicate and influence board members to
drive improvements.

What is really scary: Organisations are not publicly disclosing their cyber
security profile in their annual reports or otherwise to best inform
stakeholders.

Qualitative interviews suggested that often annual reports are produced by
a colleague in a different department to IT. Additionally, reputational
concerns around being negatively compared with peers or perceivel as
weak led to cyber security being limited in annual reporting to high level
risks or strategy, or even omitted entirely.
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On the positive side, cyber security is now seen as a high priority by a
greater proportion of businesses than in any other year ofthe survey. It has
also remained steady amongst charities compared to last year but is
significantly higher than the baseline year in 2018.

In the qualitative interviews it was found that this was driven by a good
high-level understanding at the senior level of the risks cyber-attacks pose.
This, coupled with the use of board sponsors and cyber security experts
enabled organisations to practice good cyber hygiene.

Organisations have been able to maintain good cyber hygiene, with most
rules, policies and controls and risk mitigation techniques remaining
steady compared to last year, despite continued challenges.

More than 4 in 5 medium and large businesses have taken action for their
cyber security in at least 5 areas detailed in the Government guidance the
10 Steps to Cyber Security. This demonstrates that larger UK enterprises
have a good standard of cyber security.

Additionally, several technical controls such as access management,
malware, firewalls and data security are very commonplace.
Organisations have been able to implement an engaged culture around
cyber security, understanding that staff vigilance is essential to protect
against the threat of phishing attacks. In order to ensure staff were on
board, communication put out by organisations fo cused on protecting
customers and service users as opposed to any technical details on cyber
security.

Organisations successfully implementing a good cyber security culture
ensure dialogue to staff on cyber security is regular and relatively informal.
They strike the right balance between changing initiatives to alter staff
behaviour without making it too burdensome and disruptive for
employees.

Read more at Number 9 below.

Concentration risk in crypto trading is becoming a major regulatory
concern.

In February, | read an interesting paper from the Financial Stability Board

(FSB), with title: AAssessment of Risks
assetso. We read:
AMor eover , malmumberofcrypte-bsget timding platforms that

aggregate multiple types of services and activities, including lending
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and custody, account for the majority of crypto -assets traded. Some of

these platforms operate o0ut perinketeron f

are not in compliance with applicable laws and regulations. This presents
the potential for concentration of risks, as well as underscores the lack of

transparency on their activities.o

Gary Gensler has just discussedconcentration risk (at the Penn Law
Capital Markets Association Annual Conference). We read:

a jur

AThe crypto mar ket is highly concentrate:q

place on only a handful of platforms. Amongst crypto -only exchanges, the
top five platforms make up 99 percent of all trading, and just two platforms
make up 80 percent of trading. o

Concentration risk is a very special risk that requires special attention by
supervisors, as it can jeopardise the survival of institutions. It is one of the
main causes of major losss in credit institutions. Events during the 2008 -
2009 financial crisis have brought to light many examples.

In the Basel framework, concentration risk is one of the specific risks
required to be assessed as part of the Pillar 2 framework. It refers not amly
to risk related to credit granted to individuals or interrelated borrowers,

but to any other significant interrelated asset or liability exposures which,
in cases of distress insome markets/ sectors/ countries or areas of activity,
may threaten the soundness of an institution.

Chair Gary Gensler covered many other important aspects of crypto
trading. | like the way he started his presentation:

AToday, youodove invited me to talk
markets.

In February, you all might have noticed Super Bowl ads for several crypto

platforms. This wasndét the first t

getting airtime on the biggest TV event of the year.

Seeing these ads reminded me that, in the leadup to the financial crisis,
subprime lender AmeriQuest advertised in the Super Bowl. It went defunct
i n 2007. A few years before that,
companies advertised during the 2000 Super Bowl, most of which are now

by

defunct. o
| know many in the audience may just have been young children at the

time, but the internet was relatively new back in 2000. The dot -com bubble
burst, though, created significant tremors in our markets.
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Ads, thus, dondét equal <credibility. I n c
plenty of hype. As in other start-up fields, many projects likely could fail.
That 6s simply part of the entrepreneuri al

The SECO6s remit i s overseeingart he capital
mission: protecting investors, facilitating capital formation, and

maintaining fair, orderly, and efficient markets. Within the policy

perimeter, regulators also care about guarding against illicit activity, a role

that is so important to us and our partners at the Department of the

Treasury and the Department of Justice; and about financial stability,

which is important to all financial regulators.

Therebdbs no reason to treat the crypto mal
different technology is used. We should be technologyn eut r al . 0

This is a very interesting presentation. Chair Gary Gensler asked one of the
most important questions:

AYou might wonder: how might a crypto tol

The Supreme Courtos 1946 Howey Test, whi
says that an investment contract exists when there is the investment of

money in a common enterprise with a reasonable expectation of profits to

be derived from the efforts of others.

My predecessor Jay Clayton said it, and | will reiterate it:

Without prejudging any one token, most crypto tokens are investment
contracts under the Howey Test.

Even before the Howey test, in the first several years of our federal

securities laws, some entrepreneurs were notified that they had to register

their offerings of chinchillas, whiskey warehouse receipts, oyster beds, and

|l ive silver foxes as securities offering:
theéproperty was merely camoufl age and n
transaction. o

Today, many entrepreneurs are raising money from the public by selling
crypto tokens, with the expectation that the managers will build an
ecosystem where the token isuseful, and which will draw more users to the
project.

Thus, it is important that we work to get crypto tokens that are securities to
be registered with the SEC.
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Issuers of crypto tokens that are securities must register their offers and
sales of these assets with the SEC and comply with our disclosure
requirements, or meet an exemption.

Issuers of all kinds across a variety of markets successfully register and
provide disclosures every day.

If there are, in fact, forms or disclosure with which crypto assets truly
cannot comply, our staff is here to discuss and evaluate those concerns.
Any token that is a security must play by the same market integrity
rulebook as other securitesunder our | aws. 0

Read more at Number 16 below.
Welcome to our monthly newsletter.

Best regards,

@\176 Legatir

George Lekatis

General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen

Phone: +41 79 505 89 60

Email: george.lekatis@cyberrisk-gmbh.com
Web: www.cyber-risk-gmbh.com

Cyber Risk GmbH, Handelsregister des Kantons Zurich, Firmennummer:
CHE-244.099.341
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Number 1

Record-breaking, ultrafast devices step to protecting the grid

from EMPs
New Sandia diode can shunt excess electricity in a few billionths of a
second

Sandia
National
Laboratories

Scientists from Sandia National Laboratories have announced a tiny,
electronic device that can shunt excess electricity within a few billionths of

a second while operating at a recordbreaking 6,400 volts 0 a significant
step towar ds pr octlecticgrichfrpm antelectramagnetio n 6
pulse.

The team published the fabrication and testing results of their device on
March 10 in the scientific journal IEEE Transactions on Electron Devices.
You may visit: https://ieeexplore.ieee.org/document/9732899

The teambs ultimate goal i's to provide p
which could lead to months-long power interruptions, with a device that

operates at up to 20,000 volts. For comparison, a household electric dryer

uses 240 volts of electricity.

An electromagnetic pulse, or EMP, can be caused by natural phenomena,
such as solar flares, or human activity, such as a nuclear detonation in the
atmosphere. An EMP causes huge voltages in a few bilbnths of a second,
potentially affecting and damaging electronic devices over large swaths of
the country.

EMPs are unlikely, said Bob Kaplar, manager of a semiconductor device
research group at Sandia, but if one were to occur and damage the huge
transformers that form the backbone of our electric grid, it could take
months to replace them and re-establish power to the affected portion of
the nation.

AThe reason why these devices are releval
EMP is not just that they can get to high voltage d other devices can get to

high voltage d but that they can respond in a couple billionths of a

second, 0 Kaplar said.

AWhile the device is protecting the grid
voltage and thousands of amps are going tliough it, which is a huge

amount of power. A material can only handle so much power for a certain

amount of time, but we think the material in our diode has some

advantages over other materials. o
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A regulator valve for the grid

The new Sandia device is a tbde that can shunt a record-breaking 6,400
volts of electricity within a few billionths of a second & a significant

advancement toward being able to protect

EMP. The team, including Sandia electrical engineer Luke Yates the first
author on the paper, is working towards fabricating a diode able to operate
at around 20,000 volts, since most grid distribution electronics operate at
around 13,000 volts.

Diodes are electronic components found in nearly every electronic device

and serve as oneway regulator valves, said Mary Crawford a Sandia Senior

Scientist leading diode design and fabrication for the project. Diodes allow
electricity to flow in one direction through the device, but not the other.
They can be used to convertAC power into DC power, and in this project,
divert damaging high voltage away from sensitive grid transformers.

Kaplar agreed that the diode operates somewhat like a regulator valve in

pl umbi ng. He said, Al n a r egulealtther
way, you cano6t flow an infinite amount

Similarly, thereb6s a |imit to how
diode. If the valve on the pipe is closed, if the pressure reaches a certain
point, itoll burst.

Analogously, the diode cannot block an infinite voltage. However, our EMP
device uses the point at which the diode can no longer block the high

voltage, holds the voltage to that

through itself, to the ground and away from t he grid equipment in a
controlled,non-destructive fashion. o

The voltage surges caused by EMPs are a hundred times faster than those

val ve

much ¢

Opres.

caused by lightning, so experts dondét kn

protect the grid against lightning strikes would be effective against an

EMP, said Jack Flicker, a Sandia electric grid resiliency expert on the team.

A
A

on the electric grid to ensure that an event cannot cause a catastrophic
outage of the electric grid.

The fastest protection that we typically have on the grid reacts against
pulses at one millionth of a second, to protect against lightning. For EMPs,
weobdbre talking ten billionths of a

The new Sandia device can react that quickly.
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Growing perfect layers

Part of what makes the diode special is that it is made from gallium nitride,
the same basic material used in LEDs, Kaplar said. Gallium nitride is a
semiconductor, like silicon. But because of its chemical properties, it can
hold off much higher voltage before it breaks down than silicon, Crawford
said.

The material itself also responds very quickly and therefore is agood
candidate to achieve the fast response needed to protect the grid from an
EMP.

Crawford and materials scientists Brendan Gunning and Andrew Allerman
made the devices by Agrowingo gallium ni
a process called chemical @apor deposition, she said.

First, they heat a commercially available gallium nitride wafer to around
1,800 degrees Fahrenheit and then add vapors that include gallium and
nitrogen atoms. These chemicals form layers of crystalline gallium nitride
on the surface of the wafer.

By tweaking the ingredients and the Abaki
produce layers with different electrical properties. By building up these

layers in a specific order, combined with processing steps, such as etching

and adding electrical contacts, the team produced devices with the needed

behavior.

AA major chal ng
c

| e of achieving
to have very thi tr

e hese ve,
k gallium ni e |

t
i d ayer .
AThe drift regi ons &nessdsbfasa 50dnconscoes have
1/6th of a sheet of notebook paper. This may not sound like a lot, but the
growth process we use can have growth rates of only one or two microns
per hour. A second major challenge is maintaining very low densities of
crystalline defects, specifically impurities or missing atoms in the
semiconductor material, throughout the growth time in order to generate
devices that work at these very high vol:

For the team to reach their ultimate goal of a device that operates at
20,000 volts, they will need to grow the thick layer even thicker with even
fewer defects, Crawford said

There are several other technical challenges to constructing a device that

can operate at such high voltages and currents, she added, including
designs to manage the very high internal electric fields within the devices.
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Testing ultrafast diodes

Once Crawfordobés team fabricated the devi
how the devices responded to fast voltage spikes, similar to what would

occur during an EMP. His challenge has been modifying a tool to measure

the very fast response time of the devices.

ADevel oping the tools that can accuratel:’
very difficult,o Flicker said. dalf wedre
second, they need to be able to measure even faster than that, which is a

chall enge. o

Flicker and his team used very specialized equipment to apply a high
voltage pulse, and measure the electric pulse that is reflected back from the
diode to tell when the device turns on, very accurately and in less than a
billionth of a second.

Useful for smart transformers, solar panel converters and more

Diode devices like the Sandia gallium nitride diode can be used for other
purposes, beyond protecting the gid from EMPs, Kaplar said.

These include smart transformers for the grid, electronic devices to convert
electricity from roof -top solar panels into power that can be used by
household appliances, and even electric car charging infrastructure.

Commonly, solar panel converters and electric car charging infrastructure
can handle 1,200 or 1,700 volts, he added. But operating at higher voltage
allows for higher efficiencies and lower electricity losses.

Another portion of the project is to develop diodes for these types of
devices that operate at high, but not record-breaking voltage but are easier
to manufacture, Kaplar said. The Naval Research Laboratory is leading this
part of the project.

Some smart transformers and electronic devices can now operate aup to
3,300 volts, Flicker said, but efficiencies would be even greater if they
could operate at 10,000 or 15,000 volts with one semiconductor device.

AWe have this prima y goal of protection
devices have otheruseshegnd t hat , 0 Fl i cker sai d.

Altdés Iinteresting to have our applicati ol
can b used in power electronics, power

e
very high voltages. o
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This research is funded by ARPAE and the larger project is conducted in
partnership with the Naval Research Laboratory, Stanford University,

National Institute of Standards and Technology, EDYNX and Sonrisa
Research.

You may visit: https://newsreleases .sandia.gov/emp_devices/
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Number 2

EBA publishes revised Guidelines on common procedures and
methodologies for the supervisory review and evaluation process

EUROPEAN
‘ :: ‘; BANKING
L((({

The European Banking Authority (EBA) published its final revised
Guidelines on common procedures and methodologies for the supervisory
review and evaluation process (SREP) and supervisory stress testing.

The revisions aim at implementing the amendments to the Capital
Requirements Directive (CRD V) and Capital Requirements Regulation
(CRR II) and promoting convergence towards best supervisory practices.

The changes to these Guidelines do not alter the overall SREP framework
but affect its main elements, including:

(i) business model analysis,

(i) assessment of internal governance and institution -wide control
arrangements,

(iif) assessment of risks to capital and adequacy of capital to cover these
risks, and

(iv) assessment of risks to iquidity and funding and adequacy of liquidity
resources to cover these risks.

The main amendments are aiming at:

- better articulating the principle of proportionality, through the
categorisation of institutions and the application of the minimum
engagemeant model;

- fully incorporating the assessment of the money laundering and
terrorist financing (ML/TF) risks, in line with the EBA Opinion on how
to take into account ML/TF risks in the SREP;

- reviewing the provisions on Pillar 2 capital add -ons and the Pillar 2
guidance, to ensure they reflect a purely micro-prudential perspective
and appropriately implement the separate stack of own funds
requirements based on the leverage ratio;
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- aligning the assessment of the interest rate risk in the non-trading
book, as well as the assessment of liquidity risk and liquidity adequacy
with the current regulatory framework;

- enhancing the dialogue among institutions and supervisors in relation
to the setting of the Pillar 2 requirements.

Legal basis and background

The EBA has developed these Guidelines in accordance with Article 107(3)
of the CRD, which mandates the Authority to foster sound and effective
supervision and to drive supervisory convergence across the EU. These
Guidelines are addressed to all competent authoiities across the EU.

SREP is an ongoing supervisory process bringing together findings from all
supervisory activities into an instituti
overview.

These Guidelines also aim at achieving convergence of practicefollowed
by competent authorities in supervisory stress testing across the EU in
accordance with Article 100 of Directive 2013/36/EU.

To read more:

https://www.eba.europa.eu/sites/default/documents/file s/document_libr
ary/Publications/Guidelines/2022/EBA -GL-2022-
03%20Revised%20SREP%20Guidelines/1028500/Final%20Report%200n
%20Guidelines%200n%20common%20procedures%20and%20methodolo
0ies%20for%20SREP%20and%20supervisory%20stress%20testing. pdf

Figure 1. Overview of the common SREP framework

Categorisation of institutions

Monitoring of key indicators

Assessment of inherent Assessment of inherent
risks and controls risks and controls
Determination of own Determination of liquidity
funds requirements & requirements & stress
stress testing testing
Capital adequacy Liquidity adequacy
assessment assessment

Overall SREP assessment

Quantitative capital measures  Quantitative liquidity measures Other supervisory measures

Early intervention measures
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Number 3

DARPA Kicks Off Program to Explore SpaceBased

Manufacturing
Eight teams selected to pioneer novel ways of designing and manufacturing
large structures on orbit

DARPAGs Novel Orbital Moon Manufacturing
Efficient Design (NOMA4D) prog ram is underway with eight industry and
university research teams on contract.

The selected teams are tasked to provide foundational proofs of concept in
materials science, manufacturing, and design technologies to enable
production of future space structures on orbit without the volume
constraints imposed by launch.

The vision is to ferry raw materials from Earth and collect lunar materials
for on-orbit manufacturing.

The NOM4D program does not involve building any structures on the
surface of the moon.

All manufacturing would be done in orbital construction facilities and the
results utilized in orbital applications.

ACurrent space systems are all designed,
being launched into a stable orbit and deployed to their final operational
configuration, 0 said Bill Carter NOM4D p

Defense Sciences Office.

AThese constraints are particularly acut
arrays, antennas and optical systems, where size is critical to perbrmance.

NOMA4D aims to enable a new paradigm where future structures that

support DoD space systems are built offEarth using designs optimized for

the space environment, shedding launch constraints. This would enable

enhanced capability, improved robustness, operation in higher orbits, and

future cislunar applications. 0

For NOM4D, performers wonot be | aunching
collecting lunar samples or building structures on orbit. Any orbital
experimentation would happen in potential follow -on efforts.

The following research teams are on contract to pursue a variety of
challenges focused on two areas listed below:
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1.In-space materials and manufacturing

- HRL Laboratories, LLC, Malibu, California, will be developing new die -
less fabrication processes to make orbital mechanical elements and
bonded structures on-orbit.

- University of Florida, Gainesville, Florida, will develop predictive
material and correlative process models to enable orrorbit use of laser
forming.

- University of Illino is Urbana-Champaign, Champaign, lllinois, is
working to develop a high precision in-space composite forming
process utilizing self-energized frontal polymerization.

- Physical Sciences, Inc., Andover, Massachusetts, will develop
continuous fabrication of reg olith -derived, glass-ceramic mechanical
structures for use in large-scale orbital applications.

- Teledyne Scientific Company, LLC, Thousand Oaks, California, will
build a comprehensive materials properties database of additive-
modified regolith for use in c ontrolled thermal expansion precision
orbital structures.

2. Mass-efficient designs for in-space manufacturing

- University of Michigan, Ann Arbor, Michigan, will explore new design
approaches to massefficient, high - precision, stable and resilient space
structures based on metamaterial and metadamping concepts.

- Opterus Research and Development, Inc., Loveland, Colorado, will
develop designs for extreme mass efficient largescale structures
optimized for resiliency and mobility.

- California Institute of Technology, Pasadena, California, will design
novel tension and bending hybrid architectures and structural
components with highly anisotropic mechanical response.

During Phase 1, program performers are tasked to meet stringent
structural eff iciency targets supporting a megawatt-class solar array.

In Phase 2, teams are tasked to increase mass efficiency and demonstrate
precision manufacturing for radio frequency (RF) reflectors. In the final
phase, performers are tasked to demonstrate precison for infrared (IR)
reflectors.

AAssuming current space tebywaswegy trend:
expect to see advances that will enable DoD to take full advantage of the
NOM4D-devel oped technol ogies and capabilit

AThi s irobotic mathiputation sufficient to enable assembly of large
structures from NOM4D -manufactured components, enhanced on-orbit
mobility, and routine re -fueling of on-orbit assets. We also anticipate
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several other advantages, including more affordable spaceaccess and
launch costs in LEO [low-earth orbit], GEO [geosynchronous orbit],
cislunar space, and beyond. o
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Number 4
Capability Assessment for StratCom:
Using the New Risk Perspective to Inform the Development of

Effective Response Capability Assessments for Countering
Information Influence Operations

There are no established modelsfora s sessi ng an organi sati ol
to respond to information influence operations (110s).

While great efforts have been made to improve our knowledge and
understanding of 110s and how to counter them, and measures have been
taken to strengthen democratic processes andto decrease societal
vulnerabilities, few efforts have been made to measure thampact of 110s
or to assess the efficacy othe countermeasures currently in placed

the response capabilityd to mitigate those consequences.

When facing a pot ewanttogustsitandwaitfdr, we donot
something bad to happen, experience the impact, andonly then consider
how best to respond.

It is much better to be proactive and seekto develop a response capability
that can prevent losses or effectively mitigate the negative impact of an
adverse event whenit occurs.

To assess whether our responseapability is sufficient we must be able to:
1) clearly identify the critical assets we wish to protect, and

2) accurately describe theresponse we have in place for when those
assets are threatened.

Traditionally, oOr i sredsurdobtise probalglityandef i ned a-
severityofa d v e r s e bu fedem advano@mentsin risk research have
prompted a shift in thinking.

The new perspectiveonriskmanagement takes into accoun
effect of uncertainty on objectiveso.

While these two orientations are largely compatible, incorporating what we
know about uncertainties into estimates of response effectiveness rather

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland- www.cyber-risk-gmbh.com



http://www.cyber-risk-gmbh.com/

Page]26

than relying on probability calculations results in more robust and flexible
capability assessments.

Capability assessments have been key activity within crisis and
emergency management in the last decades.

The purpose of these assessments is taupport proactive decision-making
concerning resource allocation for responsepreparedness.

Traditional assessment modelsd the so-called indicator and index models
0 equate resources with capability; such assessments provide decisioni
makers with either a checklist of resources or anumerical representation
that evaluates theresources available for a crisis responsewithin a target
range for acceptability.

While such models have proven utility in the business world, where
production can be (more or less) planned, they are not wellsuited to crisis
and emergency managementwhere uncertainty plays a much larger role.

The new risk perspective addresses thigddilemma, suggesting a way forward
for an assessment model that takes uncertaintiesinto account, identifies
the most effective response tasks and, in the absence of actudieedback
and the wisdom of hindsight, provides the best possible information for
making decisions regarding investments in capability.

The first part of this report describes response capability assessmend what
it is for, what goes into preparing one, and why incorporating the new risk
perspective leads to more useful information.

The theoretical explanation will be illustrated with typical examples from
the field of risk management concerning residential fires and the response
capability of a local fire service.

The second part of the regoort offers suggestions on how these concepts
and ideas might be adapted for respondingto 110s.

The report ends with concluding remarks and a glossary of terms.

To read more: https://stratcomcoe.org/publications/capability -
assessmentfor -stratcom-using-the-new-risk -perspective-to-inform -the-
development-of-effective-response-capability -assessmentsfor -countering -
information -influence-operations/240
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Number 5

Consumers warned about chatbot scam

National Cyber

Security Centre

Cyber criminals are sending phishing emails inviting people to trace
deliveries, only for them to fall victim to a chatbot scam.

Which? have alerted customers to a chatbot scam which encourages
interaction with a service impersonating the Royal Mail. This is the latest
evolution to a number of scam communications seen over the past few
years that pose as welknown delivery companies. You may visit:
https://www.which.co.uk/news/2022/03/watch  -out-for-this-royal-mail -
chatbot-scam/

Watch out for this Royal Mail chatbot
scam

| Which? exposes the latest twist on the fake delivery scam

-]

Royal Ma

In the example shown on the Which? YouTube channel, consumers are
sent a phishing email which encourages use of the chatbot. The victim will
then be given plausible details such as a delivery number before being
encouraged to click another link, which takes them to a different website
where their name, address and payment details are requested.

[Royal Mail|
-

Sending Track and manage Stamps and supplies Help

Help with online
security

What to do when you've received a

suspicious email, call or text. ‘
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The Royal Mail website provides plenty of information on how to check
whether something you have seen from them is a scam, and what you can
expect from Royal Mail communications. You may visit:
https://www.royalmail.com/help/scam _-protection

The NCSC has published guidace on how to protect yourself from
phishing scams and how you can report suspicious texts, websites, emails
and adverts. You may visit: https://www.ncsc.gov.uk/collection/phishing -
scams

As of February 2022 the NCSC has received over:

'III ] 0 reported scams
m

Which has resulted to:

ol ’ :
- 6 k scams being removed across 139,000 urls

Il f you ar t
then dono

company instead.

e expecting a delivery and
t click the '
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Therebs More to Al Bias Than Bi ased
Rooting out bias in artificial intelligence will require addressing human
and systemic biases as well.

NIST

National Institute of
Standards and Technology

U.S. Department of Commerce

As a step toward improving our ability to identify and manage the harmful
effects of bias in artificial intelligence (Al) systems, researchers at the
National Institute of Standards and Technology (NIST) recommend
widening the scope of where we look for the source of these biased
beyond the machine learning processes and data used to train Al software
to the broader societal factors that influence how technology is devdoped.

The recommendation is a core message of a revised NIST publication,
Towards a Standard for Identifying and Managing Bias in Artificial
Intelligence (NIST Special Publication 1270), which reflects public
comments the agency received on its draft vesion released last summer.

As part of a larger effort to support the development of trustworthy and
responsible Al, the document offers guidance connected to the Al Risk
Management Framework that NIST is developing.

According to NIST66s Reva Schwartz, the m
and final versions of the publication is the new emphasis on how bias

manifests itself not only in Al algorithms and the data used to train them,

but also in the societal context in which Al systems are used.

AContext is everything, o6 said Schwartz, |
and one of the reportds authors. AAl sys:1
They help people make decisions that dir.
we are to develop trustworthy Al systems, we need to consider all the

factors that can chip away at the publ i c:
go beyond the technology itself to the impacts of the technology, and the

comments we received from a wide range of people and organizations
emphasized this point. oo

Bias in Al can harm humans. Al can make decisions that affect whether a
person is admitted into a school, authorized for a bank loan or accepted as
a rental applicant.

It is relatively common know ledge that Al systems can exhibit biases that
stem from their programming and data sources; for example, machine
learning software could be trained on a dataset that underrepresents a
particular gender or ethnic group. The revised NIST publication
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acknowledges that while these computational and statistical sources of bias
remain highly important, they do not represent the full picture.

A more complete understanding of bias must take into account human and
systemic biases, which figure significantly in the new version.

Systemic biases result from institutions operating in ways that
disadvantage certain social groups, such as discriminating against
individuals based on their race.

Human biases can relate to how people use data to fill in missing
informatton, such as a personds neighborhood
likely authorities would consider the person to be a crime suspect.

When human, systemic and computational biases combine, they can form
a pernicious mixture d especially when explicit guidance is lacking for
addressing the risks associated with using Al systems.

To address these I ssues, the N{ST aut hor .
technical 0 approach to mitigating bias i
recognition that Al operates in a larger social contextd and that purely
technically based efforts to solve the problem of bias will come up short.

AOrganizations often default to overly t
i ssues, 0 Schwartz said. ABut these appr o;
the societal impact of Al systems. The expansion of Al into many aspects of

public life requires extending our view to consider Al within the larger

soci al system in which it operates. o

Socio-technical approaches in Al are an emerging area, Schwartz saidand
identifying measurement techniques to take these factors into
consideration will require a broad set of disciplines and stakeholders.

Altds i mportant to bringdnomustexperts from
engineering 8 and to listen to other organizations and communities about
t he i mpact of Al , 0 she said.

NIST is planning a series of public workshops over the next few months
aimed at drafting a technical report for addressing Al bias and connecting
the report with the Al Risk Management Framework.

For more information and to register, visit the Al RMF workshop page at:

https://www.nist.gov/news -events/events/2022/03/building -nist-ai-risk -
management-framework -workshop-2

To read more: https://www.nist.gov/news -events/news/2022/03/theres -
more-ai-bias-biased-data-nist-report-highlights
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First Complete Human Genome Poised to Strengthen Genetic
Analysis, NIST Study Shows

NIST

National Institute of
Standards and Technology

U.S. Department of Commerce

Alongside the newly updated human genome, which fills in long-standing
gaps to fully spell out the more than 3 billion letters that compose our
genetic code, a separate companion study has shown it can serve as an
accurate template that improves our DNA sequencing capabilities by leaps
and bounds.

A group within the Telomere -to-Telomere (T2T) consortium & the

initiative that completed the genome 8 led by the National Institute of

Standards and Technology (NIST), Johns Hopkins University and the

University o f Cali forni a, Davi s, tested the ful
the sequencing of DNA from thousands of people.

s T tit Home

The Telomere-to-Telomere (T2T) consortium is an open, community-based effort to
generate the first complete assembly of a human genome.

In a new paper published in the journal Science, the researchers found that
it corrected tens of thousands of errors produced by the previous rendition
of the genome and was better for the analysis of more than 200 genes of
medical relevance.

The findings suggest that the T2TO6s genol
into genetic disorders, and that further in the future, patients might rea p
the benefits of more reliable diagnoses.

When clinicians and researchers sequence DNA to study or diagnose a
genetic disorder, they use machines that produce strings of DNA, each
mirroring a section of a patientds or r e:
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compare those strings to a template, called a reference genome, to get an
idea of what order to place them in.

Al f sequencing DNA is |like putting toget|
genome is like the picture of the finished puzzle on the box. It helps guide

you in putting together the pieces, 0 sai
Zook, a co-author of the study.

The most advanced reference genome prior to the T2T version lacks 8% of
the genome, and certain sections, which have proved difficult for
sequencing technologies to decode in the past, are riddled with errors.

These imperfections made the reference akin to a puzzle box picture having
blanks and showing pieces in the wrong place. But thanks to technological
and scientific advances made in genonics over the past two decades, the
T2T consortium was able to fill in and clean up the human reference
genome.

Zook and the other study authors aimed to show just how much of a
difference the finished reference would make in DNA sequencing.

www.internationalgenome.org

IGSR: The International Genome Sample Resource

Supporting open human variation data

Home About Data Help

The 1000 Genomes Project created a catalogue of common human genetic variation, using openly con hemselves to be healthy. The reference data resources generated by the projec

The International Genome Sample Resource (IGSR) maintains and shares the human geneti
generated from the 1000 Genomes Proj

Project. We also update the resources to the current reference assembly, add new d
with other openly consented samples.

® Nomt ‘ s 3 ® -
9~ o . Yo o

.

.

e AlA

View variants in genomic context in Ensembl
AG

Explore the data sets in IGSR through our data portal

amu =

The team found a proving ground for the reference in the 1000 Genomes
Project (1KGP), an international effort that has amassed genetically diverse
genome sequences from thousands of people from four different
continents.

Rather than starting from scratch and obtaining DNA from new subjects,

the researchers were able to piece together the DNA segments already laid
out by 1KGP.
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The authors used computer programs to analyze 3,202 genomes with the
T2T reference and compared the results to published wak on these
genomes that was performed with the previous reference. It became clear
that genomes stitched together using one of the two references differed
greatly in important regions.

The T2T reference genome brought millions of genetic variations d
stretches of DNA that differ from person to person @ to light that the other
reference did not. And it also washed away tens of thousands of blemishes
in sequences, such as incorrectly located variations. In other words, the
new variations filled in the blan ks on the puzzle box picture and the
corrections showed the right puzzle pieces where thousands were out of
place before.

AWhat we found is that this new referenc
board. So, regardless of what the ancestry of the individualwas, whether

they were African, Caucasian or Asian, the new reference improved results

for them, 0 Zook said.

To understand the new referencebds capabi
researchers attempted to use it to identify variation in 269 genes with

either known or suspected connections to disease. These genes are tucked

away in the regions of the genome that were previously challenging to

decipher accurately.

The authors narrowed their focus to just one person characterized
extensively by the NIST-led Genome in a Bottle Consortium, rather than
thousands, to conduct this test. They performed a rigorous analysis of the
genome of this individual, who had consented to publicizing their genetic
code, using an array of powerful sequencing technologies backed § the
new reference, Zook said.

For their efforts, they obtained a genomic benchmark 6 a highly accurate
digital readout of the DNA in genes of interest d that can act as an answer
key when evaluating sequencing methods.

The team paired the references with three different sequencing

technologies each. But no matter the app
outperformed its predecessor, even decreasing error by as much as 12

times with one technology.

The T2T reference genome rounds out the mapping of our geneic
blueprint, marking a pivotal milestone in the field of genomics.

Researchers across the field will now be able to explore areas in the
genome that were off limits in the past and begin to understand how scores
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of genes relate to different diseases. Butaccording to Zook, there is still
more work to do before clinics put it into practice.

By all indications thus far, the T2T reference is more accurate than the
current reference. However, researchers have used the current reference to
analyze millions of genomes, gaining a deep well of knowledge that is
essential for properly interpreting results when using it. Experts will need

to grasp the ins and outs of the new reference in the same way to move
forward.

Al think there'l |l detbunderstamdithg acbumcyaf | ot mo
DNA sequences of many individuals in regions of the genome that this
reference now makes accessible, 0 Zook saj

To read more: https://www.nist.gov/news -events/news/2022/03/first -
complete-human-genome-poised-strengthen-genetic-analysis-nist-study
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Number 8

Cybersecurity Market Analysis in support of Informed
Cybersecurity Business Decisions

** K

* *
& e

The European Union Agency for Cybersecurity (ENISA) introduces a
framework to perform cybersecurity market analyses and dives into the
market of the Internet of Things (IoT) distribution grids for validation.

Wh a t @ sbjettive?

To improve market penetration, value for money, quality and acceptance of
products, processes and services, performing cybersecurity market analysis
has become an important tool for a variety of stakeholders.

Market data is currently considered key to making informed decisions
related to cybersecurity choices, on new products to be launched, policy
initiatives or research and innovation funding.

The first report introduces a market analysis framework to be applied
across vaious application areas over time.

The second report analyses the 10T cybersecurity market demand and
supply in the sector of electricity distribution grids across the EU.

How does the framework work?

The framework consists of a toolbox designed to faclitate the performance
of cybersecurity market analyses. It offers a range of analysis approaches
based on innovative market modelling specifically adapted to the
cybersecurity market.

This framework can be applied to various market segments. Structured
around six modules, it offers the flexibility to choose the type of the
performed analysis among:

- Market structure & segmentation;

- Demand-side research;

- Supply-side research including vendor market map;
- Technology research;

- Macro-environmental factors and

- Economic market characteristics.

Main points and foreseen next steps:
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- On the framework

Identifying the right data and the right method to perform data collection
is essential if we want to avoid pitfalls such as bias.

The processing techniques currertly available need to be assessed and
selected wisely.

Moreover, the confidentiality of market data collected also raises both
competition, and technical questions to be addressed.

They call for the use of anonymisation, implementing security controls, etc.

The framework introduces a coherent taxonomy of cybersecurity products,
processes and services.

This cybersecurity taxonomy has been derived from relevant work already
performed within the EU.

Cooperation with stakeholders that are active in classifying cybersecurity
has al so been taken into account
Research Centre).

Furthermore, Member States already started implementing cybersecurity
market surveillance functions.

These functions aim to check whether ICT products comply with the
requirements of EU cybersecurity certificates.

The development of market surveillance in Member States has been
identified as a priority for ENISA today and for the years to come.

The proposed cybersecurity market analysis framework may be a useful
input to these efforts.

- On 10T in distribution grids

The analysis on IoT for electricity grids reveals that the architecture of
distribution grids is undergoing some major changes.

Flexible and dynamically configured bi-directional power flows are
gradually replacing traditional, one -way transmission electricity grids.

The digital transformation of electricity grids will imply investing in
digitalised components. However, this digitalisa tion will in turn lead to
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more cyber threat exposure by adversaries, such as State or noistate
actors.

The report on 0T serves as a proof of concept of the initial cybersecurity
market analysis framework published herewith. Part of the objective of this
report was to validate the applicability of the proposed framework.

With the support of the Ad Hoc Working Group (AHWG) on the EU
Cybersecurity Market established by ENISA in 2021, the Agency will
conduct additional cybersecurity market analyses to further develop the
framework.

To read more: https://www.enisa.europa.eu/news/enisa -
news/cybersecurity -market-analysis-in-support-of-informed -
cybersecurity-business-decisions
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Number 9

Official Statistics
Cyber Security Breaches Survey 2022

@ GOV.UK

The Cyber Security Breaches Survey is an influential research study for UK
cyber resilience, aligning with the National Cyber Strategy. You may visit:
https://www.gov.u k/government/publications/national -cyber-strategy-
2022

08

HM Government

National
Cyber
Strategy 2022

Pioneering a cyber future with
the whole of the UK

It is primarily used to inform government policy on cyber security, making
the UK cyber space a secure place to do business. The study explores the
policies, processes, and approaches to cybesecurity for businesses,
charities, and educational institutions. It also considers the different cyber
attacks these organisations face, as well as how these organisations are
impacted and respond.

Our survey results show that in the last 12 months, 39%o0f UK businesses
identified a cyber attack, remaining consistent with previous years of the
survey. However, we also find that enhanced cyber security leads to higher
identification of attacks, suggesting that less cyber mature organisations in
this spacemay be underreporting.

Of the 39% of UK businesses who identified an attack, the most common
threat vector was phishing attempts (83%). Of the 39%, around one in five
(21%) identified a more sophisticated attack type such as a denial of
service, malware, or ransomware attack. Despite its low prevalence,
organisations cited ransomware as a major threat, with 56% of businesses
having a policy not to pay ransoms.

Within the group of organisations reporting cyber attacks, 31% of
businesses and 26% of charites estimate they were attacked at least once a
week. One in five businesses (20%) and charities (19%) say they
experienced a negative outcome as a direct consequence of a cyber attack,
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while one third of businesses (35%) and almost four in ten charities (38%)
experienced at least one negative impact.

Looking at organisations reporting a material outcome, such as loss of
money or data, gives an average estimated cost of all cyber attacks in the
last 12 months of £4,200. Considering only medium and large businesses;
the figure rises to £19,400. We acknowledge the lack of framework for
financial impacts of cyber attacks may lead to underreporting.

Around four in five (82%) of boards or senior management within UK
businesses rate cybghosecunifayray ai gwér
i ncrease on 77% in 2021. 72% in charitie:
or oOofairly highd priority. Additionally
charities say they update the board on cyber security matters at least

guarterly.
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