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January 2021, top cyber risk and compliance related
local news stories and world events

Dear readers,
According to Lord (2006), transparency is a condition in
which information about priorities, intentions, capabilities,
and behavior of powerful organizations is widely available to
the public.
Lord continues: “Transparency is not synonymous with truth. It may reveal
actual or perceived facts, actual or perceived falsehoods, behavior,
intentions, ideas, values, and opinions. It may reveal neutral, empirically
verifiable information or propaganda specifically designed to advance a
particular cause or view”.
Although we all know that transparency has become increasingly
important to consumers and investors over the last several years, we also
know that very few investors examine thoroughly all information available.
This is the reason I am always pleased to learn that some experts are really
great in visualizing and interpreting the data.
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The Securities and Exchange Commission has just announced awards to
whistleblowers, who provided high-quality information that led to
successful enforcement actions.
For example, the SEC awarded more than $100,000 to a whistleblower
whose independent analysis led to a successful enforcement action.
Among other things, the whistleblower conducted an analysis using
information from publicly available documents to calculate an estimate of
an important metric for a company, and then showed that the company's
disclosures regarding that metric were implausible.
Read more at number 15 below.
_______________________________________________
I want to remind you that curiosity killed the cat. If you receive an email
that offers a great video about Donald Trump and his sex scandals
(attached), do not open it.
The attachment TRUMP_SEX_SCANDAL_VIDEO.jar installs Qua or
Quaverse RAT (QRAT) onto your system.
QRAT is a Remote Access Trojan (RAT) based on Java programming
language, that allows adversaries remotely control infected computers.
Attackers can:
-

steal passwords that are saved on browsers and email clients,
log keystrokes,
execute commands,
access files,
download and execute files,
view victim's screen, and much more.

It is very easy to get your device infected. Email attachments, plug-ins
“necessary” to access content, downloads from dubious pages, even
clicking on advertisements on questionable web pages can result in an
infection.
Foreign state-sponsored agents always find opportunities to exploit. If 1%
of our employees want to see Donald Trump naked, we have a major
problem.
______________________________________________
The DDPS Cyber Defence Campus has launched a challenge to find startups and innovative technologies in the cyber area.
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In the first edition of the challenge, the start-up company CounterCraft was
able to impress the jury with its innovative solution in the area of cyber
threat intelligence.
The company can now implement a Proof of Concept tailored to the Swiss
Armed Forces in 2021.
The start-up CounterCraft is a finalist in the first «Cyber Start-up
Challenge» of the DDPS. The company was able to impress the jury at the
Cyber Defence Campus Conference with its innovative threat intelligence
platform.
CounterCraft is a pioneer in the area of cyber deception, in identifying,
examining, and influencing targeted attacks. Deception technologies aim to
entice hackers into specially constructed areas of a network and prevent
them from causing damage.
Detecting attackers early on
Using the technologies presented by CounterCraft, cyber attackers can be
observed and information on their behaviour and intentions obtained.
Large virtual networks are simulated for this purpose, which can be used
both in private facilities as well as in the cloud.
It is thus possible to identify professional attackers who target specific
systems such as critical infrastructures, for example, and to understand
their processes.
The start-up CounterCraft can now develop a Proof of Concept for the
Swiss Armed Forces in 2021, together with the DDPS Cyber Defence
Campus. This should enable the technology to be tested for the specific
needs of the Swiss Armed Forces.
Supporting start-ups and innovative technologies
In August 2020, the DDPS’ Cyber Defence Campus launched the call for
the Cyber Start-up Challenge on the topic of innovative solutions in the
area of cyber threat intelligence. The call was answered by 22 start-ups,
who presented their solutions to the jury, composed of cyber experts and
the Swiss Armed Forces, together with armasuisse Science and Technology.
The goal of the challenge is to discover the start-up technology landscape
in all matters concerning cyber threat intelligence and to bring innovative
technologies to the Swiss Armed Forces.
_________________________________________________________________
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We have a great paper from the Bank for International Settlements (BIS)
with title: Covid-19 and cyber risk in the financial sector. We must
carefully read this paper.
Key takeaways
• The financial sector has been hit by hackers relatively more often than
other sectors during the Covid19 pandemic.
• While this has not yet led to significant disruptions or a systemic impact,
there are substantial risks from cyber attacks for financial institutions,
their staff and their customers going forward.
• Financial authorities are working to mitigate cyber risks, including
through international cooperation.
During the Covid-19 pandemic, financial institutions have been at the
leading edge of the response to cyber risk.
Their already large exposure to cyber risk has been further accentuated by
the move towards more working from home (WFH) and other operational
challenges.
BIS Bulletin No 37 (URL follows) serves as a primer on cyber risk and
presents initial findings on how the financial sector has met the challenges
of the pandemic.
Cyber risk: a taxonomy
As the economy and financial system become more digitised, cyber risk is
growing in importance.
“Cyber risk” is an umbrella term encompassing a wide range of risks
resulting from the failure or breach of IT systems.
According to the FSB Cyber Lexicon (2019), cyber risk refers to “the
combination of the probability of cyber incidents occurring and their
impact”.
A “cyber incident”, in turn, is “any observable occurrence in an information
system that:
(i) jeopardises the cyber security of an information system or the
information the system processes, stores or transmits; or
(ii) violates the security policies, security procedures or acceptable use
policies, whether resulting from malicious activity or not”.
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Cyber risk is one form of operational risk (Aldasoro et al (2020b), CPMIIOSCO (2016)). Cyber risks can be classified based on their cause/method,
actor, intent and consequence (Aldasoro et al (2020a), Curti et al (2019)).
The causes or methods vary, and include both unintended incidents and
intentional attacks.

Examples of the former are accidental data disclosure, and
implementation, configuration and processing errors. Such incidents are
frequent. Yet around 40% of cyber incidents are intentional and malicious,
rather than accidental, ie they are cyber attacks (Aldasoro et al (2020c)).
Some cyber attacks involve threat actors inserting themselves into a
trusted data exchange.
Malware (ie “malicious software”) is software designed to cause damage to
IT devices and/or steal data (for example, so-called Trojans, spyware and
ransomware).
Man-in-the-middle attacks occur when attackers insert themselves into a
two-party transaction (Graph 1, first panel), accessing or manipulating data
or transactions.
Cross-site scripting is a web security vulnerability that allows attackers to
compromise the interactions a victim has with a vulnerable application.
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Phishing is stealing sensitive data or installing malware with fraudulent
emails that appear to be from a trustworthy source (Graph 1, second
panel). To gain a victim’s trust, phishing attacks may imitate trusted
senders.
After gaining entrance, these may help attackers to gain credentials and
entry into a system.

To read more: https://www.bis.org/publ/bisbull37.pdf

_____________________________________________________
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The UK left the EU on 31 January 2020 with a Withdrawal Agreement, and
entered a transition period that ended on 31 December 2020. On 24
December 2020, the UK and the EU agreed on the terms of the UK-EU
Trade and Cooperation Agreement. The UK has approved the agreement
and it came into effect provisionally on 31 December 2020, pending the EU
taking the necessary steps to fully approve it.
The main problem for risk and compliance professionals is that
passporting between the UK and the EEA has ended. For years,
passporting had allowed firms authorised in European Economic Area
(EEA) states to conduct business in other EEA states based on their ‘home’
member state authorisation. However, passporting between the UK and
EEA states ended with the close of the transition period at 11pm on 31
December 2020.
This affects firms and funds based in the:
-

UK that conduct certain types of business in the EEA,
EEA that carry out certain types of business in the UK.

If your firm transfers personal data between the UK and the EEA, you
should be aware of the new data rules that are now in place.
The UK Government has legislated so that UK firms can continue to
lawfully send personal data from the UK to the EEA and 13 other countries
that the EU has deemed to provide an adequate level of protection of
personal data.
The UK Government has also announced that the UK-EU Trade and
Cooperation Agreement provides for the continued free flow of personal
data from the EU and EEA to the UK until adequacy decisions are adopted,
for no longer than 6 months.
The UK’s Information Commissioner’s Office (ICO) is the regulator for
data protection issues in the UK. Read the ICO's information on data
protection and Brexit.
The ICO has said that the agreement between the UK and the EU enables
businesses and public bodies across all sectors to continue to freely receive
data from the EU (and EEA).
However, as a sensible precaution, the ICO recommends that businesses
work with EU and EEA organisations who transfer personal data to them,
to put in place alternative transfer mechanisms to safeguard against any
interruption to the free flow of EU to UK personal data.
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You should also consider taking legal advice if you believe that you might
be affected. Read more at number 10 below.
Welcome to our monthly newsletter.
Best regards,

George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer:
CHE-244.099.341
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Number 1

The Cybersecurity Strategy

The European Commission and the High Representative of the Union for
Foreign Affairs and Security Policy presented a new EU Cybersecurity
Strategy.
The aim of this strategy is to bolster Europe’s collective resilience against
cyber threats and ensure that all citizens and businesses can fully benefit
from trustworthy and reliable services and digital tools.
This includes the ever-increasing number of connected and automated
objects in our homes, offices and factories.
The digital transformation of society, intensified by the COVID-19 crisis,
has expanded the threat landscape and is bringing about new challenges,
which require adapted and innovative responses.
The number of cyber-attacks continues to rise, with increasingly
sophisticated attacks coming from a wide range of sources both inside and
outside the EU.
The EU should therefore be leading the efforts for a secure digitalisation.
It should be driving norms for world-class solutions and standards of
cybersecurity for essential services and critical infrastructures, as well as
driving the development and application of new technologies.
Governments, businesses and citizens will all share a responsibility in
ensuring a cyber-secure digital transformation.
What is the strategy about?
The strategy describes how the EU can harness and strengthen all its tools
and resources to be technologically sovereign.
It also lays out how the EU can step up its cooperation with partners
around the world who share our values of democracy, rule of law and
human rights.
This technological sovereignty needs to be founded on the resilience of all
connected services and products.
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All the four cybercommunities – those concerned with the internal market,
with law enforcement, diplomacy and defence – need to work more closely
towards a shared awareness of threats.
They should be ready to respond collectively when an attack materializes,
so that the EU can be greater than the sum of its parts.
The strategy covers the security of essential services such as hospitals,
energy grids, railways and the ever-increasing number of connected objects
in our homes, offices and factories.
The strategy aims to build collective capabilities to respond to major
cyberattacks. It also outlines plans to work with partners around the world
to ensure international security and stability in cyberspace.
Moreover, it outlines how a Joint Cyber Unit can ensure the most effective
response to cyber threats using the collective resources and expertise
available to Member States and the EU.
Main aim of the strategy
The new strategy aims to ensure a global and open Internet with strong
safeguards where there are risks to security and the fundamental rights of
people in Europe.
Following the progress achieved under the previous strategies, it contains
concrete proposals for deploying three principal instruments.
These three instruments are regulatory, investment and policy initiatives.
They will address three areas of EU action:
-

resilience, technological sovereignty and leadership;
operational capacity to prevent, deter and respond;
cooperation to advance a global and open cyberspace.

The EU is committed to supporting this strategy through an unprecedented
level of investment in the EU's digital transition over the next seven years.
This would quadruple previous levels of investment.
It demonstrates the EU’s commitment to its new technological and
industrial policy and the recovery agenda. The EU’s new Cybersecurity
Strategy for the Digital Decade forms a key component of Shaping Europe’s
Digital Future, the Commission’s Recovery Plan for Europe and of the
Security Union Strategy 2020-2025.
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You may visit: https://ec.europa.eu/info/strategy/priorities-20192024/europe-fit-digital-age/shaping-europe-digital-future_en
https://ec.europa.eu/info/strategy/recovery-plan-europe_en
https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-oureuropean-way-life/european-security-union_en
https://ec.europa.eu/digital-single-market/en/news/eus-cybersecuritystrategy-digital-decade
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Number 2

SolarWinds filing with the Securities and Exchange Commission

SolarWinds Corporation (“SolarWinds” or the “Company”) has been made
aware of a cyberattack that inserted a vulnerability within its Orion
monitoring products which, if present and activated, could potentially
allow an attacker to compromise the server on which the Orion products
run.
SolarWinds has been advised that this incident was likely the result of a
highly sophisticated, targeted and manual supply chain attack by an
outside nation state, but SolarWinds has not independently verified the
identity of the attacker.
SolarWinds has retained third-party cybersecurity experts to assist in an
investigation of these matters, including whether a vulnerability in the
Orion monitoring products was exploited as a point of any infiltration of
any customer systems, and in the development of appropriate mitigation
and remediation plans.
SolarWinds is cooperating with the Federal Bureau of Investigation, the
U.S. intelligence community, and other government agencies in
investigations related to this incident.
Based on its investigation to date, SolarWinds has evidence that the
vulnerability was inserted within the Orion products and existed in updates
released between March and June 2020 (the “Relevant Period”), was
introduced as a result of a compromise of the Orion software build system
and was not present in the source code repository of the Orion products.
SolarWinds has taken steps to remediate the compromise of the Orion
software build system and is investigating what additional steps, if any,
should be taken.
SolarWinds is not currently aware that this vulnerability exists in any of its
other products.
SolarWinds currently believes that:
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• Orion products downloaded, implemented or updated during the
Relevant Period contained the vulnerability;
• Orion products downloaded and implemented before the Relevant Period
and not updated during the Relevant Period did not contain the
vulnerability;
• Orion products downloaded and implemented after the Relevant Period
did not contain the vulnerability; and
• Previously affected versions of the Orion products that were updated with
a build released after the Relevant Period no longer contained the
vulnerability; however, the server on which the affected Orion products ran
may have been compromised during the period in which the vulnerability
existed.
SolarWinds values the privacy and security of its over 300,000 customers
and is working closely with customers of its Orion products to address this
incident.
On December 13, 2020, SolarWinds delivered a communication to
approximately 33,000 Orion product customers that were active
maintenance customers during and after the Relevant Period.
SolarWinds currently believes the actual number of customers that may
have had an installation of the Orion products that contained this
vulnerability to be fewer than 18,000.
The communication to these customers contained mitigation steps,
including making available a hotfix update to address this vulnerability in
part and additional measures that customers could take to help secure
their environments.
SolarWinds is also preparing a second hotfix update to further address the
vulnerability, which SolarWinds currently expects to release on or prior to
December 15, 2020.
For the nine months ended September 30, 2020, total revenue from the
Orion products across all customers, including those who may have had an
installation of the Orion products that contained this vulnerability, was
approximately $343 million, or approximately 45% of total revenue.
There has been significant media coverage of attacks on U.S. governmental
agencies and other companies, with many of those reports attributing those
attacks to a vulnerability in the Orion products.
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SolarWinds is still investigating whether, and to what extent, a
vulnerability in the Orion products was successfully exploited in any of the
reported attacks.
SolarWinds uses Microsoft Office 365 for its email and office productivity
tools. SolarWinds was made aware of an attack vector that was used to
compromise the Company’s emails and may have provided access to other
data contained in the Company’s office productivity tools.
SolarWinds, in collaboration with Microsoft, has taken remediation steps
to address the compromise and is investigating whether further
remediation steps are required, over what period of time this compromise
existed and whether this compromise is associated with the attack on its
Orion software build system.
SolarWinds also is investigating in collaboration with Microsoft as to
whether any customer, personnel or other data was exfiltrated as a result of
this compromise but has uncovered no evidence at this time of any such
exfiltration.
SolarWinds’ investigations into these matters are preliminary and ongoing, and SolarWinds is still discerning the implications of these security
incidents. During the course of these investigations, SolarWinds may
become aware of new or different information.
At this time, SolarWinds is unable to predict any potential financial, legal
or reputational consequences to the Company resulting from this incident,
including costs related thereto. So as not to compromise the integrity of
any investigations, SolarWinds is unable to share additional information at
this time.
To read more:
https://www.sec.gov/ix?doc=/Archives/edgar/data/1739942/0001628280
20017451/swi-20201214.htm
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Number 3

NIST Releases Draft Guidance on Internet of Things Device
Cybersecurity

Four new documents will help align manufacture and federal procurement
of secure IoT devices.

As the Internet of Things (IoT) grows to connect an amazing diversity of
devices to electronic networks, four new publications from the National
Institute of Standards and Technology (NIST) offer recommendations to
federal agencies and manufacturers alike concerning effective
cybersecurity for these devices.
The four related publications will help address challenges raised in the
recently signed IoT Cybersecurity Improvement Act of 2020 and begin to
provide the guidance that law mandates.
Together, the four documents — NIST Special Publication (SP) 800-213
and NIST Interagency Reports (NISTIRs) 8259B, 8259C and 8259D —
form a unit intended to help ensure the government and IoT device
designers are on the same page with regard to cybersecurity for IoT devices
used by federal agencies.
The four documents:
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-213draft.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8259B-draft.pdf
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https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8259C-draft.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8259D-draft.pdf

“The three NISTIRs offer a suggested starting point for manufacturers who
are building IoT devices for the federal government market, while the SP
provides guidance to federal agencies on what they should ask for when
they acquire these devices,” said NIST’s Katerina Megas, program manager
for NIST’s Cybersecurity for IoT Program. “We look forward to the
community’s feedback on these drafts as we work to provide IoT
cybersecurity guidance that aids both vendors and customers.”
As is the case with all NIST publications, the guidance itself is not
regulatory. However, NIST is responsible for developing information
security standards and guidelines, including minimum requirements for
federal systems.
Because companies that do business with government agencies will need to
interact with technology the government finds acceptable, the guidance is
likely to have far-reaching influence.
SP 800-213 provides overall guidance for federal agencies, extending
NIST’s risk-based cybersecurity approach to include integration of IoT
devices into federal information systems and infrastructure.
The document has background and recommendations to help agencies
consider what security capabilities an IoT device needs to provide for the
agency to integrate it into its federal information system.
The NISTIR 8259 series provides guidance that IoT device manufacturers
can use to help organizations implement SP 800-213’s guidance. Two
publications in this series, NISTIR 8259 and NISTIR 8259A, were released
previously, bringing the current total in the series to five.
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Megas describes these two earlier publications as a set of foundational
activities to help manufacturers meet their customers’ cybersecurity needs.
“These two previous publications outline a process and starting point for
manufacturers to identify the capabilities a customer will expect,” she said.
“If you buy a device, you would want to be sure you can see and identify the
device on your network and change its password, for example. It articulates
those kinds of features on a high level.”
The three new publications extend the landscape of the first two. NISTIR
8259B complements 8259A with guidance on nontechnical processes
manufacturers should implement that support cybersecurity, such as
documenting updates and informing customers of how to implement them.
NISTIR 8259D begins to get more particular, helping manufacturers
consider the needs of a specific market sector — in this case, the U.S.
federal government.
NISTIR 8259C describes the process NIST followed to develop 8259D, so
that manufacturers in other markets — such as medical devices that would
have to meet health information privacy requirements — can use that same
process if they desire to do so.
“We help a manufacturer start with a baseline set of capabilities and then
tailor it to their market needs,” Megas said. “Whoever they are, we want to
help them improve their security in a world where things are still
developing.”
More details about how the publications relate to one another are available
in a NIST blog post: https://www.nist.gov/blogs/cybersecurityinsights/rounding-your-iot-security-requirements-draft-nist-guidancefederal
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Number 4

Cloud Certification Scheme: Building Trusted Cloud Services
Across Europe
ENISA launches a public consultation on a new draft candidate
cybersecurity certification scheme in a move to enhance trust in cloud
services across Europe.

The European Union Agency for Cybersecurity (ENISA) launched a public
consultation, which runs until 7 February 2021, on its draft of the
candidate European Union Cybersecurity Certification Scheme on Cloud
Services (EUCS).
The scheme aims to further improve the Union’s internal market
conditions for cloud services by enhancing and streamlining the services’
cybersecurity guarantees.
The draft EUCS candidate scheme intends to harmonise the security of
cloud services with EU regulations, international standards, industry best
practices, as well as with existing certifications in EU Member States.
EU Agency for Cybersecurity Executive Director Juhan Lepassaar said:
“Cloud services play an increasing role in the life of European citizens and
businesses under lockdown; and their security is essential to the
functioning of the Digital Single Market. A single European cloud
certification is critical for enabling the free flow of data across Europe, and
is an important factor in fostering innovation and competitiveness in
Europe.”
Speaking at the ENISA Cybersecurity Certification Conference on 18
December 2020, Director of Digital Society, Trust and Cybersecurity at the
European Commission Directorate-General for Communications
Networks, Content and Technology (DG CONNECT) Lorena Boix Alonso
said: “We must ensure that cybersecurity certification strikes the right
balance, following a sensible risk-based approach, with flexible solutions
and certification schemes designed to avoid being outdated quickly. And
we need a clear roadmap to allow industry, national authorities and
standardisation bodies to prepare in advance.”
There are challenges to the certification of cloud services, such as a diverse
set of market players, complex systems and a constantly evolving landscape
of cloud services, as well as the existence of different schemes in Member
States. The draft EUCS candidate scheme tackles these challenges by
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calling for cybersecurity best practices across three levels of assurance and
by allowing for a transition from current national schemes in the EU.

The draft EUCS candidate scheme is a horizontal and technological scheme
that intends to provide cybersecurity assurance throughout the cloud
supply chain, and form a sound basis for sectoral schemes.
More specifically, the draft EUCS candidate scheme:
-

Is a voluntary scheme;
The scheme’s certificates will be applicable across the EU Member
States;
Is applicable for all kinds of cloud services – from infrastructure to
applications;
Boosts trust in cloud services by defining a reference set of security
requirements;
Covers three assurance levels: ‘Basic’, ‘Substantial’ and ‘High’;
Proposes a new approach inspired by existing national schemes and
international standards;
Defines a transition path from national schemes in the EU;
Grants a three-year certification that can be renewed;
Includes transparency requirements such as the location of data
processing and storage.
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To read more: https://www.enisa.europa.eu/publications/eucs-cloudservice-scheme/
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Number 5

Guidance issued as SolarWinds compromised

SolarWinds, a popular IT system management platform has been
compromised and could be used for further attacks on connected systems.
As a result of a cyber attack of their systems, an attacker was able to add a
malicious modification to SolarWinds Orion products which allows them to
send administrator-level commands to any affected installation. This
modification causes the Orion products to connect to an attackercontrolled server to request instructions and does not rely on the attacker
being able to directly connect from the internet to the Orion server.
Not all customers who have an installation with the unauthorised,
malicious modification will have been seriously affected, but all should take
immediate action.
The NCSC has been working closely with international partners as well as
FireEye - a cyber security organisation who discovered the compromise. In
a statement issued earlier this week, we recommended that organisations
ensure any affected instances of SolarWinds Orion are installed behind
firewalls disabling internet access (both outbound and inbound) for the
instances.
The statement: https://www.ncsc.gov.uk/news/ncsc-statement-on-fireeyeincident
The NCSC has now also published full guidance highlighting immediate
actions for all organisations using the SolarWinds Orion suite of IT
management tools. You may visit:
https://www.ncsc.gov.uk/guidance/dealing-with-the-solarwinds-orioncompromise
We would also recommend further reading:
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1. SolarWinds have published a security advisory on this incident including
details of affected software and the vendor’s advice. You may visit:
https://www.solarwinds.com/securityadvisory
2. FireEye has published a blog on its investigation. This includes extensive
technical details which may help in investigation of a suspected server
compromise. You may visit: https://www.fireeye.com/blog/products-andservices/2020/12/global-intrusion-campaign-leverages-software-supplychain-compromise.html

3. Microsoft has also published a blog on this attack which includes other
potential routes for investigation of compromise. You may visit:
https://blogs.microsoft.com/on-the-issues/2020/12/13/customersprotect-nation-state-cyberattacks/
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Number 6

Law enforcement wiretapped the very service used by criminals to evade
interception

CYBERCRIMINALS’ FAVOURITE VPN TAKEN DOWN IN
GLOBAL ACTION

The virtual private network (VPN) Safe-Inet used by the world’s foremost
cybercriminals has been taken down yesterday in a coordinated law
enforcement action led by the German Reutlingen Police Headquarters
together with Europol and law enforcement agencies from around the
world.
The Safe-Inet service was shut down and its infrastructure seized in
Germany, the Netherlands, Switzerland, France and the United States. The
servers were taken down, and a splash page prepared by Europol was put
up online after the domain seizures.
This coordinated takedown was carried out in the framework of the
European Multidisciplinary Platform Against Criminal Threats (EMPACT).
You may visit: https://www.europol.europa.eu/empact
Turning the table on the criminals
Active for over a decade, Safe-Inet was being used by some of the world’s
biggest cybercriminals, such as the ransomware operators responsible for
ransomware, E-skimming breaches and other forms of serious cybercrime.
This VPN service was sold at a high price to the criminal underworld as one
of the best tools available to avoid law enforcement interception, offering
up to 5 layers of anonymous VPN connections.
Law enforcement were able to identify some 250 companies worldwide
which were being spied on by the criminals using this VPN.
These companies were subsequently warned of an imminent ransomware
attack against their systems, allowing them to take measures to protect
themselves against such an attack.
The service has now been rendered inaccessible.
Investigations are ongoing in a number of countries to identify and take
action against some of Safe-Inet’s users.
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International cyber sweep
International police cooperation was central to the success of this
investigation as the critical infrastructure was scattered across the world.
Europol’s European Cybercrime Centre (EC3) supported the investigation
from the onset, bringing together all the involved countries to establish a
joint strategy and to organise the intensive exchange of information and
evidence needed to prepare for the final phase of the takedown.
The Police President of the Reutlingen Police Headquarters, Udo Vogel,
said:
“The investigation carried out by our cybercrime specialists has resulted in
such a success thanks to the excellent international cooperation with
partners worldwide. The results show that law enforcement authorities are
equally as well connected as criminals.”
The Head of Europol’s European Cybercrime Centre, Edvardas Šileris,
said:
“The strong working relationship fostered by Europol between the
investigators involved in this case on either side of the world was central in
bringing down this service. Criminals can run but they cannot hide from
law enforcement, and we will continue working tirelessly together with our
partners to outsmart them.”
Participating agencies
Germany: Reutlingen Police Headquarters (Polizeipräsidium Reutlingen)
The Netherlands: National Police (Politie)
Switzerland: Cantonal Police of Argovia (Kantonspolizei Aargau)
United States: Federal Bureau of Investigation
France: Judicial Police (Direction Centrale de la Police Judiciaire)
Europol: European Cybercrime Centre (EC3)
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Number 7

21 arrests in nationwide cyber crackdown

21 people have been arrested across the UK as part of an operation
targeting customers of an online criminal marketplace that advertised
stolen personal credentials.
The operation, which ran over the past five weeks, was coordinated by the
National Crime Agency and involved cybercrime teams from across the
Team Cyber UK network.
Those targeted were customers of WeLeakInfo, a site that hosted 12 billion
stolen credentials from over 10,000 data breaches before it was taken
down in January 2020 following an NCA investigation.
Cyber criminals paid for access to the site in order to download personal
data for use in further criminality, including cyber attacks and fraud
offences.
NCA investigators identified UK-based customers of WeLeakInfo and
shared the intelligence with partners ahead of the coordinated period of
activity launching on 16 November.
Of those 21 arrested - all men aged between 18-38 - nine were detained on
suspicion of Computer Misuse Act offences, nine for Fraud offences and
three are under investigation for both.
NCA officers conducted 11 of the arrests and seized over £41,000 in
bitcoin.
As well as being customers of WeLeakInfo, evidence suggests that some
had also purchased other cybercrime tools such as remote access Trojans
(RATs) and crypters.
Additionally, three subjects have been found to be in possession of, or
involved with, indecent images of children.
A further 69 individuals in England, Wales and Northern Ireland aged
between 16-40 were visited by Cyber Prevent officers, warning them of
their potentially criminal activity. 60 of those were served with cease and
desist notices.
Many more of these visits are due to take place over the coming months.
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Paul Creffield, from the NCA’s National Cyber Crime Unit, said: “Through
the identification of UK customers of WeLeakInfo, we were able to locate
and arrest those who we believe have used stolen personal credentials to
commit further cyber and fraud offences.
“The NCA and UK law enforcement take such offences extremely seriously
and they can result in huge financial loss to victims.
“We were also able to pin point those on the verge of breaking the law and
warn them that should they continue, they could face a criminal conviction.
Cyber skills are in huge demand and there are great prospects in the tech
industry for those who choose to use their skills legally.
“Cyber criminals rely on the fact that people duplicate passwords on
multiple sites and data breaches create the opportunity for fraudsters to
exploit that.
“Password hygiene is therefore extremely important. Advice on this and
guidance on how to mitigate against cyber attacks can be found on the
National Cyber Security Centre’s website – www.ncsc.gov.uk”
The NCA and UK policing’s Cyber Choices programme aims to prevent
young people inadvertently slipping into cyber crime and divert them to
more positive pathways in tech.
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Number 8

NIST Software Tool Improves Your Doctor’s Vaccination Advice
Agency’s testing tools have increased the correctness and consistency of
computerized vaccination recommendations.

Behind the scenes at your doctor’s office, there’s a complicated set of
information that your providers have to absorb before telling you which
vaccinations to get and when.
A software tool created at the National Institute of Standards and
Technology (NIST) is helping them make better decisions.
The software tool — called the Forecasting for Immunization Test Suite, or
FITS — is helping ensure that your doctors are getting correct and up-todate recommendations about when patients should get their vaccines. You
may visit: https://fits.nist.gov/fits/#/home

While your doctor remains responsible for the final decision, computers
are vital resources in the process, as immunization schedules change in
response to new medical research and providers must work to stay abreast
of it.
The FITS tool allows state health care systems to test these computers to
find out whether they are providing valid answers for a patient’s
circumstances.
“Children get more vaccinations these days and get them more often,” said
NIST computer scientist Mike Indovina. “As medical knowledge is
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constantly being updated, the schedules become a moving target. It’s
difficult for doctors to keep up and know which vaccines a patient should
get next — especially if life happens and, for example, their patient misses a
visit.”
To help doctors keep up, state health care systems use computerized
Immunization Information Systems (IIS), which not only keep track of
patients’ immunization records but also have software that recommends
future vaccinations.
It’s no longer as easy as following a schedule, because the software gets
modified several times a year as researchers gather new data about
vaccines.
“They might find out that a particular disease is on the rise and that
changes to the vaccination schedules are needed, such as with the hep-A
vaccine this year due to a recent spike in hepatitis A cases. Or a brand-new
vaccine formula for an illness might come out,” Indovina said. “They’re
constantly tweaking the software for these kinds of reasons. It could
change the timing for an existing vaccine, or it could change which
formulation you receive.”
The FITS tool, which NIST developed with the assistance of the Centers for
Disease Control and Prevention (CDC), puts IIS software through its paces
by executing more than 800 test cases the CDC created.
Each test case — which concerns a single person’s situation and vaccination
schedule — should generate a specific immunization recommendation, or
“forecast,” by the IIS.
FITS measures how closely these forecasts align with the recommendations
and standards created by the medical community. FITS also automates the
testing process and allows the test cases to be developed, maintained and
shared nationwide.
To read more:
https://www.nist.gov/news-events/news/2020/12/nist-software-toolimproves-your-doctors-vaccination-advice
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Number 9

HMRC warn of COVID-19 scam text messages

Cyber criminals are continuing to exploit COVID-19 concerns - this time
with scam text messages about a non-existent government grant.
The message offers the prospect of financial support as the UK moves into
another lockdown, but no such grant exists and HMRC has warned people
to be vigilant to this threat.
The phishing scam takes the victim to a fake website masquerading as
GOV.UK which asks for financial information. A number of spelling and
grammatical mistakes in the message give a clue that it is a scam.
It’s important to know that HMRC will never offer a tax refund by text,
email or phone. HMRC have issued some advice for those concerned about
this particular scam. You may visit:
https://www.gov.uk/government/organisations/hm-revenuecustoms/contact/reporting-fraudulent-emails
275 HMRC-related scams have been uncovered since March with HMRC
taking action against 254 scam webpages. They have also responded to
more than 300,000 reports of phone scams from the public.
The NCSC has also published advice on how to spot and deal with
suspicious text messages, emails and phone calls. You may visit:
https://www.ncsc.gov.uk/guidance/suspicious-email-actions
Don’t forget that you can also report phishing emails direct to the NCSC
using the Suspicious Email Reporting Service (SERS).
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Number 10

FCA, UK - Considerations for firms after the transition period

Following Brexit and the end of the transition period, find out about the
temporary transitional power (TTP), considerations for UK and EEA firms,
and how the end of passporting may affect you.
The UK left the EU on 31 January 2020 with a Withdrawal Agreement and
entered a transition period that ended on 31 December 2020. On 24
December 2020, the UK and the EU agreed on the terms of the UK-EU
Trade and Cooperation Agreement. The UK has approved the agreement
and it came into effect provisionally at 11pm on 31 December 2020,
pending the EU taking the necessary steps to fully approve it.
How this affects you will depend on several factors, including the nature of
your business and where your customers are located. You should make
sure you have considered the following points and understand the impact
they could have on your firm:

Considerations for all firms
End of passporting
Passporting between the UK and the EEA has now ended.
Passporting allows firms authorised in EEA states to conduct business in
other EEA states based on their ‘home’ member state authorisation.
However, passporting between the UK and EEA states ended with the close
of the transition period at 11pm on 31 December 2020.
This affects firms and funds based in the:
-

UK that conduct certain types of business in the EEA

-

EEA that carry out certain types of business in the UK

If you intend to do business in the EEA, you should ensure you do so
consistent with local laws and local regulatory expectations, eg seeking
authorisation with a local authority where appropriate.
Converting EU legislation
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The European Union (Withdrawal) Act 2018 converted into UK law
existing EU legislation that had direct effect in the UK at the end of the
transition period. This also preserved existing UK laws that implemented
EU obligations.
The Government was given powers to amend the retained EU legislation so
it works in the UK after Brexit. It has used this power to make numerous
statutory instruments that amend retained EU financial services
legislation.
The Government’s intention was that the same rules and laws continue to
apply, as far as possible, but with the necessary amendments to reflect the
UK’s position outside the EU.
The Government gave us (and, where relevant, the Bank of England and
the Prudential Regulation Authority) responsibility for amending and
maintaining certain EU binding technical standards that have become UK
law. These technical standards specify detailed requirements for the
purposes of various EU regulations and directives.
We have amended our Handbook to make sure it’s consistent with changes
the Government has made, and so it still works effectively now that the
transition period has ended.
For more information, read our statement on changes to UK legislation.
Temporary transitional power (TTP)
To help you adapt to your new requirements, the Treasury has given UK
financial regulators the power to make temporary transitional provisions in
relation to financial services legislation. This is known as the temporary
transitional power (TTP).
We are applying the TTP on a broad basis from the end of the transition
period until 31 March 2022. This means firms and other regulated persons
can continue to comply with existing requirements for a limited period.
However, there are some areas where the TTP doesn’t apply and where you
are now expected to be compliant.
Users of credit ratings
We are now the UK regulator of UK-registered and certified credit rating
agencies (CRAs).
This means that any UK legal entity that wishes to issue credit ratings
publicly or by subscription will need to be registered or certified with us as
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a CRA. These CRAs have made system changes to flag ratings that are
available for regulatory use in the UK.
If you use credit ratings for regulatory purposes, you should use credit
ratings issued or endorsed by FCA-registered CRAs. You should have
contacted the relevant CRAs whose ratings you use, to understand the
systems changes they’ve made.
Data sharing
If your firm transfers personal data between the UK and the EEA, you
should be aware of the new data rules that are now in place.
The Government has legislated so that UK firms can continue to lawfully
send personal data from the UK to the EEA and 13 other countries that the
EU has deemed to provide an adequate level of protection of personal data.
The Government has also announced that the UK-EU Trade and
Cooperation Agreement provides for the continued free flow of personal
data from the EU and EEA to the UK until adequacy decisions are adopted,
for no longer than 6 months.
The Information Commissioner’s Office (ICO) is the regulator for data
protection issues in the UK. Read the ICO's information on data protection
and Brexit.
The ICO has said that the agreement between the UK and the EU enables
businesses and public bodies across all sectors to continue to freely receive
data from the EU (and EEA).
However, as a sensible precaution, the ICO recommends that businesses
work with EU and EEA organisations who transfer personal data to them,
to put in place alternative transfer mechanisms to safeguard against any
interruption to the free flow of EU to UK personal data.
You should also consider taking legal advice if you believe that you might
be affected.
Communicating with customers
You must pay attention to what your customers need to know, and
communicate with them in a way which is clear, fair and not misleading
(Principle 7).
We expect you to have contacted any of your customers who have been
affected by the end of the transition period. We have made this clear in
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information we have published for consumers on how Brexit might affect
them.
You should be able to show you have considered and planned for how the
end of the transition period may have affected your customers. You should
keep in mind that different categories of customers may have been affected
in different ways, as is set out in our guidance in PRIN 1.2. You may visit:
https://www.handbook.fca.org.uk/handbook/PRIN/2/1.html
For example, customers based in the EEA (including UK expats) may be
more affected than those living in the UK. You should have contacted each
group of customers, to explain clearly how they have been or will be
affected.
As well as offering information directly to your customers, you should have
made the important information available more widely, such as on your
website. This also includes being prepared for the possibility that you may
have a significant increase in consumer queries now that the transition
period has ended.
We expect you to have communicated to your customers in good time –
usually, the earlier the better. You must also continue to communicate
clearly to your customers, taking care to avoid confusion with multiple
messages that could change over time.
You should continue to consider what information consumers need to
know and when. If customers need to act, then you must provide (or, in
many cases, should have already provided) the information they need in a
realistic time for them to make these decisions.
It’s important you have answers ready to reassure customers where
appropriate and make sure you’re able to address customer queries
accurately, fairly, clearly and promptly.

Considerations for UK firms
If you’re a UK-based firm and only do business in the UK, you’re less likely
to have been affected by the end of the transition period. You may not have
been affected at all.
However, if you carried out business between the UK and the European
Economic Area (EEA) – whether through a passport or directly under EU
legislation – you should have implemented plans to address any risks for
your firm.
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These questions will help you to decide whether you conducted business in
the EEA and whether your business may have been affected by the end of
the transition period.
-

Did you provide any regulated products or services to customers
resident in the EEA? For example, you might have provided financial
advice to EEA-based customers. Or you might have had insurance
contracts either with EEA-based customers or which covered risks
located in the EEA that required regulatory permission in that country
in order to be serviced.

-

Did you have customers or counterparties based in the EEA, including
UK expatriates now based in an EEA country?

-

Did you market financial products in the EEA? This includes products
marketed on a website aimed at consumers in the EEA.

-

Did you have agents in the EEA or interact with any intermediary
service providers in the EEA? For example, you may have used an
insurance intermediary to distribute products into the EEA.

-

Did your firm transfer personal data between the UK and the EEA or
vice versa?

-

Did your firm have membership of any market infrastructure (trading
venues, clearing house, settlement facility) based in the EEA?

-

Were you part of a wider corporate group based in the EEA, or did your
firm receive any funding from an entity in the EEA?

-

Did you outsource or delegate to an EEA firm or did an EEA firm
outsource or delegate to you?

-

Were you party to legal contracts which refered to EU law?

-

Did you deposit client money and/or custody assets in any institution
in the EEA, or was your safeguarding institution in the EEA?

If any of these questions apply to you – or you conducted (or currently
conduct) business in the EEA in any other way – then you should think
about the legal basis on which that business occured, and how that might
have been affected by the end of the transition period.
This includes thinking about whether your firm needed additional
regulatory permissions in the UK and/or in another country.
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Not all these factors will automatically mean your business or your
customers are impacted. There are other ways firms can access the EEA
that may not be affected by the UK leaving the EU. However, these will
depend on the specific firm, type of activity and the exemption or local
permission in question.
These include:
-

permission under local law or based on rules of a local financial market
infrastructure

-

local exemptions in an individual EEA country

-

whether reverse solicitation is permitted without local authorisation –
this is where the client initiates the provision of the service on their
own initiative, and you do not promote or advertise services

-

whether your activity would potentially be covered by any prospective
EU equivalence decision on a specific aspect of the UK’s regulatory
framework.
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ICO statement in response to UK Government’s announcement
on the extended period for personal data flows, that will allow
time to complete the adequacy process

ICO is the UK’s independent authority set up to uphold information rights
in the public interest, promoting openness by public bodies and data
privacy for individuals.

The Government has announced that the Treaty agreed with the EU will
allow personal data to flow freely from the EU (and EEA) to the UK, until
adequacy decisions have been adopted, for no more than six months. You
may visit:
https://assets.publishing.service.gov.uk/government/uploads/system/upl
oads/attachment_data/file/948093/TCA_SUMMARY_PDF.pdf
This will enable businesses and public bodies across all sectors to continue
to freely receive data from the EU (and EEA), including law enforcement
agencies.
As a sensible precaution, before and during this period, the ICO
recommends that businesses work with EU and EEA organisations who
transfer personal data to them, to put in place alternative transfer
mechanisms, to safeguard against any interruption to the free flow of EU to
UK personal data. You may visit: https://ico.org.uk/fororganisations/data-protection-at-the-end-of-the-transition-period/

As previously announced, the UK has, on a transitional basis, deemed the
EU and EEA EFTA States to be adequate to allow for data flows from the
UK.
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Information Commissioner, Elizabeth Denham said:
“This is the best possible outcome for UK organisations processing
personal data from the EU.”
“This means that organisations can be confident in the free flow of
personal data from 1 January, without having to make any changes to their
data protection practices.”
“We will be updating the ICO guidance on our website to reflect the
extended provisions and ensure businesses know what happens next. At
this stage it’s good news for businesses and public bodies.”
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Number 11

Terrorist groups using COVID-19 to reinforce power and
influence

The impact of COVID-19 on global terrorism, trends and potential risks
related to attacks on vulnerable targets and bioterrorism is the focus of a
new report issued by INTERPOL.
LYON, France – The impact of COVID-19 on global terrorism, trends and
potential risks related to attacks on vulnerable targets and bioterrorism is
the focus of a new report issued by INTERPOL.
The assessment, which is for law enforcement use only, takes into
consideration the following five main threat factors:
-

COVID-19 outbreak characteristics and medical advances
Global or national response
Social climate
Resilience of the security apparatus
Strategies and capabilities of terrorists and other non-state actors
(NSAs)

As COVID-19 cases subside in some regions and surge in others, the report
underlines the critical need to monitor the reaction and response by
terrorist networks, violent extremist groups, and other potentially
dangerous NSAs.
Economic impact
Early in the pandemic, certain terrorist groups and other NSAs used the
pandemic to reinforce their power and influence, particularly among local
populations, or to expand their external financial resources.
The report also highlights how the impact of COVID-19 on the global
economy is likely to indirectly affect funding available to terrorist
organizations.
“Our terrorism assessment report is another tool to help law enforcement
identify and address these evolving threats, in what continue to be
challenging circumstances,” added Secretary General Stock.
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The use of disinformation and conspiracy theories also appears as a
common denominator across all idealistic spectrums, and as an indicator
of prevailing threats against priority targets.
Exploiting divisions
The presence of far-right supporters in anti-COVID-19 activities in a
growing number of western countries illustrates attempts to use the
pandemic to exploit divisions. Law enforcement will continue to face
attempts by far-right violent extremists to radicalize social movements,
such as clashing with far-left groups and/or provoking the use of force.
Member countries are encouraged to exchange and crosscheck information
related to individuals and groups using COVID-19 conspiracy theories to
call and plan for violent acts. Coordinated and consistent use of INTERPOL
Notices remain key to anticipate threats resulting from the direct and
indirect impact of the pandemic.
The INTERPOL report also underscores how the recurring reinstatement
of restrictive measures is likely to sustain a degree of civil unrest as well as
impact on the choice of timing and targets for terrorist acts.
The report includes recommendations and early-warning signs for the
global law enforcement community to monitor in addressing these threats.
To read more: https://www.interpol.int/News-andEvents/News/2020/INTERPOL-Terrorist-groups-using-COVID-19-toreinforce-power-and-influence
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Number 12

Microsoft Internal Solorigate Investigation Update

As we said in our recent blog (https://blogs.microsoft.com/on-theissues/2020/12/17/cyberattacks-cybersecurity-solarwinds-fireeye/), we
believe the Solorigate incident is an opportunity to work together in
important ways, to share information, strengthen defenses and respond to
attacks.
Like other SolarWinds customers, we have been actively looking for
indicators of the Solorigate actor and want to share an update from our
ongoing internal investigation.
Our investigation into our own environment has found no evidence of
access to production services or customer data. The investigation, which is
ongoing, has also found no indications that our systems were used to attack
others.
As we previously reported, we detected malicious SolarWinds applications
in our environment, which we isolated and removed.
Having investigated further, we can now report that we have not found
evidence of the common TTPs (tools, techniques and procedures) related
to the abuse of forged SAML tokens against our corporate domains.
Our investigation has, however, revealed attempted activities beyond just
the presence of malicious SolarWinds code in our environment. This
activity has not put at risk the security of our services or any customer data,
but we want to be transparent and share what we’re learning as we combat
what we believe is a very sophisticated nation-state actor.
We detected unusual activity with a small number of internal accounts and
upon review, we discovered one account had been used to view source code
in a number of source code repositories.
The account did not have permissions to modify any code or engineering
systems and our investigation further confirmed no changes were made.
These accounts were investigated and remediated.
At Microsoft, we have an inner source approach – the use of open source
software development best practices and an open source-like culture – to
making source code viewable within Microsoft.
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This means we do not rely on the secrecy of source code for the security of
products, and our threat models assume that attackers have knowledge of
source code. So viewing source code isn’t tied to elevation of risk.
As with many companies, we plan our security with an “assume breach”
philosophy and layer in defense-in-depth protections and controls to stop
attackers sooner when they do gain access.
We have found evidence of attempted activities which were thwarted by
our protections, so we want to re-iterate the value of industry best practices
such as outlined here, and implementing Privileged Access Workstations
(PAW) as part of a strategy to protect privileged accounts.
We will provide additional updates if and when we discover new
information to help inform and enable the community.
As we learn more from our own internal investigation, and from helping
customers, we will continue to improve our security products and share
these learnings with the community.
For the up-to-date information and guidance, please visit our resource
center at https://aka.ms/solorigate
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Number 13

Cyberattack on EMA

Update 1
The full investigation launched by the European Medicines Agency (EMA),
in close cooperation with law enforcement and other relevant entities,
demonstrated that data has been breached. An initial review revealed that
a limited number of documents belonging to third parties were unlawfully
accessed. The concerned companies are being informed.
The Agency remains fully functional and its timelines related to the
evaluation and approval of COVID-19 vaccines and treatments are not
affected.
EMA will continue to provide information in due course, to the extent
possible, given its duty towards the ongoing investigations.
Update 2
EMA has engaged a specialised third-party service provider to support the
full investigation that is currently being carried out in close cooperation
with law enforcement and other relevant entities. This company will
contribute to the additional security measures that are being put in place in
response to the data breach.
So far, the investigation has revealed that a limited number of documents
belonging to third parties were unlawfully accessed. The concerned third
parties identified at this stage have been contacted and duly informed.
The Agency remains fully functional and its timelines related to the
evaluation and approval of COVID-19 vaccines and treatments are not
affected.
EMA will continue to provide information in due course, to the extent
possible, given its duty towards the ongoing investigations.
Update 3
The ongoing investigation of the cyberattack on EMA, carried out by the
Agency in close collaboration with law enforcement and other relevant
entities, has revealed that the data breach was limited to one IT
application. The perpetrators primarily targeted data related to COVID-19
medicines and vaccines and unlawfully accessed documents belonging to
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third parties. The companies concerned at this stage have been contacted
and duly informed.
As the investigation proceeds, and all potentially suspicious activity is
analysed, the Agency will ensure that any additional third party whose
documents may have been subject to unauthorised access is notified.
The Agency and the European medicines regulatory network remain fully
functional and timelines related to the evaluation and approval of COVID19 medicines and vaccines are not affected.
EMA will continue to provide information in due course, to the extent
possible, given its duty towards the ongoing investigation.
Update 4
The ongoing investigation of the cyberattack on EMA revealed that some of
the unlawfully accessed documents related to COVID-19 medicines and
vaccines belonging to third parties have been leaked on the internet.
Necessary action is being taken by the law enforcement authorities.
The Agency continues to fully support the criminal investigation into the
data breach and to notify any additional entities and individuals whose
documents and personal data may have been subject to unauthorised
access.
The Agency and the European medicines regulatory network remain fully
functional and timelines related to the evaluation and approval of COVID19 medicines and vaccines are not affected.
EMA will continue to provide information in due course, to the extent
possible, given its duty towards the ongoing investigation.
You may visit: https://www.ema.europa.eu/en/news/cyberattack-emaupdate-4
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Number 14

Good practices in innovation on cybersecurity under the NCSS

The online Digital Single Market (DSM) is in increasing jeopardy from
various forms of cyberattacks.
The need for a strong and effective EU Network and Information Security
(NIS) Industry becomes two-fold; on the one hand the DSM needs NIS
protection for commercial services, critical infrastructure and the everyday
life of its citizens, who depend on online services.
On the other hand, the DSM offers opportunities and tools that can
facilitate the growth of the EU NIS Industry.
Growth of the NIS industry can occur with direct benefits in terms of
revenue for NIS suppliers, growth of the EU GDP and boost of employment
in the cybersecurity sector; the latter is of particular importance
considering that cybersecurity is one of the faster growing segments of the
ICT industry.
To achieve this, innovation in cybersecurity is a key enabler.
ENISA supports the efforts aimed to enhance the overall level of
cybersecurity in the Member States (MS) both at a national and EU level.
This report supports that effort by analysing how Member States are
approaching innovation as a strategic priority under National Cyber
Security Strategies (NCSS).
The analysis is structured around several aspects of innovation such as:
Innovation Priorities, Industrialisation and Collaboration and Market and
Policy.
Each of these aspects is at the same time divided into two dimensions.
Innovation priorities can be divided into Innovation in technologies and
services, and into economic incentives and investments.
Industrialisation and collaboration can be divided into industrialisation
processes and activities, and stakeholders’ collaboration.
Market and Policy can be divided into Market and Technology Alignment
and Market regulation.
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Each dimension can be supported by several activities and mechanisms.
Moreover, this study identifies a set of challenges and good practices, as
experts perceive them, across the different innovation dimensions.
The identification of these challenges may help in identifying relevant
actions for addressing them and also in drafting future innovation strategic
objectives.
Finally, this report identifies seven recommendations that can be taken
into account both at National and EU level to support the development of
cybersecurity innovation strategies and enhance their impact:
1. Support and develop sector specific innovation priorities.
2. Support sufficient and adequate level of funding.
3. Involve stakeholders while developing and implementing innovation
strategies.
4. Take into account the positive impact of regulatory frameworks on
innovation.
5. Support industries in positioning new cybersecurity offerings in the
market.
6. Promote EU level certification of services/products.
7. Promote NIS training and educational measures.
These recommendations form a roadmap for enhancing innovation on
cybersecurity under NCSS.
Stakeholders who are involved in defining national cybersecurity strategies
may take into account the results of this study, in particular, may take into
account the identified challenges, good practices and suggested
recommendations.
To read more: https://www.enisa.europa.eu/publications/good-practicesin-innovation-on-cybersecurity-under-the-ncss
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Number 15

SEC Issues Over $1.1 Million to Multiple Whistleblowers

The Securities and Exchange Commission announced awards totaling more
than $1.1 million to five whistleblowers who provided high-quality
information that led to successful enforcement actions.
In the first order, the SEC awarded three whistleblowers almost $500,000
in connection with two related enforcement actions. The first
whistleblower provided information that prompted the opening of an
investigation. The second and third whistleblowers provided information
that significantly contributed to the success of the actions, and contributed
additional, helpful assistance to the investigative staff.
In the second order, the SEC awarded nearly $600,000 to a whistleblower
whose information caused the opening of an investigation. The
whistleblower continued to provide helpful assistance by meeting with
investigative staff in-person, providing documents, and identifying
witnesses. The whistleblower also repeatedly reported the concerns
internally in an effort to remedy the violations.
In the third order, the SEC awarded more than $100,000 to a
whistleblower whose independent analysis led to a successful enforcement
action. Among other things, the whistleblower conducted an analysis using
information from publicly available documents to calculate an estimate of
an important metric for a company, and then showed that the company's
disclosures regarding that metric were implausible.
"These awards underscore the breadth of ways that company insiders, as
well as whistleblowers not affiliated with a company, can positively impact
SEC investigations," said Jane Norberg, Chief of the SEC's Office of the
Whistleblower. "Whistleblowers who provide high-quality information or
analysis may be eligible for an award where their information causes staff
to open an investigation or meaningfully advances an existing
investigation."
The SEC has awarded approximately $737 million to 133 individuals since
issuing its first award in 2012. All payments are made out of an investor
protection fund established by Congress that is financed entirely through
monetary sanctions paid to the SEC by securities law violators. No money
has been taken or withheld from harmed investors to pay whistleblower
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awards. Whistleblowers may be eligible for an award when they
voluntarily provide the SEC with original, timely, and credible information
that leads to a successful enforcement action. Whistleblower awards can
range from 10-30% of the money collected when the monetary sanctions
exceed $1 million.
As set forth in the Dodd-Frank Act, the SEC protects the confidentiality of
whistleblowers and does not disclose information that could reveal a
whistleblower's identity.
For more information about the whistleblower program and how to report
a tip, visit www.sec.gov/whistleblower.
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Number 16

Night-Vision Revolution: Less Weight, Improved Performance
Leveraging new tech, DARPA aims for night-vision goggles the size and
weight of regular eyeglasses

For decades U.S. warfighters have benefitted from advanced night-vision
technology, allowing pilots to fly low-level missions on pitch-black nights
and ground forces to conduct operations against adversaries in the dark.
But current night-vision goggle (NVG) technology requires cumbersome
binocular-like optics mounted on a helmet, offering limited field of view
(FOV) and putting unhealthy strain on the wearer’s neck.
Building on recent scientific advances in photonics and optical materials
pioneered in DARPA’s Defense Sciences Office (DSO), a new effort seeks to
develop next-generation NVGs that are as lightweight and compact as a
pair of regular eyeglasses or sunglasses.
DARPA today announced its Enhanced Night Vision in eyeglass form
(ENVision) program. ENVision aims to create lightweight NVGs that offer
a wide FOV across multiple infrared (IR) spectrum bands without needing
separate optics for each IR band.
The goal is to enable night vision through fog, dust, and other obscurants
as well as provide thermal vision – all via a single flat lens. A Proposers
Day for interested participants is being held via webinar on January 21,
2021.
“Our warfighters experience significant neck strain from current NVGs
caused by the weight of the optics extending 4-5 inches in front of their
helmets,” said Rohith Chandrasekar, program manager in DARPA’s
Defense Sciences Office.
“If you’ve never worn NVGs for hours at a time imagine wearing a baseball
cap all day with a two-pound weight attached to the front of the bill – that
gives you a small sense of the stress experienced. Extended use of such
systems leads to a condition where the neck no longer has energy to keep
the head upright requiring warfighters to use their hands to lift and point
their heads. NVG wearers also have to swivel their heads frequently for
peripheral vision since current optics only provide a 40-degree field of view
compared to the 120-degree wide view we have with our eyes, which only
makes use of NVG systems more painful.”
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Besides the weight and field-of-view constraint, current NVGs provide only
a narrow segment of the IR portion of the spectrum (typically near-IR) that
limits what types of threats the viewer can see at night. Efforts to expand
FOV and IR bandwidth to date have involved increasing the number of
optics, which increases weight.
The ENVision program is designed to break the paradigm that increased
performance can only be achieved by an increase in weight.
“DARPA investments over the past decade have led to breakthroughs in the
areas of planar optics, detection materials, and novel light-matter
interactions,” Chandrasekar said. “ENVision will leverage these
advancements, amongst others, to develop enhanced night-vision devices
in lightweight eyeglass form factors.”
ENVision will also investigate the possibility of night vision using direct
photon up-conversion from infrared to visible photons using thin
materials.
“This will further simplify NVG systems by advancing from the multi-step
conversion currently used to a single step up-conversion process,”
Chandrasekar said. “Some of these processes even conserve the
momentum of photons, which, in theory, could enable night vision without
the need for any optics.”
The ENVision program focuses on developing prototypes of multi-band,
wide-FOV night vision systems and investigating methods to amplify
photon up-conversion processes from any IR band to visible light.
For more information about the upcoming Proposers Day, including
registration details, please visit: https://go.usa.gov/xARnH
A Broad Agency Announcement solicitation is expected to be available on
beta.SAM.Gov in the coming weeks.
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Disclaimer
Despite the great care taken to prepare this newsletter, we cannot
guarantee that all information is current or accurate. If errors are brought
to our attention, we will try to correct them, and we will publish the correct
information to the LinkedIn and Facebook pages of Cyber Risk GmbH.
Readers will make their own determination of how suitable the
information is for their usage and intent. Cyber Risk GmbH expressly
disclaims all warranties, either expressed or implied, including any implied
warranty of fitness for a particular purpose, and neither assumes nor
authorizes any other person to assume for it any liability in connection
with the information or training programs provided.
Cyber Risk GmbH and its employees will not be liable for any loss or
damages of any nature, either direct or indirect, arising from use of the
information provided on this newsletter, or our web sites.
We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a
recommendation or endorsement of the views expressed within them.
Links to other web sites are presented as a convenience to users. Cyber
Risk GmbH does not accept any responsibility for the content, accuracy,
reliability, or currency found on external web sites.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the association has
no control and for which the association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of interpretative;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
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does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts. It is our goal to
minimize disruption caused by technical errors. However, some data or
information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
Readers that are interested in a specific topic covered in the newsletter,
must download the official papers, must find more information, and must
ask for legal and technical advice, before making any business decisions.
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