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June 2020, cyber risk and compliance in Switzerland   

Top cyber risk and compliance related local news stories and world events 
 

Dear readers,  
 

According to the Federal Department of Defence, Civil 
Protection and Sport, the Ordinance on Protecting against 
Cyber-Risks in the Federal Administration (Verordnung 
über den Schutz vor Cyberrisiken in der Bundesverwaltung -  
Cyberrisikenverordnung, CyRV) was adopted by the Federal 
Council during its meeting on 27 May 2020 and will come into force on 1 
July 2020.  
 
Moreover, the Federal Council decided to allocate 20 new posts to increase 
staffing for the implementation of the 2020-2022 national strategy for the 
protection of Switzerland against cyber-risks. 
 
To enable the Confederation to play a more active role in protecting 
Switzerland against cyber-risks, the Federal Council decided in January 
2019 to establish a cybersecurity competence centre, headed by a Federal 
Cybersecurity Delegate.  
 
With the Ordinance on Protecting against Cyber-Risks in the Federal 
Administration, the Federal Department of Finance (FDF) is implementing 
the Federal Council's mandate of 30 January 2019 and creating the legal 
basis for the establishment and expansion of the National Cybersecurity 
Centre (NCSC).  
 
This ordinance and the 20 new posts in the area of cyber-risks will enable 
the Federal Council to meet the demands of businesses and political circles 
for a robust competence centre with a clear structure and greater 
centralisation. 
 
The ordinance adopted by the Federal Council governs the structure, tasks 
and powers of the authorities involved. This means that it also sets out the 
composition and tasks of the Cyber Core Group and the NCS Steering 
Committee, two bodies that enable increased interdepartmental 
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cooperation within the Federal Administration. 
 
After consulting the services concerned, the NCSC can take the lead and 
order immediate measures when dealing with a cyberincident. The 
ordinance additionally regulates the obligation of Federal Administration 
service providers to report to the NCSC. 
 
The FDF has started to establish the NCSC under the leadership of the 
Cybersecurity Delegate, Florian Schütz, who took up his position in August 
2019. He is the Confederation's key contact person in the area of cyber-
risks, and issues IT security guidelines for the Federal Administration, 
among other things.  
 
The NCSC currently consists of a strategic and an operational division. The 
strategic division is already being managed as an independent new unit in 
the FDF General Secretariat.  
 
The operational division includes the existing Reporting and Analysis 
Centre for Information Assurance (MELANI), Federal ICT Security and 
GovCERT.ch, which were previously part of the Federal IT Steering Unit 
(FITSU).  
 
These areas will also be transferred to the FDF General Secretariat, under 
the direct management of the Cybersecurity Delegate, once the 
organisational establishment work has been completed. 
 
The Federal Council adopted the implementation plan for the 2018-2022 
national strategy for the protection of Switzerland against cyber-risks 
(NCS) back in May 2019 and approved 24 additional posts at that time. 
These resources are to be expanded further.  
 
Subject to the Federal Council's future decisions on resources in the area of 
personnel, another 20 posts are planned to cover the task areas in the 
offices responsible for protecting against cyber-risks.  

 

According to the European Insurance and Occupational Pensions 
Authority’s (EIOPA) updated Risk Dashboard, macro risks increased from 
high to very high given the global impact of the outbreak of COVID on 
economic activities.  
 
GDP growth forecasts have been revised significantly downwards for all 
geographical areas, while inflation is expected to decrease slightly.  
 
The indicator on the 10-year swap rates decreased reaching new lows, after 
a flattening of all swap curves on the long end.  
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Monetary support has been activated by all major central banks. 

Credit risks increased to high level. The most recent market data signal a 
spike in credit risks across all market segments.  

CDS spreads of financial and non-financial bonds show the highest 
increase. Government bond CDSs increased overall across countries, with 
heterogeneity in magnitude within the EU.  

The median average quality of insurers’ investments remained stable to 
levels between AA and A for Q4-2019. 

Market risks increased from high to very high level during March 2020.  

Covid-19 impacts on financial markets has been strong: volatilities both in 
bond and equity markets have increased.  

Global equity prices fell by over 30%, with expected deterioration of 
insurers’ equity investment by a similar magnitude.  

Flight to quality investment behaviors and increase of risk premia put 
downward pressure also on corporate and sovereign bond prices, resulting 
in overall expected decrease in insurers’ bond valuations.  

There is heterogeneity across countries, some of which experienced 
substantial increase in sovereign yield spreads.  

Liquidity and funding risks increased to high level, as some indicators are 
expected to worsen via the latest market developments and the strong hit 
on economic activities, which is reducing incomes and could result in 
decreasing premiums and lowering new business.  

Moreover, the potential increase in certain claims and illiquid level of 
certain assets could put additional strains on the disposable liquidity of 
insurers in a medium to long-term horizon.  

On the other hand, the two indicators on asset liquidity – cash holdings 
and liquid assets ratio – show minor increases in the median value in Q4 
2019.  

Volumes of bonds issued by insurance groups decreased. Catastrophe bond 
issuance increased, with the large majority of cat bonds issued covering US 
earthquakes risks. 

Profitability and solvency risks increased to high level. A worsening of 
indicators is expected as a consequence of the negative recent market 
developments in the context of Covid-19 outbreak.  
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Furthermore, a decrease on excess of assets over liabilities is expected, 
driven by drops in asset values and increase in liabilities.  

On the other hand, Solvency II data for Q4-2019 displayed a deterioration 
of the net combined ratio and return on premiums, while a significant 
increase of SCR ratios for insurance groups and life solo undertakings was 
observed.  

This raise is mainly explained by a substantial increase in eligible own 
funds in France, as a result of a legislative change.  

Furthermore, an improvement of SCR ratios is observed for several solo 
life and groups undertakings in comparison with the previous quarter due 
the increase on the risk free curve in Q4 2019. 

Insurance risks increased to high level. The negative market developments 
may have negative effects via income reduction (due to the impact of drop 
in economic activity on new as well as existing business) and potential 
increase in claims for specific business lines.  
 
On the other hand, median premium growth for both, life and non-life 
business, remains positive in Q4 2019, with an observed deterioration for 
life business. 
 
The catastrophe loss ratio of main reinsurers increased following the most 
significant events of 2019 in terms of insured losses – Typhoon Hagibis, 
which hit Japan in mid-October.  
 
You can read more at number 6 below. 

 

Confucius believed that real knowledge is to know the extent of one's 
ignorance. The Public Company Accounting Oversight Board (PCAOB) 
knows that boards and auditors have no real knowledge about 
cryptoassets, and therefore they have no way to make wise decisions. 
 
The staff of the PCAOB has observed situations where transactions 
involving cryptoassets were material to the financial statements.  
 
The nightmare is obvious in many areas, from the planning and 
performing of an appropriate audit response, to the discussions with the 
audit committee of the board.  
 
The term cryptoassets refers to digital assets that use cryptography to 
secure transactions digitally recorded on a distributed ledger, such as a 
blockchain.  
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The auditor should identify and assess the risk of material misstatement to 
the financial statements, which includes evaluating the types of potential 
misstatements, assessing the likelihood and magnitude of misstatements, 
and determining the likely sources of potential misstatements. 
 
The auditor should then design and perform audit procedures in a manner 
that addresses the assessed risks of material misstatement for each 
relevant assertion of each significant account and disclosure as applicable 
(i.e., performing audit procedures that address risks of material 
misstatement relating to existence or occurrence, completeness, valuation 
or allocation, rights and obligations, and presentation and disclosure). 
 
The auditor should determine whether specialized skill or knowledge is 
needed. For example: 
 
- The engagement team may need specialized skill or knowledge in the 

areas of cryptography, distributed ledger technology, valuation, and 
laws and regulations (including with respect to know-your-customer 
(KYC) and anti-money laundering (AML) provisions). 
 

- Differing business models and technologies underlying transactions in 
cryptoassets (e.g., generating new coins vs. trading existing ones) may 
require different skills, knowledge, and resources (including specialized 
audit software) to identify, assess, and respond to risks of material 
misstatement. 

 
- The engagement team may need specialized skill or knowledge in 

applying existing legal and regulatory frameworks to cryptoassets. The 
U.S. Securities and Exchange Commission (SEC) staff provides 
information and guidance about digital assets on its website. 

 
You can read more at number 3 below.  

 

T. S. Eliot believed that humankind cannot bear very much reality. But 
the Financial Stability Board (FSB) is probably following the advice of 
Marcus Tullius Cicero: If we are not ashamed to think it, we should not be 
ashamed to say it. 
 
According to the FSB, the COVID-19 pandemic represents the biggest test 
of the post-crisis financial system to date.  
 
The pandemic constitutes an unprecedented global macro-economic 
shock, pushing the global economy into a recession of uncertain magnitude 
and duration.  
 

http://www.cyber-risk-gmbh.com/


P a g e  | 6 

Cyber Risk GmbH, CHE-244.099.341, Rebackerstrasse 7, 8810 Horgen, www.cyber-risk-gmbh.com 

The global financial system faces the dual challenge to sustain the flow of 
credit amidst declining growth and to manage heightened risks. 
 
The FSB provided its assessment of financial stability risks related to 
COVID-19 in a report submitted to the 15 April 2020 virtual meeting of 
G20 Finance Ministers and Central Bank Governors. 
 
According to this report, this exogenous shock has placed the financial 
system under strain.  
 
Downward revisions of expected economic activity and heightened risk 
aversion have led to a major re-pricing and repositioning in global financial 
markets.  
 
On the one hand, the providers of funding have an increasing preference 
for short-term safe assets.  
 
On the other hand, credit risks are rising sharply.  
 
As a consequence, the demands on the financial system’s capital and 
liquidity have risen. Heightened operational risks are adding to 
vulnerabilities. 
 
The global financial system is more resilient and better placed to sustain 
financing to the real economy as a result of the G20 regulatory reforms in 
the aftermath of the 2008 global financial crisis.  
 
In particular, greater resilience of major banks at the core of the financial 
system has allowed the system to date largely to absorb rather than amplify 
the current macroeconomic shock.  
 
Those forms of market-based finance that contributed to the 2008 
financial crisis pose significantly lower financial stability risks.  
 
Financial market infrastructures, particularly CCPs, have functioned well, 
despite the challenging external financial and operational conditions. 
 
Nevertheless, given the unprecedented scale of the shock, key funding 
markets experienced acute stress and authorities needed to take a wide 
range of measures to sustain the supply of credit to the real economy and 
to support financial intermediation.  
 
The FSB is examining the potential financial stability risks that may lie 
ahead as the impact of COVID-19 on the global economy unfolds. Going 
forward, the FSB intends to monitor the resilience of the critical nodes 
discussed in the G20 report on a frequent basis, so as to identify any 
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emerging issues in a timely manner.  
 
It also intends to identify and assess in a forward-looking manner the 
specific vulnerabilities that may materialise during this major global 
economic downturn, including potential sources of procyclicality. 
 
Welcome to our monthly newsletter. 
 
Best regards, 
 

 
George Lekatis 
General Manager, Cyber Risk GmbH 
Rebackerstrasse 7, 8810 Horgen 
Phone:  +41 79 505 89 60 
Email:  george.lekatis@cyber-risk-gmbh.com 
Web:    www.cyber-risk-gmbh.com 
 
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer: 
CHE-244.099.341 
 
Our catalog, in-house instructor-led training in Switzerland, Liechtenstein 
and Germany:  
https://www.cyber-risk-
gmbh.com/Cyber_Risk_GmbH_Catalog_2020.pdf 
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COVID-19, The Pandemic and its Impact on Security Policy 
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complex operations published at National Defense University (NDU). 
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Number 1 

COVID-19, The Pandemic and its Impact on Security Policy 
Colonel Professor Dr. Matthias Rogg, Head of the German Institute for 
Defence and Strategic Studies (GIDS). PRISM is the quarterly journal of 
complex operations published at National Defense University (NDU). 
 

 

 
 

The world is caught up in an existential struggle. The opponent is 
intangible; it spares neither state nor social group and does not stop at any 
border. For many of us, this struggle feels like war. 
 
Indeed, with the growing use of war-like language in the fight against 
COVID-19, also called coronavirus, a rapidly rising number of victims, 
and last but not least the economic consequences which are becoming 
increasingly clear, we seem to be experiencing a war-like situation.  
 
This includes the more and more apparent social and psychological effects 
of the crisis: An increasing uncertainty among large social groups, but also 
a strengthening of group cohesion.  
 
People are afraid and join forces, but they also tend to be egoistic—
certainly when their own livelihood is at risk—as illustrated by the EU 
member states’ initial responses to the pleas of Italy and Spain. 
 
Currently, attention is focused on two areas; the medical and the social 
domain, with the latter including legal, economic, political, and cultural 
aspects. 
 
In view of the existential nature of the threat and the great uncertainties 
arising from the coronavirus crisis as well as the tensions that come with 
them, it is only a matter of time before this crisis also becomes the focus of 
security policy.  
 
Germany’s armed forces are already making a significant effort to deal with 
the COVID-19 outbreak. To address the coronavirus crisis, the Bundeswehr 
(the German Armed Forces) has mobilized 15,000 soldiers within a very 
short time, has set up four regional commands to facilitate coordination, 
has supported interagency action when it comes to procurement processes, 
and has organised further activities with creative ideas (e.g. by making use 
of the “Helping Hands” concept). 
 
The Bundeswehr has a long tradition of providing subsidiary assistance in 
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emergency situations, which ranges from procurement and logistical 
support to area and facility protection by performing tasks in support of 
law enforcement and traffic control.  
 
Operations during an epidemic are nothing new to the Bundeswehr as 
shown most recently in the fight against Ebola in 2014 and 2015. 
 
What is new, however, is the scale and the speed with which states and 
societies around the world are being hit hard by the current crisis. 
 

Pandemic Risks Have Been Known  
 
The existential threat of a pandemic has always been a matter of public 
safety and security policy in Germany.  
 
The outbreak of the highly pathogenic Marburg virus in 1967 is just one 
example. As part of a notification provided by the Federal Government, an 
extensive chapter of the 2012 report on risk analysis in civil protection 
discusses a pandemic due to a “Modi-SARS virus.”  
 
In view of current events, this chapter reads like an ominous and all too 
accurate warning. 
 
In the current version of the White Paper on German Security Policy and 
the Future of the Bundeswehr published in 2016, a short section entitled 
“Epidemics and Pandemics” links the risks of regional destabilisation to 
systemic risks (which may also emerge in our country) and to Germany’s 
interest in and responsibility for prevention and crisis management in 
cooperation with international partners and organisations. 
 
In 2015, the Helmut Schmidt University/ Bundeswehr University 
Hamburg, on behalf of the Bundeswehr Office for Defence Planning, 
applied methods from the field of mathematics to compare different 
operations and research models that can be used to predict the course of an 
epidemic in a theater of operations. 
 
With regard to Africa, a dual strategy characterised by significantly 
improved infrastructure and early detection seemed to be the most 
promising.  
 
The Bundeswehr, together with NATO partner states, is already using 
disease surveillance systems such as ASTER to ensure the rapid detection 
of infectious disease outbreaks. 
 
To improve the infrastructure, the “One Million Community Health 
Workers” campaign, which was launched in 2013 and aims at employing 
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one million community health workers in Africa, could be further 
developed. 
 
You can read more at page 55: 
https://ndupress.ndu.edu/Portals/68/Documents/prism/prism_8-
4/prism_8-4.pdf 
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Number 2 

Securing smart infrastructure during the COVID-19 pandemic 
 

 
 

Securing smart homes and smart buildings from cybersecurity risks 
becomes more relevant than ever in the light of the COVID-19 pandemic 
crisis. ENISA presents some fundamental measures for securing smart 
devices. 
 
The  Internet  of  Things  (IoT)  has changed the  way  people  live,  do  
business,  and  interact.  Buildings and homes are becoming smarter, more 
complex and more connected. This massive interconnection leads to new  
efficiencies  and capabilities and  unlocks  enormous  value  for  consumers,  
organizations  and  cities. Nevertheless, these advantages come with great 
challenges and cyber security risks. 
 
Securing smart homes and smart buildings from cyber security risks 
becomes more relevant than ever in the light of the COVID-19 pandemic 
crisis. People are spending considerable time at home using smart 
cameras, wearables and telecommunications to remain in touch with their 
business, doctors, government, school, friends and family.  
 
Utilizing modern technology people stay productive for their work and 
their housekeeping, but they also become more susceptible to attacks from 
threat actors that are still looking to cash in by exploiting human nature. 
 

Securing the home 
 
Social distancing has shifted daily habits with activities pertinent to work, 
education, healthcare, wellbeing and socialisation happening mainly from 
home. Most of these activities are taking place in digital format and 
therefore they rely heavily on connectivity and smart home devices.  
 
Many consumers are aware that their smart devices could potentially 
introduce vulnerabilities in their home network and they should configure 
them properly.  
 
However, they struggle to understand what is required of them to keep 
their smart thermostat or voice assistants secure.  
 
Below, ENISA presents some fundamental measures for securing smart 
devices: 
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- Use long passwords, two-factor or multi-factor authentication and, if 
available, enable biometric features or additional PINs. 

 
- Use different passwords for each device in your home network. 
 
- Observe user guides and enable the relevant security features during 

the initial setup. 
 
- Enable update notifications and perform updates on a regular basis 
 
- Avoid introducing sensitive information and be aware of the way your 

information is used. 
 
- Turn off and unplug the device when no longer used 
 
- Configure multiple networks on your router and keep your smart 

devices on a separate Wi-Fi network. 
 
- Securely wipe your smart device and use “factory reset” function before 

disposing or returning it back. 
 

Securing the business premises 
 
Almost overnight, in an effort of implementing immediately social 
distancing, many employees around the globe started working remotely 
from home and staying away from offices.  
 
Outside of the normal and business-as-usual situation, with applying social 
distancing rules and personnel working in rotation, employees might 
simply be less diligent about security practices.  
 
It has never been more important to proactively secure smart 
buildings/offices, which they often control systems or operations like data 
centers dependent on the availability of air conditioning systems. 
 
Securing networks, monitoring network anomalies, identifying malicious 
behaviour including social engineering and spear phishing attempts and 
reviewing IoT security configurations is the way forward and in that 
respect, ENISA provides the following recommendations in addition to the 
ones mentioned above:   
 
- Enable firewall protection, and ensure corporate network is only 

accessible from whitelisted services.   
 
- Disable unused ports.  
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- Apply network micro-segmentation by creating virtual networks to 
isolate IoT systems from other critical IT systems.  

 
- Enable monitoring and diagnostics and review them regularly. 
 
- Prepare and update the incident response plans according to the 

current risks.    
 
Smart homes and smart buildings have become the digital shelters for all 
people in social distancing. Securing them is a shared responsibility and 
everyone should take part in achieving a more secure and resilient digital 
environment both at home and at work. 
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Number 3 

Audits Involving Cryptoassets 
Information for Auditors and Audit Committees 
 

 
 

One of the PCAOB’s strategic objectives is to monitor the development and 
implementation of emerging technologies to analyze their implications for 
the quality of audit services. 
 
PCAOB staff has observed that cryptoassets have recently begun to be 
recorded and disclosed in issuers’ financial statements.  
 
In addition, when performing inspections of auditors of some smaller 
issuers, PCAOB staff has observed situations where transactions involving 
cryptoassets were material to the financial statements. 
 
Observations from these inspections indicate the need for a greater focus 
by some auditors on the identification and assessment of the risks of 
material misstatement to the financial statements related to cryptoassets, 
as well as the planning and performing of an appropriate audit response. 
 
This document highlights considerations for addressing certain 
responsibilities under PCAOB standards for auditors of issuers transacting 
in or holding cryptoassets. 
 
 We also suggest questions that audit committees may consider asking 
their auditors when transactions involving cryptoassets or holdings of 
cryptoassets are material to the issuer’s financial statements. 
 
The information in this Spotlight may be of particular interest to the 
auditors and audit committee members of issuers that are beginning to 
transact in, or hold cryptoassets. 
 
This Spotlight does not specifically address any other applications of 
blockchain, distributed ledger, or other technology.  
 

As of the date of this publication, many types of cryptoassets (including 
Bitcoin, the largest by market value) have been created and are being 
traded.  
 
An issuer’s involvement with cryptoassets can be multifaceted. 
Transactions involving cryptoassets may include, for example, earning a 
fee, or “reward,” for validating new blocks on a blockchain (which for some 
cryptoassets, such as Bitcoin, is commonly known as “mining”), purchasing 
goods or services in exchange for cryptoassets, exchanging one cryptoasset 
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for another, or selling cryptoassets for a fiat currency, such as the US 
dollar.  
 
Transactions involving cryptoassets may also include, for 
example, providing trading services to third parties or acting as an 
intermediary, such as between a customer and a trading platform or 
mining operation. 
 

 
 
To read more: https://pcaobus.org/Documents/Audits-Involving-
Cryptoassets-Spotlight.pdf 
 
 

 

 

 

 

http://www.cyber-risk-gmbh.com/
https://pcaobus.org/Documents/Audits-Involving-Cryptoassets-Spotlight.pdf
https://pcaobus.org/Documents/Audits-Involving-Cryptoassets-Spotlight.pdf


P a g e  | 18 

Cyber Risk GmbH, CHE-244.099.341, Rebackerstrasse 7, 8810 Horgen, www.cyber-risk-gmbh.com 

Number 4 

Preparing for Cyberattacks and Technical Problems During the 
Pandemic: A Guide for Election Officials 
 

 
 

Over the past year, many state and local election jurisdictions have taken 
crucial steps to improve election security, such as replacing paperless 
voting equipment with paper ballots and disconnecting ballot scanners 
from networked election night reporting systems.  
 
They have also taken steps to enable a recovery from potential cyberattacks 
or technical failures, such as requiring polling places to keep emergency 
paper ballots on hand in case of equipment breakdowns. 
 
Now, election officials face the additional challenge of ensuring secure and 
safe elections in the midst of a pandemic.  
 
Since officials cannot know at this moment whether all of their voters will 
feel safe voting in person in November, they must prepare for the 
possibility that a significant portion will opt to vote by mail.  
 
At the same time, they must maintain in-person voting options, which are 
necessary for many, including some voters with disabilities and those with 
poor mail service.  
 
Deploying or scaling up new voting options can increase the risk of 
technical malfunctions, but officials have no choice in the current 
environment but to meet the challenge.  
 
Voters are already placing increased demands on online registration 
systems and mail ballot options.  
 
At the same time, the risk of cyberattacks from foreign state and nonstate 
actors alike remains.  
 
Many government personnel must work and access election infrastructure 
remotely now; so too must vendor personnel.  
 
These changes to work environments, if not properly managed, could 
create new targets for those interested in disrupting American elections 
through cyberattacks. 
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Effective digital resiliency plans can ensure that operations continue and 
eligible citizens are able to exercise their right to vote even in the face of 
cyberattacks or technical malfunctions.  
 
This document seeks to assist officials as they revise their cyber resiliency 
plans in light of Covid19. We highlight areas that warrant heightened 
attention, such as the resiliency of websites and online registration tools.  
 
While we recognize that the pandemic raises a variety of new requirements 
for election administration, we focus here on resiliency against 
cyberattacks and technical failures.  
 
In addition to assisting election officials with their plans, this document 
and the accompanying checklist can help advocates and policymakers 
working to ensure that election offices are prepared to handle these 
uncertainties.  
 
Making the changes necessary to run credible and secure elections this 
November will cost money, and we urge Congress to provide states with the 
resources they need to ensure that local election officials can run safe and 
secure elections this fall. 
 

Election Administration and Infrastructure 
 
Due to concerns about Covid-19, election administration is now more than 
ever being performed and infrastructure accessed remotely.  
 
Election administration and related government functions, such as those 
carried out by motor vehicles departments, are being undertaken with 
many employees, including vendors’ staff, working from home in order to 
comply with social distancing guidance and shelter-in-place orders.  
 
Voters and third-party organizations, also subject to these orders and 
guidance, are similarly using online capabilities to register, renew driver’s 
licenses (thereby having the opportunity to register to vote or update 
registrations), update addresses, request mail ballots, and look up 
information, whether about elections and election changes generally or 
about their status as voters. 
 
Even if states and localities slowly relax shelter-in-place orders, many 
voters will continue to limit their in-person interactions and will prefer to 
use online tools for election related transactions.  
 
Personnel, too, may continue working from home.  
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In any case, the possibility of a local outbreak or overall surge in Covid-19 
cases will remain a risk through November.  
 
Any such outbreak may result in renewed shelter-in-place orders and more 
restrictive social distancing guidance from public health officials. 
 
The report: https://www.brennancenter.org/sites/default/files/2020-
06/Resiliency_Final_0.pdf 
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Number 5 

ENISA working group on Artificial Intelligence cybersecurity 
kick-off 
 

 
 

Artificial Intelligence (AI) is no longer in the realm of science fiction and 
futuristic scenarios. It is already changing everyday life, improving the 
provision of services by automating procedures and systems, and rapidly 
processing large amounts of data. AI has the potential to lead the digital 
transformation paradigm shift, and, in many ways, is already doing so. 
 
The benefits of Artificial Intelligence may only be attained if AI itself can be 
trustworthy and cybersecure. We are already witnessing attacks against AI 
systems that aim to negatively manipulate their behaviour and lead to 
unintentional operations by adversaries.  
 
The European Commission has highlighted the importance of AI in society 
and the economy; and, most recently, in its White Paper on Artificial 
Intelligence, the Commission has underlined the need for AI to be secure.  
 
The paper: https://ec.europa.eu/info/sites/info/files/commission-white-
paper-artificial-intelligence-feb2020_en.pdf 
 
This white paper is the frontrunner to forthcoming policy initiatives in the 
area that will shape the future of AI deployment and its wide adoption by 
the public. 
 
Recognizing the significance of cybersecurity for Artificial Intelligence, 
ENISA has set up an Ad-Hoc Working Group in line with the European 
Commission’s directions and policies. 
 
The main objectives of the group include: 
 
- Advise ENISA in matters related to AI cybersecurity. 

 
- Assist ENISA in the development of an AI Threat Landscape. 
 
- Support ENISA in providing risk-proportionate cybersecurity 

guidelines for AI. 
 
The working group is composed of 15 members, representing stakeholders 
from small and large companies, the public sector, academia, associations, 
and more, as well as seven observers from European bodies, including the 
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DG for Communications Networks, Content and Technology, the DG Joint 
Research Centre, Europol, the European Defence Agency (EDA) and the 
European Telecommunications Standards Institute (ETSI). 
 
The list of members and observers is available on the webpage of the Ad-
Hoc Working Group on Artificial Intelligence cybersecurity.  
You may visit: https://www.enisa.europa.eu/topics/iot-and-smart-
infrastructures/artificial_intelligence/adhoc_wg_calls 
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Number 6 

European insurers face increased risk exposures due to Covid-19, 
but market perceptions and imbalances remained at medium 
level 
 

 
 

The European Insurance and Occupational Pensions Authority (EIOPA) 
published its updated Risk Dashboard based on the fourth quarter 2019 
Solvency II data. 
 
Despite the fact that some indicators used in this Risk Dashboard do not 
capture the latest market development in the context of Covid-19 outbreak, 
the expected deterioration of the relevant indicators reflecting all available 
information in a forward looking perspective has been considered in the 
assigned risk levels. This addresses the current situation of high 
uncertainty in the insurance market. 
 
The results show that the risk exposures of the European Union insurance 
sector increased as the outbreak of Covid-19 strongly affected the lives of 
all European citizens with disruptions in all financial sectors and economic 
activities. 
 
Macro and market risks indicators deteriorated in March 2020, moving 
from high to very high level.  
 
The macroeconomic environment has been affected strongly by the global 
lockdown.  
 
GDP estimate points to a strong downturn for the first quarter 2020 and 
latest forecasts predict a recession worldwide for 2020.  
 
Inflation forecasts have been revised downwards for the next four quarters.  
 
Monetary policy support has been activated by all major central banks.  
 
Financial markets have been characterized by sell-off across asset classes, 
increased volatilities for bond and equity markets, increasing risk premia 
and flight to quality investment behaviour in March 2020.  
 
Credit risk has increased across all asset classes, in particular CDS of 
government bonds, financial and non-financial corporate bonds have 
increased sharply.  
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Liquidity and funding risks have been raised to high level due to potential 
additional strains on the disposable liquidity of insurers in the medium to 
long-term horizon. 
 
For Q4-2019 liquidity indicators were broadly stable, however some are 
expected to worsen, triggered by possible decrease in premiums and new 
business, potential increase in claims and illiquid level of certain assets. 
Profitability and solvency risks have increased to high level. 
 
Although for Q4-2019 insurers solvency positions remained relatively 
stable, looking ahead profitability and solvency risks are expected to 
deteriorate, given the double-hit scenario negatively affecting insurers on 
both asset and liability side. Insurance risks also raised to high level.  
 
While broadly stable in Q4-2019, negative effects via income reduction and 
increase in claims are expected going forward. 
 
Market perceptions remain at medium level albeit deteriorating. The EU 
insurance sector underperformed the market, both life and non-life 
businesses lines, and the median price-to-earnings ratio of insurance 
groups in the sample decreased since the last assessment.  
 
Insurers’ external ratings and rating outlooks do not show sign of 
deterioration as of end March 2020, however credit quality is expected to 
deteriorate. 
 

 
 

Background 
 
This Risk Dashboard based on Solvency II data summarises the main risks 
and vulnerabilities in the European Union insurance sector through a set of 
risk indicators of the fourth quarter of 2019 complemented with market 
data and other available information.  
 
This data is based on financial stability and prudential reporting collected 
from 96 insurance groups and 2837 solo insurance undertakings. 
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To read more:  
https://www.eiopa.europa.eu/risk-dashboard 
 
https://www.eiopa.europa.eu/sites/default/files/financial_stability/risk_
dashboard/eiopa-bos-20-274-april-2020-risk-dashboard.pdf 
 

 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.cyber-risk-gmbh.com/
https://www.eiopa.europa.eu/risk-dashboard
https://www.eiopa.europa.eu/sites/default/files/financial_stability/risk_dashboard/eiopa-bos-20-274-april-2020-risk-dashboard.pdf
https://www.eiopa.europa.eu/sites/default/files/financial_stability/risk_dashboard/eiopa-bos-20-274-april-2020-risk-dashboard.pdf


P a g e  | 26 

Cyber Risk GmbH, CHE-244.099.341, Rebackerstrasse 7, 8810 Horgen, www.cyber-risk-gmbh.com 

Number 7 

Actions Needed to Enhance DHS Oversight of Cybersecurity at 
High-Risk Chemical Facilities 
 

 
 

The Chemical Facility Anti-Terrorism Standards (CFATS) program within 
the Department of Homeland Security (DHS) evaluates high-risk chemical 
facilities’ cybersecurity efforts via inspections that include reviewing 
policies and procedures, interviewing relevant officials, and verifying 
facilities’ implementation of agreed-upon security measures.   
 
GAO found that the CFATS program hasguidance designed to help the 
estimated 3,300 CFATS-covered facilities comply with cybersecurity and 
other standards, but the guidance has not been updated in more than 10 
years, in contrast with internal control standards which recommend 
periodic review.   
 
CFATS officials stated that the program does not have a process to 
routinely review its cybersecurity guidance to ensure that it is up to date 
with current threats and technological advances. Without such a process, 
facilities could be more vulnerable to cyber-related threats. 
 

 
 

The CFATS program developed and provided cybersecurity training for its 
inspectors, but GAO found that the CFATS program does not fully address 
3 of 4 key training practices, or address cybersecurity needs in its 
workforce planning process, as recommended by DHS guidance.  
 
Specifically:  
 
• The CFATS program does not:  
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(1) systematically collect or track data related to inspectors’ cybersecurity 
training or knowledge, skills, and abilities;  
 
(2) develop measures to assess how training is contributing to    
cybersecurity-related program results; or  
 
(3) have a process to evaluate the effectiveness of its cybersecurity training 
in improving inspector skillsets.  
 
• The program also has yet to  incorporate identified cybersecurity 
knowledge, skills, and abilities for inspectors in its current workforce 
planning processes or track data related to covered facilities’ reliance on 
information systems when assessing its workforce needs. 
 
Fully addressing key training practices will help ensure that CFATS 
inspectors have the knowledge, skills, and abilities for cybersecurity 
inspections, and identifying cybersecurity needs in workforce planning will 
help the program ensure that it  has the appropriate number of staff to 
carry out the program’s cybersecurity-related efforts. 
 
To read more:  
https://www.gao.gov/assets/710/706972.pdf 
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Number 8 

Top ten cyber hygiene tips for SMEs during covid-19 pandemic 
The EU Agency for Cybersecurity releases ten cyber hygiene tips to support 
SMEs in protecting their virtual assets against cyber-attacks, during the 
COVID-19 pandemic. 
 

 
 

Crises like the current COVID-19 pandemic have a serious impact on the 
European as well as the International society and economy.  Small and 
medium-sized enterprises (SMEs) are often coping with difficult times.  
Unfortunately, cybercriminals often see such crises as opportunities.  
Phishing and ransomware attacks are on the rise. 
 
SMEs are also faced with a new reality where employees are working more 
from home.  This way they become even more dependent on Information 
Technology (IT) than before.   
 
It goes without saying that protecting these virtual assets is of utmost 
importance to almost every SME.  According to ENISA, the top ten cyber 
hygiene topics that SMEs should address, possibly through outsourcing 
where needed, are presented below: 
 
1. Management buy-in. It is important that management sees the 
importance of cybersecurity for the organisation and that it is informed on 
a regular basis. 
 
2. Risk assessment. This answers the question: what do I have to protect 
and from what?  Identify and prioritise the main assets and threats your 
organisation is facing. 
 
3. Cybersecurity policy. Have the necessary policies in place to deal with 
cybersecurity and appoint someone, for example an Information Security 
Officer (ISO), who is responsible for overseeing the implementation of 
these policies. 
 
4. Awareness. Employees should understand the risks and should be 
informed about how to behave online.  People tend to forget such things 
rather rapidly, so repeating this every now and then can be valuable. 
 
5. Updates. Keeping everything, meaning servers, workstations, 
smartphones, etc. up-to-date is key in your cyber hygiene. Applying 
security updates is part of this process.  Ideally, this whole process is to a 
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certain level automated and the updates can be tested in a testing 
environment. 
 
6. Backups. Prior to doing these updates it is vital to have good backups in 
place.  This will also protect the environment from attacks such as 
ransomware.   
 
Backup the most important data often and think about the cost of losing 
data during a certain timespan.  Keep the backups offline, test the backups 
and try to have duplication of the backups. 
 
7. Access management. Have rules/policies in place for access management 
and enforce them.  Make sure default passwords are changed for example, 
that passwords are not shared, etc. 
 
8. Endpoint protection. Think about securing the endpoints through for 
example installing antivirus software. 
 
9. Secure remote access. Limit remote access as much as possible and 
where absolutely needed, enable it but in a secure way.  Make sure that 
communication is encrypted properly. 
 
10. Incident management plan. There should be a plan on how to handle an 
incident when it occurs.  Different realistic scenarios could be part of this 
plan.  Get to know whom you could contact when things are problematic, 
for instance the national CSIRT. 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.cyber-risk-gmbh.com/


P a g e  | 30 

Cyber Risk GmbH, CHE-244.099.341, Rebackerstrasse 7, 8810 Horgen, www.cyber-risk-gmbh.com 

Number 9 

BIS Working Papers, No 865 - The drivers of cyber risk 
Iñaki Aldasoro, Leonardo Gambacorta, Paolo Giudici, Thomas Leach 
Monetary and Economic Department 
 

 
 

Information technology (IT) has become a critical component of well-
functioning economies, underpinning economic growth over the past 
decades.  
 
Organisations of all sizes in both the public and private sector are 
becoming ever more interconnected and reliant on IT products and 
services, such as cloud-based systems and artificial intelligence.  
 
Accordingly, there is a growing exposure to cyber risks.  
 
Cyber risk commonly refers to the risk of financial loss, disruption or 
reputational damage to an organisation resulting from the failure of its IT 
systems.  
 
These episodes include malicious cyber incidents (cyber attacks) where the 
threat actor intends to do harm (e.g. ransomware attacks, hacking 
incidents or data theft by employees).  
 
In the wake of recent high-profile cyber attacks such as the WannaCry 
incident in May 2017, public awareness of these threats is on the rise (see 
Figure 1). 
 

 
 
Firms actively manage cyber risk and invest in cyber security. However, 
cyber costs are difficult to quantify. In the financial sector, cyber risks are a 
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key “known unknown” tail risk to the system and a potential major threat 
to financial stability. 
 
More broadly, cyber risk in sectors that play a critical role in the economic 
infrastructure could have systemic implications and should be viewed as a 
matter of national security (Brenner, 2017).  
 
Despite the acknowledgement of such consequences, information 
concerning the costs, drivers and potential mitigating factors of cyber 
incidents is relatively scarce.  
 
This paper seeks to help fill this gap.  
 
The analysis uses a detailed dataset of over 100,000 cyber events across all 
sectors of economic activity.  
 
We first document some stylised facts.  
 
The frequency of cyber incidents rose strongly in the decade to 2016, but 
has since receded somewhat.  
 
This reduction could reflect increased investment in cyber security, but 
also delays in discovery or reporting.  
 
The average cost of cyber events has been increasing constantly over the 
last decade.  
 
We find that certain economic sectors display a greater resilience to cyber 
incidents: for example, the financial sector has experienced a higher 
frequency of cyber incidents but these have been on average relatively less 
costly.  
 
Regarding the type of incident, privacy violations and phishing/skimming 
scams fraud in short are the most frequent but least costly.  
 
Data breaches, in turn, are both relatively frequent and costly, while 
business disruptions are quite infrequent but can have high costs.  
 
The richness of the database also allows us to examine the relationship 
between firm, sector and eventspecific characteristics and the relative cost 
of cyber events.  
 
The main empirical results can be summarised as follows.  
First, we identify the key drivers contributing to the costs of cyber-related 
events.  
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Firm size measured in terms of total revenues is positively correlated with 
the average cost of an event, implying that larger firms tend to incur larger 
costs.  
 
However, the elasticity is quite low: a 1% increase in total revenues is 
associated with a 0.2% increase in cyber costs.  
 
We also find that that cyber events which impact multiple firms at the 
same time (i.e. “connected” events) are also associated with higher costs.  
 
Cyber-related incidents can occur unintentionally by human error, e.g. a 
bug in some internally developed software; or can also be caused by an 
actor with malicious intent. 
 
Malicious cyber attacks have, on average, lower costs, because most 
incidents simply reflect general discontent.  
 
However, some actors seek a profit or to inflict the largest possible losses 
and damage.  
 
Indeed, a quantile analysis reveals that at the tail of the sample distribution 
this relationship is reversed and in fact malicious incidents are associated 
with higher costs.  
 
This finding indicates that, while most attackers are stopped before they 
can do considerable harm, a successful attacker can go on to cause 
extensive damage.  
 
Incidents related to crypto exchanges, which are largely unregulated, 
produce higher losses. We then look at the role of developing technological 
capabilities to reduce cyber costs.  
 
Many firms, especially if they are smaller, could lack the specific knowledge 
needed to make rational decisions about which software or cyber security 
provider to choose.  
 
Information asymmetries between firms can further exacerbate problems 
when investments in new technologies do not pan out as expected (Zhu 
and Weyant, 2003).  
 
How can firms mitigate these risks? We find that investment in 
technological skills pays off in terms of reducing the cost of cyber events.  
In particular, firms in sectors that employ more IT specialists, use more 
computers and provide more IT training to staff, are better equipped to 
mitigate the costs stemming from a cyber event.  
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From a policy perspective, these findings can inform governments and 
cross-sector regulators regarding the mitigating steps that can be taken to 
reduce the cost of cyber incidents and which sectors are lacking in such 
areas.  
 
Cybersecurity activities provided by third-party service providers are an 
alternative to risk transfer mechanisms.  
 
Rowe (2007) argues that, if multiple organisations share the same service 
provider, economies of scale and information-sharing can create positive 
externalities.  
 
Cloud technology can reduce IT costs, improve resilience and enable firms 
to scale better (Financial Stability Board, 2019).  
 
However, the technology strengthens interdependence across firms that 
have shared exposures to similar (or even the same) cloud service 
providers.  
 
For example, several cloud suppliers may use a common operating system 
so that, if the operating system has a vulnerability, it could create a 
correlated risk across all cloud suppliers.  
 
By analysing the cost-benefit trade-off, we find that the use of cloud 
services is associated with lower costs of cyber events.  
 
While this speaks to the resilience of cloud technology, it should be 
interpreted with caution.  
 
As firms’ exposure to cloud services increases and cloud providers become 
systemically important, cloud dependence is likely to increase tail risks 
(Danielsson and Macrae, 2019).  
 
Of particular concern is the exposure to cyber risk of financial institutions 
and infrastructures, given the critical services they provide (Kopp et al., 
2017; Committee on Payments and Market Infrastructures, 2014).  
 
Following the financial crisis, banks in particular became a target for 
activists. We interact a finance sector dummy variable with our baseline 
regressors to assess average costs of losses relative to other sectors.  
 
While the frequency of attacks in the financial sector is high relative to 
others, the sector is better at mitigating the cost of attacks.  
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This could be the outcome of more proactive policy, regulation and 
investment in risk management and governance practices with respect to 
information technology.  
 
Cryptocurrencies have emerged as a challenge to established financial 
institutions and currencies.  
 
Despite initial claims of superior security, the cryptocurrency space has 
suffered numerous cyber attacks.  
 
This notoriety stems both from attacks on crypto-exchanges due to poor 
security standards and due diligence on internal controls, as well as from 
the use of cryptocurrencies as ransomware that is difficult to trace, e.g. 
WannaCry (Kshetri and Voas, 2017).  
 
We find that the average cost of crypto-related events is significantly 
higher.  
 
These costs are not independent of the soaring price of cryptocurrencies in 
recent years.  
 
We document the existence of a strong positive correlation between the 
price of bitcoin and the intensity of attacks on crypto-exchanges.  
 
To quantify this relationship, we use a Probit model to show that an 
increase in the price of bitcoin increases the likelihood of future attacks on 
crypto-exchanges.  
 
However, the inverse relationship is not found to be significant, i.e. there is 
no price decrease following cyber incidents related to cryptocurrencies. 
 
To read more:   
https://www.bis.org/publ/work865.pdf 
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Number 10 

Google’s “Scam Spotter” program 
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You may visit:  

https://scamspotter.org/ 
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Number 11 

NIST Study Measures Performance Accuracy of Contactless 
Fingerprinting Tech 
Evaluation of six commercial devices lays out current state of the art in 
touchless print scanning. 
 

 
 

The National Institute of Standards and Technology (NIST) has evaluated 
several commercially available contactless fingerprint scanning 
technologies, allowing users to compare their performance to conventional 
devices that require physical contact between a person’s fingers and the 
scanner. 
 
The results of the study, published today as NIST Interagency Report 
(NISTIR) 8307: Interoperability Assessment 2019: Contactless-to-Contact 
Fingerprint Capture, show that devices requiring physical contact remain 
superior to contactless technology at matching scanned prints to images in 
a database.  
 
However, when contactless devices scan multiple fingers on a hand, it 
improves their performance. Contactless devices that scanned multiple 
fingers also seldom made “false positive” errors that incorrectly matched 
one person’s print with another’s record. 
 
You may visit: 

https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8307.pdf 
 
The publication updates NIST’s July 2018 study on contactless capture and 
is intended to assist organizations that use fingerprint-scanning 
technology.  
 
“The report summarizes the state of the art of contactless fingerprint 
scanning,” said John Libert, one of the report’s authors. “It can help 
anyone interested in adopting contactless technology to evaluate the cost in 
performance they might pay by switching to contactless fingerprint 
capture.” 
 
Fingerprint identification devices, which capture scans of prints intended 
to be matched against those stored in a database, can find use in buildings 
and at borders. Conventional devices typically require physical contact with 
an individual’s fingertips, but there is growing interest in technology that 
does not, in part because it might work faster and with less need for trained 
operators. It also might be more hygienic, an advantage the COVID-19 
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pandemic highlights, though the NIST study — which does not examine 
hygiene — predates the appearance of the virus. 
 
Contactless acquisition of fingerprints happens in a fundamentally 
different way from contact capture. Though the conventional method has 
its limitations, pressing the finger onto a flat surface turns its print into a 
2D object, representing its unique features as dark and light lines in 
essentially their correct position and shape.  
 
With contactless capture, lights and darks are the result of the 3D surface 
being modeled by illumination as reflection and shadow, hence the image 
lacks the tight coupling with the print’s features that occurs with contact 
capture.  
 
Currently, there are no accepted industry standards for 3D representations 
of fingerprints that demonstrate compatibility with older fingerprint 
databases, which contain 2D records.  
 
One objective of the NIST study was to evaluate the interoperability of 
these contactless representations with older print impressions. In short, 
how well do the new contactless devices match their scans with existing 
database entries? 
 
The NIST study explored the performance of six commercially available 
technologies: four mobile (smartphone-based) apps and two stand-alone 
contactless devices.  
 
While the publication does not identify the contactless devices by name, all 
of them were current models as of May 2019, thus providing good 
indication of the state of the art for contactless capture at the time of the 
collection. Participating companies provided their devices through a 
Cooperative Research and Development Agreement (CRADA) with NIST.  
 
Fingerprints were gathered from 200 volunteers in a laboratory setting 
using all six of the devices, as well as two additional state-of-the-art contact 
devices for comparison.  
 
Some of the main results include:  
 
- Scanning any single finger results in contactless devices performing 

comparatively poorly, demonstrating 60% to 70% accuracy.  
 
- With various multiple finger combinations, devices performed with 

higher accuracy. Contact device match accuracy is generally better than 
99.5%, and one stationary contactless device performed to within a 
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fraction of a percent of this match rate. One mobile app reached 95% 
accuracy, and other devices reached close to 90% accuracy. 

 
- All contactless devices produced low false positive rates, seldom 

indicating a match between one person’s scan and another person’s 
print record.  

 
NIST is preparing a more detailed follow-up analysis of the data as well as 
a detailed procedure for device testing. The research team expects both of 
these documents to be published later this year. For the moment, one 
broad message is that scanning multiple fingers helps contactless 
performance. 
 
“One purpose of the research was to further test the hypothesis that 
multiple finger matching can substantially improve the accuracy of 
contactless fingerprint matching,” Libert said. “Our data suggest that it 
can.” 
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Disclaimer 
 
Despite the great care taken to prepare this newsletter, we cannot 
guarantee that all information is current or accurate. If errors are brought 
to our attention, we will try to correct them, and we will publish the correct 
information to the LinkedIn and Facebook pages of Cyber Risk GmbH. 
 
Readers will make their own determination of how suitable the 
information is for their usage and intent. Cyber Risk GmbH expressly 
disclaims all warranties, either expressed or implied, including any implied 
warranty of fitness for a particular purpose, and neither assumes nor 
authorizes any other person to assume for it any liability in connection 
with the information or training programs provided. 
 
Cyber Risk GmbH and its employees will not be liable for any loss or 
damages of any nature, either direct or indirect, arising from use of the 
information provided on this newsletter, or our web sites. 
 
We are not responsible for opinions and information posted by others. The 
inclusion of links to other web sites does not necessarily imply a 
recommendation or endorsement of the views expressed within them. 
Links to other web sites are presented as a convenience to users. Cyber 
Risk GmbH does not accept any responsibility for the content, accuracy, 
reliability, or currency found on external web sites. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or 
similar regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the association has 
no control and for which the association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you 
should always consult a suitably qualified professional); 
 
- is in no way constitutive of interpretative; 
 
- does not prejudge the position that the relevant authorities might 
decide to take on the same matters if developments, including Court 
rulings, were to lead it to revise some of the views expressed here; 
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- does not prejudge the interpretation that the Courts might place on 
the matters at issue. 
 
Please note that it cannot be guaranteed that these information and 
documents exactly reproduce officially adopted texts. It is our goal to 
minimize disruption caused by technical errors. However, some data or 
information may have been created or structured in files or formats that 
are not error-free and we cannot guarantee that our service will not be 
interrupted or otherwise affected by such problems.  
 
Readers that are interested in a specific topic covered in the newsletter, 
must download the official papers, must find more information, and must 
ask for legal and technical advice, before making any business decisions. 
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