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Dear readers,
It was September 15, 2021, when the European Commission’s
President Ursula von der Leyen said: “It should be here in
Europe where cyber defence tools are developed. This is why
we need a European Cyber Defence Policy, including
legislation on common standards under a new European Cyber Resilience
Act.”
This is a major development. Today we will see how IBM and Microsoft
responded to the European Commission’s public consultation to gather the
views of a variety of stakeholders about the new cybersecurity rules.
According to IBM, the Cyber Resilience Act (CRA) should be ‘lex generalis’.
This is an interesting approach, because when two laws apply to the same
factual situation, a law governing a specific subject matter (lex specialis)
overrides a law governing only general matters (lex generalis).
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The widely accepted general principle of law “lex specialis derogat legi
generali” (special law repeals general laws) is also accepted from the
European Commission: “Special provisions prevail over general rules”.
This is what IBM wrote: “Overall, the CRA should be ‘lex generalis’,
outlining baseline cybersecurity requirements for connected products,
while avoiding the introduction of mandatory cybersecurity certification
schemes replacing existing harmonised standards, as these can overlap or
conflict with other EU cyber legislation.
Self-assessment against these well-known European standards should
always be the default option to show evidence of compliance in the area of
cybersecurity and lead to the ‘presumption of conformity’ as defined by the
NLF and its open and inclusive processes.”
This is interesting. The “NLF” refers to the New Legislative Framework, a
package of measures from the European Commission to improve market
surveillance and boost the quality of conformity assessments.
The “presumption of conformity” refers to European Commission’s
principle that if you follow harmonised standards in the design and
manufacture of products, this will ensure that your products are in line
with corresponding EU rules. Dear IBM, with all due respect, I am not sure
this principle is great for cybersecurity. Also, please do not make it so
difficult for cybersecurity experts to understand your approach.
Microsoft’s response includes the following:
“Given the potential for overlap and complexity in future enforcement of
the provisions set out by the Cyber Resilience Act, Microsoft recommends
that the European Commission consider how to further foster interinstitutional cooperation among the Directorate Generals responsible for
developing and implementing related cybersecurity policies.
Inter-institutional cooperation could be facilitated by a structural
mechanism that is transparent and inclusive in its management and
activities. Such a mechanism would help avoid the development of policy in
silos, encouraging coordination and infusing cybersecurity expertise into
other policy domains (e.g., sustainability) and vice versa.
Moreover, as highlighted above, technical cybersecurity requirements
should be defined through transparent and iterative processes that are
open to and inclusive of all stakeholders. Building on the approach to
public consultation leveraged in this Call for Evidence and previous
legislative efforts, such as the Cybersecurity Act and the Revised Directive
on Security of Network and Information Systems (NIS2) we encourage the
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European Commission to establish specific public-private cooperation
mechanisms for the development of such technical requirements.”
I liked this recommendation from Microsoft:
“Take a holistic, phased approach. A holistic approach addresses
cybersecurity risks associated with ICT products and services as well as the
operational behavior of users. It also considers scope (i.e., products,
services, or organizations targeted by measures), security practices (i.e.,
guidance or requirements to be implemented for products or services or by
organizations), and verification of conformance (i.e., methods of assessing
whether practices have been implemented) in concert.
Taking a holistic approach is complex but necessary to achieve positive
security outcomes. When paired with a phased approach, which allows for
iterative learning and improving, complexity is more manageable,
implementation is more rigorous, and outcomes are more measurable.”
Read more at Numbers 11 and 12 below. Welcome to the Top 10 list.
_________________________________________________
The Basel Committee will publish over the coming month a second
consultation paper on the prudential treatment of banks' cryptoasset
exposures, following its initial consultation last year. The Committee wants
to finalise the prudential treatment around the end of this year.
According to the Basel Committee, recent developments have further
highlighted the importance of having a global minimum prudential
framework to mitigate risks from cryptoassets.
In my opinion, as the 2008 global financial crisis led to the global
minimum prudential framework called Basel III, the collapse of stablecoin
TerraUSD and its sister coin Luna, having been compared to the 2008
financial crisis within the crypto eco-system, will lead to the new global
minimum prudential framework for cryptoassets.
TerraUSD was pegged to the dollar since its release, but on May 9 it
crashed. Luna was worth more than $80 per coin at the start of May, and
as of 18 May it was worth a fraction of a cent.
TerraUSD (UST) was once the third largest stablecoin by market
capitalization behind USD Coin (USDC) and Tether (USDT). Fortunately,
the two largest stablecoins did not collapse when UST collapsed.
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Stablecoins claim that their tokens are pegged at one-to-one with a
matching fiat currency and are backed 100% by cash and “cash
equivalents”.
Everybody involved in Basel 3 knows that cash equivalents are not cash –
they are supposed to be low-risk (under normal market conditions, of
course), highly liquid, readily convertible into known amounts of cash at
the date of acquisition and throughout the period of holding, of a short
maturity at the date of acquisition.
Cash equivalents include corporate commercial paper, marketable
securities and other money market instruments. Marketable securities are
traded on public exchanges.
There is a weak point: The interpretation of the terms of cash equivalents
requires professional judgment and expert opinions. Do regulators have
access to these terms of the cash equivalents? Is a full audit possible?
TerraUSD (UST) was an “algorithmic stablecoin”. Instead of collateral
backing, algorithmic stablecoins use complex algorithms to maintain their
peg with the fiat currency they track.
TerraUSD should maintain its 1:1 parity with the U.S. dollar via an
algorithmic relationship with Terra’s cryptocurrency, LUNA.
Cryptocurrencies move up and down in price, depending on the market
demand and the supply, but an arbitrage opportunity should fix the
problem every time UST lost its peg in either direction.
According to Dr. Ryan Clements, Chair in Business Law and Regulation at
the University of Calgary Faculty of Law:
“Algorithmic stablecoins are inherently fragile. These uncollateralized
digital assets, which attempt to peg the price of a reference asset using
financial engineering, algorithms, and market incentives, are not stable at
all but exist in a state of perpetual vulnerability.”
He continues:
“In 2008, the entire financial system nearly collapsed due to a dizzying
array of complex securitization-driven, derivatives- enhanced financial
product innovations, which emanated from home loans. Now, a new,
increasingly popular, poorly-designed and inherently fragile financial
product has recently emerged, that needs to be appropriately regulated—
the algorithmic stablecoin.”
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You can read the presentation of Dr. Ryan Clements at:
http://www.wakeforestlawreview.com/2021/10/built-to-fail-the-inherentfragility-of-algorithmic-stablecoins/
Read more at number 16 below. Welcome to the Top 10 list.
_______________________________________________
There are so many risks that must be understood and quantified. One of
the most difficult is pricing risk.
Pricing allows insurers to set a premium that reflects the likelihood that
the insured will make a claim, and the probable size of that claim. The less
likely a customer is to make a claim, and the lower the value of that claim,
the lower their premium will be. The risk is, insurers may get it wrong,
especially in difficult areas like climate change risk. Climate change
impacts the correlation of events. According to the BIS, “green swan” risks
could be behind the next systemic financial crisis.
Non-life undertakings often do not include climate change-related risks in
their pricing methodology. On the positive side, many non-life insurance
business have short term duration of contracts (typically 12-month
contracts) which allow them to re-price annually, which also means that
they may be able to adjust the price if the risk changes.
On the negative side, there are commercial and societal limits to non-life
insurance repricing. In the context of climate change, the climate-related
losses are expected to grow. To reflect increasing climate-related risk, the
premium would therefore – leaving everything else stable – also have to
increase. Over the medium-to-long term, this might lead to the risk of
insurance coverage becoming unaffordable for the policyholder, as well as
the industry crowding itself out of certain risks.
In pricing risk for climate risk and cyber security risk we have the same
problems: The scarcity of quantitative information on incidents limits the
power of quantitative models in making a more proper pricing of risks and
estimation of liability exposures, and hampers risk measurement and
management for insurers.
What is new? We have an excellent paper with title “EIOPA assesses
European insurers’ exposure to physical climate change risks”, from the
European Insurance and Occupational Pensions Authority (EIOPA).
The report’s findings show that there is still work to do for the insurance
industry to prepare for climate-related changes.
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Climate change poses a number of challenges to the insurability of climate
related risks. If the intensity of events increases significantly, it could
challenge the solvency requirements for insurance and reinsurance.
Climate change also means that the assumption that past losses are a
reliable way to estimate future losses may no longer hold true. It will be
more difficult to quantify potential losses.
The complex chain reactions and cascade effects associated with both
physical and transition risks could generate fundamentally unpredictable
environmental, geopolitical, social and economic dynamics.
In light of climate change, the premiums might also increase to
reflect the increasing risks. The willingness of consumers to pay for an
insurance might be lower than the premium for which insurers are willing
to accept the risk transfer anymore, which can make the insurance market
for climate-related events non-viable.
Based on the main underwriting and pricing developments, EIOPA tried to
identify the different ways climate change would materialise in the
underwriting and pricing elements of non-life insurers.
In 2017, the California Department of Insurance (CDI) has seen cases
where homeowners were paying an annual premium of $800-$1,000 but,
upon renewal, saw increases to as high as $2,500-$5,000 and this was
before the dramatic 2018 and 2020 wildfire events (CDI, 2017).
In 2018, insurance companies decided to drop fire coverage for over
88,000 residents in California after a disastrous wildfire season, a 6
percent increase in non-renewals compared to 2017.
According to the CDI, between 2015 and 2018, nearly 350,000 rural
homeowners lost wildfire insurance, being forced to find replacement
coverage, which ended up at much higher premiums.
These are very difficult problems, we must understand the parameters, and
we must find solutions. Otherwise, supervisors may remind us persons
described by the Latin proverb damnant quod non intelligunt (they
condemn what they do not understand).
Read more at number 3 below.
__________________________________________________
These days, the crypto industry reminds me the Latin proverb “perfer et
obdura; dolor hic tibi proderit olim” (be patient and tough; some day this
pain will be useful to you).
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“Crypto-assets, including stablecoins and decentralized finance (DeFi), as
an emerging industry and asset class, offer new opportunities, but also
significant challenges. Technology is blurring one of the last functional
boundaries, the distinction between an individual and a financial
intermediary.” This is part of the paper with title Fintech and the Future of
Finance, Overview Paper, from the World Bank Group. I liked the first
words of this paper:
“The monumental challenges we face today, from COVID-19 to the war in
Ukraine, have reminded us that throughout history, turbulent times are
often accompanied by innovation. The technology-enabled innovation in
financial services —known as fintech—is one such example, accelerating
rapidly as pandemic shutdowns amplified its importance for maintaining
business activity and financial services during a time of social distancing.”
We also read that Distributed Ledger Technologies (DLT) underpin new
decentralized financial infrastructures that reduce or remove the role of
intermediaries, enabling users to interact directly on a peer-to-peer basis
and providing open-source platforms that anybody can use and build upon,
spurring innovation and network effects and giving rise to new,
interoperable financial services and vibrant ecosystems.
Crypto-assets, including stablecoins, and DeFi are DLT-based
decentralized forms of digital value and financial services that aim to serve
a range of economic functions. They hold promise for financial innovation,
inclusion, efficiency, capital formation, and transparency.
For example, they could improve the speed and cost of cross-border
payments and remittances. However, these new technologies carry
significant risks related to, among others, financial integrity, consumer and
investor protection, financial stability, fair competition, and monetary
sovereignty.
Some types of crypto-assets notably global stablecoins have the potential to
attract broad public usage as a means of payments including in the De-Fi
ecosystems. In this context, public authorities are exploring issuing Central
Bank Digital Currencies (CBDCs).
Widespread adoption of crypto-assets could challenge the primacy of
public money with implications for, among others, monetary policy and
financial stability.
Some authorities have also noted the concentration, data protection, and
privacy risks that large-scale payment service providers can pose,
particularly the ones employing a data monetization-led business strategy.
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It is perceived that a CBDC, being a digital version of fiat currency, could
imbue public money with the necessary digital features and enable it to
provide a safer and efficient alternative to society, while promoting
competition and innovation.
The perceived potential of CBDCs to advance financial inclusion is also of
interest to some public authorities, notably the EMDEs. CBDCs however
are not a panacea for financial inclusion since key behavioral,
technological, and infrastructural barriers faced by other digital payment
solutions may remain in place.
Several jurisdictions and international standard-setting bodies are
studying design options and developing roadmaps to introduce CBDCs.
The scale and pace of adoption and implications are not fully clear at this
point, but the general thrust appears to position CBDCs as co-existing with
other forms of money and payment mechanisms.
CBDCs could be limited for use by regulated financial-sector players —
wholesale or open-to-all retail CBDCs. Wholesale CBDCs, given their
limited use, do not pose any significant policy challenges.
A retail CBDC may however adversely impact bank funding and credit
intermediation, impact monetary stability, distort the level playing
field, and raise financial integrity and data privacy challenges. As such,
careful attention needs to be given to various implementation options
related to, for example, distribution, wallet limits, privacy features,
onboarding, and verification mechanisms.
Read more at number 10 below.
__________________________________________________
According to the Swiss National Cyber Security Centre (NCSC), the internet
lives on the use of links. As they enable you to surf from one website to the
next, the internet would never have become so successful without them.
But not every link leads to the page you expect. This is because any link
whatsoever can be placed behind any text on a website.
Attackers exploit the possibility of placing any desired link behind any text
by displaying a trustworthy link in the foreground, but in the background
this link leads to a malicious website or file. Incidentally, this also applies
to displayed email addresses.
To check where a link actually leads to, you can move the mouse over the
link (without clicking!). This will display the actual link in the bottom lefthand corner of the status bar on the screen.
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Therefore:
-

Bogus links are used especially in emails. Special caution is required
here.

-

As a matter of principle, be careful when you are urged to click on a
link. It is better not to click on a link once than to just click away every
time.

-

Check links before you click on them. Once you have clicked on a link,
you can always check which page you are on in the address bar. If you
accidentally land on the wrong page, close the browser immediately.

To read more:
https://www.ncsc.admin.ch/ncsc/en/home/infos-fuer/infos-private.html
_________________________________________________
According to the Office of the Attorney General of Switzerland, At the end
of May, a large-scale operation led by Europol and the Dutch police and
involving other law enforcement authorities succeeded in stopping the
rapid spread of a type of malware known as «FluBot».
The malware, which infects mobile phones with the Android operating
system via text messages, such as those sent by SMS, has also caused
considerable damage in Switzerland.
Fedpol and the Office of the Attorney General of Switzerland were directly
involved in the effort as operational and strategic partners.
In response to a series of smishing cases (phishing via SMS) using the
FluBot malware originally committed between April and July 2021, the
Office of the Attorney General of Switzerland (OAG) opened criminal
proceedings in April 2022 against unidentified perpetrators on suspicion of
unauthorised data procurement (Art. 143 Swiss Criminal Code (SCC)),
unauthorised access to data processing systems (Art. 143bis SCC), damage
to data (Art. 144bis SCC) and computer fraud (Art. 147 SCC).
As well as seeking to identify the perpetrators, investigators also aimed to
determine how the malware worked, identify cases and victims in
Switzerland and support ongoing investigations abroad.
Thanks to the intensive joint preliminary investigations carried out by
fedpol and the OAG, Switzerland has been able to make a substantial
contribution to eliminating this malware as part of this joint operation,
thereby winning an important battle in the war on cybercrime.
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Malware deactivated on the «day of action» – further investigations
ongoing
In the course of an international operation coordinated by Europol, termed
a «day of action», in which eleven countries participated, the FluBot
malware was successfully stopped.
The Dutch police were able to destroy the infrastructure and deactivate the
malware strain. However, investigations aimed at identifying the suspected
perpetrators are still ongoing.
Ahead of the day of action, fedpol conducted preliminary investigations in
Switzerland under the leadership of the Office of the Attorney General of
Switzerland.
In close cooperation with the cantonal police forces, the National
Cybersecurity Centre (NCSC), telecommunications providers and the
digitalisation service provider Switch, information on how the malware
works and on cases and victims of FluBot were collected and evaluated.
fedpol coordinated the international exchange of information, in particular
with Europol.
A single malware SMS can trigger an avalanche of destruction
The attacks via SMS, which have affected several million mobile phone
users around the globe, including many in Switzerland, involved the
following process for users of mobile devices based on the Android
operating system: the perpetrators infected mobile phones with a malware
that was spread through SMS text messages.
The SMS contained a link that was supposed to lead the victims to a postal
package tracking page. Clicking on the link however caused the malware to
be installed, allowing perpetrators to gain direct access to data such
passwords, e-banking information, SMS texts and data on online accounts.
The hackers then exploited this access in order to steal log-in data for
banking applications or account data for crypto-currencies and to
deactivate integrated security mechanisms.
The malware strain was able to spread like wildfire, as it could access the
contacts on an infected smartphone. It then sent messages to these contact
numbers that also contained links to the FluBot malware, which caused the
malware to spread even further.
Thanks to the coordinated operation conducted by Europol, law
enforcement authorities have now successfully taken control of the relevant
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infrastructure and stopped this destructive spiral.
Valuable cooperation between countries, authorities and businesses
In view of the international dimension of cybercrime, close cooperation
between all the countries involved is required to deal with these cases and
to identify the perpetrators.
In this case, the numerous investigative measures carried out by the Swiss
law enforcement authorities in cooperation with the National
Cybersecurity Centre NCSC and partners from the private sector, in
particular the telecommunications providers concerned and Switch, led to
a successful outcome, preventing the malware from spreading any further.
The more serious instances of cybercrime that are reported, the better can
the law enforcement authorities combat this phenomenon, as they can
gather more evidence and put it to good use.
It is in the interests of ordinary members of the public and of organisations
that fall prey to cyber-attacks to report such cases to the authorities, ideally
by making a criminal complaint directly to the public prosecutor’s office or
the police.
The Swiss criminal proceedings are continuing. The main objective is now
to identify the perpetrators with the aid of evidence that can be used in
court. As criminal proceedings are a dynamic process which is not
influenced by the OAG alone, no prognosis can be made as to the timescale
or outcome.
The presumption of innocence applies to all parties to the proceedings. The
OAG is unable to provide any further information on the criminal
proceedings and/or on any specific steps in the proceedings at present.
Address for enquiries
Communication Service, Office of the Attorney General of Switzerland, Tel.
+41 58 464 32 40, mailto:info@ba.admin.ch
Communication Service fedpol, T +41 58 463 13 10,
mailto:media@fedpol.admin.ch
Publisher
Office of the Attorney General of Switzerland
http://www.ba.admin.ch/
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Federal Office of Police
http://www.fedpol.admin.ch/fedpol/en/home.html
______________________________________________
Welcome to our monthly newsletter.
Best regards,

George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer:
CHE-244.099.341
Our websites include:
- https://www.cyber-risk-gmbh.com
- https://www.social-engineering-training.ch
- https://www.disinformation.ch
- https://www.cyber-espionage.ch
- https://www.hotel-cybersecurity.ch
- https://www.healthcare-cybersecurity.ch
- https://www.railway-cybersecurity.com
- https://www.transport-cybersecurity.com
- https://www.transport-cybersecurity-toolkit.com
- https://www.airline-cybersecurity.ch
- https://www.maritime-cybersecurity.com
- https://www.european-cyber-resilience-act.com
- https://www.european-cyber-defence-policy.com
- https://www.strategic-compass-european-union.com
- https://www.european-chips-act.com
- https://www.sanctions-risk.com
- https://www.nis-2-directive.com
- https://www.travel-security.ch
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Number 1

The Swiss Federal Intelligence Service publishes its latest
situation report

Where is espionage carried out?
Espionage is difficult to pinpoint geographically, especially if it is carried
out partially or wholly using cyber tools.
Moreover, espionage usually involves a package of specific activities, which
– even if it is possible to pinpoint them geographically – rarely take place
in just a single location.
Lastly, as espionage is necessarily conducted covertly, the overall extent of
the espionage activities in a particular area is not fully known to any of the
actors involved, neither the spies, their victims nor counterespionage
personnel.
Nevertheless, there are indicators for estimating the scale of espionage at a
location at least roughly. These include the number of known and
suspected intelligence officers and sources, as well as the scope of
intelligence activities detected at a particular location.
Geneva as a hotspot
The FIS assesses Geneva to be the geographical focus of illegal intelligence
in Switzerland. Why? Looking at the various cantons, Geneva canton is
home to the largest number of known and suspected foreign intelligence
officers, the majority of whom are also working there in an official capacity.
Most of the (predominantly male) intelligence officers residing in Geneva
are officially employed as diplomats at one of the many diplomatic
missions. Others are working there as business people or media
representatives or for one of the international organisations in Geneva.
The number of Russian intelligence officers is particularly high. The FIS
estimates that there are several dozen officers working at the Russian
diplomatic and consular missions in Geneva. Many of the intelligence
officers are likely source handlers. Their main task is recruiting suitable
people with access to important information or to other individuals.
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Professional source handlers can covertly handle between three and five
sources at the same time. Besides intelligence officers, there are also
numerous suspected sources and supporters of foreign intelligence services
living and working in Geneva and the surrounding area.
Retired and (officially) former employees of foreign intelligence services
are also known to have settled in Geneva and the surrounding area with
their families. The vast majority of intelligence-related activities on Swiss
territory of which the FIS is aware takes place in the major cities.
Known intelligence officers attend events in order to seek out and make the
acquaintance of worthwhile espionage targets. In addition, the FIS is often
able to identify meetings between source handlers and suspected sources
or persons in the process of being recruited.
Reasons for the high levels of espionage activity in Geneva
The main reason for the high number of foreign intelligence officers and
high levels of espionage activity in Geneva is the fact that numerous
organisations that are considered worthwhile espionage targets are based
there.
These include international organisations, diplomatic missions, nongovernmental organisations, universities and private companies –
particularly in the financial, commodities, trade and high-tech sectors – as
well as think tanks and research institutes and their employees.
Many non-governmental organisations, research institutes and think tanks
are probably based in Geneva primarily because of the international
organisations there, with which they may have business links.
These organisations all produce and manage large quantities of
information, which is of importance to intelligence services.
Depending on the victim, circumstances and tactical considerations,
gathering such information from abroad by technical means is either not
possible at all, not opportune or only one of several possible procurement
methods.
One method that is tried and trusted and therefore frequently employed is
the recruitment of individuals, who work for an organisation active in one
of the areas mentioned above.
A diplomatic disguise is suitable for many reasons:
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▪ Diplomats have wide-ranging and privileged access to buildings, events
and people.
▪ Intelligence officers disguised as diplomats, depending on their official
function, take part in multilateral negotiations. Through them, their service
chief is thus able to exert direct influence on negotiations. It should be
borne in mind that intelligence services do not necessarily always take the
same position as the foreign ministry of the same state.
▪ If espionage activities are detected, diplomatic immunity generally
affords protection from criminal prosecution.
As intelligence services, especially those of major states, engage in
surveillance of one another everywhere, diplomatic missions may
simultaneously be perpetrators, since they provide cover for their own
intelligence services, and victims.
In the recent past, it has been observed that various states have expanded
their intelligence structures in Geneva. This is probably due not least to
intensifying competition between the superpowers and a number of
regional powers.
Intelligence services are one of a number of power-political tools, whose
use is therefore booming.
Their importance increases further in times of war.
The high number of intelligence-related activities known to be taking place
in Geneva is explained primarily by the countless events put on by
organisations based there.
These provide an ideal operating environment for intelligence officers
working under cover, who can easily come into contact with large numbers
of potential targets.
As the majority of targets live and work in and around Geneva, the city
offers good opportunities for any follow-up meetings: For the targets, who
may not yet even suspect the intelligence nature of the contact, further
appointments will appear normal.
The short distances in a city like Geneva also allow for a greater frequency
of meetings, which is useful for the source handlers and at the same time
does not look suspicious.
Geneva – again partly due to the presence of international organisations –
offers further advantages, which can be exploited by foreign intelligence
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services. It is located in the Schengen area and is easily accessible via its
international airport.
For this reason, source handlers and sources who live abroad are also
happy to meet up on Swiss soil. Its close proximity to France also means
that foreign intelligence services can very easily carry out sensitive
operations – for example the handover of information – on a territory that
is nearby but nonetheless foreign. Cross-border actions are more difficult
for counterespionage personnel to monitor.
Espionage levels high and continuously rising
The reasons for the high levels of espionage activity in Geneva continue to
apply. No major changes are therefore anticipated over the next few years.
For as long as Geneva remains a city of global importance and, above all,
home to the UN organisations, there will continue to be high levels of
espionage activity there.
These will probably increase even further, due to the intensifying rivalry
between the superpowers and a number of regional powers. Given this
situation, there is simultaneously an increasing need for additional
bilateral and multilateral talks on neutral ground.
We know from experience that representatives of intelligence services,
including high-ranking ones, always take part in such negotiations. Since
Geneva is ideally suited for such talks, senior intelligence service personnel
are therefore likely to travel there more often and in higher numbers.
Furthermore, for various groups who are oppressed in their home
countries, Geneva remains popular as a location for demonstrations. We
know from experience that some of these events are monitored by foreign
intelligence services.
The frequency and intensity of the surveillance remains difficult to gauge,
and surveillance is likely to depend heavily on the situation in the home
country and also on the size and reach of their intelligence apparatus.
Generally, however, the more serious the conflict and the greater the
regime perceives the threat from critics and opposition figures to be, the
higher the probability that they will be put under surveillance.
In response to the Russian invasion of Ukraine, several European states
have expelled large numbers of Russian intelligence service officers. If
these states manage to prevent those expelled from being replaced by new
officers under diplomatic cover, then the capacity of the Russian
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intelligence service in the state concerned will be weakened with lasting
effect.
Such a scenario would in turn be likely to prompt the Russian intelligence
services to deploy their forces in other states. These might also include
Switzerland, which is why the instruments available for preventing the
entry of such intelligence service officers must be utilised to the full.
To read more:
https://www.newsd.admin.ch/newsd/message/attachments/72200.pdf
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Number 2

'Sharing my screen cost me £48,000' – half of investors would
miss signs of screen sharing scam as FCA warns of 86% increase

With over £25 million lost so far, the FCA launches its latest ScamSmart
campaign aimed at raising awareness of increasingly sophisticated
investment scam tactics:
-

A 59-year-old woman lost £48,000 as scammers used screen sharing
software to take over her computer and access her banking history.

-

Her case is one of 2,142 the FCA has seen since July 2020, with over
£25 million lost between 1 January 2021 and 31 March 2022 and
victims ranging from 18 to over 70.

-

The FCA’s latest ScamSmart campaign aims to raise awareness of these
tactics and help investors spot the warning signs by checking its
Warning List.

-

Its research shows 51% of investors would check the FCA’s Warning
List before making an investment – but 47% would not see a request to
use software or an app to access their device as a red flag.

New research from the FCA has found that nearly half (47%) of investors
would fail to identify a screen sharing scam, as it reveals an increase of
86% in cases in one year, with 2,014 cases and over £25 million in loses.
In one case, a 59-year-old who was persuaded to download remote desktop
software to secure an investment, lost over £48,000 while scammers
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accessed her banking details, her pension, and applied for loans on her
behalf.
Angela Underhill clicked on an advertisement for bitcoin and received a
call from individuals claiming to be financial advisers. Offering to complete
the first investment for her, they asked her to download the ‘AnyDesk’
platform, which then gave the scammers open access to all the financial
details on her computer.
Her case is just one of thousands the FCA has seen reported to its
Consumer Helpline. Using platforms including Teams, TeamViewer and
Zoom, screen sharing scams not only involve consumers sharing their
financial data – but scammers have also been able to embed themselves in
victims’ digital devices to access online banking and investment details.
To understand what might be influencing potential victims, the FCA
surveyed 2,000 investors from the ages of 18 to 55+.
The results showed that 51% of would-be investors would check if a
company appears on the FCA’s Warning List when deciding if an
investment opportunity is legitimate.
The FCA’s Warning List is a list of firms that are not authorised or
registered by the FCA, and are known to be running scams.
However, of the 91% who said they would never share their PIN with a
stranger, 85% would not think a request by a website to use or download
software as a warning sign that someone was seeking to gain illegal access
to personal information on your device.
Likewise, while 88% said they would check if their investments were
offered or sold by FCA firms , 10% of these people would still trust their gut
instinct with an investment opportunity from someone they didn’t know
without making proper checks, like ensuring the firm or the financial
promotion is properly authorised.
With the pandemic increasing use of video conferencing and remote
platforms to both work and socialise, scammers are taking advantage of a
growing familiarity with requests for screen sharing.
Although older respondents admitted needing more help with technology,
younger investors are not immune: a quarter (26%) of those aged 18-34
would agree to screensharing their online banking or investment portal
with someone they had not met.
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Mark Steward, Executive Director of Enforcement and Market Oversight,
FCA, said: 'Investment scams can happen over many months, but sharing
your screen without making the proper checks can change everything in an
instant. Once scammers gain to your screen, they have complete control.
That means access to your sensitive banking and investment information,
the freedom to browse at their leisure, and the ability to take whatever
details they want.
It can affect any investor, no matter how experienced. It’s incredibly
difficult to get money back once lost in this way, but there are ways to
protect yourself: don’t share your screen with anyone, as legitimate firms
will not ask you to do this and check out our Scamsmart website for advice
on how to avoid being scammed.'
The research also revealed other factors which might tempt investors to
make a snap decision: 23% said they would be encouraged if the person
they were speaking to appeared knowledgeable about investing; 17% said
the possibility of securing better returns than elsewhere, and 14% would be
encouraged if that person appeared to be successful – with displays of
wealth.
The FCA is calling on all investors to be ScamSmart and check the advice
on our Scamsmart website, including our Warning List before making any
investment decisions.
This will help identify any firms that are actively running scams, or flag to
investors where additional research is needed.
If you deal with an unauthorised firm, you will not be covered by the
Financial Ombudsman Service or Financial Services Compensation
Scheme (FSCS) if things go wrong.
There are three important questions to ask to protect yourself from these
scams:
1. Have you checked the FCA’s Scamsmart wesbite and Warning List? This
will help you to avoid being scammed and show you whether or not the
firm you are dealing with is registered, or known to be suspicious.
2. Are you being asked to download anything new? Your bank will never
need to access your screen to view your information, so someone asking
you to do this is a clear warning sign.
3. Have you navigated away from your banking, or investment platform?
Anything that takes you away from your banking or investment app, and
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through a search engine, increases the risk of coming across a fraudulent
number or link.
To read more: https://www.fca.org.uk/news/press-releases/investorsmiss-screen-sharing-scam-signs
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Number 3

EIOPA assesses European insurers’ exposure to physical climate
change risks

The report presents the first results based on a large data collection
exercise from the industry. It focuses on property, content and business
interruption insurance against windstorm, wildfire, river flood and coastal
flood risks.
These risks have been identified as the most relevant and potentially most
disruptive for the European property insurance business under a current
and forward-looking perspective.
The report aims to provide an initial assessment of the European insurance
sector’s exposure to climate-related hazards and inform future work in this
relatively new field.

The results indicate that European groups and solo undertakings included
in the sample have been historically well placed to handle claims stemming
from three major European natural catastrophes analysed in the report.
However, it is important to note that the insurance sector’s ability to
continue to offer financial protection against the consequences of such
events relies on their ability to measure the likely impact of climate change
and adapt their business strategies.
Participants surveyed for the paper said they expect all property-related
lines of business to be impacted by physical climate change risks. There is
an emerging consensus among them that premiums are likely to increase
and that adaptation and mitigation measures will play a crucial role in
reducing risk levels in the future.
Finally, the report’s findings show that there is still work to do for the
insurance industry to prepare for climate-related changes. EIOPA will
continue its work with national competent authorities and the industry to
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raise awareness and contribute to the sector’s preparation for the effects of
climate change.
CLIMATE CHANGE AND PHYSICAL RISKS: THE “NEW NORMAL” IN
THE INSURANCE SECTOR

The impacts of global warming on natural and human systems are already
visible today. Warming from anthropogenic emissions are likely to cause
further long-term changes such as rising temperatures, sea levels, and
increase in frequency, severity and correlation of natural catastrophes
and climate-related extremes (e.g. heat waves, heavy precipitation,
droughts and storm surges) in many European regions, and worldwide.
The effects of these climate-related changes on the pricing and
underwriting of risks are likely to be substantial for a sector whose
business model involves offering financial protection against the
consequences of such events.
Physical climate change risks are the risks that arise from the physical
effects of climate change.
These can affect both the asset and the liability side of insurers’ balance
sheet. On the asset side, the increase in frequency and severity of extreme
weather events across different perils may impact insurers for instance
through direct property investments.
On the liability side, physical risk is likely to have pricing, revenue and
claim implications. Higher than foreseen claims would also increase
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the insurers’ underwriting and liquidity risks and put pressure on capital
levels.
The impacts of climate change on physical risk could arise from both an
increase of extreme weather events (acute impacts), as well as from gradual
global warming (chronic impacts).
Table 1 summarises the key impacts. Acute impacts can lead to damage to
property, business disruption or reduced productivity. Chronic impacts,
particularly from increased temperatures, sea levels rise and precipitation,
may affect labor, capital and agriculture productivity.
While progress is being made in terms of understanding the potential
consequences of both acute and chronic impacts on the insurance sector,
many challenges remain.
First, the expected increase in global temperature needs to be translated
into changes in frequency and severity of weather-related catastrophes as
well as in chronic effects such as sea-level rises.
Second, these estimations need to be converted into economic impacts on
the undertaking’s underwriting portfolio in relevant geographical areas.
Third, a view and understanding on the relevant time horizons over which
climate-related risk are most likely to materialise are essential.
Finally, the insurance business is also likely to evolve in the long-term to
better adapt to climate change risks and opportunities.
For these reasons, an accurate assessment of physical climate-change
related risks requires access to a unique set of granular data, scientific and
actuarial expertise, new modelling methods as well as a deep
understanding of the various business models employed in the insurance
sector.
While an overall assessment is outside the scope of this discussion paper,
the next section explains three key components required for an initial
assessment of physical risks in general terms.
Physical risk analysis in light of climate change
When modelling physical climate-change risks, three key factors need to be
considered: the level of exposure estimating the potential share and
composition of the population or the value and properties of assets at risk,
the hazard describing the physical characteristics, such as frequency and
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intensity, of weather-related events and the vulnerability of the exposures
to weather-related damages.
To estimate the level of risk, information on the changes in hazard are
combined with the level of exposure and its corresponding vulnerability.
Further, an increase in frequency and intensity of weather-related
catastrophes alone do not necessary imply an increase in physical risk.
If, for example, there is no property or people living in the affected areas or
if there are sufficient preventive measures installed, the damages caused by
the event may be limited or negligible.
To read more: https://www.eiopa.europa.eu/media/news/eiopa-assesseseuropean-insurers%E2%80%99-exposure-physical-climate-change-risks
https://www.eiopa.europa.eu/document-library/discussionpaper/discussion-paper-physical-climate-change-risks_en
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Number 4

In hot pursuit of ‘cryware’: Defending hot wallets from attacks
Microsoft 365 Defender Research Team

The steep rise in cryptocurrency market capitalization, not surprisingly,
mirrors a marked increase in threats and attacks that target or leverage
cryptocurrencies. But Microsoft researchers are observing an even more
interesting trend: the evolution of related malware and their techniques,
and the emergence of a threat type we’re referring to as cryware.
Cryware are information stealers that collect and exfiltrate data directly
from non-custodial cryptocurrency wallets, also known as hot wallets.
Because hot wallets, unlike custodial wallets, are stored locally on a device
and provide easier access to cryptographic keys needed to perform
transactions, more and more threats are targeting them.
Cryware signifies a shift in the use of cryptocurrencies in attacks: no longer
as a means to an end but the end itself. Before cryware, the role of
cryptocurrencies in an attack or the attack stage where they figured varied
depending on the attacker’s overall intent.
For example, some ransomware campaigns prefer cryptocurrency as a
ransom payment. However, that requires the target user to manually do
the transfer.
Meanwhile, cryptojackers—one of the prevalent cryptocurrency-related
malware—do try to mine cryptocurrencies on their own, but such a
technique is heavily dependent on the target device’s resources and
capabilities.
With cryware, attackers who gain access to hot wallet data can use it to
quickly transfer the target’s cryptocurrencies to their own wallets.
Unfortunately for the users, such theft is irreversible: blockchain
transactions are final even if they were made without a user’s consent or
knowledge. In addition, unlike credit cards and other financial
transactions, there are currently no available mechanisms that could help
reverse fraudulent cryptocurrency transactions or protect users from such.
To find hot wallet data such as private keys, seed phrases, and wallet
addresses, attackers could use regular expressions (regexes), given how
these typically follow a pattern of words or characters. These patterns are
then implemented in cryware, thus automating the process.
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The attack types and techniques that attempt to steal these wallet data
include clipping and switching, memory dumping, phishing, and scams.
As cryptocurrency investing continues to trickle to wider audiences, users
should be aware of the different ways attackers attempt to compromise hot
wallets.
They also need to protect these wallets and their devices using security
solutions like Microsoft Defender Antivirus, which detects and blocks
cryware and other malicious files, and Microsoft Defender SmartScreen,
which blocks access to cryware-related websites.
For organizations, data and signals from these solutions also feed into
Microsoft 365 Defender, which provides comprehensive and coordinated
defense against threats—including those that could be introduced into their
networks through user-owned devices or non-work-related applications.
In this blog, we provide details of the different attack surfaces targeting hot
wallets. We also offer best practice recommendations that help secure
cryptocurrency transactions.
The emergence and boom of cryptocurrency allowed existing threats to
evolve their techniques to target or abuse cryptocurrency tokens. The
threats that currently leverage cryptocurrency include:
-

Cryptojackers. One of the threat types that surfaced and thrived since
the introduction of cryptocurrency, cryptojackers are mining malware
that hijacks and consumes a target’s device resources for the former’s
gain and without the latter’s knowledge or consent. Based on our threat
data, we saw millions of cryptojacker encounters in the last year.

-

Ransomware. Some threat actors prefer cryptocurrency for ransom
payments because it provides transaction anonymity, thus reducing the
chances of being discovered.

-

Password and info stealers. Apart from sign-in credentials, system
information, and keystrokes, many info stealers are now adding hot
wallet data to the list of information they search for and exfiltrate.

-

ClipBanker trojans. Another type of info stealer, this malware checks
the user’s clipboard and steals banking information or other sensitive
data a user copies. ClipBanker trojans are also now expanding their
monitoring to include cryptocurrency addresses.

The increasing popularity of cryptocurrency has also led to the emergence
of cryware like Mars Stealer and RedLine Stealer. These threats aim to
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steal cryptocurrencies through wallet data theft, clipboard manipulation,
phishing and scams, or even misleading smart contracts.
For example, RedLine has even been used as a component in larger threat
campaigns. The graph below illustrates the increasing trend in unique
cryware file encounters Microsoft Defender for Endpoint has detected in
the last year alone.
Cryware could cause severe financial impact because transactions can’t be
changed once they’re added to the blockchain. As mentioned earlier, there
also are currently no support systems that could help recover stolen
cryptocurrency funds.
For example, in 2021, a user posted about how they lost USD78,000 worth
of Ethereum because they stored their wallet seed phrase in an insecure
location. An attacker likely gained access to the target’s device and installed
cryware that discovered the sensitive data. Once this data was
compromised, the attacker would’ve been able to empty the targeted
wallet.
With the growing popularity of cryptocurrency, the impact of cryware
threats have become more significant. We’ve already observed campaigns
that previously deployed ransomware now using cryware to steal
cryptocurrency funds directly from a targeted device.
While not all devices have hot wallets installed on them—especially in
enterprise networks—we expect this to change as more companies
transition or move part of their assets to the cryptocurrency space.
Users and organizations must therefore learn how to protect their hot
wallets to ensure their cryptocurrencies don’t end up in someone else’s
pockets.
Hot wallet attack surfaces
To better protect their hot wallets, users must first understand the different
attack surfaces that cryware and related threats commonly take advantage
of.
Hot wallet data
During the creation of a new hot wallet, the user is given the following
wallet data:
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-

Private key. The key that’s required to access the hot wallet, sign or
authorize transactions, and send cryptocurrencies to other wallet
addresses.

-

Seed phrase. A mnemonic phrase is a human-readable representation
of the private key. It’s another form of a private key that’s easier to
remember. Bitcoin Improvement Proposal: 39 (BIP39) is currently the
most common standard used to generate seed phrases consisting of 1214 words (from a predefined list of 2,048).

-

Public key. The public address of the wallet that users must enter as the
destination address when sending funds to other wallets.

-

Wallet password (optional). A standard user account password that
some wallet applications offer as an additional protection layer.

Attackers try to identify and exfiltrate sensitive wallet data from a target
device because once they have located the private key or seed phrase, they
could create a new transaction and send the funds from inside the target’s
wallet to an address they own.
This transaction is then published to the blockchain of the cryptocurrency
of the funds contained in the wallet. Once this action is completed, the
target won’t be able to retrieve their funds as blockchains are immutable
(unchangeable) by definition.
To locate and identify sensitive wallet data, attackers could use regexes,
which are strings of characters and symbols that can be written to match
certain text patterns.
Cryware attack scenarios and examples
Once sensitive wallet data has been identified, attackers could use various
techniques to obtain them or use them to their advantage. Below are some
examples of the different cryware attack scenarios we’ve observed.
Clipping and switching
In clipping and switching, a cryware monitors the contents of a user’s
clipboard and uses string search patterns to look for and identify a string
resembling a hot wallet address.
If the target user pastes or uses CTRL + V into an application window, the
cryware replaces the object in the clipboard with the attacker’s address.
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To read more: https://www.microsoft.com/security/blog/2022/05/17/inhot-pursuit-of-cryware-defending-hot-wallets-from-attacks/
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Number 5

Computer code may help speed up airport security

Imagine moving through airport security without having to take off your
shoes or belt or getting pulled aside while your flight boards — while
keeping all the precautions that ensure the safety of passengers and flight
crews.
This is the challenge tackled by a team including researchers from Sandia
National Laboratories — a challenge that led to development of the Open
Threat Assessment Platform, which allows the Transportation Security
Administration to respond more quickly and easily to threats to air travel
safety.
“When we wanted to change how we screen in response to new threats,”
said Andrew Cox, a Sandia R&D systems analyst who leads the OTAP
project, “the technology was too rigid. TSA compensated by adding
procedures. There’s a shoe bomber and you have to take your shoes off;
liquid explosives arrived, and TSA had to limit liquids and gels.”
The platform designed for TSA and Department of Homeland Security’s
Science and Technology Directorate will work similarly to Apple’s iPhone,
providing a common set of interfaces and data standards, which allow a
variety of vendors to provide security upgrades and programs that will
integrate seamlessly into the OTAP — like building blocks that can be
changed out when needed for a specific threat.
The intent is to promote innovation, evolve towards a non-proprietary
approach to technology, and expand the number of vendors participating
in the aviation security market.
Sandia optical engineer Ed Jimenez said that TSA will be able to work
through OTAP to collect data continuously and improve algorithms every
few months. The standardization and modularized design with an open
architecture should not only benefit the travel industry but make a better
experience for air travelers.
“When you put an object in your bag that’s mistakenly flagged as a threat,
the enhanced algorithm has the potential to not ring as a false positive
alarm,” Jimenez said. “You won’t have to open the bag and slow down the
line.”
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The OTAP project, led by Sandia, gathered together a dozen aviation
security industry partners including algorithm developers, X-ray vendors
and software specialists to create Open Platform Software Library (OPSL).
In parallel, Pacific Northwest National Laboratory created a HighDefinition Passenger Imaging System, which scans a body.
In 2017, Sandia joined forces with PNNL, as well as several algorithm
programmers, to combine the scanner with OPSL, creating a new full body
machine that will more effectively detect threats. Additionally, OPSL could
be combined with PNNL’s shoe scanner and other algorithms to allow
travelers to keep their shoes on.
That work earned Sandia an Interagency Partnership Award, Mid-Atlantic
Region in October, from the Federal Laboratory Consortium for
collaboration with PNNL, NASA, TSA and DHS’s Science & Technology
Directorate (Screening at Speed Program and Transportation Security
Laboratory).
The OTAP project was sponsored by the TSA, which was looking for a
system that could be used throughout the airline industry, and by DHS’s
Science and Technology Directorate, through the Screening at Speed
Program.
The team is using automated threat recognition software to look at proving
sensors – CT and AIT systems – by testing with real bags, toiletries and
laptops, and simulated explosives, to demonstrate system accuracy. They
hope to be in select airports conducting tests and evaluations later this
year.
Note: Sandia National Laboratories is a multimission laboratory operated
by National Technology and Engineering Solutions of Sandia LLC, a wholly
owned subsidiary of Honeywell International Inc., for the U.S. Department
of Energy’s National Nuclear Security Administration. Sandia Labs has
major research and development responsibilities in nuclear deterrence,
global security, defense, energy technologies and economic
competitiveness, with main facilities in Albuquerque, New Mexico, and
Livermore, California.
To read more: https://newsreleases.sandia.gov/airport_security/
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Number 6

Cyber security for farmers
Guidance to help farmers improve the security and resilience of their
business against cyber threats.

The NCSC has worked with the National Farmers Union to support the
Agriculture and Farming Sector with this guide especially created for the
industry.
The increased use of email, online accounting tools, online payment
systems as well as automated farming equipment means that its
increasingly important for farmers and rural communities to look at their
growing exposure to cyber risks and how they can best protect themselves
and their businesses.
The guide has been written to be clear and understandable for a range of
technical abilities, to help you become more aware or enhance your
knowledge of cyber security measures. It offers advice in the form of tips
for you to easily implement to become a more resilient and secure
business.
Whilst we can’t guarantee that you’ll be protected from all forms of cyber
attack, following this advice will significantly increase the protections you
have from the most common cyber crimes.
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Why cyber security matters in Farming
We all keep information about ourselves and our businesses electronically.
This is particularly true for the agricultural sector, which makes use of
many ‘smart’, internet connected systems as well as the usual email and
accounting packages.
These internet-connected technologies have become central to the way we
live and do business today. As a direct result, they have become an
attractive target for cyber criminals.
This is why it’s so important to secure all the digital aspects of your
business. So, what are the digital aspects of your business?
Firstly, your IT and other computerised equipment. This means everything
from the computer where you do your emails and run your farm
management software, to the automated machinery, security cameras and
smart phones which help you run your farm.
The second aspect to keep in mind involves your online activity. You must
consider all the online accounts that you use. This means banking, email
and social media but also things like the Rural Payments service, HMRC
online services, online shopping and cloud document storage (e.g.
Office365, Google Docs, DropBox etc).
This guide has been produced by the NCSC and NFU to help you protect
your devices and accounts from the unwanted attention of Cyber
Criminals. By following the steps in this guide, you should be in a much
more secure and resilient position.
Protect your farm from malware
The name ‘malware’ comes from the joining of two words: malicious
software. This is the slightly more technical term for ‘a computer virus.’
Malware is usually designed to steal or extort money from you, often by
holding your data to ransom.
Malware can attack your laptop and your phone, but it can also target less
obvious ‘devices.’ Anything which connects to the internet is at risk from
malware.
For example, malware could:
• Lock your device or make it unusable
• Immobilise your farm vehicles
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• Steal, delete or encrypt your data
• Interfere with any automated systems which you use
• Use services that cost you money, such as premium rate phone calls
• Divert your confidential farm data into the public domain

To read more:
https://www.ncsc.gov.uk/files/NCSC_Cyber%20Security%20Guide%20fo
r%20Farmers-%20digital.pdf
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Number 7

Risks of using AI to grow our food are substantial and must not
be ignored, warn researchers

Artificial intelligence (AI) is on the cusp of driving an agricultural
revolution, and helping confront the challenge of feeding our growing
global population in a sustainable way. But researchers warn that using
new AI technologies at scale holds huge risks that are not being considered.
Imagine a field of wheat that extends to the horizon, being grown for flour
that will be made into bread to feed cities’ worth of people. Imagine that all
authority for tilling, planting, fertilising, monitoring and harvesting this
field has been delegated to artificial intelligence: algorithms that control
drip-irrigation systems, self-driving tractors and combine harvesters,
clever enough to respond to the weather and the exact needs of the crop.
Then imagine a hacker messes things up.
A new risk analysis, published today in the journal Nature Machine
Intelligence, warns that the future use of artificial intelligence in
agriculture comes with substantial potential risks for farms, farmers and
food security that are poorly understood and under-appreciated.
“The idea of intelligent machines running farms is not science fiction.
Large companies are already pioneering the next generation of
autonomous ag-bots and decision support systems that will replace
humans in the field,” said Dr Asaf Tzachor in the University of Cambridge’s
Centre for the Study of Existential Risk (CSER), first author of the paper.
“But so far no-one seems to have asked the question ‘are there any risks
associated with a rapid deployment of agricultural AI?’” he added.
Despite the huge promise of AI for improving crop management and
agricultural productivity, potential risks must be addressed responsibly
and new technologies properly tested in experimental settings to ensure
they are safe, and secure against accidental failures, unintended
consequences, and cyber-attacks, the authors say.
In their research, the authors have come up with a catalogue of risks that
must be considered in the responsible development of AI for agriculture –
and ways to address them. In it, they raise the alarm about cyber-attackers
potentially causing disruption to commercial farms using AI, by poisoning
datasets or by shutting down sprayers, autonomous drones, and robotic
harvesters.
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To guard against this they suggest that ‘white hat hackers’ help companies
uncover any security failings during the development phase, so that
systems can be safeguarded against real hackers.
In a scenario associated with accidental failure, the authors suggest that an
AI system programmed only to deliver the best crop yield in the short term
might ignore the environmental consequences of achieving this, leading to
overuse of fertilisers and soil erosion in the long term.
Over-application of pesticides in pursuit of high yields could poison
ecosystems; over-application of nitrogen fertiliser would pollute the soil
and surrounding waterways. The authors suggest involving applied
ecologists in the technology design process to ensure these scenarios are
avoided.
Autonomous machines could improve the working conditions of farmers,
relieving them of manual labour. But without inclusive technology design,
socioeconomic inequalities that are currently entrenched in global
agriculture - including gender, class, and ethnic discriminations - will
remain.
“Expert AI farming systems that don’t consider the complexities of labour
inputs will ignore, and potentially sustain, the exploitation of
disadvantaged communities," warned Tzachor.
To read more: https://www.cam.ac.uk/research/news/risks-of-using-ai-togrow-our-food-are-substantial-and-must-not-be-ignored-warn-researchers
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Number 8

Use of Cryptocurrency in Ransomware Attacks, Available Data,
and National Security Concerns

Ransomware is a dangerous form of cyber-attack where threat actors
prevent access to computer systems or threaten to release data unless a
ransom is paid.
It has the power to bankrupt businesses and cripple critical infrastructure
– posing a grave threat to our national and economic security.
The use of cryptocurrencies has further enabled ransomware attacks,
particularly because cryptocurrency is decentralized and distributed and
illicit actors can take steps to obscure transactions and make them more
difficult to track.
In recent years, ransomware attack victims have included hospitals, school
systems, local, state, and federal government agencies, as well as other
critical infrastructure, including the water and energy sectors.
In 2021, ransomware attacks impacted at least 2,323 local governments,
schools, and healthcare providers in the United States.
According to the World Economic Forum, ransomware attacks increased
by 435 percent in 2020 and “are outpacing societies’ ability to effectively
prevent or respond to them.”
Many of these attacks generated significant losses and damages for victims.
A threeyear comparison of the number of complaints of ransomware
submitted to the Federal Bureau of Investigation (FBI) between 2018 and
2020, demonstrates a 65.7 percent increase in victim count and a
staggering 705 percent increase in adjusted losses.
In 2021, the agency received 3,729 ransomware complaints with adjusted
losses of more than $49.2 million. However, even these figures likely
drastically underestimate the actual number of attacks and ransom
payments made by victims and related losses.
In fact, the FBI acknowledges that its data is “artificially low.” Further
evidence of this under-reporting is that the government data is
significantly lower than several private sector estimates.
For instance, Chainalysis, a blockchain data and analysis company that
works with financial institutions, insurance and cybersecurity companies,
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and as a contractor for the U.S. government, reports that in 2020, malign
actors received at least $692 million in cryptocurrency extorted as part of
ransomware attacks, up from $152 million in 2019, close to a 300 percent
increase over a two-year period.
A separate study by the anti-malware company Emsisoft found that there
were at least 24,770 ransomware incidents in the U.S. in 2019 and
estimated their costs (including costs of downtime) at just under $10
billion.
To better understand this growing threat, U.S. Senator Gary Peters,
Chairman of the Senate Homeland Security and Governmental Affairs
Committee, announced in July 2020 an investigation into the role of
cryptocurrency in incentivizing and enabling ransomware attacks, and the
resulting harm of such attacks to victims.
As a part of this ten-month investigation, Committee staff conducted
interviews with federal law enforcement and regulatory agencies as well as
private companies that assist ransomware victims with ransom demands.
While not exhaustive, this report addresses key pieces of the larger
landscape of the increasing national security threat from ransomware
attacks and the use of cryptocurrency for ransom payments.
The report details recommendations to address current gaps in
information on ransomware attacks and use of cryptocurrency as ransom
payments in these attacks.
The report finds that there is a lack of comprehensive data on the amount
of ransomware attacks and use of cryptocurrency as ransom payments in
these attacks.
While multiple federal agencies are taking steps to address the increasing
threat of ransomware attacks, more data is needed to better understand
and combat these attacks.
In interviews with Committee staff, federal officials and private sector
companies each acknowledged the need for more compliance and data
(e.g., reporting of incidents and ransom payments).
When more data is collected, the federal government will be in a better
position to assist existing and potential cybercrime victims with
prevention, detection, mitigation, and recovery.
Such information also facilitates more efficient investigation and
prosecution of illicit actors.
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To address the current lack of information regarding the breadth and
depth of the ransomware threat, Chairman Peters and Ranking Member
Portman introduced the Cyber Incident Reporting Act of 2021, which
passed the Senate as part of the Strengthening American Cybersecurity Act
of 2022.
The incident reporting provisions later became law as the Cyber Incident
Reporting for Critical Infrastructure Act of 2022 in the Consolidated
Appropriations Act of 2022 in March 2022. The new reporting mandates in
the law will begin to address this problem.
Nevertheless, as indicated by the findings in the report, the Administration
and Congress must remain vigilant against this growing threat. Almost 40
million Americans – including approximately three-in-ten Americans age
18 to 29 – have engaged in some form of investment, trade, or other
legitimate use of cryptocurrencies according to a November 2021 estimate
by the nonpartisan Pew Research Center.
The global market value of all cryptocurrencies reached $3 trillion in 2021,
up from $14 billion in 2016. However, according to multiple agencies
interviewed by Committee staff, cryptocurrency, typically Bitcoin, has
become a near universal form of ransom payment in ransomware attacks,
in part, because cryptocurrency enables criminals to extort huge sums of
money from victims across diverse sectors with incredible speed.
The payment structure’s decentralized nature, as well as irregular
regulatory compliance by some entities within the space and new
anonymizing techniques contribute to the challenges law enforcement
faces when seeking to arrest criminal actors, particularly foreign-based
actors.
High profile attacks, such as Colonial Pipeline, demonstrate ransomware
attackers’ threat to national security. The FBI’s recovery of over half of the
ransom paid by Colonial Pipeline, however, shows that with access to the
right information, law enforcement can leverage cryptocurrency’s unique
features as well as other investigative techniques to track down cyber
criminals and recover stolen funds.
Unfortunately, data reporting and collection on ransomware attacks and
payments is fragmented and incomplete. Two federal agencies claim to
host the government’s one stop location for reporting ransomware attacks
– the Cybersecurity and Infrastructure Agency (CISA)
StopRansomware.gov website and the FBI’s IC3.gov.
These two websites are separate and, while the agencies state that they
share data with each other, in discussions with Committee staff,
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ransomware incident response firms questioned the effectiveness of such
communication channels’ impact on assisting victims of an attack.
Many federal regulators have taken steps to address the rising threat of
ransomware attacks by issuing new, and expanding existing, regulations
and guidance.
Generally, with respect to cryptocurrency, the Treasury Department’s
Financial Crimes Enforcement Network (FinCEN) has clarified that
“money service businesses”, e.g., persons that accept and transmit “value
that substitutes for currency”, are subject to key financial regulations.
Over the past few years, the Securities and Exchange Commission (SEC),
Internal Revenue Service (IRS), and FinCEN have each issued new
guidance and regulations subjecting cryptocurrency to additional
oversight.
In 2021, the Department of Justice (DOJ), SEC, and the Treasury
Department’s Office of Foreign Assets Control (OFAC), among other
agencies, also issued guidance recognizing the need for more ransomware
incident reporting.
On March 9, 2022, the Biden Administration issued an Executive Order
outlining a “whole-of-government” approach to examining the risks
associated with the sharp increase in use of cryptocurrencies. Among other
key policy priorities, the Administration recognizes that cryptocurrencies
have “facilitated sophisticated cybercrime-related financial networks and
activity, including through ransomware activity.”
The data needed to support these initiatives, among other agency efforts to
tackle ransomware and cryptocurrency ransom payments, however, is
fragmented and incomplete.
This limited collective understanding of the ransomware landscape and the
cryptocurrency payment system blunts the effectiveness of available tools
to protect national security and limits private sector and federal
government efforts to assist cybercrime victims.
As Russia’s invasion of Ukraine continues and Russia seeks to find ways
around the international finance system, the need to address these
shortfalls grows. Approximately 74 percent of global ransomware revenue
in 2021 went to entities either likely located in Russia or controlled by the
Russian government.
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Further, CISA and other federal agencies have warned that Russia’s
invasion of Ukraine could lead to additional malicious cyber activity,
including ransomware attacks, in the United States.
Therefore, as the report finds, prioritizing the collection of data on
ransomware attacks and cryptocurrency payments is critical to addressing
increased national security threats.
FINDINGS OF FACT
1. The federal government lacks comprehensive data on ransomware
attacks and use of cryptocurrency in ransom payments.
The government largely relies on voluntary reporting of ransomware
attacks and cyber extortion demands, which only captures a fraction of the
attacks that occur.
As of July 2021, the Cybersecurity and Infrastructure Security Agency
(CISA), which was created in 2018 specifically to reduce risk to the nation’s
cyber and physical infrastructure, estimated that only about
one quarter of ransomware incidents were reported.
2. Current reporting is fragmented across multiple federal agencies.
Data on ransomware attacks is reported to numerous federal agencies
including CISA, the FBI, and the Treasury Department’s FinCEN, among
others. These agencies do not capture, categorize, or publicly share
information uniformly.
3. Lack of reliable and comprehensive data on ransomware attacks and
cryptocurrency payments limits available tools to guard against national
security threats.
The lack of data on ransomware attacks and cryptocurrency ransom
payments blunts the effectiveness of available tools for fighting
ransomware attacks including U.S. sanctions, law enforcement efforts, and
international partnerships, among other tools.
4. Currently available data on ransomware attacks and cryptocurrency
payments limits both private sector and federal government efforts to
assist cybercrime victims.
The private sector and the federal government are not able to fully and
effectively assist victims to prevent or recover from ransomware attacks
without a comprehensive dataset on ransomware attacks, ransom
demands, and payments. Such a dataset does not currently exist.
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RECOMMENDATIONS
1. The Administration should swiftly implement the new ransomware
attacks and ransom payments reporting mandate.
CISA should complete the required rulemaking as soon as possible to
implement the requirements in the Cyber Incident Reporting for Critical
Infrastructure Act of 2022 signed into law as part of the Consolidated
Appropriations Act of 2022, which mandates incident reporting of
substantial cyber-attacks and ransomware payments against critical
infrastructure.
Federal agencies should implement the requirement in the law to share all
cyber incident reports with CISA to enable a consolidated view of incidents
from across different sectors and reported under different regulatory
regimes.
2. The federal government should standardize existing federal data on
ransomware incidents and ransom payments to facilitate comprehensive
analysis.
Agencies should standardize how data from existing reporting
requirements for ransomware incidents and ransom payments is organized
and formatted across federal government agencies to enable more
comprehensive information sharing and analysis.
3. Congress should establish additional public-private initiatives to
investigate the ransomware economy.
The federal government should promote public-private partnerships to
research the ransomware economy, in particular, the interrelationships
between cybercriminals who conduct or facilitate ransomware attacks and
the financial structures facilitated by cryptocurrencies that sustain
cybercriminals’ illicit activities, including privacy coins.
These partnerships should also examine ransomware infrastructure to help
design and promote effective countermeasures.
4. Congress should support information sharing regarding ransomware
attacks and payments including crowdsourcing initiatives.
Congress and relevant agencies should consider ways to support partners
within the private, nonprofit, and academic sectors seeking to expand the
collection and organization of information on ransomware attacks
including by examining federal funding options and sharing anonymized
data regarding ransomware attacks and payments.
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In addition, government agencies should collaborate with partners to
identify viable crowdsourcing initiatives to pool information regarding
ransomware attacks and extortion payments.
You may visit:
https://www.hsgac.senate.gov/imo/media/doc/HSGAC%20Majority%20C
ryptocurrency%20Ransomware%20Report.pdf
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Number 9

Global Cybersecurity Outlook
Karen Tso, Chander Prakash Gurnani, Jürgen Stock, Josephine Teo,
Robert M. Lee

The World Economic Forum's Global Cybersecurity Outlook report
indicates that cyberattacks increased 125% globally in 2021, with evidence
suggesting a continued uptick through 2022. In this fast-changing
landscape it is vital for leaders to take a strategic approach to cyber risks.
How can leaders better prepare for future cyber shocks? What individual
and collective actions will foster a more secure and resilient digital
ecosystem?

This is a livestreamed session. You may visit:
https://www.weforum.org/events/world-economic-forum-annualmeeting-2022/sessions/global-cybersecurity-outlook-1a06c9fd7d

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 51

Number 10

Fintech and the Future of Finance
The ongoing digitization of financial services and money creates
opportunities to build more inclusive and efficient financial services and
promote economic development. This digital transformation presents a
paradigm shift that has various policy implications, including:
-

Foster beneficial innovation and competition, while managing the risks.

-

Broaden monitoring horizons and re-assess regulatory perimeters as
embedding of financial services blurs the boundaries of the financial
sector.

-

Be mindful of evolving policy tradeoffs as fintech adoption deepens.

-

Review regulatory, supervisory, and oversight frameworks to ensure
they remain fit for purpose and enable the authorities to foster a safe,
efficient, and inclusive financial system.

-

Anticipate market structure tendencies and proactively shape them to
foster competition and contestability in the financial sector.

-

Modernize and open up financial infrastructures to enable competition
and contestability.

-

Ensure public money remains fit for the digital world amid rapid
advances in private money solutions.

-

Pursue strong cross-border coordination and sharing of information
and best practices, given the supra-national nature of fintech.

This flagship report explores the implications of fintech and the digital
transformation of financial services for market outcomes on one side, and
regulation and supervision, on the other, and how these interact.
This Overview Paper provides a high-level perspective for senior policy
makers and is accompanied by a set of notes that focus in detail on selected
salient issues for a more technical audience.
Figure 1 below lays down a conceptual framework for fintech, and the
interactions between markets, policy, and development.
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The Fundamental Drivers of Fintech
Technology-enabled innovation in financial services, fintech, is reshaping financial products, payments, business models, market players,
market structure and even money itself.
The adoption of fintech was accelerated by the COVID-19 pandemic.
Fintech adoption can further financial development by promoting core
policy objectives such as financial stability, integrity, inclusion, efficiency,
innovation, and competition, and provide firm foundations for the digital
economy to flourish.
Fintech-enabled business models and products can support economies to
become more resilient and promote an equitable recovery from the
COVID-19 pandemic (World Development Report 2022).
At the same time, a balanced policy approach is required to also mitigate
various risks related to, among others, financial stability and integrity,
consumer and investor protection, and data privacy. The two fundamental
drivers of this wave of fintech are ubiquitous connectivity through mobile,
internetconnected devices and communication networks, and low-cost
computing and data storage.
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Together these enable new business models for the delivery of technology,
such as cloud computing. Applications leveraging these advances, such as
e-commerce and mobile apps, create reams of Big Data about users and
transactions.
Low-cost computing and storage allow that data to be mined for insights.
Data and connectivity can alleviate key frictions in the provision of
financial services, such as information asymmetries and transactions costs,
and have enabled a wide range of data-driven process automation and
product applications, from credit and insurance underwriting to
investment robo-advisors.
Datadriven business models are able to scale rapidly, leveraging positive
feedback loops from customer activity that generates data that is used to
provide additional services, which in turn generate more user engagement
and data.
Lenders that previously relied on a borrower’s credit history or collateral to
fill information gaps about cash flows and ability to repay can use datadriven credit scores and real time payments data on cash flows to extend
credit to previously underserved individuals and small and medium
enterprises (SMEs), reaching them at lower cost through mobile channels.
These drivers enable the reconfiguration of the value chains that produce
financial services.
Transaction costs and barriers to information flows have long defined the
scope of what was produced within a single firm; reduced transaction costs
and friction-free information flows allow a reconfiguration of financial
services value chains and product bundles.
Connectivity and data exchange allow a product or service to be broken up
into distinct components (atomization), which can be offered by different
providers and recombined in new ways.
Account opening, for example, has moved from a single-provider service
delivered at the bank branch using its own front and back office, to a range
of potential configurations: an account at a bank might be opened through
the physical locations or the mobile app of a partner such as a retailer or an
e-commerce platform, with ID verification provided by a specialized
fintech, the ledger sitting on an outsourced cloud-based IT infrastructure,
and customer service provided by an off-shore call center.
That account might be branded as a product of the bank or might be
delivered by the partner as a service ‘powered by’ with the consumer
barely aware of the underlying financial institution.
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The ability of customers and providers to access information and move
funds more easily has enabled the unbundling of financial services:
specialized providers offer single products and customers are able to
choose a set of service providers that collectively meets their needs.
Rather than using the deposit, payment, and loan products of a single
institution, the customer can choose to keep deposits in one (or more),
shop around for the best loan offer, and use different payments providers
for different uses–paying bills, splitting a restaurant bill, or sending money
overseas.
Customers can now assemble their own set of services and bundle them at
the level of app icons on a smartphone screen. Critically, the same
advances in computing power, data, and connectivity allow services
providers, who do not own the whole customer financial relationship (as
banks once did), to provide single solutions and new packages of financial
services, or rebundle financial services with other business or commercial
activities.
Atomization, unbundling, and rebundling are re-shaping business models
and product economics as well as the provider landscape.
An account holder might choose a 3rd party application for remote access
to an account, effectively separating the account-holding institution from
the end product and user interface–and much of the consumer value
creation.
Economy-wide trends such as wider use of application programming
interfaces (APIs) in technology architecture and the rise of multi-party
platforms in e-commerce, logistics, and other sectors further enable
information exchanges and the rebundling of financial services, which are
being embedded into non-financial products and workflows.
The introduction of variable and on-demand (cloud-based) infrastructure,
automation, remote channels, and capital-light and embedded business
models is reducing costs to customers.
The new array of customer-facing providers will, however, take some of the
margin that was previously earned by banks, even where regulation may
still require that a bank sit behind the product.
Fintech: What it is and Why it Matters
There are a number of ways to define fintech.
The Bali Fintech Agenda, FSB, and others broadly define fintech as
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“advances in technology that have the potential to transform the provision
of financial services, spurring the development of new business models,
applications, and processes, and products.” (IMF/World Bank 2018)
In the accompanying technical notes, specific technologies are addressed
where relevant. The overall focus, however, is on the market trends and
regulatory implications of the digital transformation of finance in the
context of rapidly digitizing economies rather than on specific technologies
that may have currency today and get superseded tomorrow.
For that reason, this report starts its analysis with key drivers of change on
the technology side and links these to the underlying economics of
financial intermediation: the economic frictions that gave rise to
intermediaries, and the economic forces that shaped their scope and scale.
Technology can lower costs and increase the speed, transparency,
security, and availability of more tailored financial services.
Digitization can reduce frictions in each step along the financial service
lifecycle, from opening an account to conducting customer due diligence,
authenticating transactions, and automating other, product-specific
processes, such as assessing creditworthiness.
Fintech is therefore characterized by low marginal costs per account or
transaction and scale efficiencies. Fintech can also enhance transparency
and reduce information asymmetries since digital processes generate a
data trail, which can be used to better understand consumers, improve
products, manage risks, and promote regulatory compliance.
The use of technology in finance has a long history.
In fact, since finance involves high-value activities, there has always been
an incentive to use the latest technology, whether that was the finest scales
to weigh gold pieces or the fastest communication methods of the day,
from Rothschild’s carrier pigeons to Reuter’s telegraph.
Digital technology made its way into finance as the second major
application of electronic computers after the military. The first wave of
financial technology in the 1950s to 1970s saw bespoke mainframe
computer systems become part of the fabric of the back office and then
gradually the middle and front offices of most large financial institutions.
The late 1960s through the 1980s saw the emergence of digital technology
companies dedicated to serving financial institutions, including core
banking system providers like FIS and Fiserv, and payments networks like
Mastercard and SWIFT.
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The current wave of fintech innovation is marked by the technology
companies increasingly interacting directly with customers and
becoming the providers of financial services themselves.
This wave leverages the increasingly sophisticated technology that is in the
hands of increasingly sophisticated customers, along with innovations in
business models, to disaggregate services and offer new reconfigurations of
products directly to individuals and business users.
That has resulted in disruptive changes to the market in terms of the pace
of technological advances, who is providing financial services, and how
consumers use those services and interact with providers.

This is evident, for example, in the statistics on global uptake of mobilemoney accounts and increases in mobile-money transactions.
The Global Findex surveys show that mobile-money operators added more
than twice as many accounts as banks in sub-Saharan Africa from 2014 to
2017, becoming the key drivers of increased financial access.
A significant majority (92 percent) of respondents to the Fintech Market
Participants Survey indicated that fintech and digital transformation is a
strategic priority at the board level for their organizations.
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To read more: https://www.worldbank.org/en/publication/fintech-andthe-future-of-finance
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Number 11

Microsoft Policy Position Paper, Improving the security and
resilience of digital products and services

Public Consultation - EU Cyber Resilience Act
Executive Summary
Software, connected hardware, and network-connected services are
integral to society, creating a wide spectrum of benefits and risks.
Increasing connectivity, more critical use scenarios, and escalating cyber
threats underline a significant and growing need to develop multi-faceted
and coordinated strategies to address substantial risks.
Along with initiatives to uphold norms of responsible state behavior,
strengthen technology users’ operational cybersecurity risk management,
and invest in skills and infrastructure, efforts to enhance the cybersecurity
of information and communications technology (ICT) products and
services are essential to an overall strategy to improve the security and
resilience of our ecosystem.
Microsoft is keen to partner with the European Commission and other
governments pursuing these important efforts, and we are grateful for the
opportunity to share our views in response to the European Commission’s
Call for Evidence on the EU Cyber Resilience Act (CRA).
We support effective horizontal approaches to enhancing the cybersecurity
of ICT products and services, promoting greater cross-ecosystem
consistency and coherence in the EU’s single market. But we also recognize
the complexity of such horizontal, holistic efforts and the importance of a
phased approach to implementation.
This paper provides foundational context on the ICT environment. It also
describes interconnected challenges and opportunities related to
determining which digital products and services should be in scope for
regulatory measures, defining effective security practices, and verifying use
of those practices.
Given anticipated complexity and the value of an iterative approach to
ensuring meaningful enhancement of cybersecurity, this paper supports a
model that moves from the Commission’s suggested policy option
two to policy options four or five, implementing more stringent rule
making based on evidence and experience gained over time.
It also offers the following recommendations for effective, scalable
approaches to driving horizontal cybersecurity improvements:
Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 59

• Take a holistic, phased approach. A holistic approach addresses
cybersecurity risks associated with ICT products and services as well as the
operational behavior of users.
It also considers scope (i.e., products, services, or organizations targeted by
measures), security practices (i.e., guidance or requirements to be
implemented for products or services or by organizations), and verification
of conformance (i.e., methods of assessing whether practices have been
implemented) in concert.
Taking a holistic approach is complex but necessary to achieve positive
security outcomes. When paired with a phased approach, which allows for
iterative learning and improving, complexity is more manageable,
implementation is more rigorous, and outcomes are more measurable.
• Develop ecosystem-wide and targeted measures. A phased approach that
starts with basic, broadly relevant practices can improve ecosystem-wide
cybersecurity, build context and processes for follow-on, elevated
requirements for higher risk scenarios, and drive consistency across all
levels of requirements.
Such context can also help ensure elevated requirements address any
persistent gaps beyond what baseline practices achieve. Beyond product or
service requirements, effective deployment of ICT security will require risk
management practices by users.
• Enable agility and interoperability. Requirements that focus on desired
processes or outcomes — rather than prescribing specific implementations
— are resilient to emerging technologies, dynamic threats, and architecture
variations.
Leveraging existing best practices and standards to align requirements and
conformance verification methods to the greatest extent practicable
globally and across sectors allows for efficient reuse of certifications and
related artifacts or evidence.
Engaging with industry and other stakeholders in a transparent, inclusive,
and iterative process of developing requirements and conformance
verification methods will strengthen understanding of potential
implementation challenges and promote interoperability and clear
expectations from the outset, helping to enable sufficient ICT provider and
operator agility.
• Calibrate and adapt verification methods. Today, costs and
infrastructure challenges impact readiness for and effectiveness of certain
methods of conformity assessment, including third-party certifications.
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Risk management goals and costs must be balanced to apply appropriate
methods in different circumstances. Going forward, investments in both
workforce initiatives and innovative technology solutions, such as Supply
Chain Integrity, Transparency and Trust (SCITT), which enables the
trusted exchange of verifiable supply chain artifacts, could enhance
conformance verification options and cybersecurity transparency.
To read more: https://ec.europa.eu/info/law/better-regulation/have-yoursay/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-fordigital-products-and-ancillary-services/F3263605_en
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Number 12

EU CYBER RESILIENCE ACT: New Cybersecurity Rules
for Digital Products and Ancillary Services
SIDE PAPER TO IBM’S RESPONSE TO THE EUROPEAN
COMMISSION’S
PUBLIC CONSULTATION

IBM welcomes the opportunity to contribute to the European
Commission’s consultation on the Cyber Resilience Act (CRA) and to offer
our views on how we believe the EU can build a strong cybersecurity
environment and increase its resilience against a continuously evolving
and more complex cyberthreat landscape.
IBM is a business-to-business (B2B) technology company with a large and
diverse portfolio of products and services. Those offerings include
mainframe hardware, storage, quantum computing, cloud computing, AI,
data analytics, Internet of Things (IoT), blockchain, security solutions, etc.
For more than a century, IBM has earned the trust of our clients by
responsibly managing their most valuable data, and we have worked to
earn the trust of society by ushering powerful new technologies into the
world responsibly and with clear purpose.
IBM has for decades followed core principles – grounded in commitments
to Trust and Transparency – that guide its handling of client data and
insights, and also its responsible development and deployment of new
technologies.
Security and trust have always been part of the foundation of IBM. As a
leading provider of hardware, software, and services that are of high
quality, reliability, function, and integrity, IBM strives to provide products
and services that match our customers’ demand for high performance, high
stress tolerance, high availability, and high security.
For example, we make Security and Privacy by Design a mandatory
practice within all our business units, ensuring a high level of focused
security and privacy practices, including threat models, privacy
assessments, security testing, and vulnerability management.
IBM welcomes the Commission’s plans to consider horizontal rules
introducing cybersecurity requirements for connected products and
ancillary associated services.
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We believe that improving products and software development practices
and transparency will allow businesses and consumers to benefit from
more secure and trusted systems. In this regard, we respectfully submit the
following views on how we believe the CRA could best achieve these
objectives.
To read more:
https://ec.europa.eu/info/law/better-regulation/have-yoursay/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-fordigital-products-and-ancillary-services/F3263887_en
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Number 13

Cyber Europe 2022: Testing the Resilience of the European
Healthcare Sector

The European Union Agency for Cybersecurity (ENISA) organised a
cybersecurity exercise to test the response to attacks on EU healthcare
infrastructures and services.
To ensure citizens’ trust in the medical services and infrastructure available
to them, health services should function at all times. If health services and
infrastructures in Europe were the object of a major cyber attack, how
would we respond and coordinate at both national and EU level to mitigate
the incidents and prevent an escalation?
This is the question Cyber Europe 2022 sought to answer using a fictitious
scenario. Day one featured a disinformation campaign of manipulated
laboratory results and a cyber attack targeting European hospital networks.
On day two, the scenario escalated into an EU-wide cyber crisis with the
imminent threat of personal medical data being released and another
campaign designed to discredit a medical implantable device with a claim
on vulnerability.
The Executive Director of the EU Agency for Cybersecurity, Juhan
Lepassaar, said: “The complexity of our challenges is now proportionate to
the complexity of our connected world. This is why I strongly believe we
need to gather all the intelligence we have in the EU to share our expertise
and knowledge. Strengthening our cybersecurity resilience is the only way
forward if we want to protect our health services and infrastructures and
ultimately the health of all EU citizens.”
The pan-European exercise organised by ENISA rallied a total of 29
countries from both the European Union and the European Free Trade
Association (EFTA), as well as the EU agencies and institutions, including
ENISA, the European Commission, the CERT of EU Institutions, bodies
and agencies (CERT-EU), Europol and the European Medicine Agency
(EMA). More than 800 cybersecurity experts were in action to monitor the
availability and integrity of the systems over the two days of this latest
edition of Cyber Europe.
Can we strengthen the cyber resilience of the EU healthcare?
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The participants who engaged in the complex exercise were satisfied with
the way the incidents were dealt with and the response to fictitious attacks.
Now, the analysis of the process and of the outcomes of the different
aspects of the exercises need to be performed in order to get a realistic
understanding of potential gaps or weaknesses which may require
mitigation measures.
Dealing with such attacks requires different levels of competences and
processes which include efficient and coordinated information exchange,
the sharing of knowledge around specific incidents and how to monitor a
situation which is about to escalate in case of a generalised attack. The role
of the EU level CSIRTs network and the draft standard operation processes
(SOPs) of the CyCLONe group also need to be looked into.
The deeper analysis will be published in the after-action report. The
findings will serve as a basis for future guidance and further enhancements
to reinforce the resilience of the healthcare sector against cyber attacks in
the EU.
About Cyber Europe exercises
‘Cyber Europe’ exercises are simulations of large-scale cybersecurity
incidents that escalate to EU-wide cyber crises. The exercises offer
opportunities to analyse advanced cybersecurity incidents, and to deal with
complex business continuity and crisis management situations.
ENISA already organised five pan-European cyber exercises in 2010, 2012,
2014, 2016 and 2018. The event usually takes place every two years.
However, the 2020 edition was cancelled due to the COVID-19 pandemic.
International cooperation between all participating organisations is
inherent to the gameplay, with most European countries participating. It is
a flexible learning experience: from a single analyst to an entire
organisation, with opt-in and opt-out scenarios and where the participants
can customise the exercise to their needs.
To read more: https://www.enisa.europa.eu/news/enisa-news/cybereurope-2022-testing-the-resilience-of-the-european-healthcare-sector
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Number 14

Build-a-satellite program could fast track national security space
missions
High-performance computing enables custom satellite design and analysis
in weeks

Satellites equipped with remote sensing technology execute many critical
national security missions, from detecting explosions to tracking sea ice,
but until now it could take a team years to move from a concept to a
deployable space system.
Valhalla, a Python-based performance modeling framework developed at
Sandia National Laboratories, uses high-performance computing to build
preliminary satellite designs based on mission requirements and then runs
those designs through thousands of simulations.
The results of the simulations feed into an interactive multidimensional
video-like view of satellites executing their mission and hundreds of plots
that show the user the relationship between each of the outputs and inputs
at a glance. This data enables the user to quickly find the solution that best
executes the mission.
Valhalla has already been used to explore space systems for enhanced
Arctic security, study the effects of neuromorphic computing on space
system design, simulate tracking and monitoring a hypothetical refugee
rescue mission in the Mediterranean Sea and other satellite missions.
James Meub, Valhalla project lead and aerospace engineer, said a
multidisciplinary team typically takes months, or even years, to produce a
preliminary design for a remote sensing satellite or to determine how
existing satellites would perform during a new mission.
The team writes mission requirements based on what the satellites will
need to detect and observe, then optical engineers design the payload and
aerospace engineers design a host vehicle.
“The ability to understand how design decisions and requirements affect
these simultaneous activities is iterative, time-consuming and essential to
producing a reliable solution,” Meub said. “Valhalla short-circuits this
process by using high-performance computing to help the user produce a
preliminary design for a satellite or space system in weeks, and it can also
show how groups of nonidentical satellites with different features will
perform in new combinations and scenarios.”
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Increasingly, a group of small satellites working as a system instead of one
large satellite is being considered for remote sensing missions, Meub said.
Customizing a satellite system to mission requirements
Designing a space system with Valhalla is similar to customizing a new car
online. A project team member visits Sandia’s internal Valhalla website
and selects the features and parts needed to execute the mission. The first
step is to provide Valhalla with mission requirements that can be parsed
into quantitative goals, including:
-

Determining the level of fidelity and detail needed by specifying if the
satellite system will need to detect, identify, categorize or associate
objects or events.

-

Selecting the class of object or event to search for, including vehicles,
explosions, aircraft, boats, space debris or other satellites.

-

Selecting the frequency of data collection, or how often the system
should revisit the target objects or events.

-

Selecting the target’s motion model. Will the system need to observe
the trajectory of trucks traveling from one location to another, or will it
need to observe a city, region or neighborhood of interest, or monitor
objects or events across the globe?

-

Specifying any constraints. For example, the system may need to be
compatible with a specific external network.

-

Selecting a mission operation center to feed the images and data
captured by the satellite.

To read more: https://newsreleases.sandia.gov/satellite_design/
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Number 15

WeLeakInfo.to and Related Domain Names Seized
Sites Had Sold Access to Hacked Personal Information And Supported
Distributed Denial of Service Attacks

The FBI and the U.S. Department of Justice announced that they have
seized the internet domain name weleakinfo.to and two related domain
names, ipstress.in and ovh-booter.com, following an international
investigation into websites allowing users to buy access to stolen personal
information or to perform attacks on victim networks.
The announcement was made by U.S. Attorney Matthew M. Graves of the
District of Columbia and Special Agent in Charge Wayne A. Jacobs of the
FBI Washington Field Office’s Criminal and Cyber Division.
“Today, the FBI and the Department stopped two distressingly common
threats: websites trafficking in stolen personal information and sites which
attack and disrupt legitimate internet businesses,” said U.S. Attorney
Graves. “Cyber crime often crosses national borders. Using strong working
relationships with our international law enforcement partners, we will
address crimes like these that threaten privacy, security, and commerce
around the globe.”
“These seizures are prime examples of the ongoing actions the FBI and our
international partners are undertaking to disrupt malicious cyber activity,”
said Special Agent in Charge Jacobs. “Disrupting malicious DDoS
operations and dismantling websites that facilitate the theft and sale of
stolen personal information is a priority for the FBI.”
The WeLeakInfo.to website had claimed to provide its users a search
engine to review and obtain the personal information illegally obtained in
over 10,000 data breaches containing seven billion indexed records –
including, for example, names, email addresses, usernames, phone
numbers, and passwords for online accounts.
The website sold subscriptions so that any user could access the results of
these data breaches, with subscriptions providing unlimited searches and
access during the subscription period (one day, one week, one month, three
months, or lifetime).
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In January 2020, the FBI and the U.S. Department of Justice also
announced that they had seized the internet domain name weleakinfo.com,
shutting down a similar service then provided at that site.
The ipstress.in and ovh-booter.com domains were also seized. Those sites
publicly offered to conduct “Distributed Denial of Service” attacks, or
“DDoS” attacks for clients – specifically, a format called booter or stressor
attacks.
DDoS attacks are a type of network attack in which multiple internetenabled devices are used to attack computers hosting a website – usually
by flooding the site with internet traffic – for the purpose of rendering it
inaccessible to legitimate users or unable to communicate with the
internet.
With execution of the warrant, the seized domain names – weleakinfo.to
and the related domains – are now in the custody of the federal
government, effectively suspending the website’s operation.
Visitors to the site will now find a seizure banner that notifies them that the
domain name has been seized by federal authorities. The U.S. District
Court for the District of Columbia issued the seizure warrant.
The seizures of these domains were part of a coordinated law enforcement
action with the National Police Corps of the Netherlands and the Federal
Police of Belgium. The actions executed by our international partners
included the arrest of a main subject, searches of several locations, and
seizures of the webserver’s infrastructure.
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Any persons having information concerning weleakinfo.to or its owners
and operators are encouraged to provide that information by filing a
complaint (referencing #weleakinfo in the “Description of Incident” field)
with the FBI’s Internet Crime Complaint Center (IC3) at
https://www.ic3.gov/complaint/default.aspx
These seizures are a part of a comprehensive law enforcement action taken
by the FBI, the U.S. Attorney’s Office for the District of Columbia, and the
Department of Justice’s Computer Crime and Intellectual Property Section,
along with international law enforcement, including the Netherlands
National Police Corps and the Belgium Federal Police.
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Number 16

Basel Committee finalises principles on climate-related financial
risks, progresses work on specifying cryptoassets' prudential
treatment and agrees on way forward for the G-SIB assessment
methodology review

-

Basel Committee finalises principles for effective management and
supervision of climate-related financial risks.

-

Progresses work on specifying cryptoasset prudential treatment and
issuing a second consultation paper.

-

Finalises review of the treatment of cross-border exposures within the
European Banking Union on the G-SIB methodology.

The Basel Committee met on 27 May and approved a finalised set of
principles for the effective management and supervision of climate-related
financial risks.
It also progressed its work on specifying a prudential treatment of
cryptoassets and issuing a second consultation paper, and agreed on a way
forward to reflect developments in the European banking union (EBU) on
the assessment methodology for global systemically important banks (GSIBs).
In addition, the Committee is continuing to assess risks to and
vulnerabilities of the global banking system, including those ensuing from
the conflict in Ukraine.
Climate-related financial risks
The Committee agreed to a finalised set of principles for the effective
management and supervision of climate-related financial risks. This
follows the consultation by the Committee on these principles last year.
The principles, which will be published in the coming weeks, seek to
promote a principles-based approach to improving risk management and
supervisory practices to mitigate climate-related financial risks.
They are designed such that they can be adapted to a diverse range of
banking systems in a proportional manner.
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The publication of these principles forms part of the Committee's broader
assessment of potential measures – spanning disclosure, supervisory and
regulatory measures – to address climate-related financial risks to the
global banking system.
The Committee will provide an update on its work across these dimensions
in due course. It will continue to collaborate with other global forums on
climate-related financial risk initiatives.
Cryptoassets
The Committee progressed its work towards issuing a second consultation
paper on the prudential treatment of banks' cryptoasset exposures,
following its initial consultation last year.
Recent developments have further highlighted the importance of having a
global minimum prudential framework to mitigate risks from cryptoassets.
Building on the feedback received by external stakeholders, the Committee
plans to publish another consultation paper over the coming month, with a
view to finalising the prudential treatment around the end of this year.
G-SIB assessment methodology
The Committee has completed its targeted review of the treatment of crossborder exposures within the EBU on the methodology for G-SIBs.
The Committee recognises the progress that has been made in the
development of the EBU.
It agreed to give recognition in the G-SIB framework to this progress
through the existing methodology, which allows for adjustments to be
made according to supervisory judgment.
Under the agreement, a parallel set of G-SIB scores will be calculated for
EBU-headquartered G-SIBs and used to adjust their bucket allocations.
The parallel scores recognise 66% of the score reduction that would result
from treating intra-EBU exposures as domestic exposures under the G-SIB
scoring methodology.
The Committee's agreement will not affect the classification of any banks
as G-SIBs or the scores or bucket allocations of banks outside of the EBU.
In due course, the EU authorities will publish a more detailed description
of the methodology and requirements for relevant EBU-headquartered
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banks to publish the cross-jurisdictional indicators needed to calculate the
parallel set of scores.
Risks and vulnerabilities to the global banking system
Following the outbreak of the Ukraine conflict, the Committee held a series
of meetings to discuss risks and vulnerabilities to the global banking
system. Banks' direct financial exposures to Russia, Ukraine and Belarus
are relatively limited and manageable.
In addition, banks are focusing on their operational resilience while
processing sanctions and dealing with an increase in cyber threats.
However, there are in principle several potential channels by which the
banking system could be affected by the ongoing conflict.
These include indirect, second- and third-round, effects stemming from the
conflict, such as developments in commodity markets and exposures to
financial and non-financial institutions that are affected by the conflict.
The risks stemming from a worsening macroeconomic outlook, rising
inflation and interest rates in a number of markets, and broad-based asset
repricing also warrant close monitoring.
Against this backdrop, the Committee noted the importance for banks and
supervisors to continue to closely monitor, assess and mitigate these risks
and vulnerabilities.
You may visit: https://www.bis.org/press/p220531.htm
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Number 17

Remarks to the Boston Conference on Cyber Security 2022
Christopher Wray, Director, Federal Bureau of Investigation

Introduction
It’s good to be back here at BC, particularly since I couldn’t participate in
the virtual conference last year. In fact, the last time I was able to
participate was in March 2020, right before everything went into
lockdown. It’s pretty incredible how quickly our lives—work, school, social
events —shifted to being online.
I can’t say I was a fan of shifting from interacting with my staff around a
conference table to seeing a fair number of folks show up only on screen,
usually from elsewhere in the building.
It worked, sort of. But I’m glad we’ve been able to go back to meeting in
person. For the FBI, a lot of our work is hard to accomplish online. We
work with a lot of classified information that can’t go home, and we
certainly can’t conduct crime scene investigations remotely.
But I recognize that we’re fairly unique, and a lot of businesses have been
able to cut costs by keeping employees at home instead of leasing office
spaces.
So, it’s clear that our world and our society are not just going back to where
we were two-and-a-half years ago. And people are going to continue to take
advantage of the connectivity that cyberspace provides.
But, at the same time, the shift of our personal and professional lives even
more online has created new vulnerabilities. And malicious cyber actors
are going to continue to take advantage of people and networks.
That includes cybercriminals holding data for ransom and nation states
like China stealing defense and industrial secrets.
And lately, that’s included Russia trying to influence what happens in the
ground war they started—by threatening attacks against the West in
cyberspace.
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I think, if we’re going to address cyber security properly, we’ve got to talk
about how we’re responding to each of those threats.
We’ve got to hold the line on multiple fronts—all at once—to help people
and businesses protect themselves, to support victims, and to inflict costs
on criminals.
And we can’t let up on China or Iran or criminal syndicates while we’re
focused on Russia. So that’s what we’re doing, taking on all these threats
and shifting resources quickly to respond.
And I think it’s worth covering some of those threats with you today.
Russia
I do want to start with Russia because we’re laser focused on them right
now.
I’m not breaking any new ground or compromising any intelligence sources
by saying they’ve been absolutely reckless on the battlefield. They really
don’t care who they hurt—civilians, noncombatants, women, children. And
their recklessness with human lives carries over into how they act in
cyberspace.
Of course, that’s not new. In 2017, the Russian military used the NotPetya
malware to hit Ukrainian critical infrastructure. The attack was supposed
to look like a criminal heist but was actually designed to destroy any
systems it infected.
They targeted Ukraine but ended up also hitting systems throughout
Europe, plus the U.S. and Australia, and even some systems within their
own borders. They shut down a big chunk of global logistics.
That reckless attack ended up causing more than 10 billion dollars in
damages—one of the most damaging cyberattacks in the history of
cyberattacks—and spread world-wide before anyone knew to do anything.
Now, in Ukraine, we see them again launching destructive attacks, using
tools like wiper malware. And we’re watching for their cyber activities to
become more destructive as the war keeps going poorly for them.
At the FBI, we’re on what I’d call combat tempo.
We’ve got a 24/7 cyber command post running, and we've been pushing
out intelligence products and technical indicators—not just to government
partners, but also to private companies and others.
Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 75

We’ve seen the Russian government taking specific preparatory steps
towards potential destructive attacks, here and abroad. We’re racing out to
potential targets to warn them about the looming threat, giving them
technical indicators they can use to protect themselves. And we’re moving
rapidly to disrupt Russian activity.
Russia/WatchGuard
Just this April, the FBI disrupted a botnet that the Russian GRU
intelligence service had created and could have used to obfuscate malicious
and damaging cyber activity.
This is the same Russian agency behind NotPetya and that attacked the
Ukrainian electric grid in 2015, attacked the Winter Olympics and
Paralympics in 2018, and conducted attacks against Georgia in 2019.
The GRU’s Sandworm team had implanted Cyclops Blink malware on
ASUS home routers and Firebox devices, which are firewall devices
produced by WatchGuard Technologies and largely used by small to
medium businesses.
By infecting and controlling thousands of these devices worldwide, the
GRU could string them together to use their computing power in a way that
would hide who was really running the network.
This past November, we alerted WatchGuard about the malware targeting
their devices, and we collaborated with CISA and WatchGuard on
mitigation.
We collected additional malware samples from U.S. victims, while
WatchGuard developed mitigation tools.
We reverse-engineered the malware samples and developed a sophisticated
technical operation to sever the GRU’s ability to communicate with the
botnet’s command-and-control layer.
And in March, we executed the operation and successfully cut their ability
to control the botnet.
We removed malware from the “Firebox” devices—used by small
businesses for network security all over the world—and then shut the door
the Russians had used to access them.
Clearly, that’s not the only threat coming out of Russia, and we’re certainly
not resting on our laurels. But that was a pretty solid hit against Russian
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intelligence. And it shows that we can do quite a bit to counter threats and
help companies hit by threats like that posed by the Russian government.
Reminders and Lessons
As I mentioned earlier, even while we’re at full tilt against Russian cyber
threats, we’re also countering other nation-state and criminal cyber actors.
So we’re particularly attuned to lessons from the Ukraine conflict that
apply more broadly.
We’re not the only ones. We know that China is studying the Ukraine
conflict intently. They’re trying to figure out how to improve their own
capabilities to deter or hurt us in connection with an assault on Taiwan.
So, take for example the blended threat where we see Russia—like China,
Iran, and sometimes other nation states—essentially hiring cyber
criminals, in effect cyber mercenaries.
We see Russian cyber criminals explicitly supporting, and taking actions to
assist, the Russian government, as well as some just taking advantage of
the very permissive operating environment that exists in Russia.
In some instances, we also see Russian intelligence officers, moonlighting,
making money on the side, through cybercrime or using cybercriminal
tools to conduct state-sponsored attacks because they think it gives them
some plausible deniability or will hide who's behind it.
So one key question for us today is, when do criminal actors become agents
of their host nation?
Does money have to change hands, or is publicly pledging support to a
foreign government enough?
We are realizing the value of our accumulated investigative work, with our
partners, against all manner of Russian cyber threats. That work has
established connections, motives, and tactics among Russian hackers
before the current crisis.
It gives us a basis for potentially holding the Russian government
accountable for the actions of a Russian ransomware gang. Because we’ve
been able to show that their government sometimes supports, uses, and
protects, cybercriminals.
A second thing we’re thinking about is the speed and scope of attribution.
How do we balance the need for speed, to get to an operational level of
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attribution, supporting actions we or our partners need to take next,
against specificity?
It won’t surprise you to learn that we can figure out which country is
responsible for something, or even which specific intel service, faster than
we can identify which individual was sitting at the keyboard.
For victims, we’re helping as we respond to malicious cyber activity in this
kinetic, destructive context, we’ve found that speed trumps pretty much
everything else. It’s more important for us to get to their doorstep in an
hour than it is to tell them whether we’re looking at nation-state cyber
activity or cyber criminals.
But it’s also important to keep marching toward more-specific attribution
even while we hand off defensive information before we build the full
picture of who’s responsible. Because for the broader government’s
response calculations—for us to meaningfully degrade, disrupt, and deter a
cyber adversary—we often need to be a lot more specific about who’s
responsible.
A third lesson, or really a reminder, from this conflict with broad
application: When it comes to the threat of destructive attack, the
adversary’s access is the problem.
This is something we’ve talked about a lot, but that has acquired
heightened resonance lately. Russia has, for years and years, been trying to
infiltrate companies to steal information.
In the course of doing so, they’ve gained illicit access to probably
thousands of U.S. companies, including critical infrastructure. Just look at
the scope of their Solar Winds campaign.
They can use the same accesses they gained for collection and intelligence
purposes to do something intentionally destructive. It’s often not much
more than a question of desire.
That’s why, when it comes to Russia today, we’re focused on acting as early,
as far “left of boom,” as we can against the threat.
That is, launching our operations when we see the Russians researching
targets, scanning, trying to gain an initial foothold on the network, not
when we see them later exhibit behavior that looks potentially destructive.
As broad as Russia’s potential cyber accesses across the country may be,
they pale in comparison to China’s.
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So the same reminder that this conflict has given the community about the
urgency of battling adversaries at the point of access, or earlier, applies in
spades when we think about how to defend against the Chinese Communist
Party’s potential aggression toward Taiwan.
We need to study what’s going on with Russia and learn from it because
we’re clearly not the only ones paying attention.
China
Now, China is clearly a very different threat than Russia. The Chinese
government is methodical, hacking in support of long-term economic
goals.
And China operates on a scale Russia doesn’t come close to. They’ve got a
bigger hacking program than all other major nations combined. They’ve
stolen more American personal and corporate data than all nations
combined. And they’re showing no sign of tempering their ambition and
aggression.
Even their hacks that may seem noisy and reckless actually fit into a longterm, strategic plan to undermine U.S. national and economic security.
China’s economy also gives it leverage and tools, sway over companies, that
Russia lacks. For many U.S. and foreign companies doing business in
China, or looking to, the cost effectively amounts to a blanket consent to
state surveillance in the name of security—at best.
At worst, they’ve got to accept the risk that their sensitive information may
be co-opted to serve Beijing’s geopolitical goals.
In 2020, we became aware that some U.S. companies operating in China
were being targeted through Chinese government-mandated tax software.
The businesses were required to use certain government-sanctioned
software to comply with the value-added tax system and other Chinese
laws.
A number of U.S. companies then discovered that malware was delivered
into their networks through this software. So, by complying with Chinese
laws for conducting lawful business in China, they ended up with
backdoors into their systems that enabled access into what should be
private networks.
That’s just one example of how the Chinese government is pursuing their
goal to lie, cheat, and steal their way into global domination of technology
sectors. It’s really a whole-of-government operation to steal research and
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proprietary secrets from U.S. companies and then undercut prices on the
global market. So that companies that play by the rules can’t compete.
That effort is not limited to cyber. Heck, we’ve caught Chinese agents out in
the heartland of the U.S. targeting our agricultural innovation, sneaking
into fields to dig up proprietary, experimental, genetically modified seeds.
But China’s other means of stealing technology—things like human spies,
corporate transactions—often run in concert with, and even in service of,
its cyber program. Like when the MSS recently used a human agent on the
inside to enable hackers in mainland China to penetrate GE Aviation’s joint
venture partner and steal proprietary engine technology.
The Chinese government sees cyber as the pathway to cheat and steal on a
massive scale. In March 2021, Microsoft and other U.S. tech and
cybersecurity companies disclosed some previously unknown
vulnerabilities targeting Microsoft Exchange Server software.
The hackers, operating out of China, had compromised more than 10,000
U.S. networks, moving quickly and irresponsibly to do so prior to the
public disclosure of the vulnerabilities. Through our private sector
partnerships, we identified the vulnerable machines.
And learned the hackers had implanted webshells—malicious code that
created a backdoor and gave them continued remote access to the victims’
networks. So, we pushed out a joint advisory with CISA to give network
defenders the technical information they needed to disrupt the threat and
eliminate those backdoors.
But some system owners weren’t able to remove the webshells themselves,
which meant their networks remained vulnerable. So, we executed a
surgical, court-authorized operation, copying and removing the harmful
code from hundreds of vulnerable computers.
Those backdoors the Chinese government hackers had propped open?
We slammed them shut, so the cyber actors could no longer use them to
access victim networks. So, while that’s another win we can celebrate, it is
also a stark reminder that the Chinese government remains a prolific and
effective cyber espionage threat.
Iran and Boston Children’s Hospital
And China and Russia aren’t the only nation states exhibiting malicious
behavior on the international stage. Iran and North Korea also continue to
carry out sophisticated intrusions targeting U.S. victims.
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In fact, in the summer of 2021, hackers sponsored by the Iranian
government tried to conduct one of the most despicable cyberattacks I’ve
seen—right here in Boston—when they decided to go after Boston
Children’s Hospital.
Let me repeat that, Boston Children’s Hospital.
We got a report from one of our intelligence partners indicating Boston
Children’s was about to be targeted. And, understanding the urgency of the
situation, the cyber squad in our Boston Field Office raced to notify the
hospital.
Our folks got the hospital’s team the information they needed to stop the
danger right away. We were able to help them ID and then mitigate the
threat.
And quick actions by everyone involved, especially at the hospital,
protected both the network and the sick kids who depend on it.
It’s a great example of why we deploy in the field the way we do, enabling
that kind of immediate, before-catastrophe-strikes response.
Ransomware
Unfortunately, hospitals these days—and many other providers of critical
infrastructure—have even more to worry about than Iranian government
hackers.
If malicious cyber actors are going to purposefully cause destruction or are
going to hold data and systems for ransom, they tend to hit us somewhere
that’s going to hurt. That’s why we’ve increasingly seen cybercriminals
using ransomware against U.S. critical infrastructure sectors.
In 2021, we saw ransomware incidents against 14 of the 16 U.S. critical
infrastructure sectors, including healthcare, but also many of the other
things we depend on.
Ransomware gangs love to go after things we can’t do without.
We’ve seen them compromise networks for oil and gas pipelines, grade
schools, 9-1-1 call centers. They also go after local governments.
The FBI cyber team here in Boston, for example, last May uncovered
important indicators of compromise for the Avaddon ransomware strain.
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Avaddon was one of the most prolific ransomware variants in the world at
the time. Our folks quickly published what they found to warn the public.
And just two days after that, a local police department in the Southwest
told FBI Boston that they’d seen some of those indicators of compromise
we published—newly identified malicious IP addresses—connecting to the
department’s network.
The police department was able to use our Boston Division’s information to
stop Avaddon from infecting their network.
So, that’s our folks here helping out a city on the other side of the country
and a lot of other potential victims nationwide, but also a reminder of the
kind of damage ransomware groups are able and willing to inflict.
Lessons Learned from Disrupting Hackers
Hopefully, as you listen, you’ve been gleaning a bit about our focus. We aim
to stop attacks, and degrade actors, as early as we can.
It’s worth taking a few minutes to think about what we’ve learned from the
operations of the past couple of years, as more and more of society has
moved online, and as cyberattacks and intrusions have accelerated.
For one, we’ve learned that in cyber, as with other parts of our work
countering criminal organizations, we can impose costs on cybercriminals
by focusing on three things: the people, their infrastructure, and their
money. We make the most durable impact when we disrupt all three
together and when we set aside who gets credit and just equip the best
athlete with the information they need to take action.
First: To go after the people, we work with like-minded countries to
identify who’s responsible for the most damaging ransomware schemes
and take them out of the game. That may mean arresting and extraditing
them to the U.S. to face justice. Or it may mean prosecution by a foreign
partner.
Crucially, we cast a broad net, going after everyone from the ransomware
administrators building the malware, to affiliates deploying it, to the
hosting providers and money launderers making the criminal enterprise
possible.
Second: Simultaneously, taking down cybercriminals’ technical
infrastructure disrupts their operations.
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For instance, last year, the FBI led an international operation that seized
control of a botnet called Emotet, consisting of tens of thousands of
infected computers, which had been used in a range of cybercrime schemes
including ransomware.
And that Russian botnet we just disrupted in March is another great
example of how we can take infrastructure offline before it causes damage.
Third: By going after their money, when we seize virtual wallets and return
stolen funds, we hit them where it hurts, taking resources away from the
bad guys, helping to prevent future criminal operations.
And we’ve had even bigger successes in disrupting operations by shutting
down illicit currency exchanges.
Bottom line: We believe in using every tool we’ve got to impose risk and
consequences and to remove bad guys from cyberspace.That includes
leveraging every partnership we have.
FBI’s Role and the Virtuous Cycle
So how do we make all that happen. How do we make sure the best athlete
has the proverbial ball at the right time and that we’re all making each
other stronger?
There's a symmetry to the way we identify threats and the way we deal with
them.
At the FBI, as both a law enforcement and intelligence service, we're
pulling in information about hostile cyber activity from a wide range of
sources, from on one end of the spectrum, providers, incident response
firms, victims, and others in the private sector, and from our partnerships
with CISA, Treasury, and other SRMAs.
From our FISA collection, human sources, our fellow USIC agencies'
signals and human collection, and from intelligence and law enforcement
partners around the world, many of whom have overseas FBI cyber agents
working alongside them daily.
Then, we analyze what the adversaries are trying to do, and how. We take,
for example, information shared by one victim we know they hit and work
back to find others either already being hit or about to be.
We dissect their malware to see what it's capable of and compare what we
see in the field to what we know about their strategic intent.
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Then—the other side of that symmetry I mentioned—we quickly push the
information we've developed to wherever it can do the most good, whether
that means employing our tools or arming partners to use theirs, or both.
Often that means racing information to victims or potential victims.
We've developed the ability to get a technically trained agent out to just
about any company in America in an hour, and we use it a lot.
Almost every week, we’re rushing cyber agents out to help companies
figure out what they’ve got on their systems, how to disrupt it, how to
interrupt it, how to mitigate, and how to prevent this from becoming
something much worse.
Other times, we work jointly with CISA, and often NSA, to disseminate the
information even more broadly, if more companies and public entities can
make use of it.
For example, in the last couple of months you've seen us publish indicators
of compromise for Russian cyber operations targeting U.S. critical
infrastructure, helping companies prepare defenses and enabling threat
hunting.
And not long ago, you saw us and NSA push out details on malware the
GRU was using to help companies defend against it.
But we're also pushing what we learn to government partners in order to
enable joint, sequenced operations that disrupt the harm at its source, at
the same time we’re helping companies mitigate on their own networks.
We push targeting information about hostile infrastructure abroad either
to foreign law enforcement, to seize or shut down; or to government
partners here with a mandate to conduct offensive operations overseas; or
to Treasury or Commerce, for sanctions.
And so on.
But it’s important to keep in mind that we aren’t playing a one-move game.
What we need to do is kick off a virtuous cycle that feeds on itself.
We use the information one company might give us to develop information
about who the adversary is, what they're doing, where, why, and how,
taking pains to protect that company’s identity just as we do our other
sources.
Then, when we pass what we develop to partners here and abroad—our
fellow U.S. and foreign intel services, foreign law enforcement, CISA and
sector risk management agencies, providers like Microsoft.
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Crucially, those partners can then in turn leverage what we've given to
provide us with more information.
Enhancing our Global Investigations
Helping us discover more malicious infrastructure we can target ourselves,
or alert private sector partners to more opportunities to arrest or otherwise
disrupt the adversaries, which leads us to more useful information to pass
back to that first company, to better remediate and protect itself, maybe
find more technical info it can share back to us and to our partners, to take
further steps. And so on.
It's why we're deployed all over this country and in nearly 80 countries
around the world.
What these partnerships let us do is hit our adversaries at every point—
from the victims' networks, back all the way to the hackers' own computers.
Of course, for this virtuous cycle of information to work, we rely on
companies to work with us the way WatchGuard and Boston Children’s
Hospital did.
So, for companies that conduct any work on the internet, I would
encourage you to have an incident response plan and to include contacting
your local FBI field office as part of that plan. It’s immensely helpful for
any business to have an existing relationship with their local office before
an attack occurs.
In fact, that’s one of the reasons we were able to help Boston Children’s
Hospital so quickly.
The FBI Boston Field Office had worked with Children’s on a series of
attacks in 2014—those stemming from a misguided online protest. We
worked closely with Children’s all the way through our investigation, which
led to a conviction and sentencing of the hacker in 2019.
So, Children’s and our Boston office already knew each other well before
the attack from Iran, and that made a difference.
So, I’d encourage everyone to give us a call and talk with your local FBI
cyber team.
But whether you take that proactive step or not, if you suspect a cyber
intrusion, please report the compromise by contacting your local field
office immediately—the more quickly we get involved, the more we can do
to help.
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Conclusion
Thank you all for being here and for inviting me to speak.
Our goal at the FBI is to make sure Americans and our partners and
families overseas can use cyberspace safely and securely. To do that, we
rely on help from everyone in this room—whether you’re a government
partner, a service provider, or an online content writer. And I want you to
know you can rely on us to help you.
Thank you for your trust and for your ideas on how to do this better.
I’m looking forward to helping the Bureau work with each of you.
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Number 18

Monetary policy and inflation in times of war
Henry Ohlsson, Deputy Governor of Sveriges Riksbank, at the Uppsala
University

The 2020s could certainly have begun better. Following a pandemic, which
we still haven’t quite seen the end of, another war has broken out in
Europe.
As information now spreads faster than ever before, via news channels and
social media, and as it is a country quite close to us that has been affected,
the war in Ukraine has shaken us more than usual in our safe Swedish
everyday lives. That, at least, is how I feel.
However horrific the war in Ukraine may be, it is not the war as such that I
intended to talk about today, but its economic consequences – and those of
war in general.
After all, it is in the field of economics that I have my comparative
advantages, and as policy-maker at a central bank, monitoring the
economic consequences is, of course, something that is part of my job. I
will focus on the effects on inflation, as they are particularly important for
a central bank.
When major and unusual events such as a war occur, there is no ‘manual’
for how to act as an economic policy decision-maker.
All wars are different – in terms of their scale and duration, their location
and their impact on the world around them. Instead, we must brush up on
our possible knowledge of history and try to see if there are past historical
episodes from which we can learn something for the current situation.
It is of course also important to study the available literature on the
economic consequences of war to see whether it is possible to find common
denominators that can give clues regarding the situation that has arisen.
What I intend to do today is to first briefly review what research literature
has to say about the connection between war and inflation. Then I will look
back at previous episodes when war was associated with rising inflation in
Sweden and draw some conclusions from this.
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Finally, I intend to say something about how I view the current situation
from a monetary policy perspective. As usual, it is my personal views that I
am expressing.
War often leads to inflation
The fact that war and inflation often go hand in hand has been known for a
very long time. Back in 500 BC Sun Tzu, Chinese general and author of a
book on the art of war, observed: “Where the army is, prices are high; when
prices rise the wealth of the people is exhausted.”
What this refers to is, of course, that an army of perhaps tens of thousands
of soldiers requires a lot of resources just to stay alive and these can be
difficult to raise in a geographically restricted area.
Demand simply rises in relation to the available supply of food and other
necessities, and this causes inflation to rise. If, as has often been the case
throughout history, the army supports itself by looting, it may be able to
survive for a while, but for the civilian population, prices will rise because
supply decreases.
Of course, an army could not survive indefinitely in one place, because
resources sooner or later run out. In his book “Ofredsår” (“Years of
Trouble”), Peter Englund has likened the Swedish army during the Thirty
Years’ War to a shark that must be constantly on the move to avoid
succumbing.
Once a war had started, the armies of the time lived partly their own lives,
separated from the state, and largely organised their own supplies,
especially of course during campaigns abroad. Inflation therefore increased
more locally depending on where the armies happened to be, as a result of
the demand for food and other necessities exceeding supply.
Rising demand and printing money
When a country rearms and fights a war, inflation can also rise in the
whole economy for the same reason, that is, demand rises in relation to
supply.
A sharp increase in public expenditure as a result of rearmament or war
effort increases capacity utilisation in the economy and can therefore lead
to higher inflation.
In connection with the Second World War, the US economy approached
full capacity utilisation, which contributed to a rise in inflation. Some
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economists argue that it was the US rearmament in connection with the
war that finally put an end to the 1930s depression.
The way in which a rearmament or war is financed is also of great
importance to the way in which inflation develops. The financing can entail
increasing taxes or decreasing expenditures other than military, by raising
loans or by making the central bank print more money. If a war is financed
by increasing taxes or decreasing other expenditure, public purchasing
power will be reduced.
This counteracts the inflationary effect of increased public expenditure. At
the same time, tax financing may be politically difficult to implement. In
the short term, the politically easiest way of financing war, but in the
longer term perhaps the most harmful, is through the printing of money, as
this almost inevitably results in higher inflation.
A fairly large share of the literature on the effects of war on inflation is
about the financing of war. A review of the effects on inflation of the United
States’ wars from the American Revolution to the First Gulf War shows
that when the US has been involved in more limited wars, they have
usually been financed through higher taxes or increased borrowing or a
combination of these.
However, in the case of major wars, the point where these two methods of
financing have been considered exhausted has often been reached, and the
government therefore turned to the printing press. The result has often
been a considerably higher inflation rate.
The two world wars are examples of this. After a war, sovereign debt has
often increased considerably. At the same time, it may be difficult to raise
tax revenue in the same way as before the war.
This may be because the political situation has become more unstable or
the economy's production capacity has declined. In such a situation, there
may be a great temptation for a government to try to alleviate the situation
by using the printing press to finance current expenditure and pay off the
loans.
Difficulties in generating sufficient tax revenues are considered to be an
important explanation for the high inflation in countries such as Germany,
Austria, Hungary, Poland and Russia after the First World War and also for
the highest rate of hyperinflation in the modern age, that in Hungary in
1945- 1946. According to some estimates, prices at their fastest then
doubled in fifteen hours.
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To read more:
https://www.riksbank.se/globalassets/media/tal/engelska/ohlsson/2022/
ohlsson---monetary-policy-and-inflation-in-times-of-war.pdf
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Number 19

BLUETOOTH SIGNALS CAN BE USED TO IDENTIFY AND
TRACK SMARTPHONES
It's the first time researchers have demonstrated it's feasible to track
individuals using Bluetooth

A team of engineers at the University of California San Diego has
demonstrated for the first time that the Bluetooth signals emitted
constantly by our mobile phones have a unique fingerprint that can be
used to track individuals’ movements.
Mobile devices, including phones, smartwatches and fitness trackers,
constantly transmit signals, known as Bluetooth beacons, at the rate of
roughly 500 beacons per minute.These beacons enable features like
Apple’s “Find My” lost device tracking service; COVID-19 tracing apps; and
connect smartphones to other devices such as wireless earphones.
Prior research has shown that wireless fingerprinting exists in WiFi and
other wireless technologies. The critical insight of the UC San Diego team
was that this form of tracking can also be done with Bluetooth, in a highly
accurate way.
“This is important because in today’s world Bluetooth poses a more
significant threat as it is a frequent and constant wireless signal emitted
from all our personal mobile devices,” said Nishant Bhaskar, a Ph.D.
student in the UC San Diego Department of Computer Science and
Engineering and one of the paper’s lead authors.
The team, which includes researchers from the Departments of Computer
Science and Engineering and Electrical and Computer Engineering,
presented its findings at the IEEE Security & Privacy conference in
Oakland, Calif., on May 24, 2022.
All wireless devices have small manufacturing imperfections in the
hardware that are unique to each device. These fingerprints are an
accidental byproduct of the manufacturing process.
These imperfections in Bluetooth hardware result in unique distortions,
which can be used as a fingerprint to track a specific device. For Bluetooth,
this would allow an attacker to circumvent anti-tracking techniques such as
constantly changing the address a mobile device uses to connect to Internet
networks.
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Tracking individual devices via Bluetooth is not straightforward. Prior
fingerprinting techniques built for WiFi rely on the fact that WiFi signals
include a long known sequence, called the preamble. But preambles for
Bluetooth beacon signals are extremely short.
To read more: https://jacobsschool.ucsd.edu/news/release/3461
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Number 20

COFFEE Program Jump-Starts Integrable Filtering for
Wideband Superiority
DARPA selects teams for COmpact Front-end Filters at the ElEment-level
to sharpen focus on mitigating complex electromagnetic environment

The radio frequency (RF) spectrum environment is rapidly evolving. To
achieve superiority in electromagnetic spectrum (EMS) operations in the
modern era – including over adversaries gaining ground in the domain –
requires higher-level performance and flexibility in critical elements.
One area of priority: heightened multifunctionality and granular
optimization in Active Electronically Scanned Arrays (AESAs).
DARPA’s work has long targeted foundational technological challenges and
advances that provide U.S. forces a decisive edge. Acutely attuned EMS
capabilities are crucial enablers for mission-critical situational awareness
and tactical communications.
Unlike limited, narrowband phased array systems, wideband AESAs
employ hundreds or thousands of tiny antenna elements that can all
transmit and receive signals.
To help solve multifaceted and mounting challenges, DARPA has selected
the research teams for the COmpact Front-end Filters at the ElEment-level
(COFFEE) program, which seeks to create a new class of integrable, highfrequency filters with low loss, high-power handling, and seamless
uniformity.
The selected teams will be led by Northrop Grumman, Raytheon, Akoustis,
BAE Systems, Metamagnetics, Georgia Institute of Technology, Columbia
University, Carnegie Mellon University, University of Michigan, University
of Texas at Austin and University of California at Los Angeles.
An AESA’s ability to dynamically reconfigure radar beams and
communicate across a range of frequencies is especially important in
congested environments.
This versatility remains key in military operations: resistance to signal
jamming and interception while capable of mapping, navigating, sensing,
tracking, visualizing, and creating high-bandwidth data links for crossdomain operations.
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However, AESAs and broader EMS advances must evolve proactively and
progressively to maintain and accelerate the U.S. technological advantage.
The COFFEE program will focus on creating an integrable filter technology
to mitigate interference and maximize performance across a challenging Sband through Ku-band (i.e., 2 GHz to 18 GHz) frequency range.
These filters must not only distill signals across the expansive frequency
range, but do so while physically bound within an 18 GHz half-wavelength
array pitch (i.e., 69 mm2, a space smaller than a dime).
This new filter technology will account for digital-at-every-element
advances – impacting each of an AESA’s hundreds or thousands of tiny
antenna elements – for high-frequency systems facing increasingly
unacceptable tradeoffs in size, weight, performance, and interoperability.
“With the Defense Department-wide emphasis on electromagnetic
spectrum superiority, our AESAs are tasked with a heightened demand for
greater range, volume, and function. These demands are magnified by
trends toward wider bandwidths and digitization at the level of the
individual element,” said Dr. Benjamin Griffin, the program manager
leading the COFFEE program.
“There is very little room to integrate conventional filter technologies,
exposing each element to the full bandwidth of potential threats. Today,
there is no integrable filtering technology to meet these compounding
requirements.”
The primary focus area of the program will leverage emerging
microelectronics materials, integration, and design to build integrable
filters, advancing new classes of miniaturized resonators as the building
blocks.
An additional, forward-looking focus area is oriented around millimeterwave frequencies (demonstrating performance at 50 GHz), targeting
fundamental limits of compact resonators beyond 18 GHz.
“DARPA has been at the forefront of creating opportunities for
multifunctional AESAs, with programs such as Arrays at Commercial
Timescales (ACT),” Griffin said.
“COFFEE is expected to establish an integrable filter technology for
Defense Department AESAs, but this work will also have implications in
commercial mobile sector advances expected in the near future.”
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The COFFEE program, which is expected to run for 50 months across three
phases – an 18-month base Phase I and two 15-month option phases – is a
part of DARPA’s Electronics Resurgence Initiative (ERI) focused on
advancing the U.S. semiconductor industry.
The program addresses part of ERI’s focus on revolutionizing
communications for the 5G era and beyond. Research will kick off in the
spring of 2022.
To read more: https://www.darpa.mil/news-events/2022-06-01
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Number 21

Seeking COVID’s Kryptonite
NIST and DHS collaboration reveals which wavelengths of UV light work
best for COVID-19 virus disinfection.

To disinfect a surface, you can illuminate it with a blast of ultraviolet (UV)
light, which is bluer than the human eye can see. But to specifically
inactivate SARS-CoV-2, the virus that causes COVID-19, which
wavelengths are best? And how much radiation is enough?
Answering those questions requires scientists to overcome two main
obstacles. First, they need to separate the virus completely from extraneous
substances in the environment. Second, they need to illuminate the virus
with a single wavelength of UV light at a time, with minimal changes to the
experimental setup between tests.
A recent collaboration between the National Institute of Standards and
Technology (NIST) and the National Biodefense Analysis and
Countermeasures Center (NBACC), a U.S. Department of Homeland
Security Science and Technology Directorate laboratory, overcame both
these obstacles and completed what may be the most thorough test ever
conducted of how several different UV and visible wavelengths affect
SARS-CoV-2.
In a new paper published this week in Applied Optics, the collaborators
describe their novel system for projecting a single wavelength of light at a
time onto a sample of COVID-19 virus in a secure laboratory.
Classified as Biosafety Level 3 (BSL-3), the lab is designed for studying
microbes that are potentially lethal when inhaled. Their experiment tested
more wavelengths of UV and visible light than any other study with the
virus that causes COVID-19 to date.
So, what is SARS-CoV-2’s kryptonite? As it turns out, nothing special: The
virus is susceptible to the same wavelengths of UV light as other viruses
such as those that cause the flu.
The most effective wavelengths were ones in the “UVC” range between 222
and 280 nanometers (nm). UVC light (full range from 200 to 280 nm) is
shorter than the UVB wavelengths (280 to 315 nm) that cause sunburn.
Researchers also showed that the virus’s surroundings can have a
protective effect on the virus. In the study, it took a smaller UV dose to
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inactivate viruses when they were placed in pure water than when they
were placed in simulated saliva, which contains salts, proteins and other
substances found in actual human saliva.
Suspending the virus in simulated saliva creates a situation similar to realworld scenarios involving sneezes and coughs. This may make the findings
more directly informative than those of previous studies.
“I think one of the big contributions of this study is that we were able to
show that the kind of idealized results we see in most studies don’t always
predict what happens when there’s a more realistic scenario at play,” said
Michael Schuit of NBACC. “When you have material like the simulated
saliva around the virus, that can reduce the efficacy of UV decontamination
approaches.”
Manufacturers of UV disinfection devices and regulators can use these
results to help inform how long surfaces in medical settings, airplanes, or
even liquids should be irradiated to achieve inactivation of the SARS-CoV2 virus.
“Right now, there’s a big push to get UVC disinfection into the commercial
atmosphere,” said NIST researcher Cameron Miller. “Long-term, hopefully
this study will lead to standards and other methodologies for measuring
UV dose required to inactivate SARS-CoV-2 and other harmful viruses.”
This project built upon earlier work the NIST team did with another
collaborator on inactivating microorganisms in water.
Shed a Little Light
Depending on the wavelength, UV light damages pathogens in different
ways. Some wavelengths can damage microbes’ RNA or DNA, causing
them to lose the ability to replicate. Other wavelengths can break down
proteins, destroying the virus itself.
Even though people have known about UV light’s disinfection abilities for
more than a hundred years, there’s been an explosion in UV disinfection
research in the past decade.
One reason is that traditional sources of UV light sometimes contain toxic
materials such as mercury. Recently, use of nontoxic LED lamps as a UV
light source has mitigated some of these concerns.
For this study, the NIST collaborators worked with biologists at NBACC,
whose research informs biodefense planning on biological threats such as
anthrax and Ebola virus.
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“What NBACC was able to do was grow the virus, concentrate it, and
remove everything else,” Miller said. “We were trying to get a clear message
of how much light we need to inactivate just the SARS-CoV-2 virus.”
In the study, the team tested the virus in different suspensions. In addition
to using the saliva mimic, scientists also put the virus in water to see what
happened in a “pure” environment, without components that could shield
it. They tested their virus suspensions both as liquids and as dried droplets
on steel surfaces, which represented something that an infected person
might sneeze or cough out.
NIST’s job was to direct the UV light from a laser onto the samples. They
were looking for the dose required to kill 90% of the virus.
With this setup, the collaboration was able to measure how the virus
responded to 16 different wavelengths spanning from the very low end of
the UVC, 222 nm, all the way up into the middle part of the visible
wavelength range, at 488 nm. Researchers included the longer wavelengths
because some blue light has been shown to have disinfecting properties.
No Piece of Cake
Getting the laser light onto the samples in a secure lab was not trivial.
Researchers in a BSL-3 lab wear scrubs and hoods with respirators.
Leaving the lab requires a long shower before changing back into civilian
clothes.
Equipment such as the team’s expensive laser would have had to undergo a
considerably more severe sterilization procedure.
“It’s sort of a one-way door,” Miller said. “Anything coming out of that lab
has to be either incinerated, autoclaved [heat-sterilized], or chemically
disinfected with hydrogen peroxide vapor. So, taking our $120,000 laser in
was not the option we wanted to use.”
Instead, the NIST researchers designed a system where the laser and some
of the optics stood in a hallway outside the lab. They piped the light
through a 4-meter-long fiber optic cable that passed through a seal under a
lab door. Negative pressure kept air flowing from the hallway into the lab
and prevented anything from leaking back out.
The laser produced a single wavelength at a time and was fully tunable so
that researchers could produce any wavelength they liked. But because
light bends at different angles depending on its wavelength, they had to
create a prism system that changed the angle at which the light entered the
fiber so that it lined up properly.
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Changing the exit angle involved manually turning a knob they created to
adjust the position of a prism. They tried to make it all as simple as
possible, with a minimal number of moving parts.
“The device that the NIST team came up with allowed us to rapidly test a
very wide range of different wavelengths, all at very controlled and precise
wavebands,” Schuit said. “If we were trying to do the same number of
wavelengths without that system, we would have had to juggle a bunch of
different types of devices, each of which would have produced wavebands
of different widths. They would have required different configurations, and
there would have been a lot of additional variables in the mix.”
Manipulating the light required mirrors and lenses, but the researchers
designed it to use as few as possible, because each one leads to a loss in
intensity for UV light.
For the materials that had to enter the lab to project the light from the fiber
onto the samples of COVID virus, the team tried to use inexpensive parts.
“We 3D-printed a lot of things,” said NIST physicist Steve Grantham, a key
member of the team along with NIST’s Thomas Larason. “So, nothing was
really expensive and if we don’t ever use it again, it’s not a big deal.”
Even communicating between the laser area and the inside of the lab was
difficult because people could not go in and out as they pleased, so they
employed a wired intercom system.
Despite the challenges, the system worked surprisingly well, Miller said,
especially given that they only had months to put it together. “There’s a
couple areas we probably could improve on, but I think our gains would be
minimal,” Miller said.
The NIST team plans to use this system for future studies of other viruses
and microorganisms that biologists at high-security labs might want to
conduct.
“When the next virus comes along, or whatever pathogen they’re interested
in, all we have to do is roll the laser system up there, push a fiber under
there, and they’ll connect it to their projector system,” Miller said. “So now
we’re ready for the next time.”
This work was funded in part by the Department of Homeland Security
Science and Technology Directorate.
-- Reported and written by Jennifer Lauren Lee
To read more: https://www.nist.gov/news-events/news/2022/06/seekingcovids-kryptonite
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Number 22

Weak Security Controls and Practices Routinely Exploited for
Initial Access

Cyber actors routinely exploit poor security configurations (either
misconfigured or left unsecured), weak controls, and other poor
cyber hygiene practices to gain initial access or as part of other
tactics to compromise a victim’s system.
This joint Cybersecurity Advisory identifies commonly exploited controls
and practices and includes best practices to mitigate the issues. This
advisory was coauthored by the cybersecurity authorities of the United
States, Canada, New Zealand, the Netherlands, and the United Kingdom.
Malicious cyber actors often exploit the following common weak security
controls, poor configurations, and poor security practices to employ the
initial access techniques.
• Multifactor authentication (MFA) is not enforced. MFA, particularly for
remote desktop access, can help prevent account takeovers. With Remote
Desktop Protocol (RDP) as one of the most common infection vector for
ransomware, MFA is a critical tool in mitigating malicious cyber activity.
Do not exclude any user, particularly adminstrators, from an MFA
requirement.
• Incorrectly applied privileges or permissions and errors within access
control lists. These mistakes can prevent the enforcement of access control
rules and could allow unauthorized users or system processes to be granted
access to objects.
• Software is not up to date. Unpatched software may allow an attacker to
exploit publicly known vulnerabilities to gain access to sensitive
information, launch a denial-of-service attack, or take control of a system.
This is one of the most commonly found poor security practices.
• Use of vendor-supplied default configurations or default login usernames
and passwords. Many software and hardware products come “out of the
box” with overly permissive factory default configurations intended to
make the products user-friendly and reduce the troubleshooting time for
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customer service. However, leaving these factory default configurations
enabled after installation may provide avenues for an attacker to exploit.
Network devices are also often preconfigured with default administrator
usernames and passwords to simplify setup. These default credentials are
not secure—they may be physically labeled on the device or even readily
available on the internet.
Leaving these credentials unchanged creates opportunities for malicious
activity, including gaining unauthorized access to information and
installing malicious software.
Network defenders should also be aware that the same considerations
apply for extra software options, which may come with preconfigured
default settings.
• Remote services, such as a virtual private network (VPN), lack sufficient
controls to prevent unauthorized access. During recent years, malicious
threat actors have been observed targeting remote services.
Network defenders can reduce the risk of remote service compromise
by adding access control mechanisms, such as enforcing MFA,
implementing a boundary firewall in front of a VPN, and leveraging
intrusion detection system/intrusion prevention system sensors
to detect anomalous network activity.
• Strong password policies are not implemented. Malicious cyber actors
can use a myriad of methods to exploit weak, leaked, or compromised
passwords and gain unauthorized access to a victim system. Malicious
cyber actors have used this technique in various nefarious acts and
prominently in attacks targeting RDP.
• Cloud services are unprotected. Misconfigured cloud services are
common targets for cyber actors. Poor configurations can allow for
sensitive data theft and even crypto jacking.
• Open ports and misconfigured services are exposed to the internet. This is
one of the most common vulnerability findings. Cyber actors use scanning
tools to detect open ports and often use them as an initial attack vector.
Successful compromise of a service on a host could enable malicious cyber
actors to gain initial access and use other tactics and procedures to
compromise exposed and vulnerable entities. RDP, Server Message Block
(SMB), Telnet, and NetBIOS are high-risk services.
• Failure to detect or block phishing attempts. Cyber actors send emails
with malicious macros—primarily in Microsoft Word documents or Excel
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files—to infect computer systems. Initial infection can occur in a variety of
ways, such as when a user opens or clicks a malicious download link, PDF,
or macro-enabled Microsoft Word document included in phishing emails.
• Poor endpoint detection and response. Cyber actors use obfuscated
malicious scripts and PowerShell attacks to bypass endpoint security
controls and launch attacks on target devices. These techniques can be
difficult to detect and protect against.
MITIGATIONS
Applying the following practices can help organizations strengthen their
network defenses against common exploited weak security controls and
practices.
Control Access
• Adopt a zero-trust security model that eliminates implicit trust in any one
element, node, or service, and instead requires continuous verification of
the operational picture via real-time information from multiple sources to
determine access and other system responses. Zerotrust architecture
enables granular privilege access management and can allow users to be
assigned only the rights required to perform their assigned tasks.
• Limit the ability of a local administrator account to log in from a remote
session (e.g., deny access to this computer from the network) and prevent
access via an RDP session. Additionally, use dedicated administrative
workstations for privileged user sessions to help limit exposure to all
the threats associated with device or user compromise.
• Control who has access to your data and services. Give personnel access
only to the data, rights, and systems they need to perform their job. This
role-based access control, also known as the principle of least priviledge,
should apply to both accounts and physical access.
If a malicious cyber actor gains access, access control can limit the actions
malicious actors can take and can reduce the impact of misconfigurations
and user errors.
Network defenders should also use this role-based access control to limit
the access of service, machine, and functional accounts, as well as the use
of management privileges, to what is necessary. Consider the following
when implementing access control models:
o Ensure that access to data and services is specifically tailored to each
user, with each employee having their own user account.
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o Give employees access only to the resources needed to perform their
tasks.
o Change default passwords of equipment and systems upon installation or
commissioning.
o Ensure there are processes in place for the entry, exit, and internal
movement of employees. Delete unused accounts, and immediately remove
access to data and systems from accounts of exiting employees who no
longer require access. Deactivate service accounts, and activate them only
when maintenance is performed.
• Harden conditional access policies. Review and optimize VPN and access
control rules to manage how users connect to the network and cloud
services.
• Verify that all machines, including cloud-based virtual machine instances
do not have open RDP ports. Place any system with an open RDP port
behind a firewall and require users to use a VPN to access it through the
firewall.
To read more:
https://www.cisa.gov/uscert/sites/default/files/publications/AA22-137AWeak_Security_Controls_and_Practices_Routinely_Exploited_for_Initial
_Access.pdf
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About Cyber Risk GmbH
Cyber Risk GmbH has been established in Horgen, Switzerland, by George
Lekatis, a well-known expert in risk management and compliance.
Our Training Programs:
1. Information Security Awareness Training. Managers and employees
must understand the risk of cyber threats, and why cyber security is a
shared responsibility. Process owners and persons having access to
systems and data learn practical cyber security best practices to help
protect themselves and their organization from cyber threats.
You may visit: https://www.cyber-riskgmbh.com/1_Information_Security_Awareness_Training.html
2. Social Engineering, Awareness and Defense. About 80% of cyber
attacks are being initiated or executed through social engineering. In this
course, managers and employees learn to identify social engineering
attacks, recognize the red flags, and respond to psychological exploitation
from threat actors. Attendees learn to better protect the systems, assets,
and information they handle. You may visit: https://www.cyber-riskgmbh.com/2_Social_Engineering_Awareness_Defence.html
3. Practical Social Engineering. Defense and Protection of Sensitive
Information. Sensitive or classified information is often a powerful, highvalue asset that attracts many attackers. Governmental or nongovernmental organizations and companies handling this information
acquire the skills and knowledge necessary to identify potential threats and
respond to them. They also learn to be proactive in avoiding information
leaks. You may visit:
https://www.cyber-risk-gmbh.com/3_Practical_Social_Engineering.html
4. Insider Threats Awareness Training. When insiders blend illicit
activities with licit business and harm their own organization, other
employees often become silent witnesses of this activity. We help
employees understand the insider threat, recognize the red flags of insider
threat activity, respond to it by informing their organization, and more.
You may visit:
https://www.cyber-riskgmbh.com/4_Insider_Threats_Awareness_Training.html
5. The target is the bank. From hacking to cybercrime to cyberespionage.
The number of cyber-attacks directed at financial institutions of all sizes is
growing. Cyber risks, like reputational and financial risks, affect a bank’s
bottom line. We help key people in financial institutions understand how
cyber-criminals operate, the exploitation of IT vulnerabilities or the use of
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deceptive or manipulative attacks on people to gain access to facilities,
systems, and the critical infrastructure. You may visit:
https://www.cyber-risk-gmbh.com/5_The_Target_Is_The_Bank.html
6. Cybersecurity training for managers and employees working in the
hospitality industry. For decades, when we were using the words “hotel
security”, we were usually referring to “physical security”. It was all about
guest protection, locks, safes, and surveillance. Guests and hotel employees
today expect that the same level of protection extends to the digital assets
that reside not only on their laptops and smartphones, but also on the
hotel’s systems. You may visit:
https://www.cyber-riskgmbh.com/6_Cybersecurity_Training_Hospitality_Industry.html
7. Cybersecurity training for managers and employees working in the
commercial and private aviation industry. The commercial and private
aviation must comply with cyber security and privacy laws and regulations
and must follow international standards and best practices that protect
their customers and employees. Aircraft cybersecurity involves the policies,
procedures, awareness and training for the prevention, detection, and
response to deliberate malicious acts that target systems, persons (via
social engineering) and data, to compromise an aircraft's systems and staff.
You may visit: https://www.cyber-riskgmbh.com/7_Cybersecurity_Training_Aviation_Industry.html
8. Cybersecurity training for managers and employees working in the
healthcare industry. In 2020, hospitals, healthcare providers and medical
facilities were struggling to handle not only the influx of patients suffering
from Covid-19, but also a surge of ransomware attacks, as criminals
(including state-sponsored groups) exploited the crisis to hit the sector.
Month after month, there are many successful cyberattacks on the
healthcare industry. Cybersecurity breaches that expose sensitive data
from thousands of people are especially important, as the privacy rules
have become a nightmare for healthcare providers. You may visit:
https://www.cyber-riskgmbh.com/8_Cybersecurity_Training_Healthcare_Industry.html
9. The General Data Protection Regulation (GDPR) for EU and non-EU
based companies. The GDPR is applicable for EU and non-EU companies
that are offering goods or services to identified or identifiable EU natural
persons ("data subjects"), organizations processing personal data of EU
data subjects, or organizations that monitor the online behaviour of EU
data subjects. Non-EU companies that have no local presence in the EU are
also in the scope of the GDPR legislation. You may visit:
https://www.cyber-risk-gmbh.com/9_GDPR.html
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10. The General Data Protection Regulation (GDPR) for the Board of
Directors and the CEO of EU and non-EU based companies. The CEO and
the Board must understand the new obligations, must be able to support
their organization, and ensure the consistent application of the regulation.
You may visit: https://www.cyber-risk-gmbh.com/10_GDPR_Board.html
Our websites include:
- https://www.cyber-risk-gmbh.com
- https://www.social-engineering-training.ch
- https://www.disinformation.ch
- https://www.cyber-espionage.ch
- https://www.hotel-cybersecurity.ch
- https://www.healthcare-cybersecurity.ch
- https://www.railway-cybersecurity.com
- https://www.transport-cybersecurity.com
- https://www.transport-cybersecurity-toolkit.com
- https://www.airline-cybersecurity.ch
- https://www.maritime-cybersecurity.com
- https://www.european-cyber-resilience-act.com
- https://www.european-cyber-defence-policy.com
- https://www.european-chips-act.com
- https://www.nis-2-directive.com
You may contact:
George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
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Disclaimer
Despite the great care taken to prepare this newsletter, we cannot
guarantee that all information is current or accurate. If errors are brought
to our attention, we will try to correct them, and we will publish the correct
information to the LinkedIn and Facebook pages of Cyber Risk GmbH.
Readers will make their own determination of how suitable the
information is for their usage and intent. Cyber Risk GmbH expressly
disclaims all warranties, either expressed or implied, including any implied
warranty of fitness for a particular purpose, and neither assumes nor
authorizes any other person to assume for it any liability in connection
with the information or training programs provided.
Cyber Risk GmbH and its employees will not be liable for any loss or
damages of any nature, either direct or indirect, arising from use of the
information provided on this newsletter, or our web sites.
We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a
recommendation or endorsement of the views expressed within them.
Links to other web sites are presented as a convenience to users. Cyber
Risk GmbH does not accept any responsibility for the content, accuracy,
reliability, or currency found on external web sites.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the association has
no control and for which the association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of interpretative;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
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does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts. It is our goal to
minimize disruption caused by technical errors. However, some data or
information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
Readers that are interested in a specific topic covered in the newsletter,
must download the official papers, must find more information, and must
ask for legal and technical advice, before making any business decisions.
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