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local news stories and world events

Dear readers,
A couple of days ago I had the opportunity to meet an old
friend. He told me that he got his website ranked on the first
page of Google, and he did nothing for that. I told him that
somebody else, perhaps a threat actor, has performed Search
Engine Optimization (SEO) techniques to improve the
visibility of my friend’s website. He laughed and told me I need “some time
out to escape paranoid delusion”. He also asked me if I often feel
threatened and angry, and if I take any antipsychotic drugs.
I could not resist the temptation. I took my second laptop that is used for
tests only (Kali Linux on Dell Alienware, never connected to my business
environment and to the main router) to investigate what happens with my
friend’s website. I wanted to investigate if adversaries have used Search
Engine Optimization (SEO) poisoning to improve the visibility of my
friend’s compromised web site, hoping to infect visitors with malware.
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When threat actors compromise a web server, they can replace documents
and images with “weaponized” documents and images.
Let us assume that threat actors want to attack a specific group. They may
follow the steps:
1. They learn which questions their targets frequently ask online. For
example, “do seasonal allergies increase the risk of contracting COVID-19
or having more severe symptoms?”

2. They compromise websites, that are among the first in Google results,
when someone asks this or a similar question.
3. They perform Search Engine Optimization (SEO) techniques to improve
the visibility of the compromised web sites.
4. They add malicious code and replace documents with identical but
infected documents at the compromised web sites. They may try to exploit
vulnerabilities in web browsers or to make the visitors download
information or images. They may also collect personal information, which
can be used in social engineering attacks.
Only imagination is the limit. If I were in their shoes, I would choose
“information stealers” like Azorult (that steals the login credentials,
cryptocurrency wallets, chat history and credentials, payment card
numbers, cookies, and other sensitive browser-based data like autofill
information).
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For years I have been advised to “avoid visiting unknown websites” and to
“always pay attention to the URL in search engine results”. Adversaries and
state-sponsored groups love checklists and cyber security best practices, as
they learn what users usually do. Predictability always introduces
vulnerability.
People trust search engines and also trust the results found at the 1st page
of the Google results. How in the world could the 1st (out of billions of
search results) be dangerous? They click on the first search results without
hesitation.
Lucius Annaeus Seneca believed that one of the most beautiful qualities of
true friendship is to understand and to be understood. Unfortunately, this
was not the case with my old friend. I remembered Antigone by Sophocles:
No one loves the messenger who brings bad news. Shakespeare (in Henry
IV, and in Antony and Cleopatra) had the same opinion. They cannot be
wrong.
______________________________________________
Disinformation on social media comes in many shapes and forms. It can
manifest as a piece of fake news that is shared, a deliberately false post or a
comment, a network of automated accounts pushing a specific narrative, a
misleading meme, an anonymous user engaged in trolling, or a targeted
advertisement with misleading content.
This is part of a new document I have just read for the second time, with
title Social Media Monitoring: A Primer, Methods, tools, and applications
for monitoring the social media space, published by the NATO Strategic
Communications Centre of Excellence. We read:
Actors who produce and spread disinformation on social media use
established infrastructures and exploit existing issues and polarized
audiences; this gives them an advantage.
These actors tend to be agile and flexible. They use multiple techniques,
engage in trial-and-error, make use of multiple platforms, and are not
bound by any fixed modus operandi (although some techniques recur
frequently).
The scope of disinformation is often unknown, and we often fail to see the
big picture until it is too late. Disinformation spread during a specific
political event may not be aimed at influencing current developments but
might be designed to achieve a longer-term effect.
According to the FIRST Principles of Disinformation:
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Fabrication: Disinformation often manipulates or fabricates content, such
as including untrue information, attaching a manipulated picture, or
sharing a doctored video.
Identity: Disinformation frequently makes use of false identities and
sources, such as an anonymous or fake account.
Rhetoric: Disinformation is not necessarily false but can also make use of
malign or false arguments to skew a discussion. Trolling is an example of
how harsh rhetoric can be used to this end.
Symbolism: Disinformation leverages and exploits events for their
symbolic and communicative value.
Technology: Disinformation exploits a technological advantage, for
example, by using automated accounts to amplify their spread.
This document covers many interesting aspects. For example, we read
about the intelligence cycle:
The intelligence cycle is a basic model of the analytical process used in the
intelligence community to collect, process, and use information.
It is by no means the perfect model for every task, but it serves as a useful
starting point for social media monitoring.
The intelligence cycle is a well-established concept that has been written
about at length elsewhere. For the purposes of this paper, we will briefly
highlight the most important considerations for each step of the process.
The intelligence cycle consists of five stages:
1. Direction
2. Collection
3. Processing
4. Analysis
5. Dissemination.
The intelligence cycle is a cycle for a reason—the process of establishing a
direction, collecting information, analysing it, and producing meaningful
outputs is a continuous one.
The results of each monitoring cycle provide feedback that drives new
information needs and leads to fine-tuning for the next cycle.
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Disinformation is a hot subject, and it is becoming more important. You
can read more at number 2, 3 and 4 below.
______________________________________________
I remain unconvinced that we understand the challenges and the claims
made concerning connected and autonomous vehicles that incorporate
technologies to enable self-driving cars.
I will start with some questions:
-

Can adversaries exploit GPS technology to affect a vehicle’s
autonomous navigation?

-

Can adversaries compromise a primitive sensor, like an accelerometer
or a gyroscope, and as a result compromise a vehicle’s security?

-

Can adversaries and state-sponsored groups gain access to the personal
data generated and stored within a vehicle’s software systems?

The development of increasingly autonomous and connected vehicles
inevitably requires a higher level of computational functionality and
connectivity, which, in turn, widen the attack surface and the likelihood of
physical and cyber-attacks.
I have just read (for the second time) a great paper from ENISA, with the
title Cybersecurity Challenges in the Uptake of Artificial Intelligence in
Autonomous Driving. We read:
Cybersecurity risks in autonomous driving vehicles can have a direct
impact for the safety of passengers, pedestrians, other vehicles, and related
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infrastructures. It is therefore essential to investigate potential
vulnerabilities introduced by the usage of AI.
Threats related to AI can be divided into two groups: intentional and
unintentional.
Intentional threats include those coming from a malevolent exploitation of
the limitations and vulnerabilities present in AI and ML methods to cause
intended offence and harm.
Intentional misuse of AI leads to change of the current cybersecurity
landscape by introducing a new class of vulnerabilities and raising the
ceiling of potential impacts.
The growing use of AI to automate decision-making in a diversity of sectors
exposes digital systems to cyberattacks that can take advantage of the flaws
and vulnerabilities of AI and ML methods.
Since AI systems tend to be involved in high-stake decisions, successful
cyberattacks against them can have serious impacts.
AI can also act as an enabler for cybercriminals: Cybercriminals can use AI
to automate aspects of their attacks, enabling them to launch attacks more
quickly, at a greater scale and a lower cost and with higher precision.
Unintentional threats come as side effects of benevolent usages, due to
open issues inherent in the trustworthiness, robustness, limitations and
safety of current AI and ML methods.
Unintentional threats comprise unpredictable malfunctioning, failures or
negative aftermaths caused by shortcomings, poor design and/or inner
peculiarities of AI and ML.
Experimental research and real-settings operations have demonstrated
that these methods may suffer from several issues.
This includes:
-

unfairness of the decision made due to the propagation of biases from
data to models and outcomes,

-

opacity of the decision process due to complex model structures and
mathematical operations that escape from an ease straightforward
interpretation,
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-

unsafety due to critical scenarios badly represented or outside the
training data fed to the model during the development phases, or

-

challenging reproducibility and verification that can convey a mismatch
among real and expected results of ML methods and cause issues when
reproducing and investigating the decisional process.

Prince (the singer) has said: If you lend your consciousness to someone
else, you are a robot. On the positive side, Prince is not an artificial
intelligence expert.
You can read more at number 7 below.
________________________________________________
Well, this paragraph raised my eyebrow. The title: Risks arising from derisking.
De-risking refers to a decision taken by firms to refuse, or to terminate,
business relationship with some categories of customers that they associate
with higher money laundering and terrorism financing (ML/TF) risk.
This is part of the Opinion of the European Banking Authority (EBA) on
the risks of money laundering and terrorist financing affecting the
European Union’s financial sector. The EBA notes that de-risking
continues to pose ML/TF risks, because customers affected by de-risking
may resort to alternative payment channels in the EU and elsewhere to
meet their financial needs.
As a result, transactions may no longer be monitored, making the detection
and reporting of suspicious transactions and, ultimately, the prevention of
ML/TF more difficult.
Arthur Bloch, the author of the Murphy's Law books, has said that every
solution breeds new problems. De-risking is a solution that breeds new
ML/TF problems.
Arthur Bloch has also said that friends come and go but enemies
accumulate. We must expect that ML/TF risks will accumulate too.
We read in the document from the EBA that firms are more likely to derisk corporate customers whose business involves processing significant
volumes of cash transactions, or whose products allow for anonymity, such
as anonymous pre-paid instruments or pre-paid instruments reloadable by
cash or by crypto-currencies. You can read more at number 20 below.
______________________________________________
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I love my daily newspapers, but I also enjoy reading EDGAR (not Edgar
Allan Poe, I mean the Electronic Data Gathering, Analysis, and Retrieval
filings by corporations, funds, and individuals with the SEC). I have just
read several disclosures about how major companies are affected by the
COVID crisis. For example, this is what a major US bank has recently
disclosed in the form 10-K (annual report, for the fiscal year that ended on
December 31, 2020):
“The financial services industry and the securities and other financial
markets have been materially and adversely affected in the past by
significant declines in the values of nearly all asset classes, by a serious lack
of liquidity and by high levels of borrower defaults.
In addition, concerns about the COVID-19 pandemic, European sovereign
debt risk and its impact on the European banking system, the impact of
Brexit, the imposition of tariffs and actions taken by other countries in
response, and potential or actual changes in interest rates and other
market conditions, have resulted, at times, in significant volatility while
negatively impacting the levels of client activity.
General uncertainty about economic, political and market activities, and
the scope, timing, and impact of regulatory reform, as well as weak
consumer, investor and CEO confidence resulting in large part from such
uncertainty, has in the past negatively impacted client activity, which can
adversely affect many of our businesses.
Periods of low volatility and periods of high volatility combined with a lack
of liquidity, have at times had an unfavorable impact on our marketmaking businesses.
Financial institution returns may be negatively impacted by increased
funding costs due in part to the lack of perceived government support of
such institutions in the event of future financial crises relative to financial
institutions in countries in which governmental support is maintained.”
“While financial markets have rebounded from the significant declines that
occurred earlier in the pandemic and global economic conditions showed
signs of improvement during the second half of 2020, many of the
circumstances that arose or became more pronounced after the onset of the
COVID-19 pandemic persisted at the end of the year, including:
(i) muted levels of business activity across many sectors of the economy,
relatively weak consumer confidence and high unemployment;
(ii) elevated levels of market volatility;
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(iii) the federal funds rate and yields on U.S. Treasury securities near zero;
(iv) substantial uncertainty about whether previously announced merger
and acquisition deals will be completed or restructured;
(v) heightened credit risk with regard to industries that have been most
severely impacted by the pandemic, including oil and gas, gaming and
lodging, and airlines;
(vi) greater emphasis by investors on liquidity products, which generate
lower fees, relative to risk assets, resulting in these products comprising a
higher share of AUS as compared to the pre-pandemic composition; and
(vii) higher cyber security, information security and operational risks as
a result of work-from-home arrangements.
Depending on the duration and severity of the pandemic going forward, as
well as the effects of the pandemic on consumer and corporate confidence,
the conditions noted above could continue for an extended period and
other adverse developments may occur or reoccur, including:
(i) a repeat, or worse, of the decline in the valuation of equity, fixed-income
and commodity markets that occurred at the outset of the pandemic;
(ii) further declines in U.S. interest rates, to zero or below;
(iii) market dislocations that may make hedging strategies less effective or
ineffective;
(iv) a reduction in fees on AUS due to declines in the valuation of assets or
a protracted trend toward asset classes that generate lower fees;
(v) disruption in the new issuance markets for debt and equity, leading to a
decline in activity;
(vi) a deterioration in the liquidity profile of corporate borrowers, resulting
in additional draws on credit lines;
(vii) defaults by consumers or corporate clients on loans; and
(viii) greater challenges in valuing derivative positions and associated
collateral, leading to significant increases in collateral calls and valuation
disputes.
The effects of the COVID-19 pandemic on economic and market conditions
have in the past and may in the future also increase demands on our
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liquidity as we meet client needs. Likewise, these adverse developments
have in the past and may in the future affect our capital and leverage
ratios.”
“Governmental authorities worldwide have taken increased measures to
stabilize the markets and support economic growth. The continued success
of these measures is unknown, and they may not be sufficient to address
future market dislocations or avert severe and prolonged reductions in
economic activity. We also face an increased risk of client disputes,
litigation, and governmental and regulatory scrutiny as a result of the
effects of the COVID-19 pandemic on economic and market conditions.
The length of the pandemic and the efficacy of the extraordinary measures
that have been put in place to address it are unknown. Until the pandemic
subsides, we may experience draws on lines of credit, reduced activity
levels in investment banking, reduced revenues in our asset management
and wealth management businesses and increased client defaults,
including defaults in unsecured loans.
Even after the pandemic subsides, the U.S. economy, as well as most other
major economies, may continue to experience a recession, and we
anticipate our businesses would be materially and adversely affected by a
prolonged recession in the U.S. and other major markets.”
This is an interesting disclosure, and we can usually trust EDGAR filings. A
couple of months ago, the Securities and Exchange Commission
announced that a firm will pay a $200 million penalty to settle charges for
disclosure failures.
_______________________________________________
GovCERT.ch is the Computer Emergency Response Team (GovCERT) of
the Swiss government and the official national CERT of Switzerland.
GovCERT.ch’s parent organisations is the National Cyber Security Centre
(NCSC) which belongs to the General Secretariat of the Federal
Department of Finance (FDF).
Since 2010 GovCERT.ch is member of the Forum of Incident Response and
Security Teams (FIRST). In addition, GovCERT.ch is member of the group
of European Government CERTs (EGC).
According to the Swiss Computer Emergency Response Team, in the past
days, there was a lot of press coverage about several critical zero day
vulnerabilities in Microsoft Exchange Server that are being tracked under
the following CVEs:
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CVE-2021-26855
CVE-2021-26857
CVE-2021-26858
CVE-2021-27065
Unfortunately, GovCERT.ch recently became aware of several hundred
organizations in Switzerland that got compromised by a threat actor that
exploited the said vulnerability.
While Microsoft attributed the initial, in-the-wild observed compromises
to a Chinese state-sponsored group called HAFNIUM, several other threat
actors quickly got hold of this exploit since the publication of patches by
Microsoft.
As a result, GovCERT.ch has started informing possible compromised
organizations based on information provided to them by trusted third
parties.
Since the release of the security updates by Microsoft, the infections have
become much more widespread. GovCERT.ch has warned the public via
Twitter (2nd of March), NCSC Homepage and the critical infrastructures
via their closed community platform. In the meanwhile, they have been
informed about several compromised Exchange servers in Switzerland.
Please note that this vulnerability does not only affect Exchange servers
that expose OWA (Outlook Web Access) to the Internet but also servers
exposing other components using https (e.g. ActiveSync or Unified
Messaging, the Offline Address Book (OAB) and other services).
GovCERT.ch has evidence that the vulnerability got exploited very quickly
after the release of the initial advisory issued by Microsoft on March 2nd,
2021, probably even within just a few hours.
At the moment, GovCERT.ch is still receiving and dispatching information
about the vulnerabilities and possible compromised organizations in
Switzerland.
If you receive such an information from NCSC or if you want to ensure that
you have not been compromised, GovCERT.ch suggests following the
below mentioned procedure.
If you are not sure if you have the technical knowledge internally,
GovCERT.ch strongly suggests asking a specialized company providing
incident response for support. To read more:
https://www.govcert.ch/blog/exchange-vulnerability-2021/#
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Welcome to our monthly newsletter.
Best regards,

George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer:
CHE-244.099.341
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Number 1

Active Cyber Defence (ACD) - The Third Year

The year three report covers 2019 and aims to highlight the achievements
and efforts made by the Active Cyber Defence program

The Active Cyber Defence (ACD) program’s aim is to ‘Protect the majority
of people in the UK from the majority of harm caused by the majority of
cyber attacks the majority of the time.’
This third annual report (covering the 2019 calendar year) aims to provide
transparency on these efforts, and evidence on their effectiveness.

This report includes sections for each of the services present in the second
year report, along with some introductions to newer work from 2019. To
highlight just a small selection of the progress we’ve made in 2019:
-

the Takedown Service continued to result in a significant reduction in
‘badness’ on the internet, and adapted to the changing behaviour of bad
actors,

-

DMARC adoption continued, we developed a better understanding of
how to coach organisations through adoption, and we are continuing to
keep track of email security standards,

-

we developed a prototype capability to detect subdomain hijack
vulnerability at scale.
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The ACD programme seeks to stop a range of different attacks ever
reaching UK citizens, institutions, or businesses. Working in a relatively
automated and scalable way, it removes the burden of action from the user
and enables attacks to be taken down at scale.
To read more: https://www.ncsc.gov.uk/files/Active_Cyber_Defence__The_Third_Year.pdf
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Number 2

SOCIAL MEDIA MONITORING: A PRIMER

Methods, tools, and applications for monitoring the social media space,
NATO Strategic Communications Centre of Excellence

For the last twenty years, the phenomenon of social media has cemented
itself as the new nexus of social interaction. With billions of users across
the world, hundreds of online platforms, and a myriad of digital
technologies at its backbone, social media is fundamentally reshaping our
understanding of the global information environment.
Today, social media is essential infrastructure for personal conversation,
public debate, and commercial communication.
While social media provides many opportunities for unprecedented
information sharing, the rapid adoption of limitless communication
technologies with instant amplification and global reach has also created
significant vulnerabilities.
Social media have, in many cases, become a conduit for unsubstantiated
information, such as rumors, hoaxes, and conspiracy theories.
Even more worrisome from a national security perspective, hostile actors
are deliberately exploiting social media to spread disinformation and to
conduct information influence activities with the intent of deceiving and
misleading audiences to achieve their strategic aims.
Contemporary conflicts, especially those that fall within the hybrid
spectrum, increasingly play out over social media, and actors such
as Russia, China, Iran, and Saudi Arabia have recently expanded their
efforts to manipulate the social media space.
Malicious use of social media poses a clear security challenge. The
opportunities provided by new digital technologies are exploited to
undermine trust in democratic institutions and legitimate news sources, to
distort public discourse and opinion formation, and to influence elections
and short-circuit decision-making processes.
For this reason, it is important for a wide array of stakeholders to
understand what is happening on social media.
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Effectively listening to conversations online and monitoring and analysing
social media content is crucial for both public and private sector actors, as
well as for military organisations.
This, however, is easier said than done. The complex social and technical
infrastructure of the online environment makes both seeing the big picture
and identifying specific pieces of information challenging.
The speed at which information flows between social media users, and the
ever-changing types of data generated further complicate the picture.
The deceptive nature of disinformation and information influence activities
also make detection and attribution difficult.
It has quickly become clear that attaining perfect situational awareness of
the online information environment is a tall order.
Still, while much of today’s information environment is essentially
characterised by perpetual chaos, it is possible to study and understand it,
albeit momentarily.
Even snapshots of a bigger picture are critical for operating successfully in
this space.
The importance of understanding what is happening on social media has
prompted the development of a wide range of tools to monitor, measure,
and analyse metrics and content.
Oftentimes these tools are developed with either a commercial objective—
monitoring brand engagement or customer discourse—or with a scholarly
mindset— to understand wider patterns and trends.
However, these tools can also be leveraged to gain insights regarding
disinformation and other security concerns.
To read more: https://www.stratcomcoe.org/social-media-monitoringprimer
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Number 3

RESIST, Counter-disinformation toolkit

RESIST Disinformation: a toolkit
The purpose of this toolkit is to help you prevent the spread of
disinformation. It will enable you to develop a response when
disinformation affects your organisation’s ability to do its job, the people
who depend on your services, or represents a threat to the general public.
What is disinformation?
Disinformation is the deliberate creation and/or sharing of false
information with the intention to deceive and mislead audiences. The
inadvertent sharing of false information is referred to as misinformation.
Who is this toolkit for?
Government and public sector communications professionals, as well as
policy officers, senior managers and special advisers.
Recognise disinformation
Disinformation is about influence. The people who spread it do not want
members of the public to make informed, reasonable choices. They try to
achieve a goal by deliberately shortcutting normal decision-making
processes.
The basic techniques are simple – we call them the FIRST principles of
disinformation:
• Fabrication manipulates content: for example, a forged document or
Photoshopped image;
• Identity disguises or falsely ascribes a source: for example, a fake social
media account or an imposter;
• Rhetoric makes use of malign or false arguments: for example, trolls
agitating commenters on a chat forum;
• Symbolism exploits events for their communicative value: for example
terrorist attacks; and
• Technology exploits a technological advantage: for example bots
automatically amplifying messages.
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These FIRST principles of disinformation are often combined to create an
impact.
FIRST principles, combined
1. Look for a social issue that is sensitive or holds symbolic value.
2. Create two or more social media accounts under false identities.
3. Manipulate content to provoke a response within the sensitive issue.
4. Release the content through one account.
5. Criticise it through others.
6. Use bots to amplify the manipulated content to opposing networks.
7. Use memes and trolling to give the impression of a heated public debate.
Potential impact: Undermine confidence in government or between social
groups; contribute to political polarisation; earn money through clicks; go
viral and reach mainstream news.
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To learn more: https://gcs.civilservice.gov.uk/publications/resist-counterdisinformation-toolkit/
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Number 4

Final report, National Security Commission on Artificial
Intelligence (756 pages)

The report emphasized that with the increased use of AI by foreign powers
to spread disinformation online and launch cyberattacks, the U.S. is falling
behind in guarding against such threats.

The report: https://assets.foleon.com/eu-west-2/uploads7e3kk3/48187/nscai_full_report_digital.04d6b124173c.pdf
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Number 5

NIST Finalizes Cybersecurity Guidance for Positioning,
Navigation and Timing Systems

As part of an effort to help users apply its well-known Cybersecurity
Framework (CSF) as broadly and effectively as possible, the National
Institute of Standards and Technology (NIST) has released finalized
cybersecurity guidance for positioning, navigation and timing (PNT)
services.
Formally titled Foundational PNT Profile: Applying the Cybersecurity
Framework for the Responsible Use of Positioning, Navigation and Timing
(PNT) Services (NISTIR 8323), the document is part of NIST’s response to
the Feb. 12, 2020, Executive Order 13905, Strengthening National
Resilience Through Responsible Use of Positioning, Navigation, and
Timing Services. You may visit:
https://csrc.nist.gov/publications/detail/nistir/8323/final
https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8323.pdf
To develop the profile, NIST sought public input regarding the general use
of PNT data before releasing a draft version in October 2020. The finalized
version reflects public comments NIST received on the draft.
The “profile,” a term NIST uses to describe the application of the CSF to a
specific implementation scenario, is intended to help mitigate the
cybersecurity risks that confront PNT services. These services are
important to national and economic security and include the Global
Positioning Systems that are widely used by smartphone-based navigation
apps, as well as split-second timing technologies that enable stock trading
and efficient control of the power grid.
“Many efforts to secure PNT services were underway before we began
developing this profile, but there wasn’t a formal reference for risk
mitigation that everyone could use,” said NIST’s Jim McCarthy, one of the
profile’s authors. “The Executive Order was targeted to address all users of
PNT services, and we are confident the entire community can benefit.”
The main addition since the draft version was released is a “Quick Guide”
intended to offer users an easier way to get started using the profile.
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You may visit:
https://www.nist.gov/system/files/documents/2021/02/11/PNT%20Servi
ces_%20A%20Quick%20Guide%20Final.pdf

“The Quick Guide illustrates all the areas we cover in the profile and
simplifies them,” McCarthy said. “Those less familiar with their own use of
PNT services will benefit from the guide, as the process of implementing
the profile may seem complicated for the novice user.”
IT personnel might appreciate the extensive set of references the authors
have included. These range from guidance already published by both
government and private sector entities to academic papers and other
technical sources.
“The profile has perhaps the most comprehensive list of PNT cybersecurity
references compiled into a single document so far,” McCarthy said. “They
can serve as examples for anyone trying to tailor the profile’s approach to
their own system.”
McCarthy and Jim Platt of the Department of Homeland Security’s
Cybersecurity and Infrastructure Security Agency will give an online
presentation about the U.S. government’s efforts to increase the resiliency
of PNT services at this year’s virtual RSA Conference. Their presentation,
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scheduled for 3 p.m. EDT on May 19, 2021, will be prerecorded but will
include a live Q&A segment at the end.
McCarthy said that although the profile was now finalized, NIST would
continue to look for ways to keep it current.
“In accordance with the Executive Order, we plan to revisit the profile
every two years or as needed,” he said. “We intend to make sure it remains
useful.”
For more information, please visit www.nist.gov/pnt
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Number 6

EU Electronic Communications Security Authorities Discussion
on Incident reports and Policy

ENISA hosted the 33rd meeting of European Competent Authorities for
Secure Electronic Communications (ECASEC). The group is comprised of
EU authorities on security of electronic communications, formerly known
as the ENISA Article 13a group.
This 33rd meeting is dedicated to discussions about the incident reports of
2020, the results of the ENISA telecom security legislation assessment of
2020, the draft security profile for the Number-Independent Interpersonal
Communication Service (NI-ICS) providers under the European Electronic
Communications Code (EECC), the new EU telecom framework.
The group was informed about the ENISA work programme, the Body of
European Regulators for Electronic Communications (BEREC) work
programme and the European Commission’s NIS2 proposal.
The Swiss telecom regulator informed the group about its work on power
grid dependencies. The group also selected a Vice-Chair, Ahmet Yesilyurt, a
representative of the German authority for telecom security, who will be
supporting the Chair, Warna Munzebrock, a representative of the Dutch
Radiocommunications Agency.
Details about the meeting
This 33rd meeting was held over 2 days, the first on 18th February and the
second, today, the 3rd of March. It was attended by 60 experts from
national authorities, from EU, EFTA, EEA, and EU candidate countries,
who are supervising the European telecom sector.
This is the first of the three regular meetings of the group in 2021. The
group will meet again in mid-June 2021.
First day
On the first day of the meeting, the group received an update from BEREC
on their present engagements. In the context of forming an opinion for the
NIS 2 Directive proposal, BEREC reached the National Regulatory
Authorities (NRAs) through a survey. BEREC presented the results of the
survey on the NIS competences of the NRAs.
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Boryana Hristova-Ilieva, from the European Commission’s DG CONNECT,
presented the NIS 2 proposal and answered questions.
Also, ENISA presented the results of the Assessment of the EU Telecom
Security Legislation, based on an online survey and interviews of experts
working in National Telecom Security authorities and national competent
authorities for the NIS Directive.
The outcome of the assessment was overall positive, especially as far as the
added value of the ECASEC Group and the role of ENISA are concerned.
The need of building trust between authorities and providers was also
concluded.
The Group discussed with great interest the upcoming 2021 projects led by
ENISA. Getting input from authorities and providers, ENISA is going to
analyse sim card swapping attacks and also research consumer outreach
strategies on security threats and mitigation measures, which is
provisioned in the new EECC.
Second day
Today, the discussions focused on the initial findings steering from the
annual incident reports of 2020and the analysis of the 188 incidents
reported in 2020. Also the Swiss Regulatory Authority gave an update on
their work regarding proposed countermeasures to harden the networks
against power problems.
ENISA presented the work on the security profile of the NumberIndependent Interpersonal Communication Services (NI-ICS) providers,
also known as Over The Top (OTT) providers.
Based on unanimous decision, Warna Munzebrock will continue to be
Chair of the ECASEC Expert Group for the next 2 years starting from June
2021 and will be assisted by Ahmet Yesilyurt, a representative of the
German authority for telecom security, who is appointed Group Vice-Chair.
Background on ECASEC Expert Group, formerly known as the ENISA
Article 13a group
Established in 2010, the ENISA Article 13a Expert Group, now ECASEC
EG, consists of more than 50 experts from national telecom security
authorities from all EU countries, the EFTA countries, and EU candidate
countries. The group is a forum for exchanging information and good
practices on telecom security. It produces policy guidelines for European
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authorities on the implementation of EU telecom security rules, and
publishes annual summary report about major telecom security incidents.
This group has been meeting 3 times per year since 2010, to discuss and
agree on a common approach to telecom security supervision in the EU.
This work is done under ENISA's Annual work programme Output O.1.2.3
“Support incident reporting activities in the EU”.
Further Information: https://www.enisa.europa.eu/topics/incidentreporting
https://resilience.enisa.europa.eu/article-13
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Number 7

Cybersecurity Challenges in the Uptake of Artificial Intelligence
in Autonomous Driving

Dede, G., Hamon, R., Junklewitz, H., Naydenov, R., Malatras, A. and
Sanchez, I., Cybersecurity challenges in the uptake of artificial intelligence
in autonomous driving, EUR 30568 EN, Publications Office of the
European Union, Luxembourg, 2021, ISBN 978-92-76-28646-2,
doi:10.2760/551271, JRC122440.

A report by the European Union Agency for Cybersecurity (ENISA) and the
Joint Research Centre (JRC) looks at cybersecurity risks connected to
Artificial Intelligence (AI) in autonomous vehicles and provides
recommendations for mitigating them.
By removing the most common cause of traffic accidents – the human
driver – autonomous vehicles are expected to reduce traffic accidents and
fatalities. However, they may pose a completely different type of risk to
drivers, passengers and pedestrians.
Autonomous vehicles use artificial intelligence systems, which employ
machine-learning techniques to collect, analyse and transfer data, in order
to make decisions that in conventional cars are taken by humans. These
systems, like all IT systems, are vulnerable to attacks that could
compromise the proper functioning of the vehicle.
A new report by ENISA and JRC sheds light on the cybersecurity risks
linked to the uptake of AI in autonomous vehicles, and provides
recommendations to mitigate them.

Vulnerabilities of AI in autonomous vehicles
The AI systems of an autonomous vehicle are working non-stop to
recognise traffic signs and road markings, to detect vehicles, estimate their
speed, to plan the path ahead.
Apart from unintentional threats, such as sudden malfunctions, these
systems are vulnerable to intentional attacks that have the specific aim to
interfere with the AI system and to disrupt safety-critical functions.
Adding paint on the road to misguide the navigation, or stickers on a stop
sign to prevent its recognition are examples of such attacks.
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These alterations can lead to the AI system wrongly classifying objects, and
subsequently to the autonomous vehicle behaving in a way that could be
dangerous.

Recommendations for more secure AI in autonomous vehicles
In order to improve the AI security in autonomous vehicles, the report
contains several recommendations, one of which is that security
assessments of AI components are performed regularly throughout their
lifecycle.
This systematic validation of AI models and data is essential to ensure that
the vehicle always behaves correctly when faced with unexpected situations
or malicious attacks.
Another recommendation is that continuous risk assessment processes
supported by threat intelligence could enable the identification of potential
AI risks and emerging threats related to the uptake of AI in autonomous
driving.
Proper AI security policies and an AI security culture should govern the
entire supply chain for automotive.
The automotive industry should embrace a security by design approach for
the development and deployment of AI functionalities, where cybersecurity
becomes the central element of digital design from the beginning.
Finally, it is important that the automotive sector increas-es its level of
preparedness and reinforces its inci-dent response capabilities to handle
emerging cy-bersecurity issues connected to AI.

Executive summary:
New generations of cars are making use of advances in the field of Artificial
Intelligence (AI) to provide semi-autonomous and autonomous driving
capabilities, achieving a technological breakthrough that will strongly
impact existing behaviours and practices.
Beyond the undeniable benefits of autonomous driving for many aspects of
our societies, the question of the safety and security of this technology,
which by definition is intended to operate with limited human supervision,
has emerged.
The answers provided by regulatory bodies on these issues are likely to play
an important role for the adoption of autonomous vehicles (AVs) in society.
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This is all the more important given that machine learning (ML)
techniques, at the core of the AI components developed to mimic human
cognitive capabilities, have been proven to be highly vulnerable to a wide
range of attacks that could compromise the proper functioning of
autonomous vehicles, and pose serious threats to the safety of persons,
both inside and outside of a vehicle.
In this context, understanding the AI techniques used for autonomous
driving and their vulnerabilities in the cybersecurity threat landscape is
essential to alleviate the risks and ensure that benefits will not be
counterbalanced by stronger safety risks.
Cybersecurity of AVs is classically approached through the angle of the
security of digital systems.
This is all the more relevant as modern vehicles are fully controlled by
electronic components, vulnerable to physical and remote attacks
exploiting classical cybersecurity vulnerabilities.
With this report however, the objective is to raise awareness about the
potential risks connected to the AI components in charge of replicating
tasks previously addressed by human drivers, such as making sense of the
environment or taking decisions on the behaviours of the vehicle.
By their nature, those AI components do not obey the same rules as
traditional software: ML techniques are indeed relying on implicit rules
that are grounded on the statistical analysis of large collections of data.
While this enables automation to reach unprecedented cognitive
capabilities, it opens at the same time new opportunities for malicious
actors, who can exploit the high complexity of AI systems to their own
advantage.
Securing such systems requires to consider these AI specific issues on top
of the traditional cybersecurity risks connected to digital systems, in the
context of the full supply chain involved in their development and of their
integration with other automotive systems.
This report aims to provide insights on the cybersecurity challenges
specifically connected to the uptake of AI techniques in autonomous
vehicles.
It starts by describing the dynamic policy context with which this initiative
is aligned, at both the European and international levels.
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Institutional and private actors have been very active to outline the highlevel principles and standards that should govern the development of AV,
either explicitly, with dedicated automotive guidelines, or through the
definition of sets of practices driving the expansion of AI and cybersecurity.
In this respect, the European institutions have conducted various
initiatives for developing trustworthy AI, where cybersecurity and
intelligent transportation play a significant role.
Subsequently, this report delves into the technical aspects of AI in the
automotive sector, with the aims to better comprehend the technological
concerns of AI, as well as to get a sense of the level of integration of AI in
AV.
This includes an extended description of the areas in which AI plays a role,
to ensure the proper implementation of cognitive capabilities inside
automotive systems.
Autonomous driving requires addressing a host of smaller subtasks
(recognizing traffic signs or roads, detecting vehicles, estimating their
speed, planning the path of the vehicle, etc.), each of them trivially
performed by humans, but requiring carefully engineered AI systems to
automatically address them.
AI software components in an AV do not form a monolithic system, but
rather rely on a complex combination of large and varied collections of
data, themselves obtained by several types of sensors, and a rich set of AI
methodologies, based on scientific works from statistics, mathematics,
computing, and robotics.
Starting from the high-level functions, an extended description of the
landscape combining AI techniques, sensors, data types, and cognitive
tasks highlights the sheer abundance of approaches and ideas that have
made AV a reality.
We claim that the understanding of these technical elements in the
automotive context is essential to put into perspective their cybersecurity
implications of these AI-based components.
A mapping of automotive functions to AI techniques is provided to
highlight the connections between automotive and scientific concepts,
making direct links between automotive functionalities, intermediate
subtasks, and ML techniques.
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After this technical presentation, a state-of-the-art literature survey on
security of AI in the automotive context discusses the main concepts
behind the cybersecurity of AI for autonomous cars.
Security of AI in general lies outside the scope of this report, and the
interested reader is referred to the recently published ENISA AI Threat
Landscape to get the full picture on this matter.
Instead, a focus is specifically made on adversarial machine learning that
regroups a set of techniques that are currently the main approaches
susceptible to compromise AI components of AVs.
They allow a malicious actor to design specific attacks that could deceive AI
systems while staying undetectable by human supervisors.
Concretely, carefully crafted patterns can be disseminated in the
environment to alter the decision-making process and induce unexpected
behaviour of the vehicle.
Typical examples include adding paint on the road to misguide the
navigation, or stickers on a stop sign to prevent its recognition.
Despite the complexity to undertake these kinds of attacks, and in
particular to make them undetectable by human eyes, the dire
consequences in terms of safety should encourage car manufacturers to
implement defence mechanisms to mitigate these type of AI risks.
The description of these attacks, which may not necessarily require access
to the internal system of the vehicle, is accompanied by real-world cases
involving autonomous or semi-autonomous cars fooled by attackers.
This is subsequently illustrated, both theoretically and experimentally, by
realistic attack scenarios against the AI components of vehicles, extending
the discussion to other types of vulnerabilities of AI.
In conclusion of this report, a set of challenges and recommendations is
provided to improve AI security in AVs and mitigate potential threats and
risks.
This is motivated by the importance of relying on the pillars that have been
at the core of cybersecurity methodologies developed along the years for
traditional software, while at the same time taking into account the
particularities of AI systems.
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In light of the connections between AI and AVs brought forward in this
report and their consequences in terms of security, the following
recommendations are put forward.
To read more: https://www.enisa.europa.eu/publications/enisa-jrccybersecurity-challenges-in-the-uptake-of-artificial-intelligence-inautonomous-driving/
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Number 8

Financial stability implications of support measures to protect
the real economy from the COVID-19 pandemic, February 2021

The ESRB Working Group on monitoring financial stability implications of
fiscal measures to protect the real economy in the context of the
coronavirus (COVID-19) pandemic (henceforth, the WG) was established
in June 2020 under the auspices of the General Board.
It builds on the work of a related ad hoc ESRB Steering Committee
Workstream. It was mandated to develop a regular EU-wide monitoring of
the financial stability implications arising from the temporary measures
that governments have put into place in response to the COVID-19
pandemic, with a focus on cross-border and cross-sectoral implications.
This report summarises the work conducted and was approved by the
ESRB General Board on 15 December 2020.
The pandemic has intensified risks and vulnerabilities in the real economy,
but prompt action by governments has provided crucial relief to
households and non- financial corporations (NFCs).
Fiscal measures such as loans with public guarantees and direct grants
have helped to prevent the loss of viable businesses and contain the impact
of the pandemic. Moratoria schemes have also been providing liquidity
support during the health emergency.
So far, backed by government support, monetary policy and regulatory
easing, the financial system has continued to provide funding to the real
economy and losses in banking books have been contained. However, the
financial stability implications still need to be monitored.
This Report provides a framework for monitoring financial stability
implications of the measures and illustrates some initial results and policy
findings.
The Working Group proceeded in four stages.
First, it developed a conceptual monitoring framework to analyse the
financial stability implications of fiscal measures. Core to this framework
are the transmission channels of the fiscal measures in terms of solvency
and liquidity issues in the real economy and therefore the ability of these
measures to shield the financial sector from the effects of the pandemic.
Because these fiscal measures were mostly transmitted through the
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banking system, this channel was the focus of the report. Section 2
describes this framework.
Second, based on these transmission channels the Working Group derived
a set of key indicators to monitor the financial stability implications of the
fiscal measures put in place during the pandemic.
These will serve as a basis for the ESRB’s quarterly monitoring. A longer
list of supplementary indicators may complement this at national level.
The Working Group explored information collected directly by the ESRB,
as well as from the EBA and the ECB. A description of these indicators is
provided in Section 2 and Annex A. Section 3 describes the data sources
used.
Third, the Working Group identified and started analysing key issues
relevant to monitoring financial stability implications in more depth. It
started to describe how the drivers of fiscal programmes are related to the
structure and to the vulnerability of the real economy and the financial
system to the COVID-19 pandemic.
Then it focused on the solvency and liquidity of borrowers and the
implications for credit markets and the solvency of the financial sector. It
also elaborated on the quality of balance sheet information, as there is a
time lag before borrowers’ vulnerabilities have an impact on banks’ balance
sheets.
The report further considered the potential cliff effects related to the expiry
of fiscal measures that warrant attention from the authorities. Section 4
details these issues.
Fourth, key findings and policy priorities are summarised at the end of this
report.
Based on this initial monitoring work, the WG has now completed its
mandate. Going forward, the ESRB will continue with regular monitoring,
based on the indicators and transmission channels identified.
Relevant analytical topics will be addressed in future work including, in
particular, the analysis of cross-sectoral and cross-country spillovers.
So far these have been contained by the fact that the COVID-19 shock has
not been transmitted in full to the financial sector. However, such
spillovers may become more important in future adverse scenarios.
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To read more:
https://www.esrb.europa.eu/pub/pdf/reports/esrb.reports210216_FSI_co
vid19~cf3d32ae66.en.pdf
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Number 9

A Method for Ethical AI in Defence

Recent developments in the field of artificial intelligence (AI) have
highlighted the significant potential of the technology to increase Defence
capability while reducing risk in military operations. However, it is clear
that significant work also needs to be undertaken to ensure that
introduction of the technology does not result in adverse outcomes.
Defence's challenge is that failure to adopt the emerging technologies in a
timely manner may result in a military disadvantage, while premature
adoption without sufficient research and analysis may result in inadvertent
harms.

To read more:
https://www.dst.defence.gov.au/sites/default/files/publications/documen
ts/A%20Method%20for%20Ethical%20AI%20in%20Defence.pdf
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Number 10

Criminals stole over USD 100 million in cryptocurrencies by hijacking
phone numbers

Sim-swapping attacks against celebrities

A total of 8 criminals have been arrested on 9 February as a result of an
international investigation into a series of sim swapping attacks targeting
high-profile victims in the United States. These arrests follow earlier ones
in Malta (1) and Belgium (1) of other members belonging to the same
criminal network.
The attacks orchestrated by this criminal gang targeted thousands of
victims throughout 2020, including famous internet influencers, sport
stars, musicians and their families.
The criminals are believed to have stolen from them over USD 100 million
in cryptocurrencies after illegally gaining access to their phones.
This international sweep follows a year-long investigation jointly
conducted by law enforcement authorities from the United Kingdom,
United States, Belgium, Malta and Canada, with international activity
coordinated by Europol.
A network of sim hijackers
Initiated in the spring of 2020, the investigation uncovered how a network
composed of a dozen criminals worked together to access the victims’
phone numbers and take control of their apps or accounts by changing the
passwords.
This enabled them to steal money, cryptocurrencies and personal
information, including contacts synced with online accounts. They also
hijacked social media accounts to post content and send messages
masquerading as the victim.
This type of fraud is known as ‘sim swapping’ and it was identified as a key
trend on the rise in the latest Europol Internet Organised Crime Threat
Assessment.
It involves cybercriminals taking over use of a victim’s phone number by
essentially deactivating their SIM and porting the allocated number over to
a SIM belonging to a member of the criminal network.
You may visit: https://www.europol.europa.eu/activities-services/mainreports/internet-organised-crime-threat-assessment-iocta-2020
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This is typically achieved by the criminals exploiting phone service
providers to do the swap on their behalf, either via a corrupt insider or
using social engineering techniques.
Europol’s involvements
Europol’s European Cybercrime Centre (EC3) supported the case from the
onset by providing the following:
-

Organised operational meetings to coordinate the international
activity;

-

Facilitated the information exchange between all partners and crosschecked data sent in by the partners against Europol’s databases;

-

Supporting the action day by setting up a Virtual Command Post to
provide to the investigators in the field real time and secure exchange
of information and analytical support.

Don’t be the next victim.
It’s not just celebrities who are under attack. Anyone and everyone with a
mobile phone can fall victim to sim swapping. Here are a few tips to help
you stay one step ahead from the criminals after your personal
information:
-

Keep your devices’ software up to date,

-

Do not reply to suspicious emails or engage over the phone with callers
that request your personal information,

-

Limit the amount of personal data you share online,

-

Try to use two-factor authentication for your online services, rather
than having an authentication code sent over SMS,

-

When possible, do not associate your phone number with sensitive
online accounts.
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Number 11

Solving the Cryptography Riddle: Post-quantum Computing &
Crypto-assets Blockchain Puzzles

The European Union Agency for Cybersecurity releases two reports on
cryptography: one on the progress of post-quantum cryptography
standardisation, and the other on exploring the technologies under the
hood of crypto-assets.
Quantum Technology is an emerging field of physics and engineering,
which exploits the principles of quantum physics, like quantum
entanglement, quantum superposition and quantum tunnelling, to provide
new paradigms and novel applications.
From computing and communications to metrology and imaging, research
in the last 2 decades has bear tangible and not so tangible results.
It is a critical technology that policy makers believe it will generate a multibillion euro market in new technological solutions for business and
citizens.
Since the beginning the EU has been a key player in this area and with a
planned investment of €1 billion over 10 years, the EU Quantum Flagship
is mobilising around 2000 scientists and industrialists, in a collaborative
initiative on an unprecedented scale to position Europe as leader in the
industrial landscape.
Of course, Europe is not alone; the US, China, Canada, and Japan have also
set this as a top strategic priority. However, Quantum Technology and in
particular Quantum Computing is also a disruptive innovation.
In the mid ’90s, scientists theorized of quantum computer algorithms that,
given the existence of a sufficiently powerful quantum computer, can break
widely used public-key cryptography schemes, such as RSA and ECC or
weaken standardised symmetric encryption algorithms.
And while we do not know when and if such a quantum machine will [ever]
become available, researchers and national authorities have been working
on solutions.
As a result, the US National Institute of Standards and Technology (NIST)
launched in 2017 a, still ongoing, process to standardise one or more
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quantum-resistant public-key cryptographic algorithms, soliciting
proposals from cryptographers around the world.
It is important to make a distinction between Post-Quantum Cryptography
(PQC) and Quantum Cryptography.
PQC is about designing cryptographic solutions that can be used by today’s
[non-quantum] computers and that we believe are resistant to both
conventional and quantum cryptanalysis.
On the other hand, Quantum Cryptography is about cryptographic
solutions that take advantage of quantum physics to provide certain
security services. Quantum Key Distribution (QKD) is a good example of
the latter.
The EU Cybersecurity Strategy , presented by the European Commission
and the High Representative of the Union for Foreign Affairs and Security
in Policy on December 2020, explicitly singles out quantum computing and
encryption as a key technologies (along with AI) for achieving:
(1) resilience, technological sovereignty and leadership,
(2) building operational capacity to prevent, deter and respond, and
(3) advancing a global and open cyberspace.
The Strategy covers the security of essential services such as hospitals,
energy grids and railways and ever-increasing number of connected objects
in our homes, offices and factories, building collective capabilities to
respond to major cyberattacks and working with partners around the world
to ensure international security and stability in cyberspace.
Given the recent developments in the Quantum Computing race among
industries and nation states, it seems prudent for Europe to start
considering mitigation strategies now.
The EU Cybersecurity Agency is not alone in this line of though. Other
authorities and EU Institutions have also raised concerns; for instance, the
European Data Protection Supervisor has highlighted the dangers against
data protection , national authorities have been investigating and
preparing; e.g., the German Federal Office for Information Security has
been evaluating Post-Quantum alternatives since before the launch of
NIST’s standardisation process.
This study provides an overview of the current state of play on the
standardisation process of Post-Quantum Cryptography (PQC). It
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introduces a framework to analyse existing proposals, considering five (5)
main families of PQC algorithms; viz. code-based, isogeny-based, hashbased, lattice-based and multivariate-based.
It then goes on to describe the NIST Round 3 finalists for encryption and
signature schemes, as well as the alternative candidate schemes.
For which, key information on cryptodesign, implementation
considerations, known cryptanalysis efforts, and advantages &
disadvantage is provided.
Since the NIST standardisation process is going , the report makes no
claim on the superiority of one proposal against another.
In most cases the safest transition strategy involves waiting for national
authorities to standardise PQC algorithms and provide a transition path.
There might be cases thought were the quantum risk in not tolerated, in
which case the last chapter offers 2 proposals that system owners can
implement now in order to protect the confidentiality of their data against
a quantum capable attacker; namely hybrid implementations that use a
combination of pre-quantum and post-quantum schemes, and the mixing
of preshared keys into all keys established via public-key cryptography.
These solutions come at a cost and as such system designers are well
advised to perform a thorough risk and cost-benefit analysis.
To read more: https://www.enisa.europa.eu/publications/post-quantumcryptography-current-state-and-quantum-mitigation
https://www.enisa.europa.eu/publications/crypto-assets-introduction-todigital-currencies-and-distributed-ledger-technologies
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Number 12

BIS Innovation Hub and SWIFT launch ISO 20022 and API
hackathon

-

Hackathon to highlight potential of the new ISO 20022 payments
standard and APIs to enhance cross-border payments.

-

Teams invited to submit solutions by 19 March.

-

Three winning teams will showcase solutions at the BIS Innovation
Summit.

The BIS Innovation Hub and SWIFT have launched a new ISO 20022
hackathon and invite teams to build and showcase solutions that enhance
cross-border payments, using the ISO 20022 standard for payments
messages and application programming interfaces (APIs).
The ISO 20022 Hackathon, which is open for registration until 8 March,
aims to highlight the potential of ISO 20022, which is being adopted by
large parts of the world's payment infrastructures over the next four years.
Teams can adapt an existing product to make use of ISO 20022 or build
and demonstrate new solutions leveraging ISO 20022 and APIs using
SWIFT's API sandbox at: https://developer.swift.com/
Three winning teams will showcase their solutions at the BIS Innovation
Summit in March to a global audience including key payments industry
players and central bankers.

You may visit: https://web-eur.cvent.com/event/e547cd92-bfcb-4e1e8dc2-f8f4a2783e2c/summary
To read more: https://iso20022hackathon.hackerearth.com/
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Number 13

New NIST Framework Strives for Cleaner, More Secure Power
Grid

Whether it’s a new set of solar panels glistening on a neighbor’s roof or a
freshly installed smart thermostat at home, burgeoning renewable and
smart technologies represent steps toward a sustainable future. But much
of their potential will remain untapped unless the power grid is managed in
a much more flexible way.
The ability of systems to speak the same language and exchange
information securely, known as interoperability — think syncing your
phone to the cloud or your computer — is key to unlocking flexibility on the
grid.
Researchers at the National Institute of Standards and Technology (NIST)
aim to push interoperability on the grid further than before with the fourth
and latest release of the Smart Grid Framework. You may visit:
https://www.nist.gov/publications/nist-framework-and-roadmap-smartgrid-interoperability-standards-release-40

The 4.0 version of the framework describes the economic and
environmental benefits that could stem from enhanced interoperability
and outlines a new strategy for supporting the development of
interoperable devices and equipment. The authors also provide guidance
and resources for grid cybersecurity, which is becoming increasingly
important as greater numbers of devices connect with the grid.
A recent analysis has indicated that, even if all new power generators were
zero carbon, continuing to operate the grid as we have for decades will
cause us to fall short of a major goal of the Paris Agreement, which is to
limit global temperature rise to 1.5 C (2.7 F).
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This finding underscores the need to displace emission sources with
renewables. But several hurdles remain that make renewables a challenge
for the current system to manage, such as how spread out they are and
their fluctuating supply.
“Flexibility is needed to accommodate all of these new clean energy
technologies,” said NIST smart grid program manager Avi Gopstein, lead
author of the framework.
“The wind doesn’t always blow, the sun doesn’t always shine, and people
change the amount of electricity they use depending on their activities.
Well, interoperability is all about providing flexibility.”
Interoperable sensors and smart controls could give the grid the flexibility
it would need to maintain service during rapid changes in supply and
demand.
And part of how they would get the job done is by allowing communication
on the grid to become more of a two-way street (between customers and
utilities and everything in the middle), making information about current
power usage and anticipated need readily available to different parties.
This way, customers would be able to expend resources more intelligently
and help utilities route them to the right place at the right time.
An example of interoperability already at play is voluntary rewards
programs offered by utility companies, Gopstein said. By using smart
thermostats and water heater controllers that are interoperable with their
utility’s operations centers, participating consumers are able to contribute
to reducing energy consumption during peak demand and receive financial
rewards in return.
Homing In on Interoperability Targets
One of the framework’s major offerings is the concept of interoperability
profiles, detailed requirements for specific devices that could provide
industry with clear targets for interoperability. The ultimate goal of the
profiles would be to guide the development of testing and certification
programs — a critical ingredient for the widespread use of technology.
“The reason Wi-Fi works on everybody's phone and computer and
everything else is because the Wi-Fi Alliance has an effective testing and
certification program,” Gopstein said. “They established specific
performance requirements and validation tests. For interoperability, we
don’t have that.”
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While there are many standard tests for physical performance (for
example, a way to check if a 5-volt power supply puts out 5 volts),
interoperability is a much more difficult trait to test for.
Hundreds of communication standards exist, meaning there are a
multitude of languages devices can speak and myriad ways they can
package their messages to other systems.
Rather than develop new standards, Gopstein and his team seek to bring
subsets of existing standards for both physical function and
communication together in profiles suited to specific types of devices.
If tests are developed based on profiles and widely accepted,
manufacturers would have explicit guidance on how to make their devices
interoperable with the grid.
These tests could check for proper communication of information such as
timing, which, for equipment like smart devices in substations, needs to be
synchronized down to the millisecond for conversations between the
machines to get off on the right foot.
Over time, as products become certified, the grid would become more of a
plug-and-play ecosystem, giving customers more options to choose from.
Protecting the Grid in an Interconnected World
Because the benefits of an interoperable grid would stem from greater
connectedness and an increased flow of information between various
parties, elements of the grid may become more vulnerable to malicious
actors.
The North American Electric Reliability Corporation (NERC) provides a set
of mandated security requirements for the high-voltage elements of the
grid, such as transmission lines. But for everything else, formal guidance
for cybersecurity is scarce, Gopstein said.
The framework offers resources to help fill in these gaps, including a
cybersecurity risk profile for the smart grid, which the authors made using
NIST’s Cybersecurity Framework. The profile, containing numerous
security considerations specific to the grid, provides utilities and others
with a structured method of assessing their current practices and
identifying areas in need of beefed-up security. The authors also refer
organizations to a previous NIST report on smart grid cybersecurity for
more detailed guidance at the level of individual device interfaces. You may
visit: https://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7628r1.pdf
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Another important resource the framework recommends is a free tool that
highlights overlap between NIST’s Cybersecurity Framework and NERC’s
standards to help organizations improve their cybersecurity practices while
ensuring they remain in compliance with mandated requirements.
The fourth release of NIST’s Smart Grid Framework, which the authors
updated with feedback received through a public comment process, is
available for download from NIST's website at:
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1108r4.pd
f
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Number 14

Technologies to Rapidly Restore the Electrical Grid after
Cyberattack Come Online

RADICS program delivers novel technologies, custom testbed, and
evaluation exercises to enable utilities and first responders to quickly
restore critical infrastructure amidst a cyberattack.

Some 330 million Americans rely on the nation’s critical infrastructure to
keep the country humming. Disruptions to electrical grids,
communications systems, and supply chains can be catastrophic, yet all of
these are vulnerable to cyberattack.
According to the government’s 2019 World Wide Threats Hearing, certain
adversaries are capable of launching cyberattacks that can disrupt the
nation’s critical infrastructure – including electrical distribution networks.
In recognition of the disruptions cyberattacks can cause, DARPA in 2016
established the Rapid Attack Detection, Isolation and Characterization
Systems (RADICS) program.
The goal of RADICS has been to enable black-start recovery during a
cyberattack.
Black start is the process of restoring power to an electric substation or
part of the grid that has experienced a total or partial shutdown without
relying on an external power transmission network to get things back
online.
Researchers in the program have spent the past four years developing tools
and technologies that cybersecurity personnel, utilities, and first
responders could use to understand and characterize an attack, isolate
networks during remediation, and ultimately accelerate the restoration of
power to the part of the grid that has been affected.
The idea is that, if the U.S. can handle the worst case scenario, it will be
well positioned to handle other attacks.
“Cyberattacks on the grid can essentially do two things – make the grid not
tell you the truth, and make the grid operate in an unexpected way,” said
Walter Weiss, the program manager responsible for RADICS.
“For example, the grid could show you that a substation has power when in
reality it does not. This could unintentionally prevent power restoration to
an entire area since no one thinks there is a need to bring power back
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online. The technologies developed under RADICS help provide ground
truth around grid status, giving responders the ability to quickly detect
anomalies and then chart a path towards recovery.”
Delivering a Greater Grid
RADICS researchers developed technologies that deliver enhanced
situational awareness to grid operators by providing accurate and timely
information about grid state before, during, and after an attack. With this
improved awareness, operators are better able to thwart an attack or blunt
its effects before it can cause significant damage to any physical
infrastructure.
To prevent an adversary from continuing attacks on a compromised
network during recovery efforts, researchers also developed technologies
that isolate emergency networks, allowing for secure responder
coordination and communication.
In addition to improving situational awareness, RADICS researchers have
developed countermeasures to cyberattacks designed to corrupt
configuration files, introduce malicious code in control systems, or
perpetrate others types of damage.
Among these countermeasures are tools that could automatically map and
assess the state and configuration of electrical power networks and detect
and characterize power-grid malware.
To test and evaluate new grid-saving tools developed by RADICS
researchers, the program featured a custom-built testbed that replicates
real-world conditions that utilities and first responders could encounter
during a cyberattack.
To design the testbed, RADICS leveraged over a decade of testbedarchitecture work by researchers (and program performers) based at the
University of Illinois Urbana-Champaign (UIUC).
The RADICS testbed is comprised of miniaturized substations that were
designed to operate as they do in the real world, but with safeguards to
protect the system and those operating the substations.
The substations are connected via power lines, forming a multi-utility
crank path. With a crank path, power is generated to black start one utility
that then powers the next utility and the next until the grid is fully restored.
The testbed was designed around commonly deployed systems in North
America and configured in ways that actual utilities use.
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Further, the UIUC team implemented a distributed, state-of-the-art
computer network that allowed for the necessary data collection, dynamic
reconfiguration, and adaptation of the environment, which was needed to
meet the requirements that Weiss and his team at DARPA specified for the
program.
“Testbeds are more than just hardware and software; they are the people,
the knowledge, the data, and the assets that are necessary to build out an
environment to serve the designed purpose,” said Tim Yardley, the
principal investigator responsible for the testbed effort at UIUC.
“The RADICS testbed provided a state-of-the-art environment to explore
the unknown, test theories and approaches, and accomplish what has
never been tried before – live-fire cyberattacks on critical infrastructure
systems in a controlled and observable way.”
Working collaboratively with the Department of Homeland Security
(DHS), the RADICS team developed and deployed the testbed at Orient
Point, New York, which is home to the DHS Plum Island Animal Disease
Center (PIADC).
The island provided an isolated environment for the safe construction and
use of the multi-utility crank path.
While first constructed in 2017, the test system was deployed iteratively
every six months thereafter to continuously challenge and evaluate the
RADICS technology as it advanced and evolved.
Starting in 2017, RADICS tools emerging from the research were put to the
test against various threat scenarios during a series of evaluation exercises
using the testbed.
The goal of each exercise was to use the technologies to help power the
crank path and restore power to a “critical asset” on the island.
Each exercise required consistent communication, collaboration, and
problem solving between the research teams and other exercise
participants.
Volunteers from organizations responsible for the nation’s electrical grid
were recruited by the U.S. Department of Energy (DOE) for the exercises.
These utility volunteers partnered with the research teams to restore power
and combat a skilled Red Team as it deployed malicious attacks and
exploits.
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Utilities having the ability to see a cyber-attack in an exercise prior to
seeing it in the real-world enhances emergency preparedness and the
robustness of U.S. response efforts. As such, bringing in real volunteers
from utilities was critical to making the exercises relevant.
“There was significant participation from our energy sector partners over
the two year partnership between DOE CESER and DARPA, resulting in a
total of 12 private sector entities sending teams of cyber and power
professionals to take part in the exercise and assist DARPA in developing
and refining tools” says Michael Toecker, Senior Cybersecurity Advisor in
DOE’s Office of Cybersecurity, Energy Security, and Emergency Response
(CESER).
“The partnership was equally valuable to our energy sector partners, who
had the opportunity to observe and respond to simulated attacks in a
consequence-free environment not unlike their own electric power
environments.”
The volunteers’ expertise and input continuously helped RADICS improve
both the technologies in development as well as the exercise.
The RADICS technologies were tested one last time during a live five-day
exercise in October 2020 and the program concluded at the end of the year.
This was the seventh exercise in the evaluation series and was conducted
jointly with other U.S. departments and agencies – including DOE, DHS,
and the National Guard.
An already complex task was further complicated by the COVID-19
pandemic, but the team managed to provide a safe work environment
through rigorous testing, limited personnel on the island, and the
development of a virtual-presence platform that allowed exercise
participants to join remotely.
“With COVID, the UIUC team was asked to accomplish another
monumental task – to make the testbed environment seamlessly accessible
remotely to the participants that were scattered around the country, while
still maintaining a high level of engagement,” said Weiss.
The UIUC team delivered an online/remote environment that enabled the
successful execution of the final exercise. Today, other government
agencies are looking closely at the remote environment for guidance on
how to respond to real-world cyberattacks when resources are spread out.
“The RADICS exercise held at PIADC grew and matured significantly over
the lifetime of the program,” said Weiss. “It started out as an exercise
operating in the confines of a lab, and evolved into a three-utility testbed
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with multiple substations and a supporting virtual environment. By the
program’s conclusion, we weren’t just managing one workforce that was
trying to build one crank path across the grid, but three separate
‘organizations’ that had to work together to figure out how to feed power to
each other. The testbed and exercise proved beneficial not only for the
program, but also for the broader community involved in grid restoration.”
Amplifying Value
Another DARPA program – the Leveraging the Analog Domain for Security
(LADS) program – also was able to use the RADICS testbed as a means of
program evaluation.
LADS is focused on developing low-cost "cyber smoke detectors" to provide
real-time situational awareness for the many devices – like power-grid
controllers – that support critical infrastructure and military systems, but
cannot be monitored using anti-virus or other current endpoint security
technologies.
Under LADS, a team (dubbed CASPER) from New-Jersey-based Perspecta
Labs, developed a sensor for detecting anomalous software execution on a
SCADA (supervisory control and data acquisition) device from a distance.
The sensor uses machine learning to measure side-channel, radiofrequency (RF) emanations of the device and correlate those emanations
with the normal software that runs on those devices.
The CASPER team participated in multiple RADICS exercises, both
improving and validating its sensor’s performance in a realistic testing
environment and, by the final exercise, contributing alerts to warn the
RADICS teams of potentially malicious activity in power-grid controllers.
“During the first exercise that the team participated in, the LADS sensors
were neither hardened to handle a harsh, real-world environment nor
tuned to provide the high-confidence indicators needed to support realtime analysis,” said Ian Crone, the DARPA program manager leading
LADS.
“By the end of the program, however, the team was able to deploy a
ruggedized and reliable sensor to meet the mission need. The RADICS
exercises provided a unique environment to test both LADS and other
technologies that could really improve power grid security and resilience
today and in the future.”
A key accomplishment of the final RADICS exercise was the transition of
control from the researchers to the participants with day jobs in
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operational settings. Volunteers from utility companies and the National
Guard took over the reins and were able to operate the technologies as they
would in a real event. “We often find that research is only usable by the
developers or researchers, which in my mind means it’s not operationally
relevant,” said Weiss.
“What really changed during exercise seven was this shift from our
researchers being the people that operated the tools to the operational
people taking charge and running the technologies. This program
milestone is helping us chart a path for continued tech transition.”
Perhaps the most significant output of the final exercise however was proof
that the RADICS tools are capable of catching threats on the grid. These
tools have proven they work in the controlled, testbed environment but
also already have transition into commercialized platforms.
One example is Perspecta Labs’ SecureSmart solution. SecureSmart is a
system for detecting wireless network intrusions, including those involving
SCADAs.
The system provides real-time network health, anomaly detection, security
analysis, and visualization. Utilities are currently using the platform for
enhanced situational awareness and network visibility, enabling faster
response times to threats.
In addition to hastening the transition of RADICS-born technologies for
commercial use, the testbed design and accompanying exercise format are
expected to transition to the DOE.
These value-added outputs of the program will continue to support
training and evaluation efforts for utilities and others in the fight against
cyberattacks on the nation’s critical infrastructure.
“DOE CESER and our energy sector partners realized several benefits from
working with the RADICS program, most especially in utilizing testbed
platforms to inform and enhance exercises, training, and workforce
development goals in cyber security for energy systems.
We will be examining where RADICS-style cyber-physical testbeds can and
should be used to improve DOE’s preparedness and coordination efforts”
said Brian Marko, CESER’s Program Manager for Energy Sector Exercises
and Cyber Training.
The UIUC team is working to leverage its RADICS work to support future
research and looking into how its new know-how applies to workforce
development and training.
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Through curriculum and training development, hands-on demonstration
platforms, future exercises, and integration with fundamental and applied
research, the university researchers will continue to develop, adapt, and
advance the platforms they have built to aid the U.S. and help close
remaining security gaps.
Girding for More Grid Protection
“While we’ve made significant progress against RADICS’ mission of rapid
grid restoration, there remains an opportunity to further explore
technologies capable of thwarting attacks, such as enhanced forensic
analysis on grid devices to better understand the threats,” noted Weiss.
Today, first responders lack ways of interfacing with infected devices,
understanding what these devices are doing under malicious influence, and
ultimately applying a fix.
Forensics – in this case the practice of deliberately extracting and
preserving data about an intrusion – is not yet a supported feature of grid
devices. This is further complicated due to the difficulty of removing a
device from the grid to understand what happened to it after an attack.
To address this challenge, a team led by SRI International is developing a
forensics port that provides a physical opening in these devices for local
access to a variety of diagnostic information.
With the port, authorized users can perform a variety of incident response
actions, such as memory validation and forensic imaging without
compromising vendor IP or a utility’s proprietary information.
SRI is sharing the design for this port with DOE, vendors, and other
community leaders to jumpstart a discussion on what additional tools are
needed to properly equip grid response teams.
Also still to address is the current need for utilities and grid operators to
fall back to manual procedures to restore the grid during blackouts if
SCADA or EMS functionality is lost.
Today, this involves spending weeks manually creating reliability and
resiliency models for tens of thousands of grid nodes.
The process typically requires multiple servers and engineers that must
rely on incomplete data for grid restoration. To help accelerate this
process, researchers from Carnegie Mellon University (CMU) developed a
foundational technology for modeling, simulating, and optimizing power
flow of the grid.
Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 62

The prototype software tool, called Simulation with Unified Grid Analyses
and Renewables (SUGAR) provides unprecedented speed and robustness
for developing real-time grid models – reducing the process to seconds or
minutes from several days – and can be done on a standard laptop.
“The continued research happening at SRI and CMU stands to greatly
benefit electrical grid restoration efforts,” said Weiss.
The question of how to prevent an attack from happening in the first place,
however still remains. There is additional research happening at DARPA
that could help address this challenge by rethinking computer security
from the ground up.
The Guaranteed Architectures for Physical Security (GAPS) program is
looking at more intelligent ways of connecting in-network computers so
that these critical assets are not put on computer networks that are directly
connected to the Internet.
“With GAPS, we are looking at how to filter what is allowed so that a device
on the power grid, for example, could still upload everything it needs to,
but if someone came in remotely they wouldn’t be able to compromise its
activities or disrupt the flow of critical data,” noted Weiss who is also
leading this program.
The second program is SSITH, which stands for System Security
Integration Through Hardware and Firmware. SSITH is focused on
developing secure processors capable of thwarting common hardware
attacks that derive from software vulnerabilities.
The secure hardware architectures and associated design tools in
development on the program could ultimately be used across a wide array
of systems, including those found within the electrical grid.
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Number 15

Report to Congressional Committees

HIGH-RISK SERIES: Dedicated Leadership Needed to Address
Limited Progress in Most High-Risk Areas

Overall ratings in 2021 for 20 of GAO’s 2019 high-risk areas remain
unchanged, and five regressed.
Seven areas improved, one to the point of removal from the High-Risk List.
Two new areas are being added, bringing our 2021 High-Risk List to 36
areas.
Where there has been improvement in high-risk areas, congressional
actions, in addition to those by executive agencies, have been critical in
spurring progress.
GAO is removing Department of Defense (DOD) Support Infrastructure
Management from the High-Risk List.
Among other things, DOD has more efficiently utilized military installation
space; reduced its infrastructure footprint and use of leases, reportedly
saving millions of dollars; and improved its use of installation agreements,
reducing base support costs.
GAO is narrowing the scope of three high-risk areas by removing segments
of the areas due to progress that has been made.
The affected areas are:
(1) Federal Real Property (Costly Leasing) because the General Services
Administration has reduced its reliance on costly leases and improved
monitoring efforts;
(2) DOD Contract Management (Acquisition Workforce) because DOD has
significantly rebuilt its acquisition workforce; and
(3) Management of Federal Oil and Gas Resources (Offshore Oil and Gas
Oversight) because the Department of the Interior's Bureau of Safety and
Environmental Enforcement has implemented reforms improving offshore
oil and gas oversight.
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National Efforts to Prevent, Respond to, and Recover from Drug Misuse is
being added to the High-Risk List. National rates of drug misuse have been
increasing, and drug misuse has resulted in significant loss of life and
harmful effects to society and the economy.
GAO identified several challenges in the federal government’s response,
such as a need for greater leadership and coordination of the national
effort, strategic guidance that fulfills all statutory requirements, and more
effective implementation and monitoring.
Emergency Loans for Small Businesses also is being added. The Small
Business Administration has provided hundreds of billions of dollars’
worth of loans and advances to help small businesses recover from adverse
economic impacts created by COVID-19.
While loans have greatly aided many small businesses, evidence of fraud
and significant program integrity risks need much greater oversight and
management attention.
Nine existing high-risk areas also need more focused attention (see table).

To read more: https://www.gao.gov/reports/GAO-21-119SP/
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Number 16

Office for Targeted Violence and Terrorism Prevention

Threat Assessment and Management Teams

Overview
Threat assessment and management teams are effective proactive and
protective measures that are designed to prevent – not predict – potential
acts of targeted violence and terrorism.
Through identifying and managing potential threats, these teams provide
alternatives to investigation and/or prosecution for bystanders who are
actively seeking intervention assistance with a known individual at risk of
mobilizing to violence.
Effective threat assessment and management teams are multi-disciplinary
and may include education administrators, mental health and social
service providers, faith leaders, medical personnel, law enforcement,
technology experts, and others.
While it is important for law enforcement to be involved to ensure a
comprehensive and inclusive approach – and to intervene if the threat
escalates – partnerships with multidisciplinary partners are crucial, as the
primary goal of this approach is to provide individuals with support
services before the threat rises to a level requiring law enforcement.

Static vs. Dynamic Factors
Both static and dynamic factors play a role in threat assessment. Because
dynamic factors change over time, these may be influenced through
intervention.
Dynamic factors are used for the short-term assessment of violence,
including targeted violence. Dynamic factors are the main focus of threat
assessment and management teams, as behavioral changes can be easily
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identified by bystanders and offer critical insights as to where an individual
should be referred.
Assessing an individual’s behavior involves accumulating evidence and
data over time. As evidence and data change, the overall assessment is
changed leading to a flexible approach to case management.

To read more:
https://www.dhs.gov/sites/default/files/publications/threat_assessment_
and_management_teams.pdf
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Number 17

EU Cybersecurity Initiatives in the Finance Sector

The European Commission plays an active role in developing the EU's
overall strategy and in designing and implementing EU policies for the
financial sector.
It evaluates and reports on these policies on a regular basis.
These initiatives fall under the responsibility of the European Commission.
The European Commission issued the Fintech action plan in 2018, which
purpose is to achieve stronger cyber resilience. It does this by:
-

Facilitating information sharing on cyber threats among market
participants;

-

Promoting higher supervisory convergence and enforcement of IT risk
management;

-

Increasing EU coordination in cyber threat testing using a common
threat-intelligence lead method, such as TIBER-EU.

In 2020, the digital finance strategy sets out general lines on how Europe
can support the digital transformation of finance in the coming years, while
regulating its risks.
The strategy sets out four main priorities:
-

removing fragmentation in the Digital Single Market,

-

adapting the EU regulatory framework to facilitate digital innovation,

-

promoting data-driven finance,

-

addressing the challenges and risks with digital transformation,
including enhancing the digital operational resilience of the financial
system.

The EC recently published its legislative proposal on Digital Operational
Resilience Act ('DORA').
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The ever-increasing dependency of the financial sector on software and
digital processes means that information communication technologies
(ICT) risks are inherent in finance.
The Commission, therefore, proposes that all financial entities ensure they
can withstand all types of ICT-related disruptions and threats.
Credit institutions, payment and e-money institutions, insurance
companies and other financial entities will have to respect strict standards
to prevent and limit the impact of ICT-related incidents.
The EC also sets an oversight framework on service providers (such as Big
Techs) which provide critical ICT services to financial entities.
The main task of the European Banking Authority (EBA) is to contribute to
the creation of the European Single Rulebook, aiming at providing a single
set of harmonised prudential rules for financial institutions throughout the
EU.
On ICT/cyber-related topics, the EBA has produced a number of regulatory
documents including guidelines, recommendations, opinions and other
non-regulatory public statements.
The EBA develops technical standards, guidelines, opinions and other legal
instruments aimed at enhancing the cyber resilience of credit institutions,
payment institutions, investment firms, and electronic money institutions.
The EBA has established two relevant structures, which are working on
cyber-related matters.
The first is the Sub-Committee on Payment Services, which is working on
PSD2 related aspects and involves experts from the competent authorities.
The second structure is the Task Force on IT Supervision (TFIT).
TFIT involves ICT experts from Member States who are assisting in areas
related to convergence of supervisory practices for supervision of IT and IT
related risks.
Additionally, it helps in developing a consistent and effective framework
for the assessment of IT risks and other prudential risks, which may arise
from the use of innovative technologies (FinTech) in supervised
institutions.
The EBA Guidelines on ICT and security risk management establish
requirements for credit institutions, investment firms, payment
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institutions and electronic money institutions in the EU/EEA on the
mitigation and management of their information and communication
technology (ICT) risks and aim to ensure a consistent and robust approach
across the Single Market.
In November 2019, the EBA published Guidelines on ICT and security risk
management (EBA/GL/2019/04), which require management and
mitigation of ICT and security risks through the establishment of sound
internal governance and the use of an internal control framework setting
clear responsibilities for financial institutions’ staff, including for the
management bodies.
The EU Delegated Regulation on strong customer authentication is based
on the EBA's Regulatory Technical Standards on strong customer
authentication and secure communication and is applicable to credit
institutions, payment institutions, and electronic money institutions.
The requirements cover a range of security measures, which aim at
enhancing customer protection, increase the security of electronic
payments and decreasing the risk of fraud.
The requirements also cover standards for secure communication between
third party providers and account servicing payment service providers
established in the EU/EEA in the process of provision of payment
initiation services or account information services.
The Regulation was developed by the EBA in close cooperation with the
ECB. The EBA Guidelines on incident reporting under PSD2 set out the
criteria, thresholds and methodology to be used by credit institutions,
payment institutions, and electronic money institutions in the EU/EEA.
The guidelines determine whether an operational or security incident
related to the provision of payment services, should be considered major
and, therefore, be notified to the competent authority in the home Member
State.
The guidelines were developed by the EBA in close cooperation with the
ECB.
EBA Guidelines on the reporting of retail payment fraud under PSD2.
The Guidelines aimed at contributing to the objective of PSD2 of enhancing
the security of retail payments in the EU by requiring credit institutions,
payment institutions and electronic money institutions to collect and
report data on payment transactions and fraudulent payment transactions.
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To read more:
https://www.enisa.europa.eu/publications/EU_Cybersecurity_Initiatives
_in_the_Finance_Sector
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Number 18

Who Can Find My Devices? Security and Privacy of Apple’s
Crowd-Sourced Bluetooth Location Tracking System

Alexander Heinrich, Milan Stute, Tim Kornhuber, and Matthias Hollick

Abstract
Overnight, Apple has turned its hundreds-of-million-device ecosystem into
the world’s largest crowdsourced location tracking network called offline
finding (OF).
OF leverages online finder devices to detect the presence of missing offline
devices using Bluetooth and report an approximate location back to the
owner via the Internet.
While OF is not the first system of its kind, it is the first to commit to
strong privacy goals.
In particular, OF aims to ensure finder anonymity, untrackability of owner
devices, and confidentiality of location reports.
This paper presents the first comprehensive security and privacy analysis
of OF. To this end, we recover the specifications of the closed-source OF
protocols by means of reverse engineering.
We experimentally show that unauthorized access to the location reports
allows for accurate device tracking and retrieving a user’s top locations
with an error in the order of 10 meters in urban areas.
While we find that OF’s design achieves its privacy goals, we discover two
distinct design and implementation flaws that can lead to a location
correlation attack and unauthorized access to the location history of the
past seven days, which could deanonymize users.
Apple has partially addressed the issues following our responsible
disclosure. Finally, we make our research artifacts publicly available.
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Number 19

Dangerous Malware Dropper Found in 9 Utility Apps on
Google’s Play Store

Highlights
-

Check Point Research discovered a new dropper being spread via 9
malicious Android apps on the official Google Play store

-

The malware family allows the attacker to obtain access to victims’
financial accounts and take full control of their mobile phone

-

Google removed the apps from the Play store after being notified by
Check Point Software

Our Findings
Check Point Research (CPR) recently discovered a new dropper spreading
via the Google Play store. The dropper, dubbed Clast82, has the ability to
avoid detection by Google Play Protect, complete the evaluation period
successfully, and change the payload dropped from a non-malicious
payload to the AlienBot Banker and MRAT.
To read more: https://blog.checkpoint.com/2021/03/09/dangerousmalware-dropper-found-in-9-utility-apps-on-googles-play-store/
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Number 20

Opinion of the European Banking Authority on the risks of
money laundering and terrorist financing affecting the European
Union’s financial sector

Introduction and legal basis
1. Article 6(5) of Directive (EU) 2015/849 requires the EBA to issue an
Opinion on the risks of money laundering and terrorist financing (ML/TF)
affecting the European Union’s financial sector every two years.
2. This is the third Opinion on the risks of ML/TF affecting the European
Union’s financial sector.
The EBA is issuing this Opinion as part of its new mandate to lead,
coordinate and monitor the fight against ML/TF in the financial system at
the EU level.
The European Securities and Markets Authority (ESMA) and European
Insurance and Occupational Pensions Authority (EIOPA) were closely
involved in the process.
3. The Opinion draws on information provided by competent authorities
(CAs) and on information obtained in the context of the EBAs’ work, such
as the attendance at AML/CFT colleges and the EBA’s AML/CFT
implementation reviews.
4. As in its previous Opinion, the EBA looked at ML/TF risks to which
credit and financial institutions are exposed, as well as ML/TF risks that
cut across various sectors.
The EBA also carried out an assessment of how the ML/TF risks have
evolved since the last Opinion was published in 2019.
5. This Opinion sets out proposed actions addressed to CAs, which are
based on the detailed analysis and findings set out in the report annexed to
the Opinion. The Opinion together with the report also serves to provide
information for the European Commission’s Supranational Risk
Assessment (SNRA) and risk assessments carried out by CAs.
6. The EBA competence to deliver an Opinion is based on Article 29(1)(a)
of Regulation (EU) No 1093/2010 and on Article 6(5) of Directive (EU)
2015/849 and Article 16a(1) 29(1)(a) of Regulation (EU) No 1093/2010, as
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risks of ML/TF affecting the European Union’s financial sector relate to the
EBA’s area of competence.
7. In accordance with Article 14(7) of the Rules of Procedure of the Board of
Supervisors, the Board of Supervisors has adopted this Opinion.
8. Under Article 29(1)(a), the EBA has, where appropriate, to conduct open
public consultations and a cost-benefit analysis (CBA) and request advice
from the Banking Stakeholder Group (BSG).
Consultation/CBA must be proportionate to the scope, nature and impact
of the Opinion. In this instance, the EBA has not conducted an open public
consultation and CBA and has not requested advice from the BSG because
the suggestions made to CAs in this Opinion do not change or specify
policies, but rather set out good practices and reiterate supervisory duties.
In relation to the proposals addressed to the national competent
authorities, they would mainly impact the authorities that have already
contributed to the development of this Opinion, and so there was no need
to seek their views through an open public consultation.
To read more:
https://www.eba.europa.eu/sites/default/documents/files/document_libr
ary/Publications/Opinions/2021/963685/Opinion%20on%20MLTF%20ri
sks.pdf
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Disclaimer
Despite the great care taken to prepare this newsletter, we cannot
guarantee that all information is current or accurate. If errors are brought
to our attention, we will try to correct them, and we will publish the correct
information to the LinkedIn and Facebook pages of Cyber Risk GmbH.
Readers will make their own determination of how suitable the
information is for their usage and intent. Cyber Risk GmbH expressly
disclaims all warranties, either expressed or implied, including any implied
warranty of fitness for a particular purpose, and neither assumes nor
authorizes any other person to assume for it any liability in connection
with the information or training programs provided.
Cyber Risk GmbH and its employees will not be liable for any loss or
damages of any nature, either direct or indirect, arising from use of the
information provided on this newsletter, or our web sites.
We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a
recommendation or endorsement of the views expressed within them.
Links to other web sites are presented as a convenience to users. Cyber
Risk GmbH does not accept any responsibility for the content, accuracy,
reliability, or currency found on external web sites.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the association has
no control and for which the association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of interpretative;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
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does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts. It is our goal to
minimize disruption caused by technical errors. However, some data or
information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
Readers that are interested in a specific topic covered in the newsletter,
must download the official papers, must find more information, and must
ask for legal and technical advice, before making any business decisions.
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