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May 2022, top cyber risk and compliance related
local news stories and world events

Dear readers,
Extraterritoriality refers to the application of one country’s
laws within the jurisdiction of another country. A country can
punish actions committed beyond its borders, if they impair
an interest which it desires to protect. I always find interesting
the efforts to extend domestic regulation to activities or agreements in
foreign countries, undertaken in full compliance with the law of those
countries.
I have just read carefully the proposal for a NIS 2 Directive in the EU (the
amendment of the Directive on Security of Network and Information
Systems (NIS), Directive 2016/1148). Extraterritorial reach affects all the
companies that operate within the EU. We read at Preamble 63:
“All essential and important entities under this Directive should fall under
the jurisdiction of the Member State where they provide their services. If
the entity provides services in more than one Member State, it should fall
under the separate and concurrent jurisdiction of each of these Member
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States. The competent authorities of these Member States should
cooperate, provide mutual assistance to each other and where appropriate,
carry out joint supervisory actions.”
We read at preamble 64: “In order to take account of the cross-border
nature of the services and operations of DNS service providers, TLD name
registries, content delivery network providers, cloud computing service
providers, data centre service providers and digital providers, only one
Member State should have jurisdiction over these entities.
Jurisdiction should be attributed to the Member State in which the
respective entity has its main establishment in the Union. The criterion of
establishment for the purposes of this Directive implies the effective
exercise of activity through stable arrangements. The legal form of such
arrangements, whether through a branch or a subsidiary with a legal
personality, is not the determining factor in that respect.
Whether this criterion is fulfilled should not depend on whether the
network and information systems are physically located in a given place;
the presence and use of such systems do not, in themselves, constitute such
main establishment and are therefore not decisive criteria for determining
the main establishment.
The main establishment should be the place where the decisions related to
the cybersecurity risk management measures are taken in the Union. This
will typically correspond to the place of the companies’ central
administration in the Union. If such decisions are not taken in the Union,
the main establishment should be deemed to be in the Member States
where the entity has an establishment with the highest number of
employees in the Union. Where the services are carried out by a group of
undertakings, the main establishment of the controlling undertaking
should be considered to be the main establishment of the group of
undertakings.”
In Article 24, we read that DNS service providers, TLD name registries,
cloud computing service providers, data centre service providers and
content delivery network providers in Annex I, as well as digital providers
in Annex II shall be deemed to be under the jurisdiction of the Member
State in which they have their main establishment in the Union. But if one
of these entities is not established in the European Union, but offers
services within the Union, it shall designate a representative in the Union.
The representative shall be established in one of those Member States
where the services are offered.
Such entity shall be deemed to be under the jurisdiction of the Member
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State where the representative is established. In the absence of a
designated representative within the Union, any Member State in which
the entity provides services may take legal actions against the entity for
non-compliance with the obligations under this Directive.
In the EU, every amended directive is expected to expand the scope of the
original directive. The proposal for a NIS 2 Directive also expands the
scope of the current NIS Directive by adding new sectors based on how
crucial they are for the economy and society. It introduces a clear size cap,
so all medium and large companies in selected sectors will be included in
the scope.
The proposal eliminates the distinction between operators of essential
services and digital service providers. Entities would be classified based on
their importance, and divided into essential and important categories,
which will be subjected to different supervisory regimes.
The proposal strengthens and streamlines security and reporting
requirements for companies by imposing a risk management approach,
which provides a minimum list of basic security elements that have to be
applied. It introduces precise provisions on the process for incident
reporting, content of the reports and timelines.
When must we comply will the NIS 2 Directive? Both the European
Council and the European Parliament must first agree on the final text.
Once it is adopted, Member States will have 24 months to transpose the
NIS 2 Directive into national law. Of course, firms need months or years to
prepare.
Read more at number 1 below.
__________________________________________________
Which is the emerging field at the intersection of cybersecurity and
biosecurity? It is called cyberbiosecurity.
Cyberbiosecurity aims to identify and mitigate security risks fostered by
the digitisation of biology and the automation of biotechnology.
Several areas in Biotech are of particular concern for cyberbiosecurity.
Gene editing tools are used worldwide for rapid and precise gene editing.
In healthcare, the digitisation of biology and metabolic engineering is
accelerating the development of new vaccines, drugs and painkillers.
These new possibilities bring a whole new category of vulnerabilities and
risks. In the last five years, the technological barriers to acquiring and
using biological weapons have been significantly lowered.
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The security implications of biotechnological advances extend beyond
bioweapons. For example, developments in metabolic pathway engineering
also offer ways to produce illicit drugs such as heroin.
To mitigate these risks, the culture of the life sciences community must
change from blind trust to a highly aware and educated community.
We can read more at the new Annual Report on Cybersecurity Research
and Innovation Needs and Priorities, from the European Network and
Information Security Agency (ENISA).
So, why cybersecurity is different in these fields?
The importance of reviewing cybersecurity related issues in life sciences,
and in biotechnology in particular, is no different from many other critical
infrastructures (e.g. the chemical industry, nuclear physics, etc.).
However, the lack of awareness and of specific cybersecurity controls to
address the risks and the long-term implications that may have
implications for life itself lends a sense of urgency to the need to review this
topic from a research perspective. When it comes to cybersecurity,
innovation is quickly becoming a double-edged sword for life sciences
customers.
Read more at number 8 below.
_______________________________________________
The financial crisis of 2008 generated various regulatory and political
responses, and the macro prudential supervision concept moved from its
formerly obscure state to the front in the global regulatory discussion.
Macro prudential tools promote systemic financial stability, when micro
prudential tools reduce the failure rate for individual institutions.
I always enjoy the forest analogy - the health of the forest (a macro
perspective) that requires a different type of strategy than the safeguard of
the health of each individual tree (a micro perspective).
Sarah Breeden’s presentation (Executive Director for Financial Stability
Strategy and Risk and a member of the Financial Policy Committee (FPC),
the United Kingdom’s macroprudential authority) with title Macropru – fit
for the future?, explains why macro-prudential interventions typically fill
two gaps:
“1. Individual agents don’t necessarily take into account the bigger picture.
Individual financial institutions and borrowers face private incentives
which do not take into account the wider social impact of their actions. In
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such cases, macro-prudential policymakers can seek to better align private
costs and benefits with social costs and benefits.
One example is the Financial Policy Committee’s (FPC) mortgage tools,
which seek to limit the number of mortgages banks can extend for loans
that are high relative to income.
Individual borrowers may be keen to stretch themselves financially to buy
a bigger house, expecting their earnings to grow or house prices to rise.
And individual lenders may be happy to provide a larger loan to receive
more income.
But should a recession hit, not only will we see defaults, but overstretched
borrowers will reduce their spending as they struggle to pay their
mortgages. And this reduction would ultimately spillover to the rest of the
economy, making the downturn worse.
Macro-prudential policy takes these spillovers into account. By ensuring
borrowers in aggregate are not overstretching themselves and financial
institutions in general are lending responsibly, macro-prudential
regulators can ensure that the whole system is more resilient to shocks.
2. Markets are not necessarily efficient or complete. Market prices may not
reflect the real value of assets, not every market is perfectly liquid, and
risks may not be as well-dispersed as they might seem. These imperfections
can lead to two types of risk to financial stability: cyclical and structural.
Cyclical risks arise because financial conditions can suddenly reverse. The
simplest example is of financial institutions taking on too much risk in
booms, in the expectation that the assets they purchase will always be in
demand.
When the cycle turns, asset prices can fall rapidly, leaving institutions with
losses. This is why we have countercyclical tools - to ensure the system can
build up resilience in good times and use it in bad times.
Structural risks refer to fault-lines within the financial system, such as
high concentrations of risk, complex interconnections, promises made that
cannot necessarily be honoured, and uninsurable – or tail – risks. These
risks can trigger sharp reversals in financial conditions or amplify cyclical
risks when they crystallise.
As with cyclical risks, macro-prudential policy looks to build resilience to
these risks, as well as eliminating fault-lines where appropriate.”
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Do you remember the de Larosière report? In response to the 2008 global
financial crisis, the European Commission tasked a High-Level Group,
chaired by Mr Jacques de Larosière, to consider how financial supervision
could be strengthened to better protect European citizens and rebuild trust
in the financial system. The de Larosière Group highlighted those
supervisory arrangements should concentrate not only on the supervision
of individual firms, but also on the stability of the financial system as
whole. We read:
“There have been quite fundamental failures in the assessment of risk, both
by financial firms and by those who regulated and supervised them. There
are many manifestations of this: a misunderstanding of the interaction
between credit and liquidity and a failure to verify fully the leverage of
institutions were among the most important.
The cumulative effect of these failures was an overestimation of the ability
of financial firms as a whole to manage their risks, and a corresponding
underestimation of the capital they should hold.”
“Micro-prudential supervision has traditionally been the centre of the
attention of supervisors around the world. The main objective of microprudential supervision is to supervise and limit the distress of individual
financial institutions, thus protecting the customers of the institution in
question.
The fact that the financial system as a whole may be exposed to common
risks is not always fully taken into account. However, by preventing the
failure of individual financial institutions, micro-prudential supervision
attempts to prevent (or at least mitigate) the risk of contagion and the
subsequent negative externalities in terms of confidence in the overall
financial system.
The objective of macro-prudential supervision is to limit the distress of the
financial system as a whole in order to protect the overall economy from
significant losses in real output.
While risks to the financial system can in principle arise from the failure of
one financial institution alone if it is large enough in relation to the country
concerned and/or with multiple branches/subsidiaries in other countries,
the much more important global systemic risk arises from a common
exposure of many financial institutions to the same risk factors.
Macro-prudential analysis therefore must pay particular attention to
common or correlated shocks and to shocks to those parts of the financial
system that trigger contagious knock-on or feedback effects.
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Macro-prudential supervision cannot be meaningful unless it can
somehow impact on supervision at the micro-level; whilst microprudential supervision cannot effectively safeguard financial stability
without adequately taking account of macro-level developments.”
I hate words like “somehow” in official documents explaining what has to
be done. The word somehow is great for poetry – according to T. S. Eliot,
“every experience is a paradox, it means to be absolute, and yet is relative;
in that it somehow always goes beyond itself and yet never escapes itself.”
Read more at number 14 below.
_______________________________________________
I loved the question: What is the best way to regulate machine learning in
risk models?
This is what BaFin and the Deutsche Bundesbank asked, and the findings
of the consultation are now available. I was pleased to read responses in
another major issue, the difference between model maintenance and
model change.
According to BaFin and the Deutsche Bundesbank, institutions and
enterprises are obligated to inform supervisors of any changes to Pillar 1
models and, if applicable, only implement these changes after they have
been approved.
There is no clear-cut distinction between regular model maintenance and
model change, which continually leads to discussions with supervisors,
especially as the term “model change” is also dependent on the prevailing
supervisory context.
The consultation paper provided multiple examples of this. However, the
flexibility and, in some cases, high frequency adaptivity of Machine
Learning (ML) procedures can make it more difficult to draw a clear
distinction between adjustment and change that would be indispensable
for supervisory purposes.
One important area of discussion in the consultation paper concerns the
explainability of models. As the hypothesis space that can be depicted by
the model becomes more complex and more highly dimensional, it also
becomes more difficult to describe the functional relationship between
input and output verbally or using mathematical formulae, and the details
of the calculations are less comprehensible for modellers, users, validators
and supervisors. As a result, it is more difficult, if applicable, to verify the
validity of the model output as well.

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e |8

This is an interesting approach. 13 years after the de Larosière report, we
continue to have the same problems. (The de Larosière Group's mandate
covered the issues of how to organize the supervision of financial
institutions and markets in the EU; how to strengthen European
cooperation on financial stability oversight, early warning and crisis
mechanisms; and how EU supervisors should cooperate globally.)
We read in the de Larosière report: “The use by sophisticated banks of
internal risk models for trading and banking book exposures has been
another fundamental problem.
These models were often not properly understood by board members (even
though the Basel 2 rules increased the demands on boards to understand
the risk management of the institutions).
Whilst the models may pass the test for normal conditions, they were
clearly based on too short statistical horizons and this proved inadequate
for the recent exceptional circumstances.
Future rules will have to be better complemented by more reliance on
judgement, instead of being exclusively based on internal risk models.
Supervisors, board members and managers should understand fully new
financial products and the nature and extent of the risks that are being
taken; stress testing should be undertaken without undue constraints;
professional due diligence should be put right at the centre of their daily
work.”
This is the most important part: Supervisors, board members and
managers should understand fully new financial products and the nature
and extent of the risks that are being taken.
Somebody has to explain the model risk to them. Albert Einstein had said
that if you can't explain it simply, you don't understand it well enough.
Read more at number 9 below.
_______________________________________________
Supply chain disruption continues. Now it is the time to turn crisis into
opportunity, by making supply chains more reliable and resilient.
Cybersecurity risks throughout the supply chain refers to the potential for
harm or compromise that arises from the cybersecurity risks posed by
suppliers, their supply chains, and their products or services.
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This is part of the new paper, Cybersecurity Supply Chain Risk
Management Practices for Systems and Organizations, from the National
Institute of Standards and Technology (NIST). According to the paper,
examples of these risks include:
-

Insiders working on behalf of a system integrator steal sensitive
intellectual property, resulting in the loss of a major competitive
advantage.

-

A proxy working on behalf of a nation-state inserts malicious software
into supplier provided product components used in systems sold to
government agencies. A breach occurs and results in the loss of several
government contracts.

-

A system integrator working on behalf of an agency reuses vulnerable
code, leading to a breach of mission-critical data with national security
implications.

-

An organized criminal enterprise introduces counterfeit products onto
the market, resulting in a loss of customer trust and confidence.

-

A company is on contract to produce a critical component of a larger
acquisition, but the company relabels products from an unvetted
supplier. A critical component that cannot be trusted is deployed into
operational systems, and there no trusted supplier of replacement
parts.
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Risks such as these are realized when threats in the cybersecurity supply
chain exploit existing vulnerabilities. The figure below depicts supply chain
cybersecurity risks resulting from the likelihood that relevant threats may
exploit applicable vulnerabilities and the consequential potential impacts.
Supply chain cybersecurity vulnerabilities may lead to persistent negative
impacts on an enterprise’s missions, ranging from a reduction in service
levels leading to customer dissatisfaction to the theft of intellectual
property or the degradation of critical mission and business processes.
It may, however, take years for such vulnerabilities to be exploited or
discovered. It may also be difficult to determine whether an event was the
direct result of a supply chain vulnerability.
Vulnerabilities in the supply chain are often interconnected and may
expose enterprises to cascading cybersecurity risks. For example, a largescale service outage at a major cloud services provider may cause service or
production disruptions for multiple entities within an enterprise’s supply
chain and lead to negative effects within multiple mission and business
processes.
The phrase “persistent negative impact” in the paper is very interesting. I
remember that Albert Einstein believed that reality is merely an illusion,
albeit a very persistent one.
Read more at number 20 below.
_________________________________________________
The implementation of Swiss national cyberstrategy
On 18 May 2022, the Federal Council took note of the report on the
effectiveness assessment of the "2018-2022 national strategy for the
protection of Switzerland against cyber-risks (NCS)" and decided to create
a further 25 positions in the area of protection against cyber-risks.
The implementation of the current national cyberstrategy will be
completed at the end of 2022. In the meantime, the strategy will be
renewed and geared towards the current threat situation.
This work will be based on the effectiveness assessment of the current
strategy, which was carried out in the second half of 2021.
Positive verdict regarding the implementation of the strategy
The strategy and its implementation to date were assessed for effectiveness
by external experts. The verdict was positive overall. It is being
implemented according to plan and has led to decisive results.
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For example, standards and labels were developed together with the
universities, and these help organisations to systematically check and
improve their cybersecurity.
With the creation of the National Test Institute for Cybersecurity in Zug,
capabilities for analysing IT products in depth are being established in
Switzerland, and with the proposal to introduce a reporting obligation, the
Confederation has also drawn up a proposal on how cybersecurity can be
improved by means of regulatory measures.
Broad involvement of players from the cantons, the business community
and universities is a key factor in the successful preparation and
implementation of the NCS.
Recommendations for further development
The new national cyberstrategy is currently being drafted. In the process,
the findings of the report will be incorporated to ensure that the future
strategy can be even more effective.
For example, the assessment process revealed that the strategy focused too
much on critical infrastructures, large companies and national and
cantonal authorities.
Not enough of a direct impact was achieved for SMEs, communes and the
general public. The experts also found potential for optimisation in
implementation governance.
In the future, governance must be adapted so that new measures can be
decided upon and priorities can be set quickly and flexibly.
Further expansion of resources
Based on the results of the effectiveness assessment, the Federal Council
has decided to further expand the resources for protection against cyberrisks.
It has approved a total of 25 positions for this purpose, ten of which will be
in the National Cybersecurity Centre, six in the Federal Intelligence
Service, two in the Federal Office of Information Technology, Systems and
Telecommunication, two in the Federal Department of Foreign Affairs and
five in specialist offices in various critical sectors (energy, transport, civil
aviation, telecommunications and health).
The foundations have thus been laid for the new edition of the NCS. It will
once again be prepared with the extensive involvement of experts and will
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form the basis for Switzerland's joint, efficient and coordinated protection
against cyberthreats.
_________________________________________________
Swiss National Cybersecurity Centre to become federal office
During its meeting on 18 May 2022, the Federal Council decided to turn
the National Cybersecurity Centre (NCSC) into a federal office, and
instructed the Federal Department of Finance FDF to prepare proposals by
the end of 2022 regarding how the office should be structured and which
department it should be part of.
Cybersecurity has become increasingly important at all levels in recent
years. Back in 2019, the Federal Council laid an important foundation
stone by creating the NCSC, which is part of the FDF General Secretariat.
Since then, the NCSC has evolved considerably.
Aside from expanding the GovCERT technical unit, it established a contact
point for cyberincident reports from the general public and businesses, as
well as a vulnerability management system.
With around 40 employees, the NCSC performs core tasks in protecting
Switzerland from cyberthreats. It provides critical infrastructure operators
with support in the prevention and management of incidents, operates the
national contact point for cybersecurity issues for the general public and
businesses, and has been designated by the Federal Council as the central
reporting office for the introduction of a reporting obligation for
cyberattacks.
Growing significance of cybersecurity
With the growing significance of cybersecurity, the tasks of the NCSC are
also becoming more extensive and important.
Therefore, the Federal Council examined how the NCSC can be managed as
an independent organisation in the future, analysing various options, such
as outsourcing the NCSC from the central Federal Administration,
establishing joint operation with the cantons or transforming the NCSC
into a public-private partnership.
It concluded that, as cybersecurity is an important task in terms of state
policy, it should continue to be managed directly by a Federal Councillor.
It also wishes to strengthen the NCSC and turn it into a Federal
Cybersecurity Office.
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Decision on structure and location by the end of 2022
With the fundamental decision on a federal office, the Federal Council
instructed the FDF to work out by the end of 2022 how the future federal
office should be structured and to prepare proposals regarding in which
department it will be located. The Federal Council will then base its
decisions on these proposals.
Welcome to our monthly newsletter.
Best regards,

George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer:
CHE-244.099.341
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Number 1

Proposal for a Directive on measures for a high common level of
cybersecurity across the European Union
Reasons for and objectives of the proposal
This proposal is part of a package of measures to improve further the
resilience and incident response capacities of public and private entities,
competent authorities and the Union as a whole in the field of
cybersecurity and critical infrastructure protection.
It is in line with the Commission’s priorities to make Europe fit for the
digital age and to build a future-ready economy that works for the people.
Cybersecurity is a priority in the Commission’s response to the COVID-19
crisis.
The package includes a new Strategy on Cybersecurity with the aim of
strengthening the Union’s strategic autonomy to improve its resilience and
collective response and to build an open and global internet.
Finally, the package contains a proposal for a directive on the resilience of
critical operators of essential services, which aims to mitigate physical
threats against such operators.
This proposal builds on and repeals Directive (EU) 2016/1148 on security
of network and information systems (NIS Directive), which is the first
piece of EU-wide legislation on cybersecurity and provides legal measures
to boost the overall level of cybersecurity in the Union. The NIS Directive
has:
(1) contributed to improving cybersecurity capabilities at national level by
requiring Member States to adopt national cybersecurity strategies and to
appoint cybersecurity authorities;
(2) increased cooperation between Member States at Union level by setting
up various fora facilitating the exchange of strategic and operational
information; and
(3) improved the cyber resilience of public and private entities in seven
specific sectors (energy, transport, banking, financial market
infrastructures, healthcare, drinking water supply and distribution, and
digital infrastructures) and across three digital services (online
marketplaces, online search engines and cloud computing services) by
requiring Member States to ensure that operators of essential services and
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digital service providers put in place cybersecurity requirements and report
incidents.
The proposal modernises the existing legal framework taking account of
the increased digitisation of the internal market in recent years and an
evolving cybersecurity threat landscape.
Both developments have been further amplified since the onset of the
COVID-19 crisis. The proposal also addresses several weaknesses that
prevented the NIS Directive from unlocking its full potential.
Notwithstanding its notable achievements, the NIS Directive, which paved
the way for a significant change in mind-set, in relation to the institutional
and regulatory approach to cybersecurity in many Member States, has also
proven its limitations.
The digital transformation of society (intensified by the COVID-19 crisis)
has expanded the threat landscape and is bringing about new challenges
which require adapted and innovative responses. The number of cyber
attacks continues to rise, with increasingly sophisticated attacks coming
from a wide range of sources inside and outside the EU.
The evaluation on the functioning of the NIS Directive, conducted for the
purposes of the Impact Assessment, identified the following issues:
(1) the low level of cyber resilience of businesses operating in the EU;
(2) the inconsistent resilience across Member States and sectors; and
(3) the low level of joint situational awareness and lack of joint crisis
response.
For example, certain major hospitals in a Member State do not fall within
the scope of the NIS Directive and hence are not required to implement the
resulting security measures, while in another Member State almost every
single healthcare provider in the country is covered by the NIS security
requirements.
Being an initiative within the Regulatory Fitness Programme (REFIT), the
proposal aims at reducing the regulatory burden for competent authorities
and compliance costs for public and private entities.
Most notably, this is achieved by abolishing the obligation of competent
authorities to identify operators of essential services and by increasing the
level of harmonisation of security and reporting requirements to facilitate
regulatory compliance for entities providing cross-border services. At the
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same time, competent authorities will also be given a number of new tasks,
including the supervision of entities in sectors so far not covered by the
NIS Directive.
Article 1, Subject matter
1. This Directive lays down measures with a view to ensuring a high
common level of cybersecurity within the Union.
2. To that end, this Directive:
(a) lays down obligations on Member States to adopt national cybersecurity
strategies, designate competent national authorities, single points of
contact and computer security incident response teams (CSIRTs);
(b) lays down cybersecurity risk management and reporting obligations for
entities of a type referred to as essential entities in Annex I and important
entities in Annex II;
(c) lays down obligations on cybersecurity information sharing.
Article 2, Scope
1. This Directive applies to public and private entities of a type referred to
as essential entities in Annex I and as important entities in Annex II. This
Directive does not apply to entities that qualify as micro and small
enterprises within the meaning of Commission Recommendation
2003/361/EC. 28
2. However, regardless of their size, this Directive also applies to entities
referred to in Annexes I and II, where:
(a) the services are provided by one of the following entities:
(i) public electronic communications networks or publicly available
electronic communications services referred to in point 8 of Annex I;
(ii) trust service providers referred to point 8 of Annex I;
(iii) top–level domain name registries and domain name system (DNS)
service providers referred to in point 8 of Annex I;
(b) the entity is a public administration entity as defined in point 23 of
Article 4;
(c) the entity is the sole provider of a service in a Member State;

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 21

(d) a potential disruption of the service provided by the entity could have
an impact on public safety, public security or public health;
(e) a potential disruption of the service provided by the entity could induce
systemic risks, in particular for the sectors where such disruption could
have a cross-border impact;
(f) the entity is critical because of its specific importance at regional or
national level for the particular sector or type of service, or for other
interdependent sectors in the Member State;
(g) the entity is identified as a critical entity pursuant to Directive (EU) X/Y
of the European Parliament and of the Council 29 [Resilience of Critical
Entities Directive], or as an entity equivalent to a critical entity pursuant to
Article 7 of that Directive.
Member States shall establish a list of entities identified pursuant to points
(b) to (f) and submit it to the Commission by [6 months after the
transposition deadline]. Member States shall review the list, on a regular
basis, and at least every two years thereafter and, where appropriate,
update it.
3. This Directive is without prejudice to the competences of Member States
concerning the maintenance of public security, defence and national
security in compliance with Union law.
4. This Directive applies without prejudice to Council Directive
2008/114/EC 30 and Directives 2011/93/EU 31 and 2013/40/EU 32 of the
European Parliament and of the Council.
5. Without prejudice to Article 346 TFEU, information that is confidential
pursuant to Union and national rules, such as rules on business
confidentiality, shall be exchanged with the Commission and other relevant
authorities only where that exchange is necessary for the application of this
Directive. The information exchanged shall be limited to that which is
relevant and proportionate to the purpose of that exchange. The exchange
of information shall preserve the confidentiality of that information and
protect the security and commercial interests of essential or important
entities.
6. Where provisions of sector–specific acts of Union law require essential
or important entities either to adopt cybersecurity risk management
measures or to notify incidents or significant cyber threats, and where
those requirements are at least equivalent in effect to the obligations laid
down in this Directive, the relevant provisions of this Directive, including
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the provision on supervision and enforcement laid down in Chapter VI,
shall not apply.
Article 3, Minimum harmonisation
Without prejudice to their other obligations under Union law, Member
States may, in accordance with this Directive, adopt or maintain provisions
ensuring a higher level of cybersecurity.
To read more: https://eur-lex.europa.eu/legalcontent/EN/TXT/HTML/?uri=CELEX:52020PC0823&from=EN
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Number 2

Fake WhatsApp ‘voice message’ emails are spreading malware
A phishing campaign which impersonates WhatsApp’s voice message
feature has been spreading information-stealing malware.
The attack starts with an email claiming to be a notification from
WhatsApp of a new private voice message. The email contains a creation
date and clip duration for the supposed message, and a ‘Play’ button.
The identity ‘Whatsapp Notifier’ masks a real email address belonging to a
Russian road safety organisation. As the address and organisation are real,
the messages aren’t flagged as spam or blocked by email security tools.
Armorblox, who discovered the scam, believe the Russian organisation is
playing a role without realising.
The ‘Play’ button will take the email recipient to a website which then asks
them to click ‘Allow’ in an allow/block prompt to ‘confirm you are not a
robot’. Once ‘allow’ is clicked, the browser will prompt to install software
that turns out to be information-stealing malware.
While there are numerous ‘tells’ that this is a scam, these attacks rely on
people missing the signs – perhaps because they are waiting for urgent or
exciting news that could well be delivered by a voice message.
The NCSC has published guidance on how to spot and report scams,
including those delivered by email and messaging. You may visit:
https://www.ncsc.gov.uk/collection/phishing-scams
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Our top tips for staying secure online will help you keep your devices and
information secure even if you do click on a scam, and you can also learn
how to recover a hacked account.
You may visit: https://www.ncsc.gov.uk/collection/top-tips-for-stayingsecure-online
https://www.ncsc.gov.uk/guidance/recovering-a-hacked-account
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Number 3

EDA’s Annual Report 2021

2021 has been a year of significant developments in the security and
defence domain, both for Europe and the EU institutions in general, and
for the European Defence Agency (EDA) in particular.
Amid rising threats in an increasingly tense geo-strategic environment,
especially along the EU’s borders (build-up to the Russian invasion of
Ukraine), EDA was involved last year in all major efforts to bring EU
defence cooperation forward: from the preparation of the Strategic
Compass (eventually adopted this week) and ministerial discussions on
defence innovation, to the implementation of PESCO and European
Defence Fund (EDF) sponsored projects and the launch of the second
Coordinated Annual Review on Defence (CARD) cycle.

The 2021 Annual Report, published today, provides a comprehensive
overview of the work accomplished in EDA’s various activity domains
throughout the past year.
The report reflects the progress made in the wide spectrum of the Agency’s
activities, from its central role in the implementation of the EU defence
initiatives (CARD, PESCO, EDF) and the increasing number of defence
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research and capability development projects and programmes (+11%
compared to 2020), to the launch of new enablers and incentives for
defence cooperation and EDA’s growing interface role towards wider EU
policies.
Cyber Defence
EDA held the first ever EU ‘MilCERT Interoperability Conference’ to foster
cooperation and information-sharing among Member States’ military
Computer Emergency Response Teams (MilCERT).
It also developed a risk management model for military leaders with
respect to cybersecurity risks posed to military capabilities by the supply
chain, including a web-based dashboard to improve situational awareness,
a first demonstrator of which was presented in October 2021.
Since December 2021, EDA is also acting as project manager of the
European Cyber Situation Awareness Platform (ECYSAP), one of the
projects selected under the EDIDP 2019 call.
Its main objective is to develop and implement a European operational
platform for enabling real-time Cyber Situational Awareness with rapid
response defensive capabilities and decision-making support for military
end-users.
Furthermore, the Agency launched a study with a roadmap for the
implementation of an autonomous bot able to mimic the behaviour of a
Red Team during a cyber training on a cyber range.
It also updated the system engineering framework for cyber defence
operations (CyDRE). Under its Cyber Education, Training & Exercises
programme, EDA developed as proof-of-concept a second iteration of the
Cyber Operational Planning Exercise, Cyber PHALANX, which was held in
September in Lisbon.
A new ‘Cyber Awareness Train-the-Trainer’ pilot course was conducted in
Germany.
Since late 2021, EDA is acting as project manager of the European
Command and Control System from strategic to tactical level (ESC2)
project selected under the 2019 call of the EDIDP.
It will provide a multi-level suite of command-and-control tools designed
to support decision-making, planning, and conduct of CSDP missions and
operations from the strategic to the operational level, with points of
presence at the tactical level.
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Moreover, jointly with EU SatCen, EDA is promoting the use and
supporting the implementation of the Geospatial Information Hub
(GeohuB) to support decision-making at the EU Operational Headquarters
(OHQ) and at national level.
The paper: https://eda.europa.eu/docs/default-source/brochures/edaannual-report-2021.pdf
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Number 4

CERT-In issues directions relating to information security
practices, procedure, prevention, response and reporting of cyber
incidents for Safe & Trusted Internet

The Indian Computer Emergency Response Team (CERT-In) serves as the
national agency for performing various functions in the area of cyber
security in the country as per provisions of section 70B of the Information
Technology Act, 2000.
CERT-In continuously analyses cyber threats and handles cyber incidents
tracked and reported to it. CERT-In regularly issues advisories to
organisations and users to enable them to protect their data/information
and ICT infrastructure.
In order to coordinate response activities as well as emergency measures
with respect to cyber security incidents, CERT-In calls for information
from service providers, intermediaries, data centres and body corporate.
During the course of handling cyber incidents and interactions with the
constituency, CERT-In has identified certain gaps causing hindrance in
incident analysis.
To address the identified gaps and issues so as to facilitate incident
response measures, CERT-In has issued directions relating to information
security practices, procedure, prevention, response and reporting of cyber
incidents under the provisions of sub-section (6) of section 70B of the
Information Technology Act, 2000.
These directions will become effective after 60 days.
The directions cover aspects relating to synchronization of ICT system
clocks; mandatory reporting of cyber incidents to CERT-In; maintenance
of logs of ICT systems; subscriber/customer registrations details by Data
centers, Virtual Private Server (VPS) providers, VPN Service providers,
Cloud service providers; KYC norms and practices by virtual asset service
providers, virtual asset exchange providers and custodian wallet providers.
These directions shall enhance overall cyber security posture and ensure
safe & trusted Internet in the country.

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 29

The directions issued by CERT-In are available at: https://www.certin.org.in/Directions70B.jsp
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Number 5

Project Zero
A Year in Review of 0-days Used In-the-Wild in 2021
News and updates from the Project Zero team at Google
Posted by Maddie Stone, Google Project Zero

This is our third annual year in review of 0-days exploited in-the-wild
[2020, 2019]. Each year we’ve looked back at all of the detected and
disclosed in-the-wild 0-days as a group and synthesized what we think the
trends and takeaways are.
The goal of this report is not to detail each individual exploit, but instead to
analyze the exploits from the year as a group, looking for trends, gaps,
lessons learned, successes, etc. If you’re interested in the analysis of
individual exploits, please check out our root cause analysis repository.
We perform and share this analysis in order to make 0-day hard. We want
it to be more costly, more resource intensive, and overall more difficult for
attackers to use 0-day capabilities. 2021 highlighted just how important it
is to stay relentless in our pursuit to make it harder for attackers to exploit
users with 0-days.
We heard over and over and over about how governments were targeting
journalists, minoritized populations, politicians, human rights defenders,
and even security researchers around the world. The decisions we make in
the security and tech communities can have real impacts on society and
our fellow humans’ lives.
We’ll provide our evidence and process for our conclusions in the body of
this post, and then wrap it all up with our thoughts on next steps and hopes
for 2022 in the conclusion. If digging into the bits and bytes is not your
thing, then feel free to just check-out the Executive Summary and
Conclusion.
Executive Summary
2021 included the detection and disclosure of 58 in-the-wild 0-days, the
most ever recorded since Project Zero began tracking in mid-2014. That’s
more than double the previous maximum of 28 detected in 2015 and
especially stark when you consider that there were only 25 detected in
2020. We’ve tracked publicly known in-the-wild 0-day exploits in this
spreadsheet since mid-2014.
While we often talk about the number of 0-day exploits used in-the-wild,
what we’re actually discussing is the number of 0-day exploits detected and
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disclosed as in-the-wild. And that leads into our first conclusion: we believe
the large uptick in in-the-wild 0-days in 2021 is due to increased detection
and disclosure of these 0-days, rather than simply increased usage of 0-day
exploits.
With this record number of in-the-wild 0-days to analyze we saw that
attacker methodology hasn’t actually had to change much from previous
years. Attackers are having success using the same bug patterns and
exploitation techniques and going after the same attack surfaces.
Project Zero’s mission is “make 0day hard”. 0-day will be harder when,
overall, attackers are not able to use public methods and techniques for
developing their 0-day exploits. When we look over these 58 0-days used in
2021, what we see instead are 0-days that are similar to previous & publicly
known vulnerabilities. Only two 0-days stood out as novel: one for the
technical sophistication of its exploit and the other for its use of logic bugs
to escape the sandbox.
So while we recognize the industry’s improvement in the detection and
disclosure of in-the-wild 0-days, we also acknowledge that there’s a lot
more improving to be done. Having access to more “ground truth” of how
attackers are actually using 0-days shows us that they are able to have
success by using previously known techniques and methods rather than
having to invest in developing novel techniques. This is a clear area of
opportunity for the tech industry.
We had so many more data points in 2021 to learn about attacker behavior
than we’ve had in the past. Having all this data, though, has left us with
even more questions than we had before. Unfortunately, attackers who
actively use 0-day exploits do not share the 0-days they’re using or what
percentage of 0-days we’re missing in our tracking, so we’ll never know
exactly what proportion of 0-days are currently being found and disclosed
publicly.
Based on our analysis of the 2021 0-days we hope to see the following
progress in 2022 in order to continue taking steps towards making 0-day
hard:
-

All vendors agree to disclose the in-the-wild exploitation status of
vulnerabilities in their security bulletins.

-

Exploit samples or detailed technical descriptions of the exploits are
shared more widely.
Continued concerted efforts on reducing memory corruption
vulnerabilities or rendering them unexploitable. Launch mitigations

-
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that will significantly impact the exploitability of memory corruption
vulnerabilities.

Is it that software security is getting worse? Or is it that attackers are using
0-day exploits more? Or has our ability to detect and disclose 0-days
increased? When looking at the significant uptick from 2020 to 2021, we
think it's mostly explained by the latter.
While we believe there has been a steady growth in interest and investment
in 0-day exploits by attackers in the past several years, and that security
still needs to urgently improve, it appears that the security industry's
ability to detect and disclose in-the-wild 0-day exploits is the primary
explanation for the increase in observed 0-day exploits in 2021.

While we often talk about “0-day exploits used in-the-wild”, what we’re
actually tracking are “0-day exploits detected and disclosed as used in-thewild”. There are more factors than just the use that contribute to an
increase in that number, most notably: detection and disclosure. Better
detection of 0-day exploits and more transparently disclosed exploited 0day vulnerabilities is a positive indicator for security and progress in the
industry.
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You may visit: https://googleprojectzero.blogspot.com/2022/04/themore-you-know-more-you-know-you.html
https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7
mlUreoKfSIgajnSyY/edit#gid=0
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Number 6

2021 Top Routinely Exploited Vulnerabilities

Summary
This joint Cybersecurity Advisory (CSA) was coauthored by cybersecurity
authorities of the United States, Australia, Canada, New Zealand, and the
United Kingdom: the Cybersecurity and Infrastructure Security Agency
(CISA), National Security Agency (NSA), Federal Bureau of Investigation
(FBI), Australian Cyber Security Centre (ACSC), Canadian Centre for Cyber
Security (CCCS), New Zealand National Cyber Security Centre (NZ NCSC),
and United Kingdom’s National Cyber Security Centre (NCSC-UK).
This advisory provides details on the top 15 Common Vulnerabilities and
Exposures (CVEs) routinely exploited by malicious cyber actors in 2021, as
well as other CVEs frequently exploited.
U.S., Australian, Canadian, New Zealand, and UK cybersecurity authorities
assess, in 2021, malicious cyber actors aggressively targeted newly
disclosed critical software vulnerabilities against broad target sets,
including public and private sector organizations worldwide. To a lesser
extent, malicious cyber actors continued to exploit publicly known, dated
software vulnerabilities across a broad spectrum of targets.
The cybersecurity authorities encourage organizations to apply the
recommendations in the Mitigations section of this CSA. These mitigations
include applying timely patches to systems and implementing a centralized
patch management system to reduce the risk of compromise by malicious
cyber actors.
Top 15 Routinely Exploited Vulnerabilities
CVE-2021-44228. This vulnerability, known as Log4Shell, affects
Apache’s Log4j library, an open-source logging framework. An actor can
exploit this vulnerability by submitting a specially crafted request to a
vulnerable system that causes that system to execute arbitrary
code. The request allows a cyber actor to take full control over the system.
The actor can then steal information, launch ransomware, or conduct other
malicious activity. Log4j is incorporated into thousands of products
worldwide. This vulnerability was disclosed in December 2021; the rapid
widespread exploitation of this vulnerability demonstrates the ability
of malicious actors to quickly weaponize known vulnerabilities and target
organizations before they patch.
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CVE-2021-26855, CVE-2021-26858, CVE-2021-26857, CVE-2021-27065.
These vulnerabilities, known as ProxyLogon, affect Microsoft Exchange
email servers. Successful exploitation of these vulnerabilities in
combination (i.e., “vulnerability chaining”) allows an unauthenticated
cyber actor to execute arbitrary code on vulnerable Exchange Servers,
which, in turn, enables the actor to gain persistent access to files and
mailboxes on the servers, as well as to credentials stored on the servers.
Successful exploitation may additionally enable the cyber actor to
compromise trust and identity in a vulnerable network.
CVE-2021-34523, CVE-2021-34473, CVE-2021-31207. These
vulnerabilities, known as ProxyShell, also affect Microsoft Exchange
email servers.
Successful exploitation of these vulnerabilities in combination enables a
remote actor to execute arbitrary code. These vulnerabilities reside within
the Microsoft Client Access Service (CAS), which typically runs on port 443
in Microsoft Internet Information Services (IIS) (e.g., Microsoft’s web
server).
CAS is commonly exposed to the internet to enable users to access their
email via mobile devices and web browsers.
CVE-2021-26084. This vulnerability, affecting Atlassian Confluence Server
and Data Center, could enable an unauthenticated actor to execute
arbitrary code on vulnerable systems. This vulnerability quickly became
one of the most routinely exploited vulnerabilities after a POC was released
within a week of its disclosure. Attempted mass exploitation of this
vulnerability was observed in September 2021.
Download the Joint Cybersecurity Advisory: 2021 top Routinely Exploited
Vulnerabilities at:
https://www.cisa.gov/uscert/sites/default/files/publications/AA22117A_Joint_CSA_2021_Top_Routinely_Exploited_Vulnerabilities_Final.
pdf
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Number 7

Social Media Manipulation 2021/2022
Assessing the ability of social media companies to combat platform
manipulation.

Introduction
The ongoing war in Ukraine has shown the importance of being able to
defend and influence the information environment in order to win a
modern conflict.
Coordinated social media manipulation campaigns continue to be an
important tool for adversaries.
Therefore, assessing the abilities of social media companies to protect their
platforms against manipulation continues to be important for
understanding how well our societies are able to protect our information
environment against antagonistic threats.
To further our understanding of platform manipulation, we re-ran our
groundbreaking experiment to assess the ability of social media companies
to counter platform manipulation.
This year, we added a sixth social media platform, VKontakte, to our
experiment.
The Experiment
To test the ability of social media companies to identify and remove
manipulation, we bought inauthentic engagement on 46 posts on
Facebook, Instagram, Twitter, YouTube, TikTok, and VKontakte (“the
platforms”), using three high-quality Russian social media manipulation
service providers.
For €279, we received inauthentic engagement in the form of 1,385
comments, 13,859 likes, 93,009 views, and 5,808 shares on Facebook,
Instagram, YouTube, Twitter, Tiktok, and VKontakte, enabling us to
identify 9,846 accounts used for social media manipulation.
Of the 114,061 fake engagements purchased, more than 96 per cent
remained online and active after four weeks, and, even after discounting
fake views, more than 86 per cent of the 21,052 other fake engagements
remained active after a month.
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It is still easy to buy fake engagements on social media platforms. While
measuring the ability of social media platforms to counter platform
manipulation, it became clear that some of the platforms had made
important improvements, but that the overall picture shows a continued
inability to combat manipulation.
How easy is it to create a fake account on social media platforms? We
conclude that it is still possible to buy many fake accounts at low cost from
the blossoming fake account industry. We see no indications that this is
changing. To date, none of the platforms’ actions have materially changed
the functioning of the manipulation industry.
How long does it take for half of all identified inauthentic accounts to be
removed?
Only Twitter has managed to consistently, on a yearto-year basis, reduce
the half-life of the account population engaged in inauthentic behaviour.
VKontakte quickly identifies and removes a majority of accounts engaged
in inauthentic behaviour.
On Facebook, Instagram, TikTok, and YouTube, very few, if any, accounts
conducting inauthentic engagement are identified and removed from the
platforms.
How quickly do the platforms remove inauthentic engagement?
TikTok performed significantly better than in 2020 and went from
removing the least to removing the most activity, probably as a result of the
platform’s strengthened counter-abuse efforts implemented during the
past year.
YouTube performed slightly better, while Twitter, Instagram, and
Facebook performed worse compared to last time. VKontakte performed
the worst, yet only marginally worse than Facebook and Instagram.
The price of a basket of manipulation.
We compared 100 likes, 100 comments, 100 followers, and 1000 views
from six Russian manipulation service providers to arrive at a median price
for 2021 and compared it to the previous years’ assessments, as well as to
historical data.
The results indicate that there is no significant shift in the cost of social
media manipulation. It remains cheaper to buy automatic manipulation,
such as views and likes, while more labour-intensive manipulation, such as
comments, are several times more expensive.
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It is interesting to note the significant price difference for followers
between YouTube, Facebook, and Twitter, on the one hand, and Instagram,
TikTok, and VKontakte on the other, with the latter group being between
five and fifteen times as expensive.
For comments, Instagram and VKontakte stand out as especially cheap.
For the third year in a row, Twitter is the most expensive platform to
manipulate and Instagram is the cheapest.
In 2021, on Instagram, €10 was enough to purchase almost 100,000 fake
views, 25,000 fake likes, 1,000 fake comments, or 15,000 fake followers.
Speed of manipulation.
On average, 20 per cent of all manipulation was delivered within an hour.
After six hours, more than 30 per cent of the manipulation had been
delivered on all the social media platforms.
This indicates it remains possible to manipulate messaging about current
events using commercial service manipulation providers, and—
unfortunately—manipulation is getting faster rather than slower.
Removal of inauthentic accounts reported to the platforms.
We observed that reporting an account still does not lead to that account
being blocked or suspended, even if the reported account is known to have
engaged in inauthentic activity.
As in previous years, we conclude that reporting and moderation
mechanisms must be improved so that a larger share of accounts flagged as
inauthentic are acted upon, even if they are reported by a single user.
It is problematic that inauthentic accounts, even when reported as such,
typically escape sanction.
Comparing the transparency of the platforms.
We noted that, in a stunning disclosure, TikTok reportedly prevented 16.6
billion fake likes in a single quarter.
Currently, no other platform reports the number of fake likes; one can only
imagine what the corresponding figures might be.
In Q3, the platforms in total reported that more than 22 billion fake
engagements or fake accounts were prevented or removed, reflecting the
enormous scale of the problem.
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To read more: https://stratcomcoe.org/publications/social-mediamanipulation-20212022-assessing-the-ability-of-social-media-companiesto-combat-platform-manipulation/242
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Number 8

RESEARCH AND INNOVATION BRIEF, MAY 2022
Annual Report on Cybersecurity Research and Innovation
Needs and Priorities

The future of the European Union (EU) in the digital age depends on the
choices made today and the ability of individuals, businesses and
organisations to address challenges and seize opportunities.
While Europe and the world recover from a public health crisis, it is vitally
important to identify future challenges and opportunities. This decade, the
EU will increase investment in research and innovation (R&I).
One of the focus areas will be the digital transformation of the economy
and society that works for people by promoting the European way of life,
supporting democracy and values, and protecting its strategic autonomy.
In this context, the work of the research community is crucial in creating
the knowledge necessary to understand what lies ahead.
The EU is a strong player in knowledge and innovation: it accounts for
almost 20% of global research and development, publishing and patenting
activities.
This document offers a forward-looking perspective on some of these
challenges and opportunities. It recognises the importance of key
structural trends with major implications for the EU's digital ambitions to
2030 and beyond.
The multidisciplinary nature of these trends led to the selection of four
main themes that form the structure adopted for this report:
hyperconnected world, intelligent systems, cybersecurity in life sciences
(biotechnology), and computational security.
Digital hyperconnectivity is a trigger for all other trends and is
independent of any particular technology.
Ubiquitous connectivity will increase the convergence of industries,
products, technologies and services, driven by the accelerated datafication
of everything.
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The growing appetite for data will help make technology smarter as the
next frontrunner in the race for greater automation and optimisation in
everyday life.
In addition, hyperconnectivity, datafication and intelligent automation also
contribute to research in the life sciences.
This decade, as a result of the pandemic and the efficiency of
biotechnology, the EU will increase investment in the research and
development of new technologies for the pharmaceutical and health
sectors.
However, hyperconnectivity and intelligent automation do not come
without challenges. While the benefits are well known, the challenges and
risks are yet to be fully recognised.
Cybersecurity is crucial to ensure that EU citizens, businesses and
organisations can enjoy the promised benefits in a reliable and trustworthy
environment.
This report also aims to identify some of the future needs in protecting data
and securing authentication, by creating knowledge in computational
security.
A summary of the findings across all the thematic areas is presented in
Table 1 below.
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During 2022, ENISA will promote several initiatives with stakeholders and
the community to discuss the challenges and corresponding research needs
outlined in this report.
These findings will also be used by ENISA to identify funding priorities for
the Strategic Agenda and for the work programme of the European
Cybersecurity Industrial, Technology and Research Competence Centre
(ECCC).
CYBERSECURITY IN LIFE SCIENCES (BIOTECHNOLOGY)
Governments and security experts have identified the life sciences sector as
particularly vulnerable to cybercrime.
The importance of reviewing cybersecurity related issues in life sciences,
and in biotechnology in particular, is no different from many other critical
infrastructures (e.g. the chemical industry, nuclear physics, etc.).
However, the lack of awareness and of specific cybersecurity controls to
address the risks and the long term implications that may have
implications for life itself lends a sense of urgency to the need to review this
topic from a research perspective.
When it comes to cybersecurity, innovation is quickly becoming a doubleedged sword for life sciences customers.
Recently, a cybersecurity researcher uncovered the threat posed by two
Advance Persistent Threat (APT) groups that gained access to a leading
pharmaceutical company's environment for up to three years before being
discovered.
They stole IP and business data from the victim, information on bio culture
products, cost reports and other details related to the company's overseas
operations.
There is nothing more important to a pharmaceutical company than the
formula for one of its new drugs.
THE URGENCY OF CYBERBIOSECURITY
Most broadly, cyberbiosecurity aims to identify and mitigate security risks
fostered by the digitisation of biology and the automation of biotechnology.
What exactly is meant by this needs to be explained further.
Cyberbiosecurity was first defined as understanding the vulnerabilities to
unwanted surveillance, intrusions, and malicious and harmful activities
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which can occur within or at the interfaces of commingled life and medical
sciences, cyber-physical dimension, supply chain and infrastructure
systems, and developing and instituting measures to prevent, protect
against, mitigate, investigate and attribute such threats as they pertain to
security, competitiveness and resilience.
We have reached new milestones in our understanding of how biological
systems work and have also found ways to manipulate these systems to our
advantage or needs in meaningful ways.
Biotech tools such as gene editing can intentionally introduce heritable
genetic traits into wild populations, offering a new way to escape certain
vector-borne diseases.
Several areas in Biotech are of particular concern for cyberbiosecurity.
Gene editing tools such as CRISPR-CAS939 (Clustered Regularly
Interspaced Short Palindromic Repeats associated protein-9 nuclease) for
example, are used worldwide for rapid and precise gene editing.
Researchers like to use computers to analyse Deoxyribonucleic acid (DNA),
operate lab machines and store genetic information.
In healthcare, the digitisation of biology and metabolic engineering is
accelerating the development of new vaccines, drugs and painkillers.
Agriculture is becoming smarter and digital, with farmers relying on datadriven decisions gained from sensors implanted in the soil, satellites
controlling tractor movements and other new practices.
But these new possibilities also bring a whole new category of
vulnerabilities and risks.
In the last five years, the technological barriers to acquiring and using
biological weapons have been significantly lowered.
The security implications of biotechnological advances extend beyond
bioweapons. For example, developments in metabolic pathway engineering
also offer ways to produce illicit drugs such as heroin.
Scientists have already figured out how to make the active ingredients in
other narcotics, such as cannabis and precursors to Lysergic acid
diethylamide (LSD).
What if a terrorist group or despotic regime tries to spread modified
organisms aimed at attacking troops, scaring civilians, or throwing food
production into disarray?
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Recently, researchers outlined in a study the risks of using gene sequencing
technologies to corrupt databases by altering sequences or annotations.
In this article, computer scientists designed a DNA sample that, when
sequenced, resulted in a file that allowed the hacker to remotely control the
sequencing computer and make changes to DNA sequences.
These changes could delay a research program, resulting in capital and
labour losses, or could be used in a terrorist act to produce toxins or
infectious agents in an uncontrolled manner.
To mitigate these risks, the culture of the life sciences community must
change from blind trust to a highly aware and educated community.
This also requires intricate relationships between the computational and
experimental dimensions of product development workflows.
The multiplicity of pathogens and toxins with their potential to be used as
bioweapons (BW) agents could be due to several factors.
These include infectivity (the number of organisms required to cause
disease), virulence (the severity of the disease caused), transmissibility (the
ease of spread from person to person) and incubation time (the time from
exposure to a biological agent to a disease outbreak).
All these attributes are manageable by modern biotechnology, and
information about such experimental series is key to any covert attack that
uses them as bioweapons.
Similarly, in cyberspace, there are a variety of malicious codes. These
include viruses (programs that replicate in target machines); worms (selfsustaining programs); and carriers such as a Trojan horse that perform a
legitimate function combined with malicious activity.
Additionally, botnets or networks of computers infected with malicious
code can be coordinated to perform distributed denial-of-service attacks.
For biological weapons, means of delivery range from advanced aerial
spraying to contamination of food or water, while malicious code can be
transmitted in cyberspace through user portals, email, web browsers, chat
clients, web-enabled applications, and updates.
The cyberthreat has expanded dramatically in recent years through a series
of damaging incidents.
Bioinformatics software is still not hardened against cyberattacks. There is
a need to promote the widespread adoption of standard software best
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practices for security, such as input sanitisation, use of memory-safe
languages or bounds checking on buffers and regular security audits.
Patching remains a challenge because analytics software often resides in
individually managed repositories and is not regularly updated.
A MAPPING OF KNOWN CYBERBIOSECURITY CHALLENGES AND
EXISTING GAPS
Exploitable technology and a range of (still under-assessed) attack vectors
include:
-

(a) databases (including genomic, list of dangerous genes or
organisms), design-build-test libraries and rules, simulations, test data,
sample records,

-

(b) individual personal computers, lab equipment and processes,
mission-critical devices and hardware (e.g. assemblers, synthesisers,
sensors),

-

(c) mission-critical software (e.g. workflow controls, process controls),

-

(d) local and remote networks, and

-

(e) raw materials, supplies and actual biomatter.

Notably, many of the devices used throughout the biotech sector are
portable, and most are connected to the internet.
Challenges arise not only at the level of application but even during
research as well as at the design, build and test level.
Thanks to the inherent vast variation in nature, biological processes are
difficult to grasp. Computerised or automated results (e.g. molecular
diagnostic tests) are next to impossible to verify with the naked eye. Yet
more traditional tests and processes throughout the life-science fields have
been replaced by computer technology.
Practical skill and hands-on experience are no longer the focus.
Furthermore, more credence is often given to a computerised output (e.g.
in diagnostics) than to clinical observations.
While biological or medical decision making was traditionally based on
consensus and expert opinion, computer simulations or automated
processes could easily be distorted and manufactured without anyone
being able to tell the difference.
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Examples of known attacks show how easy it is to compromise sensors and
protocols and to, for example, achieve misdiagnosis of skin cancer,
referable diabetic retinopathy and pneumonia by automated processes.
A LARGELY UNRECOGNISED BIOTECH THREAT LANDSCAPE
The most studied cyberbiosecurity danger probably involves pathogenic
databases. Several studies have shown extensive cybersecurity
vulnerabilities which are exacerbated by the human interface (errors and
social engineering attacks).
The danger is not only that bad actors could ‘create’ dangerous
microorganisms from unsecured digital information. Just as concerning is
the fact that erroneous or manipulated data can compromise international
research activities and public health responses during outbreaks of disease
(e.g. when trying to understand, model and detect new pathogens).
More generally, cyberbiosecurity vulnerabilities can lead to disruption of
CIA at all levels (including biosynthetic pathways and processes, software,
hardware, mission-critical devises etc.) and scales (from biological
processes at the molecular level to genetically-modified plants, microbes or
animals).
Notably, as biotech is only able to work with small biological snippets (e.g.
‘marker genes’ or ‘DNA signatures’, which are believed to represent the
whole organism), establishing genuine ‘integrity’ of biological entities or
processes (e.g. genuine GMOs versus illicit or manipulated ones) is in
many cases technically impossible.
Impairment of the confidentiality of biologic data can, for example, leak
pathogenic data. Illicit access to, for example, synthetic processes or
critical biomatter can result in the hazardous distribution of biological
agents with a potential global impact.
Making only manipulated devices or processes available can lead to
erroneous medical treatment or misdetection attacks - whereby the device
or service could appear to be functioning while it actually provides false
results. For example, with modern sequencing technologies, this could lead
to false diagnostics.
Such attacks could even have a global impact when no other molecular
tests are available, as is often the case with novel pathogens.
On the other hand, lack of availability (including supply chain attacks) can
result in shortages of drugs, medical supplies, food, knowledge and others.
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To read more: https://www.enisa.europa.eu/publications/research-andinnovation-brief
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Number 9

Machine learning in risk models
What is the best way to regulate machine learning in risk models? BaFin
and the Deutsche Bundesbank asked the companies for their input. The
findings of the consultation are now available – the dialogue continues.
Banks and insurers want to use machine learning (ML) in their risk
models; BaFin and the Deutsche Bundesbank see such use intertwined
with fundamental supervisory and regulatory issues and want to discuss
these issues with the companies and their associations.
The two authorities formulated a number of propositions and published
them in a joint consultation paper in July 2021.
You may visit:
https://www.bundesbank.de/resource/blob/598256/5e89d5d7b7cd236ad
93ed7581800cea3/mL/2020-11-policy-dp-aiml-data.pdf

The paper is entitled “Machine learning in risk models – Characteristics
and supervisory priorities” .
The participants’ responses have now been evaluated and summarised; the
results paper is available on the BaFin website at:
https://www.bafin.de/SharedDocs/Downloads/EN/Aufsichtsrecht/dl_Erg
ebnisse_machinelles_Lernen_Risikomodelle_en.html?nn=8813520
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The consultation specifically dealt with internal models that are used to
calculate the regulatory own funds requirements in Pillar I of the
regulatory frameworks for banks and insurers.
It also addressed the use of ML methods in risk management of Pillar II of
the regulatory frameworks. While algorithms as such are not subject to
supervisory approval, internal models must be approved by the supervisors
– also if they involve the use of machine learning.
Machine learning in risk management
The consultation revealed that banks and insurers are already using
methods of machine learning in many areas, such as money laundering and
fraud detection or analyses in credit processes. The companies are also
using ML methods in distribution and product pricing.
Though there have been only a few instances of ML technologies being
used in Pillar I risk models to date, some banks and insurers consider the
technologies to be highly promising. These methods are already being used
today to validate internal models, for example as support or challenger
tools.
Responses support BaFin and Bundesbank propositions
In their consultation paper, BaFin and the Bundesbank had suggested
forgoing a definition of machine learning. Instead, they proposed
supervisory practices that involved analysing a specific internal model in
terms of certain characteristics and using these characteristics to
determine the supervisory steps to be taken. This idea of a technologyneutral approach met with broad consensus. The figure below illustrates
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the characteristics-based view, using two internal ratings-based
approaches (IRBA) for banks’ credit risk.
The consultation also revealed that banks, insurers and their associations
consider the existing supervisory regulations to be sufficient, also for ML
procedures. From their perspective, there is no need for a reform of the
statutory requirements, at least at the fundamental level. The participants
also approved the regulators and supervisors’ current focus on the volume
and suitability of the data basis and on data quality, the importance of
which will be growing as the use of ML methods increases.
Methods of machine learning must be explainable
For BaFin, the Bundesbank and the consultation participants, the
explainability of ML methods is a central factor for the successful
application of machine learning. They all agree that further discussion will
be needed to determine the point in time at which a model has changed so
extensively due to machine learning that it would have to be approved
again. From a supervisory point of view, it is therefore crucial that the
development and use of the models remain comprehensible.
To read more:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/
2022/fa_bj_2202_Maschinelles_Lernen_en.html
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Number 10

Supply Chain Guidance

Overview

Your supply chain exposes you to damaging security threats. Certain states
could target you via your supply chain for their economic, political, or
military gain because:
1. Your suppliers have weaker security measures in place so are easier to
attack; or
2. One of your suppliers serves various organisations of interest, so
targeting that supplier gives them access to several targets via a single
attack
Supply chain attacks can result in the compromise of entire organisations
and pose a potentially terminal risk to businesses. Hostile actors are
looking for vulnerabilities in organisations of every size across a broad
range of sectors.
Supply chains are not just compromised by cyber-attacks.
An insider can provide damaging access and insight, or organisations could
be unwittingly handing over parts of their business to a state-controlled
organisation through offshoring or foreign direct investment in their
suppliers.
By giving suppliers access to information without setting expectations
about how it should be protected, you are exposing your business to a
range of security threats.
Act now to develop your supply chain security, avoid business disruption,
and protect your business.
Governance
Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 52

Implement strong and clear governance that cascades from the top
downwards and ensures you are protecting your organisation as much as
possible.
-

Appoint a senior lead to take responsibility for supply chain security.
Integrate procurement teams into the security management process,
alongside those responsible for physical, personnel and information
security. Representation from teams with the tools to defend your
business from both direct and indirect attacks will ensure you have
holistic protection from malicious threats. Ensure supply chain risks
are captured on your organisation's risk register

-

Ensure senior-level visibility of the security of your procurement
processes and supply chain. This should include visibility of high-risk
suppliers, and those with access to sensitive information or systems

-

Create a clear policy to help staff identify and highlight high-risk
suppliers and procurement activities to senior leaders. Regularly review
all security policies and procedures with a clearly identified lead to take
responsibility for them. Develop a strong security culture across your
organisation

Threats
Attacks on your supply chain security can come from a range of sources.
Ensure you are aware of the variety of potential attacks.
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Exposure
If a future supplier is compromised, how much damage would they be able
to inflict?
-

Will they have access to commercially sensitive information that could
undermine your commercial success?

-

Will they have access to your organisation’s IT systems and sensitive
information?

-

How easily would you be able to detect a compromise of the supplier?
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-

Would a compromise be easily detected and acted upon, or if unnoticed
could it be exploited over a significant period?

Consider how to reduce unnecessary or high-risk sharing of sensitive data
or access to sensitive systems.
-

Eliminate - If a specific activity you planned to outsource provides
suppliers with an unacceptable level of access to business-critical
assets, deliver the activity in-house

-

Mitigate - If a specific activity you planned to outsource exposes more
of your business-critical assets than you are comfortable with, reduce
the assets shared to minimise your exposure

-

Accept - In some circumstances, businesses may find it difficult to set
security expectations for suppliers that dominate the market. You
should still embed as much security as possible across your
procurement processes

To read more: https://www.cpni.gov.uk/protected-procurement-businessleaders
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Number 11

Active Cyber Defence, the 5th Year: Summary of Key Findings
What is Active Cyber Defence?
The UK continues to be one of the most digitally advanced countries in the
world, with our lives being online more than ever before.
As this digitisation continues, it is vital that the UK remains able to protect
its organisations, business and citizens against cyber crime.
The aim of Active Cyber Defence (ACD) is to “Protect the majority of
people in the UK from the majority of the harm caused by the majority of
the cyber attacks the majority of the time.”
It was launched in 2017 and continues to protect the UK, in a relatively
automated way, from a significant proportion of commodity cyber attacks.
The ACD programme is one of the NCSC’s most successful ways to help
bring about a real-world, positive impact against threats.
The programme seeks to reduce high-volume cyber attacks, such as
malware, ever reaching UK citizens, and aims to remove the burden of
action from the user.
The ACD programme’s core services include Takedown, Protective DNS,
Early Warning and Exercise in a Box.
This document summarises some of the key findings from the fifth year of
the NCSC´s ACD programme. A fuller report, covering all of the services
within the ACD programme, will be published shortly.
Takedown Service
www.ncsc.gov.uk/information/takedown-service
The Takedown Service finds malicious sites and sends notifications to the
host or owner to get them removed from the internet before significant
harm can be done.
The NCSC centrally manages the service, so departments automatically
benefit without having to sign up.
Key findings from the Takedown Service
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In total, 2.7M campaigns (3.1M URLs) were taken down in 2021. This is a
significant increase when compared with 2020’s tally (700,595 campaigns
and 1,448,214 URLs) and is principally due to the prolonged period we
have been performing takedowns against extortion mail server and
celebrity - endorsed investment scams throughout 2021.
These attacks are widely distributed and generate a proportionally large
number of takedown records.

To read more: https://www.ncsc.gov.uk/files/ACD-The-Fifth-YearSummary-of-Key-Findings.pdf

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 57

Number 12

How we make every day safer with Google
Jen Fitzpatrick, SVP, Core

Every day, we work to create a safer internet by making our products
secure by default, private by design, and putting you in control of your
data. This is how we keep more people safe online than anyone else in the
world.
Secure by default in the face of cyber threats
Today, more cyberattacks than ever are happening on a broader, global
scale. The targets of these attacks are not just major companies or
government agencies, but hospitals, energy providers, banks, schools and
individuals. Every day, we keep people’s data safe and secure through
industry-leading security technology, automatic, built-in protections, and
ongoing vulnerability research and detection.
Our specialized teams work around the clock to combat current and
emerging cyber threats. Google’s Threat Analysis Group (TAG), for
example, has been tracking critical cyber activity to help inform Ukraine,
neighboring countries in Europe, and others of active threat campaigns in
relation to the war. We’ve also expanded our support for Project Shield to
protect the websites of 200+ Ukrainian government entities, news outlets
and more.
Cybersecurity concerns are not limited to war zones — more than 80% of
Americans say they’re concerned about the safety and privacy of their
online data. That’s why we built one of the world’s most advanced security
infrastructures to ensure that our products are secure by default.
Now, that infrastructure helps keep people safer at scale:
-

Account Safety Status: We’re adding your safety status to your apps so
you never have to worry about the security of your Google Account.
These updates will feature a simple yellow alert icon on your profile
picture that will flag actions you should take to secure your account.

-

Phishing protections in Google Workspace: We’re now scaling the
phishing and malware protections that guard Gmail to Google Docs,
Sheets, and Slides.

-

Automatic 2-Step Verification: We’re also continuing our journey
towards a more secure, passwordless future with 2-Step Verification
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(2SV) auto enrollment to help people instantly boost the security of
their Google Accounts and reduce their risk of getting phished. This
builds on our work last year to auto enroll 150+ million accounts in 2SV
and successfully reduce account takeovers.
-

Virtual Cards: As people do more shopping online, keeping payment
information safe and secure is critically important. We’re launching
virtual cards on Chrome and Android. When you use autofill to enter
your payment details at checkout, virtual cards will add an additional
layer of security by replacing your actual card number with a distinct,
virtual number.
This eliminates the need to manually enter card details like the CVV at
checkout, and they’re easy to manage at pay.google.com — where you
can enable the feature for eligible cards, access your virtual card
number, and see recent virtual card transactions. Virtual cards will be
rolling out in the US for Visa, American Express, Mastercard and all
Capital One cards starting this summer.

Helpful products that are private by design
We’re committed to designing products that are helpful and protect
people’s privacy. Our engineers have pioneered and open-sourced
numerous privacy preserving technologies, including Federated Learning
and Differential Privacy, which we made more widely available earlier this
year when we started offering our Differential Privacy library in Python as
a free open-source tool — reaching almost half of developers worldwide.
Now, we’re expanding this work with the introduction of Protected
Computing, a growing toolkit of technologies that transform how, when,
and where data is processed to technically ensure the privacy and safety of
your data. We do this by:
-

Minimizing your data footprint: Leveraging techniques like edge
processing and ephemerality, we shrink the amount of your personally
identifiable data.

-

De-identifying data: Through blurring and randomizing identifiable
signals, to adding statistical noise, we use a range of anonymization
techniques to strip your identity from your data.

-

Restricting access: Through technologies like end-to-end encryption
and secure enclaves, we make it technically impossible for anyone,
including Google, to access your sensitive data.

Today, Protected Computing enables helpful features like Smart Reply in
Messages by Google and Live Translation on Pixel. And while we’re
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continuing to innovate new applications across our products, we’re equally
focused on using Protected Computing to unlock the potential of data to
benefit society more broadly — for example, by enabling even more robust
aggregated and anonymized datasets so we can safely do everything from
help cities reduce their carbon footprint, to accelerate new medical
breakthroughs.
To read more: https://blog.google/technology/safety-security/how-wemake-every-day-safer-with-google/
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Number 13

NIST Publishes Review of Digital Forensic Methods
Report documents the scientific foundations of digital evidence
examination and recommends ways to advance the field.

The National Institute of Standards and Technology (NIST) has published
Digital Investigation Techniques: A NIST Scientific Foundation Review.
This draft report, which will be open for public comment for 60 days,
reviews the methods that digital forensic experts use to analyze evidence
from computers, mobile phones and other electronic devices. You may
visit: https://www.nist.gov/forensic-science/digital-investigationtechniques-scientific-foundation-review

The purpose of NIST scientific foundation reviews is to document and
evaluate the scientific basis for forensic methods. These reviews fill a need
identified in a landmark 2009 study by the National Academy of Sciences,
which found that many forensic disciplines lack a solid foundation in
scientific research.
To conduct their review, the authors examined peer-reviewed literature,
documentation from software developers, test results on forensic tools,
standards and best practices documents and other sources of information.
They found that “digital evidence examination rests on a firm foundation
based in computer science,” and that “the application of these computer
science techniques to digital investigations is sound.”
“Copying data, searching for text strings, finding timestamps on files,
reading call logs on a phone. These are basic elements of a digital
investigation,” said Barbara Guttman, leader of NIST’s digital forensics
research program and an author of the study. “And they all rely on
fundamental computer operations that are widely used and well
understood.”
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The report also discusses several challenges that digital forensic experts
face, including the rapid pace of technological change. “Digital evidence
techniques don’t work perfectly in all cases,” Guttman said. “If everyone
starts using a new app, forensic tools won’t be able to read and understand
the contents of that app until they are updated. This requires constant
effort.”
To address this challenge, the report recommends better methods for
information-sharing among experts and a more structured approach to
testing forensic tools that would increase efficiency and reduce duplication
of effort across labs.
The report also recommends increased sharing of high-quality forensic
reference data that can be used for education, training, and developing and
testing new forensic tools.
NIST’s Digital Forensics Research Program, which was launched in 1999,
develops methods for testing digital forensics tools and provides access to
high-quality reference datasets.
NIST also maintains a vast archive of published software, the National
Software Reference Library, that is a critical resource for investigating
computer crimes.
NIST scientific foundation reviews help laboratories identify appropriate
limitations on the use of forensic methods, identify priorities for future
research, and suggest steps for moving the field forward.
These reviews are conducted as part of NIST’s Forensic Science Program,
which works to strengthen forensic practice through research and
improved standards. In 2018 Congress directed NIST to conduct these
scientific reviews and appropriated funding for them.
Readers can submit comments on the draft report through July 11, 2022.
NIST will host a webinar about the draft report on June 1, 2022.
Instructions for submitting comments and registration information for the
webinar are available on the NIST website.
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To read more: https://www.nist.gov/digital-evidence
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8354-draft.pdf
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Number 14

Macropru – fit for the future?
Sarah Breeden, Executive Director for Financial Stability Strategy and Risk
and a member of the Financial Policy Committee (FPC), the United
Kingdom’s macroprudential authority.

When the financial system is in poor condition – when there is financial
instability – it can be damaging to us all.
I like to compare the importance of financial stability to our collective
prosperity with the importance of health to an individual. Good health may
not be the only thing that matters for an individual’s happiness. But it is
essential. Because poor health comes with undesirable consequences.
We need only remind ourselves of the global financial crisis, more than a
decade ago, to appreciate the undesirable consequences of financial
instability.
UK GDP shrank by more than 6% during the first five quarters of the crisis,
staying below its pre-recession size for a further five years. Unemployment
increased, with an additional 1 million jobs lost by its peak at the end of
2011. And labour productivity, the best way to measure living standards in
the long-run, fell sharply in 2008 and has barely recovered since.
The poor health of the global financial system was exposed in the most
dramatic of fashions. We might liken it to a heart attack. And in response
the authorities co-operated across borders and across institutions to design
a radical ‘healthcare plan’ – to improve resilience, both at the microprudential individual institution and the economy-wide macro-prudential
levels.
It is this macro-prudential perspective that I want to discuss today –
specifically, to consider how macro-prudential policy will need to adapt,
just as our health-care plans adapt, to be fit for the challenges of the future.
Since the global financial crisis, the financial system has not been a cause
of sustained economic instability. But this is no reason for complacency.
The financial system is ever changing. And experience suggests our job
may not yet be complete.
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So today, I will begin by setting out why financial stability is important and
the role of macro-prudential policy in delivering it. In so doing I hope to set
out why it’s as important for the financial system to observe macroprudential policies as it is for patients to stick to their health-care plans.
I will then briefly set out some principles on which good macro-prudential
policymaking is based. The rules of thumb that underlie our prescriptions
if you like.
And I will conclude by raising some challenges that macro-prudential
policy is facing now, including my thoughts on the road ahead. Through
that, I hope to set out how we need constantly to adapt macro-prudential
policies, as we do with our health-care plans as lifestyles evolve.
Interactions between financial stability and sustainable growth and the
role for macro-prudential policy
Why is financial stability important?
To understand why we place so much emphasis on a well-grounded macroprudential framework, it’s important to understand why we care about
financial stability in the first place. In brief, it is because we believe that
financial stability is a precondition for sustainable economic growth.
A stable and well-functioning financial system exists to serve us all. It
enables the efficient allocation of resources, so that businesses can exploit
productive opportunities and households can meet their needs. And it
allows the risks incurred in the course of generating economic growth to be
shared.
The banking system supplies credit to households, to buy homes or spend
more than they currently earn; and to businesses, so that they can hire
more workers, invest in capital, and innovate and expand.
Non-bank financial firms further transform long-term savings into new
investments via bond and stock purchases; and they enable both
households and businesses to insure themselves against risks that could
prove costly were they to crystallise.
The financial system also facilitates payments, so that households and
businesses can pay safely for the goods and services they choose to receive.
A stable financial system is one that is resilient to shocks and so is able
reliably to support households and businesses through the consistent
supply of the vital services that they demand. Financial stability thus
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supports growth and prosperity, just as good health supports us in our
daily lives.
The role of macro-prudential policy
Historically, there was a view among policymakers that as long as
monetary policy guaranteed low and stable inflation, and micro-prudential
regulation was successful in ensuring the balance sheets of individual
institutions were robust to shocks, the financial system could take care of
itself, and financial stability would follow.
However, the global financial crisis revealed the flaws in this view: while
monetary policy sets the benchmark interest rate for financial transactions
and “gets into all the cracks” in the financial system, it isn’t sufficient to
ensure that those transactions are undertaken efficiently and effectively.
Similarly, micro-prudential policy ensures the safety and soundness of
individual institutions, but does not take a sufficiently bird’s eye view to
identify possible risks affecting the financial system as a whole.
The financial crisis highlighted quite how much the whole is greater than
the sum of its parts. And that ensuring the parts are healthy does not
guarantee that the whole is.
Macro-prudential interventions typically fill two gaps:
1. Individual agents don’t necessarily take into account the bigger picture.
Individual financial institutions and borrowers face private incentives
which do not take into account the wider social impact of their actions. In
such cases, macro-prudential policymakers can seek to better align private
costs and benefits with social costs and benefits.
One example is the Financial Policy Committee’s (FPC) mortgage tools,
which seek to limit the number of mortgages banks can extend for loans
that are high relative to income.
Individual borrowers may be keen to stretch themselves financially to buy
a bigger house, expecting their earnings to grow or house prices to rise.
And individual lenders may be happy to provide a larger loan to receive
more income. But should a recession hit, not only will we see defaults, but
overstretched borrowers will reduce their spending as they struggle to pay
their mortgages. And this reduction would ultimately spillover to the rest
of the economy, making the downturn worse.
Macro-prudential policy takes these spillovers into account. By ensuring
borrowers in aggregate are not overstretching themselves and financial
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institutions in general are lending responsibly, macro-prudential
regulators can ensure that the whole system is more resilient to shocks.
2. Markets are not necessarily efficient or complete. Market prices may not
reflect the real value of assets, not every market is perfectly liquid and risks
may not be as well-dispersed as they might seem. These imperfections can
lead to two types of risk to financial stability: cyclical and structural.
Cyclical risks arise because financial conditions can suddenly reverse. The
simplest example is of financial institutions taking on too much risk in
booms, in the expectation that the assets they purchase will always be in
demand. When the cycle turns, asset prices can fall rapidly, leaving
institutions with losses. This is why we have countercyclical tools - to
ensure the system can build up resilience in good times, and use it in bad
times.
Structural risks refer to fault-lines within the financial system, such as high
concentrations of risk, complex interconnections, promises made that
cannot necessarily be honoured, and uninsurable – or tail – risks. These
risks can trigger sharp reversals in financial conditions, or amplify cyclical
risks when they crystallise. As with cyclical risks, macro-prudential policy
looks to build resilience to these risks, as well as eliminating fault-lines
where appropriate.
The cost-benefit calculus
In seeking to fill these two gaps, it is important to acknowledge that there
are two sides to the ledger – that a build-up in financial stability risk is
often accompanied by higher growth.
When the financial system under-prices risks, households, companies and
the economy at large may appear to benefit. As asset prices rise,
perceptions of wealth become inflated and risks appear smaller.
Households and companies feel more comfortable taking on debt, banks
and investors feel more comfortable lending to them. We can consume
more, invest more, grow the economy more and feel more prosperous.
The problem is that it cannot last. We cannot continue consuming more
than we ever hope to earn; we cannot invest more than we ever intend to
save; risks cannot be under-priced forever. This time it probably isn’t
different.
And when it all goes into reverse, when risks are found to be under-priced
and not well-dispersed, when shocks arise and are amplified by the
financial system, the cost in terms of lost growth can far outweigh the
benefit of higher growth enjoyed while the risks were building.
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It is this cost-benefit calculus that both motivates a role for macroprudential policy, and helps us define precisely what we mean by it.
In short, macro-prudential policy aims to improve the trade-off between
the financial system’s contribution to the rewards expected in a growing
economy and the degree of risk that we will face in the bad times.
To return to my analogy, we might liken it to the NHS and to health
insurance where we pay a bit in the good times to protect ourselves should
our health take a turn for the worse.
Principles of good policy making
Macro-prudential authorities, like the UK’s FPC, work to ensure that
financial systems are resilient to, and prepared for, the wide range of
possible shocks they could face. Their aim is to ensure that when shocks
occur, the financial system is able to absorb those shocks, rather than to
amplify their impact on the economy.
We ground what we do in two elements of good macro-prudential
policymaking:
-

Macro-prudential policy should be targeted to provide a net benefit to
the overall economy. Where interventions incur costs, these should
only be imposed when they are outweighed by the benefits over the full
cycle. This is perhaps equivalent to starting a course of new medication,
where a good doctor must be aware of potential side effects as well as
intended benefits.
We must also recognise that there will be occasions when interventions
are not yet needed, as emerging risks are not yet systemic in nature. To
return to our analogy, a good doctor might decide not to start
medication, but instead simply monitor a patient’s general health to
judge better how to improve it.

-

Macro-prudential policy should be ready to adapt to change, allowing
the economy to expand and innovate safely. Change always brings with
it opportunities and risks and so our macro-prudential framework will
need to evolve. To overuse the health analogy once more, doctors need
to adapt. A doctor in the 1960s, for example, would never have had to
think about the health effects of vaping.

Challenges that lie ahead
Ten years after establishing the FPC, we have reached the point where we
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prudential framework designed to ensure the sector is resilient to stress. In
other words, we have pulled together the skeleton for a healthcare plan and
convinced the patient that they need it and that it needs to be updated
regularly.
These are important achievements. Indeed we need to make sure we hang
on to them even as memories of the global financial crisis fade.
But we need to decide the plan for the coming months and years too.
Recent shocks – the Covid pandemic, and more recently, Russia’s invasion
of Ukraine – and structural changes to the financial system have
reaffirmed that our work is not yet done.
Let me briefly mention a few of the lessons from our experience in Covid19.
First the capital framework does not in practice support use of bank capital
buffers in a stress as we intended. And that would have mattered a lot in
the absence of the substantial government support for the corporate sector.
Second, we need to change our approach to stress testing in a stress if we
are to avoid those stress tests further amplifying any downturn.
And third, in a shock of roughly half the size of the global financial crisis, it
was only large-scale use of central bank balance sheets that calmed
dysfunction in the system of market-based finance.
We are continuing to learn through the Russia-Ukraine crisis too. We are
exploring concentrations in, and interconnections across, energy and other
commodity markets, the financial system, and the real economy, as well as
the potential for feedback loops between them. And we have observed too
that commodity markets are relatively opaque.
We must now develop the macro-prudential framework to reflect the
lessons from these recent stresses.
Looking beyond recent events, neither the financial system nor the
economy stands still: there are clear structural changes that macroprudential policy must confront.
1.The rise of market-based finance: vulnerabilities that are as much
global as domestic
One key challenge is that many vulnerabilities are as much global as they
are domestic. That includes non-bank, or market-based, finance.
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Non-bank financial institutions currently represent around 50% of global
(and UK) financial sector assets. They are increasingly a source of finance
for UK businesses. However, the ‘dash for cash’ in March 2020 led to a
rapid deterioration in the functioning even of advanced-economies’
government bond markets and created market dynamics significant
enough to raise the cost of lending. The episode clearly demonstrated the
need to build resilience in market-based finance.
Given the global nature of market-based finance, the effectiveness of any
policies in the UK will depend in part on policies implemented in other
major jurisdictions. We are therefore working with international
counterparts in the Financial Stability Board to take coordinated action to
address these issues - including on open-ended funds, margins, the
liquidity structure and resilience of core markets, to name a few. In the
meantime, the FPC (and other UK authorities) need to continue
monitoring them, starting by ensuring there is reliable data to do so.
2.The growth of cryptoassets and decentralised finance: regulatory
frameworks need to evolve
Another important challenge is seen in cryptoassets and decentralised
finance (DeFi) which in recent years have grown to represent around 1% of
global financial assets.
Cryptoasset technology is creating new financial assets, and new means of
intermediation. Many services now facilitated by this technology mirror
those available in the traditional financial sector, including lending, trading
and exchange, investment management and insurance.
While that activity is currently small, if the pace of growth seen in recent
years continues, interlinkages with the traditional financial sector are likely
to increase. In addition, the new technology has the potential to reshape
activity currently taking place in the traditional financial sector, either
through the migration of that activity or the widespread adoption of the
technology.
Crypto technology has the potential to bring significant benefits, for
example by reducing the cost and increasing the speed of cross-border
transactions, and encouraging competition in the financial system. But
those benefits can only be realised and innovation be sustainable if it is
undertaken safely and accompanied by effective public policy frameworks
that mitigate risks and maintain broader trust and integrity in the financial
system.
In this way, the growth of cryptoassets and DeFi has highlighted another of
the key challenges for policymakers: the need for regulatory frameworks to
adapt.
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3.The transition to net zero: structural change requires coordinated
action from all sectors
And finally, we face the continued need to support the orderly transition to
a net zero economy. Climate change creates risks to financial stability
through two channels: physical risks and transition risks. And the financial
system will play a key role in financing the significant structural economic
changes needed to deliver the transition to a net zero economy.
The unique challenge here is that the orderly transition to net zero will
require coordinated action across private and public sector institutions,
and across all sectors of finance and the real economy. The Bank’s role is
focussed on tackling the consequences (not the causes) of climate change.
Indeed the transition to net zero is likely to be a bumpy one, particularly in
light of recent events, and macro-prudential regulators have an important
role to play in helping manage those bumps.
In support of this work, we are running a stress test of the UK’s largest
banks and insurers that will extend the time horizons over which we, and
they, view climate risks. This is a good start in understanding the
implications of climate change and transition for the financial system. But
more work is needed to build the green market infrastructure that will
support an orderly transition to net zero, and this will be an important area
of focus for macro-prudential regulation over the coming years.
Conclusion: The road ahead
Where does all this leave us?
It’s clear that we macro-prudential policymakers need to look forwards as
well as backwards as we do our risk assessment. And we must also ground
our analysis in the impact of shocks to the financial system on businesses,
households and so the economy, and not just their impact on financial
players.
The source of shocks and the mechanisms through which the financial
system could amplify those shocks is wide – covering climate, Covid,
crypto, cyber, and conflict as well as the credit cycle and the core banking
system. But our understanding of many of these is still developing,
reflecting differences in the maturity across our framework.
The consequence is that like any health check the list of what we need to
review is long. And so the key is how we prioritise our work and what
prescriptions we write on the back of it. That’s a daunting task. But
helpfully while for some issues only the macro-prudential policymaker can
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do the job, for other issues just like a GP we can call on the help of
specialists.
I’m not proposing to write any prescriptions in this speech today. But the
Bank and FPC are working hard on their diagnoses and will aim to
communicate further on issues that they wish to prioritise later this year,
through the Bank’s Financial Stability Strategy and the FPC’s mediumterm priorities.
And I hope that today has given you a flavour of the importance of building
a macro-prudential framework that’s as fit for the risks and opportunities
of the future as it is for those we have faced in the past.
The views expressed here are not necessarily those of the Financial Policy
Committee. I am grateful to Nicola Anderson, Kristina Bluwstein, Giovanni
Covi, Tom Daniels, Emma Moriarty, Nicholas Vause, Danny Walker and
Gabija Zemaityte for their assistance in drafting these remarks. I would like
to thank Jon Cunliffe, Alina Barnett, Geoff Coppins, Lee Foulger, Grellan
McGrath, Jon Relleen and Matt Waldron for their helpful comments.
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Number 15

The impact of digitalisation on the financial system
Burkhard Balz, Member of the Executive Board of the Deutsche
Bundesbank, speech delivered at the FGV-Ebape in Rio de Janeiro

1 Introduction
Ladies and gentlemen, FGV students and faculty members, Professor
Norden,
Thank you very much for inviting me here today. It is a great pleasure for
me to be at the FGV-Ebape in Rio de Janeiro. Given the restrictions
imposed by the coronavirus pandemic over the last two years, I do not take
this opportunity for granted and am very thankful for the chance to
exchange views with you today.
One thing is for sure; you can`t go to Brazil and not go to Rio de Janeiro.
When you think about Brazil, it is Rio that first comes to mind. Rio is one
of the most sought-after destinations in Brazil and has more citizens than
some European countries in total.
However, Rio de Janeiro is not just known for its carnival and sunny
beaches, but also for its unique fintech climate and its role as an economic
powerhouse. The city of Rio de Janeiro is home to the headquarters of
many private, national, multinational, and state corporations. Needless to
say, the rise of digitalisation in society and business will also affect the
future of this city.
I am not only delighted to be in Rio de Janeiro, but, more importantly, to
be able to discuss the impact of digitalisation on the financial system with
you here at the FGV-Ebape today. Digitalisation is picking up speed. This
affects universities, as well as you as students. Not just as consumers, but
also as future employees and managers in business, digitalisation will
accompany you throughout your lives. Digitalisation is pertinent to the
entire financial sector. As my colleague Roberto Campos Neto, President of
the Banco Central do Brasil, once so aptly put it: “There can be no more
difference between a large bank or a fintech. All financial institutions must
be digital.”
Digitalisation is also very evident in payments: it fundamentally changes
the way we pay. This brings me straight to the subject of my speech. As the
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Deutsche Bundesbank Executive Board member responsible for the area of
payments, I have been monitoring changes in this sector since September
2018.
It is clear to me that the pick-up in the pace of digitalisation is caused by
demand as well as supply factors. So I’ll begin my remarks by discussing
changes in user and payment behaviour. Afterwards, I’ll address the
challenge posed by new players in the payments space.
I would then like to outline my thoughts on how we should react to the new
challenges. These thoughts can be summarised under one key heading:
updating existing payment systems, for example via instant payments, and
also central bank digital currency (CBDC). In the context of the latter, I will
also give a brief overview of the ongoing project on a digital euro.
2 Challenge 1: Changes in user and payment behaviours
When it comes to payment habits, cash remains the number one means of
payment at the point of sale in Germany. The general public still delve into
their wallets for coins and notes to settle around 60% of payments when
they’re out shopping.
That is one of the key findings from the payment behaviour study which
the Bundesbank conducts regularly, most recently in 2020. As a means of
payment in the German retail sector, cash still has a high standing.
However, it is losing significance – the share of cash was 74% in the
preceding study from 2017, thus decreasing by an impressive 14 percentage
points within only three years. Certainly, the coronavirus pandemic gave
non-cash payments an extra boost here.
In my view, Brazil and Germany are not that different from each other in
this respect – in Brazil, too, cash still is the preferred means of payment for
many people, but non-cash payments are experiencing strong growth,
helped along by the coronavirus pandemic: to my knowledge, between
2019 and 2020, cash use at the point-of-sale fell by almost 25% in Brazil.
However, the Brazilian market differs from that of Germany in one major
aspect: while there are more than 110 million bank accounts in Germany
(for 83 million inhabitants), a significant proportion of the Brazilian
population has no access to banking services in a traditional sense. Digital
technologies could therefore present an opportunity to further bridge the
financial inclusion gap. We can observe this evolution here in Brazil
already, as the pandemic produced strong growth in the number of digital
bank accounts and significantly increased the access of citizens to banking
services.
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At this juncture, I would like to praise the Brazilian central bank for being
an active driver of developments in the booming fintech market and for
fostering competition and innovation in the banking sector. The most
prominent example might be the new – and already very successful –
instant payment system Pix.
The central bank’s efforts have resulted in a considerable increase in
competition – according to one study, more than 100 Brazilian fintech
companies are now active in the field of payments.
This means that usage patterns are evolving. Digital financial and payment
services are gaining ground. Just a year and a half after Pix was launched,
more than half of the Brazilian population have already used it,
underlining just how quickly the adoption of digital payments can spread.
The situation is changing in Germany, too, where contactless payments
based on NFC technology are particularly popular. For instance, at the end
of 2021, three out of four (73%) payments of the debit card[6] common in
Germany were contactless.
In Germany, there are more than 100 million cards in circulation. The
system is operated by the German banking sector and is independent of
international credit card companies like Visa and Mastercard.
In Germany, more and more customers are reaching for their smartphone
instead of cash or card when paying for goods. Here, mobile payments are
gaining more momentum by the day. Something similar is happening in
Brazil. The average citizen here owns 1.6 smartphones and payments with
digital and mobile wallet are growing. Brazil’s instant payment system Pix
contributes to this, offering various overlaying services including QR code
and NFC payments.
In Germany, savings banks and cooperative banks also run a successful
peer-to-peer (P2P) mobile payment service. Thus, in Germany, the topic of
smartphone payments is being pushed by both bigtech firms and banks.
3 Challenge 2: New actors in the payments markets
This brings us to an important driver of digitalisation in the financial
industry in both Brazil and Germany: New players, namely fintech and
bigtech firms.
Fintech players – that is, fledgling start-ups offering innovative
technology-enabled financial services – also feel very much at home in the
payments market. These newcomers are starting out on greenfield sites
and are able to build their systems from the ground up in a way that lets
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them leverage the opportunities offered by the platform economy and
digitalisation. One example of this is smartphone banks such as Revolut in
the United Kingdom or N26 in Germany and also here in Brazil.
A key element of the new digital banking world are the much-discussed
application programming interfaces – APIs. So-called open interfaces that
allow for the seamless interlinking of different services – like bank account
management and payments. Many fintech firms are basing their business
models on these interfaces.
And yet even the traditional banking industry in Europe recognises the
importance and urgency of refining its own business model in times of
open banking and open interfaces.
More and more credit institutions are therefore deliberately positioning
themselves as platform providers. The idea is to create one’s own API
ecosystem which allows bridges to service providers across Europe to easily
be built. This development is also covered and supported by European law
and a corresponding legal framework – most prominently the revised
Payment Services Directive (PSD2).
In Brazil, too, new players are stirring up the financial industry. Nubank,
for example, reminds me of Germany’s N26 since it also focuses on
smartphone banking: account and payment services as well as all
communications take place via the customer’s mobile device. After being
publicly listed at the New York Stock Exchange, Nubank is one of the
largest and most valuable digital banks worldwide. Interestingly, Nubank
also runs an office in Berlin so as to benefit from the German IT developer
scene.
From Germany, I can report that fintech firms definitely have a big impact,
because we are seeing more and more cooperative ventures between credit
institutions and fintech players. These allow the former – the banks – to
provide their customers with convenient, innovative services within a short
space of time. The latter – the fintech businesses – get to tap into a large
customer base and benefit from the confidence shown in them and from
regulatory expertise, amongst other things. Between them, fintech players
and traditional banks are often forming quite a symbiosis.
By contrast, bigtech players are transforming the European financial sector
and particularly the world of payments far more radically than the up-andcoming fintech firms ever could. Bigtech firms are the heavyweight global
tech businesses and platforms such as Apple, Amazon, Google and Meta,
formerly known as Facebook from the United States, Alibaba and Tencent
from China or MercadoLibre in Latin America.
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Bigtech players can leverage a large, existing customer base, technological
expertise and sizeable financial resources to conquer new markets. For
instance, the dominant force in e-commerce in Germany has, for a long
time now, been the US group Amazon – which also offers a payment
service of its own. Google Pay and Apple Pay are two other bigtech players
that offer their payment services in a wide range of countries, including, of
course, Germany and Brazil.
China offers a very vivid example of how far bigtech services can penetrate
people’s day-to-day lives: there, WeChat and Alipay, which is affiliated with
the e-commerce giant Alibaba, can be used not only as a payment method,
but also to directly order food, buy cinema tickets or call taxis – all services
united on a single platform.
This development is, however, not without its problems from the point of
view of the consumer, nor from the perspective of regulators and
established banks.
If bigtech firms expand into an increasing number of business areas, there
is a risk that monopolies will be formed. Moreover, if the data generated
are analysed and consumers are offered matching products and services,
they will lose sight of the alternatives. In the marketplace of the internet
economy, the winner usually takes it all.
From the consumer’s perspective, we should remind ourselves of the
business logic of many bigtech firms: many of the services they offer – such
as payments – might be provided as a way of obtaining data, the key raw
material for their business model. Hence, many services are only ostensibly
free for consumers, since they are paying for them with their personal data
– and an increasing dependency on the services offered by one big
commercial supplier.
For established banks, meanwhile, there is the danger of losing the battle
for the customer in payments, which would leave the banks merely as
interchangeable settlement agents in the background.
For now, the bigtech firms still rely on cooperation with banks for the
settlement of payments in Europe. There, a payment made using Apple Pay
or Google Pay is mostly settled via the credit card stored in the account,
which is issued by a bank. The next step could be to create closed payment
systems that no longer are based on established payment instruments. The
most prominent example of such a concept was probably the Diem
initiative (formerly known as Libra) launched by Facebook – or nowadays
Meta, to be precise. Diem was intended to be a “stablecoin”. These often
peg their value to an existing currency or a currency basket. Furthermore,
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their value is backed by suitable collateral. However, Meta will not pursue
this project – at least not in this form and as things stand today.
Nevertheless, the idea of bigtech stablecoins remains relevant. Meta
recently launched a pilot project with Paxos to enable payments with
stablecoins in its dedicated Novi app in the context of remittances. For the
purpose of money transfers between the United States and Guatemala,
various design options are to be tested on a small scale.
PayPal is also planning to issue its own stablecoin. Thus, discussions on the
handling and regulation of these new means of payment will continue. In
this context Europe is currently being working at full speed, by creating the
Markets in Crypto Assets Regulation – MiCA. With MiCA, the European
Union would create a single European regulatory framework for crypto
assets. This would be an important contribution to the stability of the
markets for crypto assets in particular, but also of the financial markets in
Europe in general.
4 Possible answers and conclusions
How should we be responding to the challenges posed by digitalisation in
payments?
Despite having lost momentum, initiatives like Diem reveal that there is
room for improvement in payments, and that this also applies to crossborder payments, or, in short, global payments. With this in mind, I would
like to take a closer look at two key concepts: updating existing payment
systems, for example via instant payments and also central bank digital
currency (CBDC).
4.1 Updating existing payment systems / Instant payments
I believe that it is vital to think about how we can further develop our
traditional payment systems in order to correct deficits in global payments
and master new requirements.
European law stipulates that transfers must be credited to the recipient’s
account within one working day. However, if we think about the
availability of information, communications and media content, then “real
time” is now already the norm. Against this backdrop, central banks in the
euro area launched TARGET Instant Payment Settlement system – or TIPS
for short – at the end of 2018. TIPS is able to ensure the availability of
almost all institutions active in payments throughout Europe. The goal
must be for instant payments to become the new normal in the long term.
We are still a fair number of steps away from reaching that point in
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Europe. Therefore, the European Commission is evaluating potential
regulatory interventions to push the market further in that direction.
Here in Brazil, the Banco Central do Brasil is further improving real-time
payments. With the BCB’s instant payments system Pix, which is available
around the clock, instant payments in Brazil are becoming more attractive
and are already in broad use nationwide. Brazil can surely be counted
among the pioneers of instant payments in Latin America.
In my view, instant payments can also help to improve the deficits in
traditional payment systems that have been made increasingly clear by
offerings from bigtech companies. In order to achieve this, real-time
processing has to be combined with attractive and customer-friendly
products for end users.
If we look at global payments systems, the most important aspect is to
make transactions faster, cheaper and more transparent. There are already
plenty of initiatives, such as SWIFT's global payment initiative. However, it
is also crucial to better link traditional interbank payment systems,
especially in industrialised countries, with the smartphone-based payment
systems in emerging economies.
An interesting approach could be, for example, the linkage and
interoperability of different instant payment systems. Given that new and
innovative instant payment systems are already being set up in many parts
of the world, we should think about linking them up or using them for
cross-border payments.
4.2 Central bank digitial currencies (CBDC) and the digital euro
In the last couple of years, there have been increased calls for central bank
digital currency, or CBDC. This means that CBDC is currently one of the
hottest topics in the world of central banking. A stocktaking by the Bank of
International Settlements (BIS) in mid-2021 counted at least 56 initiatives
on CBDC around the globe. More than ten have either completed the initial
pilot phases or, like Sweden’s for example, are in the midst of doing so.
More initiatives are constantly being added, and existing ones continue to
mature into fully fledged concepts or pilots. One example would certainly
be the Chinese central bank – the People’s Bank of China – which has
already decided to introduce a digital alternative to cash. Or the Bahamas,
where the Sand Dollar was launched in October 2020.
With digitalisation changing our payment habits and the accelerating
decline of cash usage, it is possible that banknotes could lose their role as
reference value, undermining the integrity of the monetary system. In this
new age, CBDCs would ensure that citizens have free access to a simple,
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universally accepted, secure and reliable means of payment. The central
bank would issue it and, depending on the actual design, private
individuals as well as retailers and other companies could pay with it.
Speaking for the euro area, it would under no circumstances replace cash,
but rather supplement it.
A CBDC would expand the existing choice of payment methods. It could
contribute to financial inclusion and ensure that less digitally savvy groups
of the population also have access to digital payments. In addition,
depending on the design choices, it could offer the opportunity to exploit
technical innovations like DLT and thus enable, for example, payments
embedded into programmable applications.
In Europe, when it comes to CBDC we aim to be “ahead of the curve” as
ECB president Christine Lagarde put it, while, at the same time, taking the
utmost care to evaluate the design options for a digital euro. Its
development is a balancing act between two key risks. The first risk is that
being too ambitious could lead to a crowding out of private payment
solutions and a potential disintermediation of the banking sector. The
second is the risk of creating an unattractive product that would not be
accepted by consumers and enterprises.
In October 2021, the ECB launched what it refers to as the investigation
phase of the project. This is designed to ensure that the Eurosystem stands
ready to offer a functioning digital euro, should the decision be made to
introduce it. Until then, we will carefully investigate the risks, the
functional and technical design options, monetary policy independencies
as well as financial stability implications.
Last but not least, we are holding lively discussions with all relevant
stakeholders to identify key features that would add value for the potential
users of a digital euro. The primary goal is to maintain the accessibility of
central bank money in a digitalised economy. To fulfil this function, the
digital euro must be accepted throughout the European Union and adopted
by its citizens.
We are therefore fostering a dialogue with European businesses and
citizens. The EBC recently published the findings of the responses by focus
groups. These give us additional insights on the payment needs of
consumers and merchants and specific use cases of a potential digital euro.
Most importantly, participants in the focus groups preferred payment
methods with pan-European reach, speed, high convenience and universal
acceptance in physical shops and online. In addition, privacy protection is
of high importance. Participants also valued the possibility of instant and
contactless person-to-person payments. Here, Brazil’s instant payment
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system Pix can serve as an example, showing that consumers have a
demand for such services and quickly adopt them.
As you can see, there is a great deal to do and central banks, governments
and other public institutions play a major role here, because the past has
shown that without their input no major and sustainable improvements
can be achieved.
Let me draw to a close here. Payments and payment systems, although
often remaining unnoticed, inevitably affect everyone. They will always be
driven by innovation and despite huge geographical distance, we face
similar challenges when it comes to digitalisation in the financial sector.
Ultimately, the same holds true for both Brazil and Germany: a digital
economy needs efficient, quick and competitive digital payment methods.
Thank you for your attention.
To read more: https://www.bundesbank.de/en/press/speeches/theimpact-of-digitalisation-on-the-financial-system-889922
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Number 16

U.S. Treasury Issues First-Ever Sanctions on a Virtual Currency
Mixer, Targets DPRK Cyber Threats

The U.S. Department of the Treasury’s Office of Foreign Assets Control
(OFAC) sanctioned virtual currency mixer Blender.io (Blender), which is
used by the Democratic People’s Republic of Korea (DPRK) to support its
malicious cyber activities and money-laundering of stolen virtual currency.
On March 23, 2022, Lazarus Group, a DPRK state-sponsored cyber
hacking group, carried out the largest virtual currency heist to date, worth
almost $620 million, from a blockchain project linked to the online game
Axie Infinity; Blender was used in processing over $20.5 million of the
illicit proceeds.
Under the pressure of robust U.S. and UN sanctions, the DPRK has
resorted to illicit activities, including cyber-enabled heists from
cryptocurrency exchanges and financial institutions, to generate revenue
for its unlawful weapons of mass destruction (WMD) and ballistic missile
programs.
“Today, for the first time ever, Treasury is sanctioning a virtual currency
mixer,” said Under Secretary of the Treasury for Terrorism and Financial
Intelligence Brian E. Nelson. “Virtual currency mixers that assist illicit
transactions pose a threat to U.S. national security interests. We are taking
action against illicit financial activity by the DPRK and will not allow statesponsored thievery and its money-laundering enablers to go unanswered.”
Treasury is also updating the List of Specially Designated Nationals and
Blocked Persons (SDN List) to identify additional virtual currency
addresses used by the Lazarus Group to launder illicit proceeds.
Treasury is committed to exposing components of the virtual currency
ecosystem, like Blender, that are critical to the obfuscation of the trail of
stolen proceeds from illicit cyber activity. OFAC sanctioned the Lazarus
Group on September 13, 2019, pursuant to Executive Order (E.O.) 13722,
and identified it as an agency, instrumentality, or controlled entity of the
Government of the DPRK, based on its relationship to the U.S.- and UNdesignated Reconnaissance General Bureau, the DPRK’s premiere
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intelligence organization, which is also involved in conventional arms
trade.
Blender.io (Blender) is a virtual currency mixer that operates on the
Bitcoin blockchain and indiscriminately facilitates illicit transactions by
obfuscating their origin, destination, and counterparties.
Blender receives a variety of transactions and mixes them together before
transmitting them to their ultimate destinations. While the purported
purpose is to increase privacy, mixers like Blender are commonly used by
illicit actors.
Blender has helped transfer more than $500 million worth of Bitcoin since
its creation in 2017. Blender was used in the laundering process for DPRK’s
Axie Infinity heist, processing over $20.5 million in illicit proceeds.
OFAC’s investigation also identified Blender’s facilitation of moneylaundering for, among others, Russian-linked malign ransomware groups
including Trickbot, Conti, Ryuk, Sodinokibi, and Gandcrab.
Blender is being designated pursuant to E.O. 13694, as amended, for
having materially assisted, sponsored, or provided financial, material, or
technological support for, or goods or services to or in support of, a cyberenabled activity originating from, or directed by persons located, in whole
or in substantial part, outside the United States that is reasonably likely to
result in, or has materially contributed to, a significant threat to the
national security, foreign policy, or economic health or financial stability of
the United States and that has the purpose or effect of causing a significant
misappropriation of funds or economic resources, trade secrets, personal
identifiers, or financial information for commercial or competitive
advantage or private financial gain.
While most virtual currency activity is licit, it can be used for illicit activity,
including sanctions evasion, through mixers, peer-to-peer exchangers,
darknet markets, and exchanges. This includes the facilitation of heists,
ransomware schemes, and other cybercrimes.
Treasury continues to use its authorities against malicious cyber actors in
concert with other U.S. departments and agencies, as well as our foreign
partners, to disrupt financial nodes tied to illicit payments and cyberattacks.
Those in the virtual currency industry play a critical role in implementing
appropriate Anti-Money Laundering/Countering the Financing of
Terrorism (AML/CFT) and sanctions controls to prevent sanctioned
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persons and other illicit actors from exploiting virtual currency to
undermine U.S foreign policy and national security interests.
The virtual currency mixers that assist criminals are a threat to U.S.
national security interests. Treasury will continue to investigate the use of
mixers for illicit purposes and consider the range of authorities Treasury
has to respond to illicit financing risks in the virtual currency ecosystem.
For example, in 2020, Treasury’s Financial Crime Enforcement Network
(FinCEN) assessed a $60 million civil money penalty against the owner
and operator of a virtual currency mixer for violations of the Bank Secrecy
Act (BSA) and its implementing regulations. You may visit:
https://www.fincen.gov/sites/default/files/enforcement_action/2020-1019/HarmonHelix%20Assessment%20and%20SoF_508_101920.pdf

Criminals have increased use of anonymity-enhancing technologies,
including mixers, to help hide the movement or origin of funds. Additional
information on illicit financing risks associated with mixers and other
anonymity-enhancing technologies in the virtual asset ecosystem can be
found in the 2022 National Money Laundering Risk Assessment. You may
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visit: https://home.treasury.gov/system/files/136/2022-National-MoneyLaundering-Risk-Assessment.pdf
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ADDITIONAL LAZARUS GROUP WALLET
OFAC is identifying four additional virtual currency wallet addresses used
by the Lazarus Group to launder the remainder of stolen proceeds from the
March 2022 Axie Infinity heist. This builds upon OFAC’s April 14, 2022,
attribution of DPRK’s Lazarus Group as the perpetrators of the Axie
Infinity heist and identification of the original getaway wallet address.
Treasury is committed to tracing illicit virtual currency and blocking
associated wallets and addresses wherever found.
SANCTIONS IMPLICATIONS
As a result of today’s action, all property and interests in property of the
entity above, Blender.io, that is in the United States or in the possession or
control of U.S. persons is blocked and must be reported to OFAC. In
addition, any entities that are owned, directly or indirectly, 50 percent or
more by one or more blocked persons are also blocked. All transactions by
U.S. persons or within (or transiting) the United States that involve any
property or interests in property of designated or otherwise blocked
persons are prohibited unless authorized by a general or specific license
issued by OFAC, or exempt. These prohibitions include the making of any
contribution or provision of funds, goods, or services by, to, or for the
benefit of any blocked person and the receipt of any contribution or
provision of funds, goods, or services from any such person.
For identifying information on the entity sanctioned:
https://home.treasury.gov/policy-issues/financial-sanctions/recentactions/20220506

For information on complying with virtual currency sanctions, see OFAC’s
Sanctions Compliance Guidance for the Virtual Currency Industry at:
https://home.treasury.gov/system/files/126/virtual_currency_guidance_
brochure.pdf
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Number 17

DARPA Seeks Ionospheric Insights to Improve Communication
Across Domains
In-space measurements could enhance high-frequency radio capabilities

Warfighters depend on high-frequency (HF) radio transmissions to operate
military systems across the space, air, ground, and maritime domains.
Current understanding of how HF waves propagate through the
electromagnetically noisy ionosphere typically depends on ground-based
methods.
To more accurately understand HF propagation in space requires scientific
measurements taken from within the ionosphere itself.
DARPA’s new Ouija program aims to use sensors on low-orbiting satellites
to provide new insights into HF radio wave propagation in the ionosphere,
which spans the upper edges of the Earth’s atmosphere to the lower
regions of space.
The program seeks to quantify the space HF noise environment and
improve characterization of the ionosphere to support warfighter
capabilities.
“Ouija will augment ground-based measurements with in-situ
measurements from space, in very low- Earth orbit (VLEO), to develop and
validate accurate, near real-time HF propagation predictions,” said Jeff
Rogers, Ouija program manager in DARPA’s Strategic Technology Office.
“The VLEO altitude regime, approximately 200 km - 300 km above Earth,
is of particular interest due to its information-rich environment where
ionospheric electron density is at a maximum. Fine-grained knowledge of
the spatial-temporal characteristics of electron density at these altitudes is
required for accurate HF propagation prediction.”
The program includes two technical areas. The first technical area,
announced in a solicitation issued April 21, 2022, seeks to develop, qualify,
launch, and operate multiple small satellites carrying scientific and mission
instrumentation.
The Ouija scientific payload will measure electron density by both direct
sampling and indirectly via radio occultation using navigation satellites. It
is anticipated that the scientific payload will use or adapt commercial-offthe-shelf (COTS) components, but innovative instrumentation proposals
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that enhance the functionality of the scientific payload over a COTS
baseline are welcome.
“The HF mission payload will require a high sensitivity, high dynamic
range, low noise HF measurement subsystem,” Rogers said.
“The antenna for this subsystem is a particular challenge, as efficient HF
antennas that operate at the lower end of the frequency band are long,
presenting deployment and space vehicle drag challenges.”
The second technical area, which will be fully detailed in a separate
solicitation at a later date, aims to develop assimilative models that ingest
direct, in-situ, measurements of electron density from a satellite in VLEO.
The derived electron density models will be fed into HF propagation code
then validated with data measured on-orbit. The goal is to improve fidelity
over current state-of-the-art assimilative models by incorporating high
resolution (in time and space) local measures with low latency updates.
Ouija employs a simplified Other Transactions (OT) process aimed at
lowering the bureaucratic barrier for companies to make proposals,
especially those seeking to work with DoD or DARPA for the first time.
The solicitation for Ouija Technical Area 1, including full technical details,
program structure, and instructions for submitting a proposal, is available
at the following link:
https://sam.gov/opp/e2f7dab56e354035a485ca4b7ebea0ae/view
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Number 18

NIST Requests Public Comment on Draft Guidance for 5G
Cybersecurity
A new draft publication aims to help create secure 5G networks.

As wireless networks transition to 5G technology, they could enable a host
of new capabilities ranging from autonomous vehicles to surgery
performed at a distance — but they also will place new cybersecurity
demands on industry.
A new draft publication from the National Institute of Standards and
Technology (NIST) is designed to help network operators navigate the
demands while delivering the new features 5G is designed to provide.
The publication describes a standalone 5G network that NIST’s National
Cybersecurity Center of Excellence (NCCoE) is constructing, largely for the
purpose of demonstrating 5G cybersecurity capabilities in different
situations.
The network, which the NCCoE team is constructing from off-the-shelf
commercial technology, is currently being deployed, and the team is
seeking comments on the publication in part to ensure the finished
network will allow the researchers to develop practical guidance that the
wireless security community will find useful.
The publication, titled 5G Cybersecurity Volume B: Approach, Architecture
and Security Characteristics (NIST Special Publication 1800-33B),
describes the cybersecurity capabilities that their example 5G network will
enable. It also provides a risk analysis for the security capabilities that the
network will demonstrate.
Its authors, who characterize it as a preliminary draft, plan to develop it to
include actionable guidance on using standards and recommended
practices for multiple use case scenarios.
“The information contained in the document highlights security features
that 5G offers,” said Jeff Cichonski, a NIST information technology
specialist and one of the publication’s authors. “Understanding what’s
available can be critical to help operators and users of 5G understand and
manage their cybersecurity risk when it comes to 5G.”
One advantage of 5G will be greater customization of a network to fit its
purpose. A large company might want its own 5G network for
communication at its headquarters building, while a hospital might want
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one to enable telemedicine. These different use cases might well have
varied cybersecurity demands that the network can be configured to
provide appropriately — by activating some available security features
rather than others, for example.
A potential issue, however, is the current lack of 5G standards that specify
how to deploy cybersecurity protections onto the underlying components
that support and operate the 5G system. One difference between 5G and
previous-generation cellular networks is 5G’s use of cloud-based
technology, which is similar to that used for many internet applications.
5G systems can leverage the robust security features available in cloud
computing architectures to protect 5G data and communications. As these
features may be unfamiliar to some in the industry, Cichonski said, the
publication is designed to help clarify how the cloud-infrastructure-focused
security capabilities can help secure a 5G network.
“The first phase of the project will also showcase how 5G can help address
known security challenges that existed in previous-generation networks,”
Cichonski said. “If we identify gaps in 5G cybersecurity standards, we will
let standards development organizations know what we learn. We are
hoping this project will help the entire wireless security community.”
The publication is intended primarily for commercial mobile network and
private 5G network operators, as well as for organizations using and
managing 5G-enabled technology.
Once completed, the approach will offer several benefits to organizations
that implement it, including reduced susceptibility of a 5G network to
cyberattack, better protection of 5G communications against
eavesdropping and tampering, and increased privacy protections for 5G
users. To develop the draft further, the authors are requesting comments
that focus on the security capabilities their example 5G solution
implements.
“We’d like to know if the guide accurately describes technical security
capabilities and related threats and vulnerabilities,” Cichonski said. “One
major goal is to assist organizations in understanding and managing the
cybersecurity capabilities available in 5G and the supporting IT
infrastructure, so we want the community to let us know what we can add
to make the information more relevant to their organizations.”
To read more: https://www.nccoe.nist.gov/sites/default/files/202204/nist-5G-sp1800-33b-preliminary-draft.pdf
https://www.nist.gov/news-events/news/2022/04/nist-requests-publiccomment-draft-guidance-5g-cybersecurity
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Number 19

Threat report on application stores
The risks associated with the use of official and third party app stores.

Introduction
Over the last decade there has been an enormous increase in the
availability and use of smartphones and smart devices.
Many of these devices feature application stores (‘app stores’), which allow
users to download additional applications and content.
The vast majority of users, particularly on mobile platforms, download
apps via these app stores.
There’s also been increased demand for apps, primarily as a result of the
COVID-19 pandemic as more people work, shop, and stay in touch online.
Since there is a great variety of devices (and supporting app stores), there
are a number of disparate and complex security issues that can expose
consumers and enterprises to online threats.
This report summarises the risks associated with the use of official and
third party app stores.
It includes links to detailed guidance that describe how to mitigate the
main threats.
This report was compiled to inform Department for Digital, Culture, Media
& Sport’s (DCMS) review on current threats associated with app stores.
The report will aid in the development of policy interventions that will seek
to improve app stores’ security and privacy controls to protect both UK
consumers and enterprises.
It will also be of particular interest to the following audiences:
• developers of applications for both mobile and other connectable
consumer devices (such as smart TVs and wearables)
• administrators responsible for managing the use of applications within
their organisations (for example in BYOD scenarios)
• other governments with an interest in implementing policy to improve
their security posture of app stores to protect their consumers and
enterprises.
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This report identifies systemic vulnerabilities that have been used by
attackers to exploit app stores.
It includes a selection of case studies which describe how users of official
and third party app stores have been affected, as well as users of
smartwatches, smart TVs, and voice assistants.
An application, or app, is a software package that users can install or are
pre-installed on a device to provide extra functionality or content to their
device. Most people will be familiar with downloading apps for their
smartphones and tablets, but they can also be installed on laptops,
computers, games consoles, wearable devices (such as smartwatches or
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fitness trackers), smart TVs, smart speakers (such as Alexa devices), and
IoT (internet of things) devices.
Apple and Google provide their users with access to a dedicated app store
(Apple’s App Store, Google’s Play Store) where they can download free and
paid apps. Original equipment manufacturers (OEMs) also provide stores,
such as the Huawei AppGallery, the Samsung Galaxy Store, or Amazon’s
App Store.
Users of IoT devices typically are only able to download apps onto their
devices via a manufacturer-supported store. The UK is amongst the leading
nations for consumer spends and downloads on Apple’s App Store and the
Google Play Store.
A survey conducted by Ipsos MORI6 on behalf of DCMS reveals that the
majority of users download applications using official app stores for their
smartphone/tablets. 52% of UK consumers have downloaded apps from
Google Play Store. 44% of UK consumers have downloaded apps from
Apple’s App Store.
To read more: https://www.ncsc.gov.uk/files/Threat-report-onapplication-stores-web-v2.pdf
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Number 20

Cybersecurity Supply Chain Risk Management Practices for
Systems and Organizations
Jon Boyens, Angela Smith, Nadya Bartol, Kris Winkler, Alex Holbrook,
Matthew Fallon

Information and communications technology (ICT) and operational
technology (OT) rely on a complex, globally distributed, extensive, and
interconnected supply chain ecosystem that is comprised of geographically
diverse routes and consists of multiple levels of outsourcing.
This ecosystem is composed of public and private sector entities (e.g.,
acquirers, suppliers, developers, system integrators, external system
service providers, and other ICT/OT-related service providers) that
interact to research, develop, design, manufacture, acquire, deliver,
integrate, operate, maintain, dispose of, and otherwise utilize or manage
ICT/OT products and services.
These interactions are shaped and influenced by a set of technologies, laws,
policies, procedures, and practices. This ecosystem has evolved to provide a
set of highly refined, cost-effective, and reusable solutions.
Public and private sector entities have rapidly adopted this ecosystem of
solutions and increased their reliance on commercially available products,
system integrator support for custom-built systems, and external service
providers.
This, in turn, has increased the complexity, diversity, and scale of these
entities.
In this document, the term supply chain refers to the linked set of
resources and processes between and among multiple levels of an
enterprise, each of which is an acquirer that begins with the sourcing of
products and services and extends through the product and service life
cycle.
Given the definition of supply chain, cybersecurity risks throughout the
supply chain refers to the potential for harm or compromise that may arise
from suppliers, their supply chains, their products, or their services.
Cybersecurity risks throughout the supply chain are the results of threats
that exploit vulnerabilities or exposures within products and services that
traverse the supply chain or threats that exploit vulnerabilities or
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exposures within the supply chain itself. Examples of cybersecurity risks
throughout the supply chain include:
1) A widget manufacturer whose design material is stolen in another
country, resulting in the loss of intellectual property and market share.
2) A widget manufacture that experiences a supply disruption for critical
manufacturing components due to a ransomware attack at a supplier three
tiers down in the supply chain.
3) A store chain that experiences a massive data breach tied to an HVAC
vendor with access to the store chain’s data-sharing portal.
Note that SCRM and C-SCRM refer to the same concept for the purposes of
NIST publications. In general practice, C-SCRM is at the nexus of
traditional Supply Chain Risk Management (SCRM) and traditional
Information Security. Organizations may employ different terms and
definitions for SCRM outside of the scope of this publication. This
publication does not address many of the non-cybersecurity aspects of
SCRM.
Technology solutions provided through a supply chain of competing
vendors offer significant benefits, including low cost, interoperability,
rapid innovation, and product feature variety.
Whether proprietary, government-developed, or open source, these
solutions can meet the needs of a global base of public and private sector
customers. However, the same factors that create such benefits also
increase the potential for cybersecurity risks that arise directly or indirectly
from the supply chain.
Cybersecurity risks throughout the supply chain are often undetected and
impact the acquirer and the end-user. For example, deployed software is
typically a commercial off-the-shelf (COTS) product, which includes
smaller COTS or open source software components developed or sourced
at multiple tiers.
Updates to software deployed across enterprises often fail to update the
smaller COTS components with known vulnerabilities, including cases in
which the component vulnerabilities are exploitable in the larger enterprise
software.
Software users may be unable to detect the smaller known vulnerable
components in larger COTS software (e.g., lack of transparency,
insufficient vulnerability management, etc.).
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The non-standardized nature of C-SCRM practices adds an additional layer
of complexity as this makes the consistent measurement and management
of cybersecurity risks throughout the supply chain difficult for both the
organization and members of its supply chain (e.g., suppliers, developers,
system integrators, external system service providers, and other ICT/OTrelated service providers).
When engaging with suppliers, developers, system integrators, external
system service providers, and other ICT/OT-related service providers,
agencies should carefully consider the breadth of the Federal Government’s
footprint and the high likelihood that individual agencies may enforce
varying and conflicting C-SCRM requirements.
Overcoming this complexity requires interagency coordination and
partnerships.
The passage of the Federal Acquisition Supply Chain Security Act
(FASCSA) of 2018 aimed to address this concern by creating a governmentwide approach to the problem of supply chain security in federal
acquisitions by establishing the Federal Acquisition Security Council
(FASC).
The FASC serves as a focal point of coordination and information sharing
and a harmonized approach to acquisition security that addresses CSCRM
in acquisition processes and procurements across the federal enterprise.
In addition, the law incorporated SCRM into FISMA by requiring reports
on the progress and effectiveness of the agency’s supply chain risk
management, consistent with guidance issued by the Office of Management
and Budget (OMB) and the Council.
Note that this publication uses the term “enterprise” to describe Level 1 of
the risk management hierarchy. In practice, an organization is defined as
an entity of any size, complexity, or positioning within a larger enterprise
structure (e.g., a federal agency or company).
By this definition, an enterprise is an organization, but it exists at the top
level of the hierarchy where individual senior leaders have unique risk
management responsibilities [NISTIR 8286].
Several organizations may comprise an enterprise. In these cases, an
enterprise may have multiple Level 1s with stakeholders and activities
defined at both the enterprise and the organization levels.
Level 1 activities conducted at the enterprise level should inform those
activities completed within the subordinate organizations.
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Enterprises and organizations tailor the C-SCRM practices described in
this publication as applicable and appropriate based on their own unique
enterprise structure.
There are cases in this publication in which the term “organization” is
inherited from a referenced source (e.g., other NIST publication, regulatory
language). Refer to NISTIR 8286, Integrating Cybersecurity and Enterprise
Risk Management (ERM), for further guidance on this topic.
Purpose
Cybersecurity Supply Chain Risk Management (C-SCRM) is a systematic
process for managing exposure to cybersecurity risks throughout the
supply chain and developing appropriate response strategies, policies,
processes, and procedures.
The purpose of this publication is to provide guidance to enterprises on
how to identify, assess, select, and implement risk management processes
and mitigating controls across the enterprise to help manage cybersecurity
risks throughout the supply chain.
The content in this guidance is the shared responsibility of different
disciplines with different SCRM perspectives, authorities, and legal
considerations.
The C-SCRM guidance provided in this document is not one-size-fits-all.
Instead, the guidance throughout this publication should be adopted and
tailored to the unique size, resources, and risk circumstances of each
enterprise.
Enterprises adopting this guidance may vary in how they implement CSCRM practices internally.
To that end, this publication describes C-SCRM practices observed in
enterprises and offers a general prioritization of C-SCRM practices (i.e.,
Foundational, Sustaining, Enabling) for enterprises to consider as they
implement and mature C-SCRM.
However, this publication does not offer a specific roadmap for enterprises
to follow to reach various states of capability and maturity.
The processes and controls identified in this document can be modified or
augmented with enterprise-specific requirements from policies, guidelines,
response strategies, and other sources.
This publication empowers enterprises to develop C-SCRM strategies
tailored to their specific mission and business needs, threats, and
operational environments.
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Target Audience
C-SCRM is an enterprise-wide activity that should be directed as such from
a governance perspective, regardless of the specific enterprise structure.
This publication is intended to serve a diverse audience involved in CSCRM, including:
• Individuals with system, information security, privacy, or risk
management and oversight responsibilities, including authorizing officials
(AOs), chief information officers, chief information security officers, and
senior officials for privacy;
• Individuals with system development responsibilities, including mission
or business owners, program managers, system engineers, system security
engineers, privacy engineers, hardware and software developers, system
integrators, and acquisition or procurement officials;
• Individuals with project management-related responsibilities, including
certified project managers and/or integrated project team (IPT) members;
• Individuals with acquisition and procurement-related responsibilities,
including acquisition officials and contracting officers;
• Individuals with logistical or disposition-related responsibilities,
including program managers, procurement officials, system integrators,
and property managers;
• Individuals with security and privacy implementation and operations
responsibilities, including mission or business owners, system owners,
information owners or stewards, system administrators, continuity
planners, and system security or privacy officers;
• Individuals with security and privacy assessment and monitoring
responsibilities, including auditors, Inspectors General, system evaluators,
control assessors, independent verifiers and validators, and analysts; and
• Commercial entities, including industry partners, that produce
component products and systems, create security and privacy technologies,
or provide services or capabilities that support information security or
privacy.
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To read more:
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800161r1.pdf
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Number 21

United States Signs Protocol to Strengthen International Law
Enforcement Cooperation to Combat Cybercrime

At the Council of Europe (COE) headquarters in Strasbourg, France, on
May 12, Deputy Assistant Attorney General (DAAG) Richard Downing of
the U.S. Department of Justice’s Criminal Division signed the Second
Additional Protocol to the Convention on Cybercrime on enhanced
cooperation and disclosure of electronic evidence on behalf of the U.S.
government.
This strengthening and expansion of the multilateral international treaty
commonly called the Budapest Convention is part of the United States’
steadfast commitment to helping nations, including the United States, fight
cybercrime by obtaining access to needed electronic evidence.
The Second Additional Protocol to the Budapest Convention will accelerate
cooperation among parties to protect our citizens from cybercrime and
hold criminals accountable.
As cybercrime proliferates, electronic evidence is increasingly stored in
different jurisdictions.
The Second Additional Protocol is specifically designed to help law
enforcement authorities obtain access to such electronic evidence, with
new tools including direct cooperation with service providers and
registrars, expedited means to obtain subscriber information and traffic
data associated with criminal activity, and expedited cooperation in
obtaining stored computer data in emergencies. All these tools are subject
to a system of human rights and rule of law safeguards.
At the signing, DAAG Downing said, “The Budapest Convention is a truly
remarkable international instrument. Its technology-neutral approach to
cybercrime has created an enduring framework for cooperation that
ensures law enforcement has the tools they need to respond to new
criminal methods.”
He noted that 66 countries are currently party to the Convention and more
accede every year.
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Today’s signing, which took place within the framework of an international
conference on enhanced cooperation and disclosure of electronic evidence
held in cooperation with the Italian Presidency of the COE Committee of
Ministers, was the culmination of nearly four years of negotiation by the
U.S. delegation, composed of U.S. Department of Justice and Department
of State representatives.
The U.S. Department of State’s Bureau of International Narcotics and Law
Enforcement Affairs is a leading donor to the Council of Europe
Cybercrime Program, which provides crucial advice and technical
assistance to help countries join and implement the Budapest Convention.
The United States remains committed to the Budapest Convention as the
premier international legal instrument for fighting cybercrime. As DAAG
Downing said today, “It is our collective vision that every country that is
serious about fighting cybercrime and that provides for the protection of
human rights should become party to the Budapest Convention. The
Convention strikes the right balance between imposing obligations on
nations to have robust laws and capabilities and providing the flexibility
necessary for nations with different legal systems to join.”
Additional information about the Second Additional Protocol to the
Budapest Convention may be found at:
https://www.coe.int/en/web/cybercrime/opening-for-signature-of-thesecond-additional-protocol-to-the-cybercrime-convention
To read more: https://www.justice.gov/opa/pr/united-states-signsprotocol-strengthen-international-law-enforcement-cooperation-combat
https://rm.coe.int/1680081561
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Number 22

New Guidance – Biometric authentication in Automatic Access
Control Systems (AACS)
Designing, building and operating AACS that include biometric
authentication

Overview
The purpose of any access control system is, quite simply, to control who
goes where and when. The person in question maybe an employee, a
contractor or a visitor.
The level of access can and will vary depending on their status and access
requirements or the location they are entering.
The access control “system” can be seen in different ways. For example: the
door, the lock, the access control panel and the method of entry (e.g. token
and reader) can be seen as a “system”.
For the purposes of clarity, CPNI group the “system” into the following sub
categories:
AACS
Automatic Access Control System (AACS) – this is the control panel, the
decision maker. It is on this panel, or software, that the decision to allow
entry is made. It is here that permissions are granted, where individuals
are enrolled onto the system and given the rules of entry; for example,
where they are allowed to enter and when.
Token & Readers
Token, Reader, Keypad – this is effectively the “key” to the door. The token
is generally (not necessarily) a card. This card will be held to the reader. If
the card has been activated and is a valid credential, then access will be
granted.
The token and reader alone will offer “single factor authentication”. For
additional security, a keypad is connected. This requires a Personal
Identification Number (PIN) to be used alongside the token and reader –
Multi-factor authentication.
BAACS
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Biometric Automatic Access Control Systems (BAACS) – this uses a
particular biometric (e.g. fingerprint) to gain access.
Biometric authentication can be single factor (biometric only) or multifactor) token and biometric. There are a number of biometric ‘modalities’
which can be used for access control (see CPNI BAACS Guidance).
To read more: https://www.cpni.gov.uk/automatic-access-controlsystems-0
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Number 23

Largest Mobile Chipset Manufacturers used Vulnerable Audio
Decoder, 2/3 of Android users’ Privacy around the World were at
Risk

-

Check Point Research discovered vulnerabilities in the ALAC format
that could have led an attacker to remotely get access to its media and
audio conversations

-

MediaTek and Qualcomm, the two largest mobile chipset
manufacturers in the world, used the ALAC audio coding in their
widely distributed mobile handsets, putting millions of Android users’
privacy at risk

-

Research, dubbed “ALHACK” finds Two thirds of all smartphones sold
in 2021 are vulnerable

-

Qualcomm and MediaTek acknowledged the vulnerabilities flagged by
CPR, putting patches and fixes in response

Background
The Apple Lossless Audio Codec (ALAC), also known as Apple Lossless, is
an audio coding format, developed by Apple Inc. and first introduced in
2004 for lossless data compression of digital music.
In late 2011 Apple made the codec open source. Since then, the ALAC
format has been embedded in many non-Apple audio playback devices and
programs, including Android-based smartphones, Linux and Windows
media players and converters.
Since then Apple has been updating the proprietary version of the decoder
several times, fixing and patching security issues, but the shared code has
not been patched since 2011.
Many third-party vendors use the Apple-supplied code as the basis for
their own ALAC implementations, and it’s fair to assume that many of
them do not maintain the external code.
Check Point Research has discovered that Qualcomm and MediaTek, two
of the largest mobile chipset makers in the world, ported the vulnerable
ALAC code into their audio decoders, which are used in more than half of
all smartphones worldwide. According to IDC, 48.1% of all Android phones
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sold in the US are powered by MediaTek as of Q4 2021, while Qualcomm
currently holds 47% of the market.
To read more: https://blog.checkpoint.com/2022/04/21/largest-mobilechipset-manufacturers-used-vulnerable-audio-decoder-2-3-of-androidusers-privacy-around-the-world-were-at-risk/
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Cyber Risk GmbH
Cyber Risk GmbH has been established in Horgen, Switzerland, by George
Lekatis, a well-known expert in risk management and compliance.
Our Training Programs:
1. Information Security Awareness Training. Managers and employees
must understand the risk of cyber threats, and why cyber security is a
shared responsibility. Process owners and persons having access to
systems and data learn practical cyber security best practices to help
protect themselves and their organization from cyber threats.
You may visit: https://www.cyber-riskgmbh.com/1_Information_Security_Awareness_Training.html
2. Social Engineering, Awareness and Defense. About 80% of cyber
attacks are being initiated or executed through social engineering. In this
course, managers and employees learn to identify social engineering
attacks, recognize the red flags, and respond to psychological exploitation
from threat actors. Attendees learn to better protect the systems, assets,
and information they handle. You may visit: https://www.cyber-riskgmbh.com/2_Social_Engineering_Awareness_Defence.html
3. Practical Social Engineering. Defense and Protection of Sensitive
Information. Sensitive or classified information is often a powerful, highvalue asset that attracts many attackers. Governmental or nongovernmental organizations and companies handling this information
acquire the skills and knowledge necessary to identify potential threats and
respond to them. They also learn to be proactive in avoiding information
leaks. You may visit:
https://www.cyber-risk-gmbh.com/3_Practical_Social_Engineering.html
4. Insider Threats Awareness Training. When insiders blend illicit
activities with licit business and harm their own organization, other
employees often become silent witnesses of this activity. We help
employees understand the insider threat, recognize the red flags of insider
threat activity, respond to it by informing their organization, and more.
You may visit:
https://www.cyber-riskgmbh.com/4_Insider_Threats_Awareness_Training.html
5. The target is the bank. From hacking to cybercrime to cyberespionage.
The number of cyber-attacks directed at financial institutions of all sizes is
growing. Cyber risks, like reputational and financial risks, affect a bank’s
bottom line. We help key people in financial institutions understand how
cyber-criminals operate, the exploitation of IT vulnerabilities or the use of
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deceptive or manipulative attacks on people to gain access to facilities,
systems, and the critical infrastructure. You may visit:
https://www.cyber-risk-gmbh.com/5_The_Target_Is_The_Bank.html
6. Cybersecurity training for managers and employees working in the
hospitality industry. For decades, when we were using the words “hotel
security”, we were usually referring to “physical security”. It was all about
guest protection, locks, safes, and surveillance. Guests and hotel employees
today expect that the same level of protection extends to the digital assets
that reside not only on their laptops and smartphones, but also on the
hotel’s systems. You may visit:
https://www.cyber-riskgmbh.com/6_Cybersecurity_Training_Hospitality_Industry.html
7. Cybersecurity training for managers and employees working in the
commercial and private aviation industry. The commercial and private
aviation must comply with cyber security and privacy laws and regulations
and must follow international standards and best practices that protect
their customers and employees. Aircraft cybersecurity involves the policies,
procedures, awareness and training for the prevention, detection, and
response to deliberate malicious acts that target systems, persons (via
social engineering) and data, to compromise an aircraft's systems and staff.
You may visit: https://www.cyber-riskgmbh.com/7_Cybersecurity_Training_Aviation_Industry.html
8. Cybersecurity training for managers and employees working in the
healthcare industry. In 2020, hospitals, healthcare providers and medical
facilities were struggling to handle not only the influx of patients suffering
from Covid-19, but also a surge of ransomware attacks, as criminals
(including state-sponsored groups) exploited the crisis to hit the sector.
Month after month, there are many successful cyberattacks on the
healthcare industry. Cybersecurity breaches that expose sensitive data
from thousands of people are especially important, as the privacy rules
have become a nightmare for healthcare providers. You may visit:
https://www.cyber-riskgmbh.com/8_Cybersecurity_Training_Healthcare_Industry.html
9. The General Data Protection Regulation (GDPR) for EU and non-EU
based companies. The GDPR is applicable for EU and non-EU companies
that are offering goods or services to identified or identifiable EU natural
persons ("data subjects"), organizations processing personal data of EU
data subjects, or organizations that monitor the online behaviour of EU
data subjects. Non-EU companies that have no local presence in the EU are
also in the scope of the GDPR legislation. You may visit:
https://www.cyber-risk-gmbh.com/9_GDPR.html
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10. The General Data Protection Regulation (GDPR) for the Board of
Directors and the CEO of EU and non-EU based companies. The CEO and
the Board must understand the new obligations, must be able to support
their organization, and ensure the consistent application of the regulation.
You may visit: https://www.cyber-risk-gmbh.com/10_GDPR_Board.html
Our websites include:
- https://www.cyber-risk-gmbh.com
- https://www.social-engineering-training.ch
- https://www.disinformation.ch
- https://www.cyber-espionage.ch
- https://www.hotel-cybersecurity.ch
- https://www.healthcare-cybersecurity.ch
- https://www.railway-cybersecurity.com
- https://www.transport-cybersecurity.com
- https://www.transport-cybersecurity-toolkit.com
- https://www.airline-cybersecurity.ch
- https://www.maritime-cybersecurity.com
- https://www.european-cyber-resilience-act.com
- https://www.european-cyber-defence-policy.com
- https://www.european-chips-act.com
- https://www.nis-2-directive.com
You may contact:
George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
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Disclaimer
Despite the great care taken to prepare this newsletter, we cannot
guarantee that all information is current or accurate. If errors are brought
to our attention, we will try to correct them, and we will publish the correct
information to the LinkedIn and Facebook pages of Cyber Risk GmbH.
Readers will make their own determination of how suitable the
information is for their usage and intent. Cyber Risk GmbH expressly
disclaims all warranties, either expressed or implied, including any implied
warranty of fitness for a particular purpose, and neither assumes nor
authorizes any other person to assume for it any liability in connection
with the information or training programs provided.
Cyber Risk GmbH and its employees will not be liable for any loss or
damages of any nature, either direct or indirect, arising from use of the
information provided on this newsletter, or our web sites.
We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a
recommendation or endorsement of the views expressed within them.
Links to other web sites are presented as a convenience to users. Cyber
Risk GmbH does not accept any responsibility for the content, accuracy,
reliability, or currency found on external web sites.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the association has
no control and for which the association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of interpretative;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
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does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts. It is our goal to
minimize disruption caused by technical errors. However, some data or
information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
Readers that are interested in a specific topic covered in the newsletter,
must download the official papers, must find more information, and must
ask for legal and technical advice, before making any business decisions.
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