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May  2022 , top cyber risk and compliance related  

local news stories and world events  
 

Dear readers,  
 
Extraterritoriality refers to the application of one countryôs 
laws within the jurisdiction of another country.  A country can 
punish actions committed beyond its borders, if they impair 
an interest which it desires to protect. I always find interesting 
the efforts to extend domestic regulation to activities or agreements in 
foreign countries, undertaken in full compliance  with the law of those 
countries. 
 
I have just read carefully the proposal for a NIS 2 Directive in the EU (the 
amendment of the Directive on Security of Network and Information 
Systems (NIS), Directive  2016/1148). Extraterritorial reach affects a ll the 
companies that operate within the EU . We read at Preamble 63:  
 
ñAll essential and important entities under this Directive should fall under 
the jurisdiction of the Member State where they prov ide their services. If 
the entity provides services in more than one Member State, it should fall 
under the separate and concurrent jurisdiction of each of these Member 
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States. The competent authorities of these Member States should 
cooperate, provide mutual assistance to each other and where appropriate, 
carry out joint supervisory actions.ò 
 
We read at preamble 64: ñIn order to take account of the cross-border 
nature of the services and operations of DNS service providers, TLD name 
registries, content delivery network providers, cloud computing service 
providers, data centre service providers and digital providers, only one 
Member State should have jurisdiction over these entities.  
 
Jurisdiction should be attributed to the Member State in which the 
respective entity has its main establishment in the Union. The criterion of 
establishment for the purposes of this Directive implies the effective 
exercise of activity through stable arrangements. The legal form of such 
arrangements, whether through a branch or a subsidiary with a legal 
personality, is not the determining factor in that respect.  
 
Whether this criterion is fulfilled should not depend on whether the 
network and information systems are physically located in a given place; 
the presence and use of such systems do not, in themselves, constitute such 
main establishment and are therefore not decisive criteria for determining 
the main establishment.  
 
The main establishment should be the place where the decisions related to 
the cybersecurity risk management measures are taken in the Union. This 
will typically correspond to the place of the companiesô central 
administration in the Union. If such decisions are not taken in the Union, 
the main establishment should be deemed to be in the Member States 
where the entity has an establishment with the highest number of 
employees in the Union. Where the services are carried out by a group of 
undertakings, the main establishment of the controlling undertaking 
should be considered to be the main establishment of the group of 
undertakings.ò 
 
In Article 24, we read that DNS service providers, TLD name registries, 
cloud computing service providers, data centre service providers and 
content delivery network providers in Annex I, as well as digital providers 
in Annex II shall be deemed to be under the jurisdiction of the Member 
State in which they have their main establishment in the Union.  But if one 
of these entities is not established in the European Union, but offers  
services within the Union, it shall designate a representative  in the Union. 
The representative shall be established in one of those Member States 
where the services are offered.  
 
Such entity shall be deemed to be under the jurisdiction of the Member 
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State where the representative is established. In the absence of a 
designated representative within the Union, any Member State  in which 
the entity provides services may take legal actions against  the entity for 
non-compliance with the obligations under this Directive.  
 
In the EU, every amended directive is expected to expand the scope of the 
original directive.  The proposal for a NIS 2 Directive also expands the 
scope of the current NIS Directive by adding new sectors based on how 
crucial  they are for the economy and society. It introduces a clear size cap, 
so all medium and large  companies in selected sectors will be included in 
the scope.  
 
The proposal eliminates the distinction between operators of essential 
services and digital service providers. Entities would be classified based on 
their importance,  and divided into essential and important  categories, 
which will be subjected to different supervisory regimes. 
 
The proposal strengthens and streamlines security and reporting 
requirements for companies by imposing a risk management approach, 
which provides a minimum list of basic security elements that have to be 
applied. It introduces precise provisions on the process for incident 
reporting, content of the reports and timelines.  
 
When must we comply will the NIS 2 Directive?  Both the European 
Council and the European Parliament must first  agree on the final text. 
Once it is adopted, Member States will have 24 months to transpose the 
NIS 2 Directive into national law. Of course, firms need months or years to 
prepare.  
 
Read more at number 1 below. 
__________________________________________________  
 
Which is the emerging field at the intersection of cybersecurity  and 
biosecurity ? It is called cyberbiosecurity.  
 
Cyberbiosecurity  aims to identify and mitigate security risks fostered by 
the digitisation of biology and the automation of biotechnology.  
 
Several areas in Biotech are of particular concern for cyberbiosecurity. 
Gene editing tools are used worldwide for rapid and precise gene editing. 
In healthcare, the digitisation of biology and metabolic engineering is 
accelerating the development of new vaccines, drugs and painkillers.  
 
These new possibilities bring a whole new category of vulnerabilities and 
risks. In the last five years, the technological barriers to acquiring and 
using biological weapons have been significantly lowered.  
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The security implications o f biotechnological advances extend beyond 
bioweapons. For example, developments in metabolic pathway engineering 
also offer ways to produce illicit drugs such as heroin.  
 
To mitigate these risks, the culture of the life sciences community must 
change from blind trust  to a highly aware and educated  community.  
 
We can read more at the new Annual Report on Cybersecurity Research 
and Innovation Needs and Priorities,  from the European Network and 
Information Security Agency  (ENISA).  
 
So, why cybersecurity is different in these fields? 
 
The importance of reviewing cybersecurity related issues in life sciences, 
and in biotechnology in particular, is no different  from many other critical 
infrastructures (e.g. the chemical industry, nuclear physics, etc.).  
 
However, the lack of awareness and of specific cybersecurity controls to 
address the risks and the long-term  implications that may have 
implications for life itself lends a sense of urgency to the need to review this 
topic from a research perspective. When it comes to cybersecurity, 
innovation is quickly becoming a double-edged sword for life sciences 
customers.  
 
Read more at number 8 below. 
_______________________________________________  
 
The financial crisis of 2008 generated various regulatory and political 
responses, and the macro  prudential supervision concept moved from its 
formerly obscure state to the front in the global regulatory discussion. 
Macro  prudential tools promote systemic financial stability, when micro  
prudential tools reduce the failure rate for individual institutions.  
 
I always enjoy the forest analogy - the health of the forest (a macro 
perspective) that requires a different type of strategy than the safeguard of 
the health of each individual tree (a micro perspective).  
 
Sarah Breedenôs presentation (Executive Director for Financial Stability 
Strategy and Risk and a member of the Financial Policy Committee (FPC), 
the United Kingdomôs macroprudential authority ) with title Macropru ï fit 
for the future? , explains why macro-prudential interventions typically fill 
two gaps: 
 
ñ1. Individual agents donôt necessarily take into account the bigger picture. 
Individual financial institutions and borrowers face priva te incentives 
which do not take into account the wider social impact of their actions. In 
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such cases, macro-prudential policymakers can seek to better align private 
costs and benefits with social costs and benefits. 
 
One example is the Financial Policy Committeeôs (FPC) mortgage tools, 
which seek to limit the number of mortgages banks can extend for loans 
that are high relative to income.  
 
Individual borrowers may be keen to stretch themselves financially to buy 
a bigger house, expecting their earnings to grow or house prices to rise. 
And individual lenders may be happy to provide a larger loan to receive 
more income.  
 
But should a recession hit, not only will we see defaults, but overstretched 
borrowers will reduce their spending as they struggle to pay their 
mortgages. And this reduction would ultimately spillover to the rest of the 
economy, making the downturn worse. 
 
Macro-prudential policy takes these spillovers into account. By ensuring 
borrowers in aggregate are not overstretching themselves and financial 
institutions in general are lending responsibly, macro -prudential 
regulators can ensure that the whole system is more resilient to shocks. 
 
2. Markets are not necessarily efficient or complete. Market prices may not 
reflect the real value of assets, not every market is perfectly liquid, and 
risks may not be as well-dispersed as they might seem. These imperfections 
can lead to two types of risk to financial stability: cyclical and structural.  
 
Cyclical risks  arise because financial conditions can suddenly reverse. The 
simplest example is of financial institutions taking on too much risk in 
booms, in the expectation that the assets they purchase will always be in 
demand.  
 
When the cycle turns, asset prices can fall rapidly, leaving institutions with 
losses. This is why we have countercyclical tools - to ensure the system can 
build up resilience in good times and use it in bad times. 
 
Structural risks  refer to fault -lines within the financial system, such as 
high concentrations of risk, complex interconne ctions, promises made that 
cannot necessarily be honoured, and uninsurable ï or tail ï risks. These 
risks can trigger sharp reversals in financial conditions or amplify cyclical 
risks when they crystallise.  
 
As with cyclical risks, macro-prudential policy looks to build resilience to 
these risks, as well as eliminating fault-lines where appropriate.ò 
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Do you remember the de Larosière report?  In response to the 2008 global 
financial crisis, the European Commission tasked a High-Level Group, 
chaired by Mr Jacques de Larosière, to consider how financial supervision 
could be strengthened to better protect European citizens and rebuild trust 
in the financial system. The de Larosière Group highlighted those 
supervisory arrangements should concentrate not only on the supervision 
of individual firms, but also on the stability of the financial system as 
whole. We read: 
 
ñThere have been quite fundamental failures in the assessment of risk, both 
by financial firms and by those who regulated and supervised them. There 
are many manifestations of this: a misunderstanding of the interaction 
between credit and liquidity and a failure to verify fully the leverage of 
institutions were among the most important.  
 
The cumulative effect of these failures was an overestimation of the ability 
of financial firms as a whole to manage their risks, and a corresponding 
underestimation of the capital they should hold.ò 
 
ñMicro-prudential supervision has traditionally been the centre of the 
attention of supervisors around the world. The mai n objective of micro-
prudential supervision is to supervise and limit the distress of individual 
financial institutions, thus protecting the customers of the institution in 
question.  
 
The fact that the financial system as a whole may be exposed to common 
risks is not always fully taken into account. However, by preventing the 
failure of individual financial institutions, micro -prudential supervision  
attempts to prevent (or at least mitigate) the risk of contagion and the 
subsequent negative externalities in terms of confidence in the overall 
financial system.  
 
The objective of macro-prudential supervision is to limit the distress of the 
financial system as a whole in order to protect the overall economy from 
significant losses in real output.  
 
While risks to the financial system can in principle arise from the failure of 
one financial institution alone if it is large enough in relation to the country  
concerned and/or with multiple branches/subsidiaries in other countries, 
the much more important global systemic risk arises from a common 
exposure of many financial institutions to the same risk factors.  
 
Macro-prudential analysis therefore must pay par ticular attention to  
common or correlated shocks and to shocks to those parts of the financial 
system that trigger contagious knock-on or feedback effects.  
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Macro-prudential supervision cannot be meaningful unless it can 
somehow impact on supervision at the micro-level; whilst micro -
prudential supervision cannot effectively safeguard financial stability 
without adequately taking account of macro-level developments.ò 
 
I hate words like ñsomehowò in official documents explaining what has to 
be done. The word somehow is great for poetry ï according to T. S. Eliot, 
ñevery experience is a paradox, it means to be absolute, and yet is relative; 
in that it somehow always goes beyond itself and yet never escapes itself.ò  
 
Read more at number 14 below. 
_______________________________________________  
 
I loved the question: What is the best way to regulate machine learning in 
risk models?  
 
This is what BaFin and the Deutsche Bundesbank asked, and the findings 
of the consultation are now available. I was pleased to read responses in 
another major issue, the difference between model maintenance  and 
model change. 
 
According to BaFin and the Deutsche Bundesbank, institutions and 
enterprises are obligated to inform supervisors  of any changes to Pillar 1 
models and, if applicable, only implement these changes after they have 
been approved.  
 
There is no clear-cut distinction  between regular model maintenance and 
model change, which continually leads to discussions with supervisors, 
especially as the term ñmodel changeò is also dependent on the prevailing 
supervisory context.  
 
The consultation paper provided multiple examples of this. However, the 
flexibility and, in some cases, high frequency adaptivity of Machine 
Learning (ML) procedures can make it more difficult  to draw a clear 
distinction between adjustment and change that would be indispensable 
for supervisory purposes.  
 
One important area of discussion in the consultation paper concerns the 
explainability  of models. As the hypothesis space that can be depicted by 
the model becomes more complex and more highly dimensional, it also 
becomes more difficult to describe the functional relationship between 
input and output verbally or using mathematical formulae, and the details 
of the calculations are less comprehensible for modellers, users, validators 
and supervisors. As a result, it is more difficult, if applicable, to verify  the 
validity of the model output as well.  
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This is an interesting approach. 13 years after the de Larosière report, we 
continue to have the same problems. (The de Larosière Group's mandate 
covered the issues of how to organize the supervision of financial 
institutions and markets in the EU; how to strengthen European 
cooperation on financial stability oversight, early warn ing and crisis 
mechanisms; and how EU supervisors should cooperate globally.) 
 
We read in the de Larosière report: ñThe use by sophisticated banks of 
internal risk models for trading and banking book exposures has been 
another fundamental problem.  
 
These models were often not properly understood by board members (even 
though the Basel 2 rules increased the demands on boards to understand 
the risk management of the institutions).  
 
Whilst the models may pass the test for normal conditions, they were 
clearly based on too short statistical horizons and this proved inadequate 
for the recent exceptional circumstances.  
 
Future rules will have to be better complemented by more reliance on 
judgement, instead of being exclusively based on internal risk models.  
 
Supervisors, board members and managers should understand fully new 
financial products and the nature and extent of the risks that are being 
taken; stress testing should be undertaken without undue constraints;  
professional due diligence should be put right at the centre of their daily 
work.ò 
 
This is the most important part: Supervisors, board members and 
managers should understand  fully new financial products and the nature 
and extent of the risks that are being taken. 
 
Somebody has to explain the model risk to them. Albert Einstein  had said 
that if you can't explain it simply, you don't understand it well enough.  
 
Read more at number 9 below. 
_______________________________________________  
 
Supply chain disruption continues. Now it is the time to turn crisis into 
opportunity, by making supply chains more reliable and resilient.  
 
Cybersecurity risks throughout the supply chain  refers to the potential for 
harm or compromise that arises from the cybersecurity risks posed by 
suppliers, their supply chains, and their products or services.  
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This is part of the new paper, Cybersecurity Supply Chain Risk 
Management Practices for Systems and Organizations , from the National 
Institute of Standards and Technology (NIST). According to the paper, 
examples of these risks include: 
 
- Insiders working on behalf of a system integrator steal sensitive 

intellectual property, resulting  in the loss of a major competitive 
advantage. 
 

- A proxy working on behalf of a nation -state inserts malicious software 
into supplier provided  product components used in systems sold to 
government agencies. A breach occurs and results in the loss of several 
government contracts. 
 

- A system integrator working on behalf of an agency reuses vulnerable 
code, leading to a breach of mission-critical data with natio nal security 
implications.  
 

- An organized criminal enterprise introduces counterfeit products onto 
the market, resulting in a loss of customer trust and confidence. 

 
- A company is on contract to produce a critical component of a larger 

acquisition, but the company relabels products from an unvetted 
supplier. A critical component that cannot  be trusted is deployed into 
operational systems, and there no trusted supplier of replacement 
parts. 
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Risks such as these are realized when threats in the cybersecurity supply 
chain exploit existing vulnerabilities. The figure below depicts supply chain 
cybersecurity risks resulting from the likelihood that relevant threats may 
exploit applicable vulnerabi lities and the consequential potential impacts.  

 

Supply chain cybersecurity vulnerabilities may lead to persistent negative 
impacts on an enterpriseôs missions, ranging from a reduction in service 
levels leading to customer dissatisfaction to the theft of intellectual 
property or the degradation of critical mission and business processes.  
 
It may, however, take years for such vulnerabilities to be exploited or 
discovered. It may also be difficult to determine whether an event was the 
direct result of a supply chain vulnerability.  
 
Vulnerabilities in the supply chain are often interconnected and may  
expose enterprises to cascading cybersecurity risks. For example, a large-
scale service outage at a major cloud services provider may cause service or 
production disruptions for multiple entities within an enterpriseôs supply 
chain and lead to negative effects within multiple mission and business 
processes.  
 
The phrase ñpersistent negative impactò in the paper is very interesting. I 
remember that Albert Eins tein believed that reality is merely an illusion, 
albeit a very persistent one.  
 
Read more at number 20 below.  
_________________________________________________  
 
The implementation of Swiss national cyberstrategy  
 
On 18 May 2022, the Federal Council took note of the report on the 
effectiveness assessment of the "2018-2022 national strategy for the 
protection of Switzerland against cyber-risks (NCS)" and decided to create 
a further 25 positions  in the area of protection against cyber-risks. 
 
The implementation of the current national cyberstrategy will be 
completed at the end of 2022. In the meantime, the strategy will be 
renewed and geared towards the current threat situation.  
 
This work will be based on the effectiveness assessment of the current 
strategy, which was carried out in the second half of 2021. 
 
Positive verdict regarding the implementation of the strategy  
The strategy and its implementation to date were assessed for effectiveness 
by external experts. The verdict was positive overall. It is being 
implemented according to plan and has led to decisive results.  
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For example, standards and labels were developed together with the 
universities, and these help organisations to systematically check and 
improve their cybersecurity.  
 
With the creation of the National Test Institute for Cybersecurity in Zug, 
capabilities for analysing IT products in depth are being established in 
Switzerland, and with the proposal to introduce a reporting obligation, the 
Confederation has also drawn up a proposal on how cybersecurity can be 
improved by means of regulatory measures.  
 
Broad involvement of players from the cantons, the business community 
and universities is a key factor in the successful preparation and 
implementation of the NCS. 
 
Recommendations for further development  
 
The new national cyberstrategy is currently being drafted. In the process, 
the findings of the report will be i ncorporated to ensure that the future 
strategy can be even more effective.  
 
For example, the assessment process revealed that the strategy focused too 
much on critical infrastructures, large companies and national and 
cantonal authorities.  
 
Not enough of a direct impact was achieved for SMEs, communes and the 
general public. The experts also found potential for optimisation in 
implementation governance.  
 
In the future, governance must be adapted so that new measures can be 
decided upon and priorities can be set quickly and flexibly.  
 
Further expansion of resources 
 
Based on the results of the effectiveness assessment, the Federal Council 
has decided to further expand the resources for protection against cyber-
risks.  
 
It has approved a total of 25 positions for th is purpose, ten of which will be 
in the National Cybersecurity Centre, six in the Federal Intelligence 
Service, two in the Federal Office of Information Technology, Systems and 
Telecommunication, two in the Federal Department of Foreign Affairs and 
five in  specialist offices in various critical sectors (energy, transport, civil 
aviation, telecommunications and health).  
 
The foundations have thus been laid for the new edition of the NCS. It will 
once again be prepared with the extensive involvement of experts and will 
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form the basis for Switzerland's joint, efficient and coordinated protection 
against cyberthreats. 
_________________________________________________  
 
Swiss National Cybersecurity Centre to become federal office  
 
During its meeting on 18 May 2022, the Federal Council decided to turn 
the National Cybersecurity Centre (NCSC) into a federal office, and 
instructed the Federal Department of Finance FDF to prepare proposals by 
the end of 2022 regarding how the office should be structured and which 
department it should be part of.  
 
Cybersecurity has become increasingly important at all levels in recent 
years. Back in 2019, the Federal Council laid an important foundation 
stone by creating the NCSC, which is part of the FDF General Secretariat. 
Since then, the NCSC has evolved considerably.  
 
Aside from expanding the GovCERT technical unit, it established a contact 
point for cyberincident reports from the general public and businesses, as 
well as a vulnerability management system.  
 
With around 40 employees, the NCSC performs core tasks in protecting 
Switzerland from cyberthreats. It provides critical infrastructure operators 
with support in the prevention and management of incidents, operates the 
national contact point for cybersecurity issues for the general public and 
businesses, and has been designated by the Federal Council as the central 
reporting office for the introduction of a reporting obligation for 
cyberattacks. 
 
Growing significance of cybersecurity  
 
With the growing significance of cybersecurity, the tasks of the NCSC are 
also becoming more extensive and important.  
 
Therefore, the Federal Council examined how the NCSC can be managed as 
an independent organisation in the future, analysing various options, such 
as outsourcing the NCSC from the central Federal Administration, 
establishing joint operation with the cantons or transforming the NCSC 
into a public -private partnership.  
 
It concluded that, as cybersecurity is an important task in terms of state 
policy, it should continue to be managed directly by a Federal Councillor.  
 
It also wishes to strengthen the NCSC and turn it into a Federal 
Cybersecurity Office. 
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Decision on structure and location by the end of 2022  
 
With the fundamental decision on a federal office, the Federal Council 
instructed the FDF to work out by the end of 2022 how the futu re federal 
office should be structured and to prepare proposals regarding in which 
department it will be located. The Federal Council will then base its 
decisions on these proposals. 
 
Welcome to our monthly newsletter.  
 
Best regards, 
 

 
George Lekatis 
General Manager, Cyber Risk GmbH 
Dammstrasse 16, 8810 Horgen 
Phone:  +41 79 505 89 60 
Email:  george.lekatis@cyber-risk -gmbh.com 
Web:    www.cyber-risk -gmbh.com 
 
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer: 
CHE-244.099.341 
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Number 1 (Page 1 8 )  

Proposal for a Directive on measures for a high common level of 
cybersecurity across the European Union  
 

 
 

Number 2 (Page 23 )  

Fake WhatsApp óvoice messageô emails are spreading malware 
 

 
 

Number 3 (Page 25 )  

EDAôs Annual Report 2021 
 

 
 

Number 4 (Page 28 )  

CERT-In issues directions relating to information security 
practices, procedure, prevention, response and reporting of cyber 
incidents for Safe & Trusted Internet  
 

 
 

Number 5 (Page 30 )  

Project Zero  
A Year in Review of 0-days Used In-the-Wild in 2021  
News and updates from the Project Zero team at Google 
Posted by Maddie Stone, Google Project Zero 
 

 
 

Number 6 (Page 34 )  

2021 Top Routinely Exploited Vulnerabilities  
 

 
 

N umber 7 (Page 36 )  

Social Media Manipulation 2021/2022  
Assessing the ability of social media companies to combat platform 
manipulation.  
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Number 8 (Page 40 )  

RESEARCH AND INNOVATION BRIEF , MAY 2022 
Annual Report on Cybersecurity Research and Innovation 
Needs and Priorities 
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Machine learning in risk models  
 

 
 

Number 10 (Page 51 ) 

Supply Chain Guidance 
 

 
 

Number 11 (Page 55 ) 

Active Cyber Defence, the 5th Year: Summary of Key Findings 
 

 
 

Number 12 (Page 57 ) 

How we make every day safer with Google  

Jen Fitzpatrick, SVP, Core 
 

 
 

Number 13 (Page 60 ) 

NIST Publishes Review of Digital Forensic Methods 
Report documents the scientific foundations of digital evidence 
examination and recommends ways to advance the field. 
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Number 14 (Page 63 )  

Macropru ï fit for the future?  
Sarah Breeden, Executive Director for Financial Stability Strategy and Risk 
and a member of the Financial Policy Committee (FPC), the United 
Kingdomôs macroprudential authority. 
 

 
 

Number 15 (Page 72 ) 

The impact of digitalisation on the financial system  
Burkhard Balz, Member of the Executive Board of the Deutsche 
Bundesbank, speech delivered at the FGV-Ebape in Rio de Janeiro 
 

 
 

Number 16 (Page 81 ) 

U.S. Treasury Issues First-Ever Sanctions on a Virtual Currency 
Mixer, Targets DPRK Cyber Threats 
 

 
 

Number 17 (Page 87 ) 

DARPA Seeks Ionospheric Insights to Improve Communication 
Across Domains 
In -space measurements could enhance high-frequency radio capabilities 
 

 
 

Number 18 (Page 89 )  

NIST Requests Public Comment on Draft Guidance for 5G 
Cybersecurity 
A new draft publication aims to help create secure 5G networks. 
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Number 19 (Page 92 )  

Threat report on  application stores 
The risks associated with the use of official and third party app stores. 
 

 
 

Number 20 (Page 95 )  

Cybersecurity Supply Chain Risk Management Practices for 
Systems and Organizations 
Jon Boyens, Angela Smith, Nadya Bartol, Kris Winkler, Alex Holbrook, 
Matthew Fallon  
 

 
 

Number 21 (Page 101 ) 

United States Signs Protocol to Strengthen International Law 
Enforcement Cooperation to Combat Cybercrime 
 

 
 

Number 22 (Page 103 ) 

New Guidance ï Biometric authentication in Automatic Access 
Control Systems (AACS) 
Designing, building and operating AACS that include biometri c 
authentication  
 

 
 

Number 23 (Page 105 ) 

Largest Mobile Chipset Manufacturers used Vulnerable Audio 
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Number 1  

Proposal for a Directive on measures for a high common level of 
cybersecurity across the European Union  
 

 
 

Reasons for and objectives of the proposal 
 

This proposal is part of a package of measures to improve further the 
resilience and incident response capacities of public and private entities, 
competent authorities and the Union as a whole in the field of 
cybersecurity and critical infrastructure protection.  
 
It is in line with the Commissionôs priorities to make Europe fit for the 
digital age and to build a future -ready economy that works for the people. 
Cybersecurity is a priority in the Commissionôs response to the COVID-19 
crisis.  
 
The package includes a new Strategy on Cybersecurity with the aim of 
strengthening the Unionôs strategic autonomy to improve its resilience and 
collective response and to build an open and global internet.  
 
Finally, the package contains a proposal for a directive on the resilience of 
critical operators of essential services, which aims to mitigate physical 
threats against such operators. 
 
This proposal builds on and repeals Directive (EU) 2016/1148 on security 
of network and information systems (NIS Directive), which is the first 
piece of EU-wide legislation on cybersecurity and provides legal measures 
to boost the overall level of cybersecurity in the Union. The NIS Directive 
has: 
 
(1) contributed to improving cybersecurity capabilities at national level by 
requiring Member States to adopt national cybersecurity strategies and to 
appoint cybersecurity authorities;  
 
(2) increased cooperation between Member States at Union level by setting 
up various fora facilitating the exchange of strategic and operational 
information; and  
 
(3) improved the cyber resilience of public and private entities in seven 
specific sectors (energy, transport, banking, financial market 
infrastructures, healthcare, drinking water supply and distribution, and 
digital infrastructures) and across three digital services (online 
marketplaces, online search engines and cloud computing services) by 
requiring Memb er States to ensure that operators of essential services and 
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digital service providers put in place cybersecurity requirements and report 
incidents.  
 
The proposal modernises the existing legal framework taking account of 
the increased digitisation of the i nternal market in recent years and an 
evolving cybersecurity threat landscape.  
 
Both developments have been further amplified since the onset of the 
COVID-19 crisis. The proposal also addresses several weaknesses that 
prevented the NIS Directive from unlo cking its full potential.  
 
Notwithstanding its notable achievements, the NIS Directive, which paved 
the way for a significant change in mind-set, in relation to the institutional 
and regulatory approach to cybersecurity in many Member States, has also 
proven its limitations.  
 
The digital transformation of society (intensified by the COVID -19 crisis) 
has expanded the threat landscape and is bringing about new challenges 
which require adapted and innovative responses. The number of cyber  
attacks continues to rise, with increasingly sophisticated attacks coming 
from a wide range of sources inside and outside the EU. 
 
The evaluation on the functioning of the NIS Directive, conducted for the 
purposes of the Impact Assessment, identified the following issues:  
 
(1) the low level of cyber resilience of businesses operating in the EU;  
 
(2) the inconsistent resilience across Member States and sectors; and  
 
(3) the low level of joint situational awareness and lack of joint crisis 
response.  
 
For example, certain major hospitals in a Member State do not fall within 
the scope of the NIS Directive and hence are not required to implement the 
resulting security measures, while in another Member State almost every 
single healthcare provider in the country is covered by the NIS security 
requirements.  
 
Being an initiative within the Regulatory Fitness Programme (REFIT), the 
proposal aims at reducing the regulatory burden for competent authorities 
and compliance costs for public and private entities.  
 
Most notably, this is achieved by abolishing the obligation of competent 
authorities to identify operators of essential services and by increasing the 
level of harmonisation of security and reporting requirements to facilitate 
regulatory compliance for entities providing cross -border services. At the 
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same time, competent authorities will also be given a number of new tasks, 
including the supervision of entities in sectors so far not covered by the 
NIS Directive.  
 
Article 1, Subject matter  
 
1. This Directive lays down measures with a view to ensuring a high 
common level of cybersecurity within the Union.  
 
2. To that end, this Directive:  
 
(a) lays down obligations on Member States to adopt national cybersecurity 
strategies, designate competent national authorities, single points of 
contact and computer security incident response teams (CSIRTs); 
 
(b) lays down cybersecurity risk management and reporting obligations for 
entities of a type referred to as essential entities in Annex I and important 
entities in Annex II;  
 
(c) lays down obligations on cybersecurity information sharing.  
 
Article 2, Scope 
 
1. This Directive applies to public and private entities of a type referred to 
as essential entities in Annex I and as important entities in Annex II. This 
Directive does not apply to entities that qualify as micro and small 
enterprises within the meaning of Commission Recommendation 
2003/361/EC. 28  
 
2. However, regardless of their size, this Directive also applies to entities 
referred to in Annexes I and II, where:  
 
(a) the services are provided by one of the following entities:  
 
(i)  public electronic communications networks or publicly available 
electronic communications services referred to in point 8 of Annex I;  
 
(ii)  trust service providers referred to point 8 of Annex I;  
 
(iii)  topïlevel domain name registries and domain name system (DNS) 
service providers referred to in point 8 of Annex I;  
 
(b) the entity is a public administration entity as defined in point 23 of 
Article 4;  
(c) the entity is the sole provider of a service in a Member State; 
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(d) a potential disruption of the service provided by the entity could have 
an impact on public safety, public security or public health;  
 
(e) a potential disruption of the service provided by the entity could induce 
systemic risks, in particular for the sectors where such disruption could 
have a cross-border impact;  
 
(f)  the entity is critical because of its specific importance at regional or 
national level for the particular sector or type of service, or for other 
interdependent sectors in the Member State; 
 
(g) the entity is identified as a critical entity pursuant to Directive (EU) X/ Y 
of the European Parliament and of the Council 29 [Resilience of Critical 
Entities Directive], or as an entity equivalent to a critical entity pursuant to 
Article 7 of that Direc tive. 
 
Member States shall establish a list of entities identified pursuant to points 
(b) to (f) and submit it to the Commission by [6 months after the 
transposition deadline]. Member States shall review the list, on a regular 
basis, and at least every two years thereafter and, where appropriate, 
update it.  
 
3. This Directive is without prejudice to the competences of Member States 
concerning the maintenance of public security, defence and national 
security in compliance with Union law.  
 
4. This Directive applies without prejudice to Council Directive 
2008/114/EC 30 and Directives 2011/93/EU 31 and 2013/40/EU 32 of the 
European Parliament and of the Council. 
 
5. Without prejudice to Article 346 TFEU, information that is confidential 
pursuant to Union and nat ional rules, such as rules on business 
confidentiality, shall be exchanged with the Commission and other relevant 
authorities only where that exchange is necessary for the application of this 
Directive. The information exchanged shall be limited to that wh ich is 
relevant and proportionate to the purpose of that exchange. The exchange 
of information shall preserve the confidentiality of that information and 
protect the security and commercial interests of essential or important 
entities.  
 
6. Where provisions of sectorïspecific acts of Union law require essential 
or important entities either to adopt cybersecurity risk management 
measures or to notify incidents or significant cyber threats, and where 
those requirements are at least equivalent in effect to the obligations laid 
down in this Directive, the relevant provisions of this Directive, including 
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the provision on supervision and enforcement laid down in Chapter VI, 
shall not apply. 
 
Article 3, Minimum harmonisation  
 
Without prejudice to their other obligations under Union law, Member 
States may, in accordance with this Directive, adopt or maintain provisions 
ensuring a higher level of cybersecurity.  
 
To read more: https://eur -lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:52020PC0823&from=EN  
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Number 2  

Fake WhatsApp óvoice messageô emails are spreading malware 
 

 
 

A phishing campaign which impersonates WhatsAppôs voice message 
feature has been spreading information-stealing malware. 
 
The attack starts with an email claiming to be a notification from 
WhatsApp of a new private voice message. The email contains a creation 
date and clip duration  for the supposed message, and a óPlayô button. 
 
The identity óWhatsapp Notifierô masks a real email address belonging to a 
Russian road safety organisation. As the address and organisation are real, 
the messages arenôt flagged as spam or blocked by email security tools. 
Armorblox, who discovered the scam, believe the Russian organisation is 
playing a role without realising.  
 
The óPlayô button will take the email recipient to a website which then asks 
them to click óAllowô in an allow/block prompt to óconfirm you are not a 
robotô. Once óallowô is clicked, the browser will prompt to install software 
that turns out to be information -stealing malware. 
 
While there are numerous ótellsô that this is a scam, these attacks rely on 
people missing the signs ï perhaps because they are waiting for urgent or 
exciting news that could well be delivered by a voice message. 
 
The NCSC has published guidance on how to spot and report scams, 
including those delivered by email and messaging. You may visit: 
https://www.ncsc.gov.uk/collection/phishing -scams 
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Our top tips for staying secure online will help you keep your devices and 
information secure even if you do click on a scam, and you can also learn 
how to recover a hacked account. 
 
You may visit: https://www.ncsc.gov.uk/collection/top -tips-for -staying-
secure-online  
 
https://www.ncsc.gov.uk/guidance/recovering -a-hacked-account 
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Number 3  

EDAôs Annual Report 2021 
 

 
 

2021 has been a year of significant developments in the security and 
defence domain, both for Europe and the EU institutions in general, and 
for the European Defence Agency (EDA) in particular.  
 
Amid rising threats in an increasingly tense geo-strategic environment, 
especially along the EUôs borders (build-up to the Russian invasion of 
Ukraine), EDA was involved last year in all major efforts to bring EU 
defence cooperation forward: from the preparation of the Strategic 
Compass (eventually adopted this week) and ministerial discussions on 
defence innovation, to the implementation of PESCO and European 
Defence Fund (EDF) sponsored projects and the launch of the second 
Coordinated Annual  Review on Defence (CARD) cycle.  
 

 
 
The 2021 Annual Report, published today, provides a comprehensive 
overview of the work accomplished in EDAôs various activity domains 
throughout the past year. 
 
The report reflects the progress made in the wide spectrum of the Agencyôs 
activities, from its central role in the implementation of the EU defence 
initiatives (CARD, PESCO, EDF) and the increasing number of defence 
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research and capability development projects and programmes (+11% 
compared to 2020), to the launch of new enablers and incentives for 
defence cooperation and EDAôs growing interface role towards wider EU 
policies. 
 
Cyber Defence 
 
EDA held the first ever EU óMilCERT Interoperability Conferenceô to foster 
cooperation and information -sharing among Member Statesô military 
Computer Emergency Response Teams (MilCERT).  
 
It also developed a risk management model for military leaders with 
respect to cybersecurity risks posed to military capabilities by the supply 
chain, including a web-based dashboard to improve situational awareness, 
a first demonstrator of which was presented in October 2021.  
 
Since December 2021, EDA is also acting as project manager of the 
European Cyber Situation Awareness Platform (ECYSAP), one of the 
projects selected under the EDIDP 2019 call.  
 
Its main objective is to develop and implement a European operational 
platform for enabling real -time Cyber Situational Awareness with rapid 
response defensive capabilities and decision-making support for military 
end-users.  
 
Furthermore, the Agency launched a study with a roadmap for the 
implementation of an autonomous bot able to mimic the behaviour of a 
Red Team during a cyber training on a cyber range.  
 
It also updated the system engineering framework for cyber defence 
operations (CyDRE). Under its Cyber Education, Training & Exercises 
programme, EDA developed as proof-of-concept a second iteration of the 
Cyber Operational Planning Exercise, Cyber PHALANX, which was held in 
September in Lisbon.  
 
A new óCyber Awareness Train-the-Trainerô pilot course was conducted in 
Germany. 
 
Since late 2021, EDA is acting as project manager of the European 
Command and Control System from strategic to tactical level (ESC2) 
project selected under the 2019 call of the EDIDP.  
 
I t will provide a multi -level suite of command-and-control tools designed 
to support decision-making, planning, and conduct of CSDP missions and 
operations from the strategic to the operational level, with points of 
presence at the tactical level.  
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Moreover, jointly with EU SatCen, EDA is promoting the use and 
supporting the implementation of the Geospatial Information Hub 
(GeohuB) to support decision-making at the EU Operational Headquarters 
(OHQ) and at national level.  
 
The paper: https://eda.europa.eu/docs/default -source/brochures/eda -
annual-report -2021.pdf 
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Number 4  

CERT-In issues directions relating to information security 
practices, procedure, prevention, response and reporting of cyber 
incidents for Safe & Trusted Internet  
 

 
 

The Indian Computer Emergency Response Team (CERT-In) serves as the 
national agency for performing various functions in the are a of cyber 
security in the country as per provisions of section 70B of the Information 
Technology Act, 2000.  
 
CERT-In continuously analyses cyber threats and handles cyber incidents 
tracked and reported to it. CERT-In regularly issues advisories to 
organisations and users to enable them to protect their data/information 
and ICT infrastructure.  
 
In order to coordi nate response activities as well as emergency measures 
with respect to cyber security incidents, CERT-In calls for information 
from service providers, intermediaries, data centres and body corporate. 
 
During the course of handling cyber incidents and inter actions with the 
constituency, CERT-In has identified certain gaps causing hindrance in 
incident analysis.  
 
To address the identified gaps and issues so as to facilitate incident 
response measures, CERT-In has issued directions relating to information 
security practices, procedure, prevention, response and reporting of cyber 
incidents under the provisions of sub-section (6) of section 70B of the 
Information Technology Act, 2000.  
 
These directions will become effective after 60 days. 
 
The directions cover aspects relating to synchronization of ICT system 
clocks; mandatory reporting of cyber incidents to CERT-In; maintenance 
of logs of ICT systems; subscriber/customer registrations details by Data 
centers, Virtual Private Server (VPS) providers, VPN Service providers, 
Cloud service providers; KYC norms and practices by virtual asset service 
providers, virtual asset exchange providers and custodian wallet providers.  
 
These directions shall enhance overall cyber security posture and ensure 
safe & trusted Internet in the country.  
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The directions issued by CERT-In are available at: https://www.cert -
in.org.in/Directions70B.jsp  
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Number 5  

Project Zero  
A Year in Review of 0-days Used In-the-Wild in 2021  
News and updates from the Project Zero team at Google 
Posted by Maddie Stone, Google Project Zero 
 

 
 

This is our third annual year in review of 0 -days exploited in-the-wild 
[2020, 2019]. Each year weôve looked back at all of the detected and 
disclosed in-the-wild 0 -days as a group and synthesized what we think the 
trends and takeaways are.  
 
The goal of this report is not to detail each individual exploit, but instead to 
analyze the exploits from the year as a group, looking for trends, gaps, 
lessons learned, successes, etc. If youôre interested in the analysis of 
individual exploits, please check out our root cause analysis repository. 
 
We perform and share this analysis in order to make 0-day hard. We want 
it to be more costly, more resource intensive, and overall more difficult for 
attackers to use 0-day capabilities. 2021 highlighted just how important it 
is to stay relentless in our pursuit to make it harder for attackers to exploit 
users with 0-days.  
 
We heard over and over and over about how governments were targeting 
journalists, minoritized populations, politicians, human rights defenders, 
and even security researchers around the world. The decisions we make in 
the security and tech communities can have real impacts on society and 
our fellow humansô lives. 
 
Weôll provide our evidence and process for our conclusions in the body of 
this post, and then wrap it all up with our thoughts on next steps and hopes 
for 2022 in the conclusion. If digging into the bits and bytes is not your 
thing, then feel free to just check-out the Executive Summary and 
Conclusion. 
 
Executive Summary  
 
2021 included the detection and disclosure of 58 in-the-wild 0 -days, the 
most ever recorded since Project Zero began tracking in mid-2014. Thatôs 
more than double the previous maximum of 28 detected in 2015 and 
especially stark when you consider that there were only 25 detected in 
2020. Weôve tracked publicly known in-the-wild 0 -day exploits in this 
spreadsheet since mid-2014. 
While we often talk about the number of 0 -day exploits used in-the-wild, 
what weôre actually discussing is the number of 0-day exploits detected and 
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disclosed as in-the-wild. And that leads into our first conclusion: we believe 
the large uptick in in -the-wild 0 -days in 2021 is due to increased detection 
and disclosure of these 0-days, rather than simply increased usage of 0-day 
exploits. 
 
With this reco rd number of in -the-wild 0 -days to analyze we saw that 
attacker methodology hasnôt actually had to change much from previous 
years. Attackers are having success using the same bug patterns and 
exploitation techniques and going after the same attack surfaces.  
 
Project Zeroôs mission is ñmake 0day hardò. 0-day will be harder when, 
overall, attackers are not able to use public methods and techniques for 
developing their 0 -day exploits. When we look over these 58 0-days used in 
2021, what we see instead are 0-days that are similar to previous & publicly 
known vulnerabilities. Only two 0 -days stood out as novel: one for the 
technical sophistication of its exploit and the other for its use of logic bugs 
to escape the sandbox. 
 
So while we recognize the industryôs improvement in the detection and 
disclosure of in-the-wild 0 -days, we also acknowledge that thereôs a lot 
more improving to be done. Having access to more ñground truthò of how 
attackers are actually using 0-days shows us that they are able to have 
success by using previously known techniques and methods rather than 
having to invest in developing novel techniques. This is a clear area of 
opportunity for the tech industry.  
 
We had so many more data points in 2021 to learn about attacker behavior 
than weôve had in the past. Having all this data, though, has left us with 
even more questions than we had before. Unfortunately, attackers who 
actively use 0-day exploits do not share the 0-days theyôre using or what 
percentage of 0-days weôre missing in our tracking, so weôll never know 
exactly what proportion of 0 -days are currently being found and disclosed 
publicly.  
 
Based on our analysis of the 2021 0-days we hope to see the following 
progress in 2022 in order to continue taking steps towards making 0 -day 
hard:  
 
- All vendors agree to disclose the in-the-wild exploitation status of 

vulnerabilities in their security bulletins.  
 
- Exploit samples or detailed technical descriptions of the exploits are 

shared more widely. 
- Continued concerted efforts on reducing memory corruption 

vulnerabilities or rendering them unexploitable. Launch mitigations 
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that will significantly impact the exploitability of memory corruption 
vulnerabilities.  

 

 
 
Is it that software security is getting worse? Or is it that attackers are using 
0-day exploits more? Or has our ability to detect and disclose 0-days 
increased? When looking at the significant uptick from 2020 to 2021, we 
think it's mostly explained by the latter.  
 
While we believe there has been a steady growth in interest and investment 
in 0 -day exploits by attackers in the past several years, and that security 
still needs to urgently improve, it appears that the security industry's 
ability to detect and disclose in-the-wild 0 -day exploits is the primary 
explanation for the increase in observed 0-day exploits in 2021. 
 

 
 
While we often talk about ñ0-day exploits used in-the-wildò, what weôre 
actually tracking are ñ0-day exploits detected and disclosed as used in-the-
wildò. There are more factors than just the use that contribute to an 
increase in that number, most notably: detection and disclosure. Better 
detection of 0-day exploits and more transparently disclosed exploited 0-
day vulnerabilities is a positive indicator for security and progress in the 
industry.  
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