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Top cyber risk and compliance related news stories and world events, that 
(for better or for worse) shaped the month's agenda, and what is next 

November 2018, cyber risk and compliance in Switzerland 
Dear readers,  
 
The 27th semi-annual report of the Reporting and Analysis 
Centre for Information Assurance (MELANI), published on 
8 November 2018, addresses the most important cyber 
incidents of the first half of 2018 both in Switzerland and 
abroad.  
 
This is an excellent paper, and everyone should read it carefully. For 
example, this is what we read about espionage attacks via the calendar: 
 
“At the beginning of any fraudulent modus operandi, a hacker will seek to 
contact a potential victim using various reasons. While email is often the 
preferred method, criminals do not hesitate to diversify their methods of 
operation.  
 
Sending text messages, WhatsApp messages or using social networks is 
getting more and more popular. Another tactic, which has been observed 
during the reporting period, is to send invitations to the victim's calendar.  
 
Depending on the settings of the latter, the invitation will be displayed 
even though the event has not yet been accepted, and reminders will be 
sent automatically to the email account.  
 
This method was used during the period under review. In this case, the 
victim saw the invitation displayed in his Google calendar. This was an 
offer of a loan of money, for which the victim was asked to get in touch by 
email or WhatsApp message with the contact using the details provided in 
the message.  
 
The final purpose of the attack was not established, but it can be assumed 
that it was an attempt at phishing or fraud. In any case, this example shows 
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that the prudent attitude of the user must be applied on all platforms. Even 
events in one's own calendar can have malicious content.  
 
It cannot be excluded that some internet users may be fooled, and that an 
entry or notification from their personal calendar may appear legitimate to 
them and encourage them to take careless action. It is recommended to set 
up the e-mail account so that only accepted events are displayed in the 
calendar.” 
 
We read about vulnerabilities in cars: 
 
“In April 2018, Dutch security researchers published their research on 
exploiting a vulnerability in the infotainment system in certain VW and 
Audi models.  
 
The researchers used the vehicle's WiFi connection as their attack vector. 
Through this they accessed a port which allowed the vehicle's IVI system 
(in-vehicle infotainment) to be compromised.  
 
This fairly generic term covers different interactive audio and video 
services which allow people to listen to music, receive information and 
make telephone calls etc. in their vehicles.  
 
The researchers explained that the hack allowed them to listen to 
conversations made using the hands-free kit, access the address book or 
even follow the vehicle's movements.  
 
The researchers decided to stop their work before attempting to access the 
critical systems such as the brakes or the accelerator.  
 
It is not the first time that the security of connected cars has been the 
centre of concern. It has even been a recurring research topic since the 
famous hacking of a Jeep Cherokee in 2015.  
 
The separation of infotainment systems, which are often the target of 
attacks, and a vehicle's critical systems is key.  
 
This research was not able to demonstrate a porosity between the two 
systems. In terms of response to the disclosure of a vulnerability, remotely 
updating the entire fleet, respectively its software would always be 
desirable but is not always possible. Often only the systems of newly 
produced cars are up to date, even though clients also have the possibility 
of having a patch applied at their car dealership.” 
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We have also learned interesting details about the attack against the 
German Federal Foreign Office. 
 
“At the end of February 2018, it became known that the German Federal 
Foreign Office had become the victim of a hacker attack. The hacker attack 
is said to have taken place as early as at the turn of 2016/2017. 
 
The attackers had access to the central data network of the federal 
government, known as the Berlin-Bonn information network (IVBB).  
 
The IVBB is a type of intranet for the Bundesrat, Federal Chancellery, 
Federal Ministries, Bundesrechnungshof (Germany's supreme audit 
institution) and various security authorities.  
 
This is the second large known attack on the German government's ICT 
infrastructure since the German Parliament hack in 2015. 
 
The attack is said to have occurred via a learning platform which is used at 
the Federal University of Applied Administrative Sciences for further 
training purposes. 
 
More detailed information concerning security vulnerabilities which might 
have been used was not available. 
 
Numerous media reports speculated that the attack could have been 
conducted by the "Sofacy" group.  
 
It was only later that suspicion turned to the "Snake/Turla" group which is 
also held responsible for attacks in Switzerland. The defence company 
"Ruag" was also attacked with "Snake/Turla".” 
 
You must read the MELANI report at: 
https://www.melani.admin.ch/melani/en/home/dokumentation/reports/
situation-reports/semi-annual-report-2018-1.html 
 
 
Is  cybersecurity the right medicine for the eHealth Sector? 
 
ENISA has organised the fourth eHealth Security Conference “Towards a 
medical cybersecurity landscape” in cooperation with the Dutch Ministry of 
Health.  
The conference, which was hosted by the Erasmus Medical Centre in 
Rotterdam, the Netherlands, had around 100 participants and over 20 
speakers and panelists.  
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It tackled various topics related to cybersecurity in the healthcare sector. 
 
From regulatory aspects, such as the implementation of the NIS Directive 
by the EU member states, to the regulations regarding GDRP and medical 
devices, and the intricacies of cybersecurity incidents in healthcare 
technologies, the conference offered interesting information to everyone 
within the area of eHealth – be it policy, operations, manufacturing or 
information security topics. 
 
The Executive Director of ENISA, Udo Helmbrecht, said: “Based on our 
studies, currently, there is a low level of cybersecurity in the healthcare 
sector.  
 
Some hospitals do not have a Chief Information Security Officer, and there 
is a general lack of security policies and access control mechanisms.  
 
We need to do our utmost to protect critical healthcare systems, in 
particular hospitals, and work towards improving the safety of the patients. 
ENISA has allocated increased resources in the last years to help EU 
member states identify and overcome threats.  
 
The agency has produced several studies, reports and guidelines on how to 
improve the cybersecurity level of the eHealth ecosystem.  
 
In addition, it has become a tradition to bring together operators of 
essential services for the ‘eHealth Security Conference’.  
 
I want to thank the Dutch authorities for their invaluable support in 
organising the event this year.” 
 
The first session focused on the regulatory framework with healthcare 
organisations in scope, and mainly covered the following topics: 
 
- the implications of the NIS Directive for hospitals and the added value 

it brought to the whole ecosystem; 
 
- good practices on how to enable the implementation of GDPR across a 

state-wide healthcare system; 
 
- facilitating healthcare providers from the regulators’ perspective; 
 
- the challenges faced by the industry due to the new requirements of 

their customers. 
 

http://www.cyber-risk-gmbh.com/
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The discussions revealed that the primary goal across the sector should be 
harmonisation. 
 
During the second session, discussions moved to the topic of medical 
devices’ cybersecurity, and speakers and panelists covered the different 
perspectives of the whole ecosystem and shared their views on the 
following topics: 
 
- the cybersecurity challenges regarding medical devices are increasing, 

as they become increasingly interconnected, difficult to patch and 
directly tied to cyber-physical security; 

 
- the Medical Devices Regulation, and how it changes the landscape of 

cybersecurity of medical devices; 
 
- good practices on how national competent authorities can introduce 

cybersecurity guidelines for manufacturers of medical devices; 
 
- how the development of standards is guiding the industry towards 

more cybersecurity practices. 
 
A third session of the conference focused on cybersecurity incidents 
regarding healthcare technologies, and on how vendors integrate such 
incidents in their product lifecycle management processes.  
 
The Dutch HealthCERT shared their experiences with incident handling 
for hospitals in their country.  
 
In addition, DutchSec presented a live demo of an incident in hospital 
systems as an illustrative example. 
 
The conference ended with the mutual conclusion that the healthcare 
sector is particularly vulnerable to cybersecurity incidents and that 
cybersecurity is a shared responsibility: all stakeholders have to work 
together to increase safety for the patients.ENISA will continue its work on 
supporting to increase cybersecurity in eHealth over the next years.  
 
The agency will focus on the priorities of the sector, such as supporting the 
implementation of the NIS Directive and the overall development of the 
regulatory framework and publishing good practices for healthcare 
organisations as a guideline. 
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This is surprising – we increasingly use stress tests to prove that we “pass” 
cybersecurity scenarios. Although stress testing could help, we must be 
aware that there is a dark side in stress testing too. It involves a false sense 
of security. 
 
Hans Selye, the endocrinologist that examined the response of organisms 
to stressors, has said that adopting the right attitude can convert a negative 
stress into a positive one.  
 
Sometimes I wonder if the increasing importance of stress testing after the 
2007 crisis has any connection to the above theory. Turning a negative 
situation (a challenge) into a positive one (we can weather the storm) is 
good for the stock price.  
 
But there are two problems: 
 
a. We “passed” one stressed scenario out of a billion other scenarios. We 
could have failed if we had tested other scenarios.  
 
b. We “passed” one “severe but plausible” scenario, making assumptions 
that … are assumptions, not facts.  
 
Randal K. Quarles, Vice Chairman for Supervision and member of the 
Board of Governors of the Federal Reserve System, gave an interesting 
presentation with title “Beginning Stress Testing’s New Chapter” in 
Cambridge, Massachusetts. He said: 
 
“In the depths of the financial crisis, the first regulatory stress tests were 
designed under intense scrutiny with high-stakes consequences. Their 
contribution--an independent public view of the capital adequacy of the 
largest firms--helped reinforce the banking system at a critical juncture.  
 
Since then, stress testing has meaningfully increased the post-stress 
resiliency of large financial institutions, and become a critical tool in 
keeping the system strong. 
 
Those accomplishments are real, and we should aim to do more than 
simply preserve them. Now is a prudent time to consolidate the gains we 
have made, and to promote the efficiency and transparency of our 
processes.”  
 
He continued: 
 
“Today, I want to highlight three elements in particular. 

http://www.cyber-risk-gmbh.com/
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Foremost among these is the volatility of stress test results. Some volatility 
in annual results is necessary to preserve the dynamism of the stress test, 
and to reflect changes in macroeconomic conditions, salient economic 
risks, and the composition of firm balance sheets.  
 
However, when the largest banks in the system are fully meeting their 
capital requirements, a highly variable capital requirement from year to 
year can present a significant management challenge.  
 
I believe there is an important balance to strike in this area, which will let 
us preserve dynamism while reducing volatility, and we plan to seek 
comment on a relevant proposal in the not-too-distant future. 
 
The second is the sequencing of stress test results with capital plan 
submissions. Currently, and under the SCB proposal, a firm must decide 
whether to increase or decrease its planned dividends and share 
repurchases for the upcoming year without knowledge of a key constraint: 
the results of the stress test. 
 
Initially, this phasing reflected the view that firms should think rigorously 
about their capital uses and needs, rather than relying primarily on the 
results of the supervisory stress test to guide those plans.  
 
However, now that we all have several years' experience with this system, 
firms have told us that they would be able to engage in more thoughtful 
capital planning if they had knowledge of that year's stress test results 
before finalizing their distribution plans for the upcoming year.  
 
I am sympathetic to their concerns, and will ask the Board to adjust the 
operation of the rule, so that firms know their SCB before they decide on 
their planned distributions for the coming year.  
 
Of course, we expect firms to continue to maintain robust stress testing 
practices and use those results to inform their capital distribution plans, 
and we will continue to use the supervisory process to reinforce this 
expectation. 
 
The third is the post-stress leverage requirement. As the Federal Reserve 
has long maintained, leverage requirements are intended to serve as a 
backstop to the risk-based capital requirements. By definition, they are not 
intended to be risk-sensitive.  
 
Thus, I am concerned that explicitly assigning a leverage buffer 
requirement to a firm on the basis of risk-sensitive post-stress estimates 
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runs afoul of the intellectual underpinnings of the leverage ratio, and I 
would advocate removing this element of the stress capital buffer regime.” 
 
I am always amused when I hear the words “severe but plausible” scenario. 
I remember Francis Bacon, who believed that truth is so hard to tell, it 
sometimes needs fiction to make it plausible.  
 
This fiction is called “assumptions” in stress testing.  
 
 
 
If you don’t expect to see the word auditor after the word drone, you will be 
surprised. Things have changed dramatically in audits. 
 
Kathleen M. Hamm, PCAOB Board Member, gave a great presentation at 
the 43rd World Continuous Auditing & Reporting Symposium, (“Mexican 
Mangos, Diamonds, Cargo Shipping Containers, Oh My! What Auditors 
Need to Know about Blockchain and Other Emerging Technologies: A 
Regulator’s Perspective”). She said: 
 
“According to a recent study, more than a third of all finance tasks at large 
global companies are being performed today by algorithms and robots.  
That figure is expected to grow to 45 percent within three years.  
 
Companies' use of advanced analytics and artificial intelligence has also 
more than doubled over the past two years.  
 
About a third of surveyed companies reported using advanced analytics in 
2016; today, that figure tops 70 percent.  
 
And more than 60 percent of these companies currently deploy artificial 
intelligence; two years ago that figure was only about 28 percent.  
 
These and other innovative uses of technology offer the potential to 
fundamentally change not only the financial reporting process, but also the 
audit.  
 
Auditors are already using drones to conduct inventory observations.  
 
Natural language processing is being experimented with to scan contracts 
and other documents to more swiftly identify areas of potential risk.  
And machine learning offers the opportunity to develop analytic models — 
whose predictive capabilities improve with use — to assist with assessment 
of fraud risk. 

http://www.cyber-risk-gmbh.com/
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While technology can lead to efficiencies, it also offers the promise of 
improving audit quality.  
 
Freed from manual time-consuming rote reviews, technology offers the 
promise of providing auditors with more time to exercise deep business 
and financial expertise and to hone their professional skepticism to identify 
indicia of errors or fraud and probe their potential root causes. 
 
Technology also offers the opportunity to build accounting and auditing 
standards and regulatory requirements into solutions from the start rather 
than bolting them on after the fact.  
 
From my perspective as an audit regulator — and for you, as auditors and 
academics — this is why technology can be so powerful and 
transformational.” 
 
She has also said: 
 

“But what about the future? How will we, as audit regulators, view 
innovative, potentially disruptive technology? 
 
To the extent possible, I believe that, as regulators, we should use 
overarching principles that create a framework within which we can think 
about potentially novel technology.  
 
While high level and iterative, the framework should provide initial 
guideposts for the potential applications of emerging technology.  
 
As those applications become more defined, we should further refine those 
broad principles, eventually turning guideposts into guide rails.  
Done this way, we also minimize surprises, lessening the uncertainty 
around our general approach. 
 
Today, for example, I apply five broad principles when I think about 
emerging technology. 
 
First, when used for matters within our preview, as regulators, we are not 
here to pick winners and losers in the race for innovation through the use 
of emerging technology. Let ideas compete. 
 
Second, as regulators, we should not inappropriately impeded creativity. 
We should be open-minded and prepared in appropriate circumstances to 
use our regulatory tool kit — guidance, experimental sandboxes, and, 
possibly under the right circumstances, no-action relief — to remove 
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inappropriate hurdles to new, creative uses of technology. But what are 
those appropriate circumstances? 
 
That leads to my third principle: When an innovation offers the potential to 
reinforce or enhance a public policy object, we as regulators should be open 
to removing barriers as appropriate.  
 
If the proposed solution offers the potential to drive audit quality forward, 
you have my attention.  
 
If a proposed solution reinforces one or more of the three pillars of the 
federal securities laws — investor protection, market integrity, or effective 
capital formation — I want to know more. 
 
My fourth principle follows from this: I am particularly impressed by 
emerging technology that builds regulatory requirements and cybersecurity 
into solutions from the start, rather than bolting them on after the fact. 
 
A fifth principle: To be most effective, as technology around financial 
reporting and auditing continues to evolve, stakeholders — including 
investors, preparers, boards, audit committees, auditors, regulators, and 
academics — should actively participate in that development, sharing their 
unique perspectives.  
 
Why? That way we can better ensure innovation and growth that 
maximizes value for investors and the economy in a safe and sustained 
manner.” 

 

Welcome to our monthly newsletter. 
 
Best regards, 
 

 
George Lekatis 
General Manager, Cyber Risk GmbH 
Rebackerstrasse 7, 8810 Horgen 
Phone:  +41 43 810 43 61 
Mobile: +41 79 505 89 60 
Email:  george.lekatis@cyber-risk-gmbh.com 
Web:    www.cyber-risk-gmbh.com 
 
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer: 
CHE-244.099.341 
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Our catalog, in-house instructor-led training in Switzerland, Liechtenstein 
and Germany: 
www.cyber-risk-gmbh.com/Cyber_Risk_GmbH_Catalog_2018.pdf 
 

Number 1 (Page 18) 

An interesting criminal complaint 
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Number 2 (Page 20) 

Growth in cryptocurrency scams 
 

 
 
Numerous cryptocurrency scams have emerged since the rising price of 
some currencies, notably Bitcoin and Ethereum, made them highly 
lucrative.  
 
These scams have become increasingly common over recent months, but 
the methods behind them are not new.  
 
Some scammers pretend to be holding large sums of money that they will 
‘giveaway’ once the victim has sent them a smaller amount of currency.  
 
Others offer large amounts of a new cryptocurrency in exchange for a small 
amount of an established one.  
 
Scams involving Initial Coin Offerings (ICOs), through which the public are 
invited to invest in a new currency, are particularly popular amongst 
criminal groups.  
 

Number 3 (Page 21) 

Keynote Address  
Glenn S. Gerstell, General Counsel, National Security Agency, to the  
American Bar Association, 28th Annual Review of the Field of National 
Security Law Conference.  
 

 
 
“Starting my remarks with a short quotation from a hearing before the U.S. 
Senate seems fitting given that we’re at a legal conference in Washington: 
 
Computers are changing our lives faster than any other invention in our 
history.  Our society is becoming increasingly dependent on information 
technologies, which are changing at an amazing rate.  Combine this rapid 
explosion in computing power with the fact that information systems are 

http://www.cyber-risk-gmbh.com/
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being connected together around the world without regard to geographic 
boundaries.  This ... offers both opportunities and challenges ... [among 
them] vulnerabilities which represent severe security flaws and risks to 
our nation’s security, public safety, and personal privacy.  
(Weak Computer Security in Government: Is the Public at Risk? 
Hearing Before the S. Comm. on Gov’t Affairs (1998) (statement of Sen. 
Fred Thompson, Chairman, S. Comm. on Gov’t Affairs) available at 
https://fas.org/irp/congress/1998_hr/51998chairman1.htm).” 
 

Number 4 (Page 33) 

If your toothbrush calls you, it might not be for dental hygiene: 
the importance of securing the Internet of Things 
Second ENISA-Europol conference tackles security challenges of IoT 
 

 
 
Our world is hyper-connected now. Current estimates are that there are 
around 10 billion electronic devices with access to the internet and that 
number will have at least doubled by 2020.  
 
In addition to the many advantages and opportunities, the emerging ability 
of connected devices to impact the physical world has also created a new 
set of vulnerabilities and possibilities of exploitation by criminals.  
 
To address these vulnerabilities, tackle them effectively and to fully realise 
the great potential that it offers, ENISA and Europol have brought together 
400 experts from the private sector, security community, law enforcement, 
the European Computer Security Incident Response Teams (CSIRTs) 
community and academia for a two-day conference in The Hague. 
 

Number 5 (Page 38) 

Cybersecurity is Everyone’s Job 
A Publication of the National Initiative for Cybersecurity Education 
Working Group, Subgroup on Workforce Management, at the 
National Institute of Standards and Technology 
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This guidebook provides things to know, and things to do, for everyone in 
an organization, regardless of its type or size.  
 
It is intended for the general audience, which may not otherwise be 
knowledgeable about, or interested in, cybersecurity.  
 
It can be read as a complete guide, or by each business function as 
standalone guides. 
 
This guidebook outlines what each member of an organization should do to 
protect it from cyber threats, based on the types of work performed by the 
individual. 
 

Number 6 (Page 40) 

Supply Chain Attacks Back on the Agenda 
 

 
 
The world learned last week about the alleged existence of a malicious 
microchip or hardware modifications, introduced in data centre server’s 
motherboards from a well-known US vendor, presenting an alleged 
malicious behaviour. The investigation, conducted by a US news media 
corporation, traced back the original manufacturer from the vendor’ supply 
chain process, identifying a sub-contractor located in China. 
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The disclosure takes place in the realm of a global trade storm with the US 
and China in the epicenter and after a long period of mutual accusations of 
industrial espionage.  
 

Number 7 (Page 45) 

Cyber security of youth data 
A Girl Scouts of America branch in Orange County, California, has suffered 
a security breach potentially exposing the sensitive personally identifiable 
information (PII) of thousands of minors.  
 

 
 
Unidentified hackers were able to log into the email account used to 
coordinate travel for its members. Sensitive PII extended as far back as 
2014 and included name, date of birth, email, address, driver licence, 
health history and insurance policy details.  
 
Following the compromise, hackers used the same account to send out 
emails of their own. The content of the emails has not been revealed but 
they were likely attempted spear-phishing attacks on members.   
 

Number 8 (Page 46) 

Bringing Photonic Signaling to Digital Microelectronics 
DARPA program seeks to unleash the performance of modern multi-chip 
modules by integrating optical signaling at the chip-level 
 

 
 
Parallelism – or the act of several processors simultaneously executing on 
an application or computation – has been increasingly embraced by the 
microelectronics industry as a way of sustaining demand for increased 
system performance.  
 
Today, parallel computing architectures have become pervasive across all 
application domains and system scales – from multicore processing units 
in consumer devices to high-performance computing in DoD systems.  
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However, the performance gains from parallelism are increasingly 
constrained not by the computational limits of individual nodes, but rather 
by the movement of data between them.  
 

Number 9 (Page 49) 

New Data Show Demand for Cybersecurity Professionals 
Accelerating 
 

 
 
Employer demand for cybersecurity professionals across the United States 
continues to accelerate, according to new data published today on 
CyberSeek (https://www.cyberseek.org/index.html), a free online resource 
from the U.S. Department of Commerce’s National Institute of Standards 
and Technology (NIST), Burning Glass and CompTIA. 
 

 
 
U.S. employers in the private and public sectors posted an estimated 
313,735 job openings for cybersecurity workers between September 2017 
and August 2018.  
 

Number 10 (Page 52) 

Mexican Mangos, Diamonds, Cargo Shipping Containers, Oh 
My! What Auditors Need to Know about Blockchain and Other 
Emerging Technologies: A Regulator’s Perspective 
Kathleen M. Hamm, Board Member, 43rd World Continuous Auditing & 
Reporting Symposium, Newark, NJ 
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“With the theme of "Disruptive Innovation in Accounting," over the next 
two days, you will cover blockchain and other emerging technologies — 
such as artificial intelligence, robotics, and the use of big data — and their 
potential to transform accounting and auditing.” 
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Number 1 

An interesting criminal complaint 
 

 
 
AFFIDAVIT IN SUPPORT OF A CRIMINAL COMPLAINT 
 
I, David Holt, being duly sworn under oath, do hereby depose and state: 
 

INTRODUCTION 
 
1. I am a Special Agent with the Federal Bureau of Investigation ("FBI") 
and have been so employed since August 2008.  
 
I am presently assigned to the Washington Field Office where I am 
responsible for investigations of foreign influence operations and other 
national security matters with a cyber nexus. I have also conducted 
national security investigations of foreign intelligence services and the 
targeting of critical U.S. infrastructure.  
 
As a Special Agent, I have received specialized training and instruction in 
the field of national security investigations and am authorized to 
investigate violation of laws of the United States and to execute warrants 
issued under the authority of the United States. 
 
2. I am submitting this affidavit in support of a criminal complaint and 
arrest warrant charging the defendant, ELENA ALEKSEEVNA KHUSY A 

http://www.cyber-risk-gmbh.com/


P a g e  | 19 

_____________________________________________________ 
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer: CHE-244.099.341, 

Rebackerstrasse 7, 8810 Horgen, Web: www.cyber-risk-gmbh.com 

YNOV A, with Conspiracy to defraud the United States, in violation of Title 
18, United States Code, Section 371. 
 
3. The statements contained in this Affidavit are based on my experience 
and background as a criminal investigator, on information provided to me 
by other members of the FBI and other law enforcement officers, court 
records and documents, business records, interviews, publicly available 
information, and my review of physical and documentary evidence.  
 
I have personally participated in the investigation of the offense set forth 
below and, as a result ofmy participation and review of evidence gathered 
in the case, I am familiar with the facts and circumstances ofthis 
investigation.  
 
Since this Affidavit is being submitted for the limited purpose of 
supporting a criminal complaint, I have not included every fact resulting 
from the investigation.  
 
I have set forth only the facts that I believe are necessary to establish 
probable cause to believe the above-named defendant has violated Title 18, 
United States Code, Section 371, as set forth herein. 
 
To read more: 
https://www.justice.gov/opa/press-release/file/1102316/download 
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Number 2 

Growth in cryptocurrency scams 
 

 
 
Numerous cryptocurrency scams have emerged since the rising price of 
some currencies, notably Bitcoin and Ethereum, made them highly 
lucrative.  
 
These scams have become increasingly common over recent months, but 
the methods behind them are not new.  
 
Some scammers pretend to be holding large sums of money that they will 
‘giveaway’ once the victim has sent them a smaller amount of currency.  
 
Others offer large amounts of a new cryptocurrency in exchange for a small 
amount of an established one.  
 
Scams involving Initial Coin Offerings (ICOs), through which the public are 
invited to invest in a new currency, are particularly popular amongst 
criminal groups.  
 
In 2018, the US Securities and Exchange Commission (SEC) filed at least 
12 separate cases against organisations that had set up allegedly fraudulent 
ICOs, with tens of millions in purported profits.  
 
The BBC has reported that scammers accessed Twitter accounts for high 
profile brands had been hijacked by fraudsters and used to promote fake 
giveaways of cryptocurrency. 
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Number 3 

Keynote Address  
Glenn S. Gerstell, General Counsel, National Security Agency, to the  
American Bar Association, 28th Annual Review of the Field of National 
Security Law Conference.  
 

 
 
Starting my remarks with a short quotation from a hearing before the U.S. 
Senate seems fitting given that we’re at a legal conference in Washington: 
 
Computers are changing our lives faster than any other invention in our 
history.  Our society is becoming increasingly dependent on information 
technologies, which are changing at an amazing rate.  Combine this rapid 
explosion in computing power with the fact that information systems are 
being connected together around the world without regard to geographic 
boundaries.  This ... offers both opportunities and challenges ... [among 
them] vulnerabilities which represent severe security flaws and risks to 
our nation’s security, public safety, and personal privacy.  
(Weak Computer Security in Government: Is the Public at Risk? 
Hearing Before the S. Comm. on Gov’t Affairs (1998) (statement of Sen. 
Fred Thompson, Chairman, S. Comm. on Gov’t Affairs) available at 
https://fas.org/irp/congress/1998_hr/51998chairman1.htm). 
 
That quotation sounds like it might have come from a hearing earlier this 
year.  But it was said by Senator Fred Thompson more than twenty years 
ago, well before the invention of the iPhone or YouTube, and just at the 
dawn of email.   
 
The hearing, actually the first ever Congressional hearing on cybersecurity, 
featured some hackers who gave the Senators a clear and simple message: 
our computers, networks, and software are dangerously insecure. 
 
Despite this, it would take decades for our nation to appreciate the cyber 
threat, during which time we would see a steady accretion of malicious 
cyber activity.  
 
Inflection points often go unnoticed, and in retrospect, it’s really not that 
surprising that the hackers’ testimony wasn’t appreciated for the dire 
warning that it represented. Looking back at the 1990s, we can now realize 
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that, as the Internet was taking off, perhaps we missed an opportunity to 
chart a different course as to our cybersecurity.            
 
I bring this up today because we stand in an analogous moment in history. 
If twenty years ago represented a tipping point of sorts for the Internet, 
then perhaps we are now at, or indeed even past, a comparable tipping 
point as to the broader digital revolution.   
 
xThe so-called “fourth industrial revolution” is upon us. As commentator 
Kevin Drum recently put it well in Foreign Affairs, the world sits at the 
dawn of a new age, and technological advances are set to make traditional 
forces of change no more than “mere footnotes … when we – or our robot 
descendants – write the history of [this] digital revolution.”  
 
Maybe it’s no surprise that we are missing this tipping point too. Both the 
statistics – such as 20 billion connected devices – and the very concepts of 
profound change that we hear from futurists and technologists – are mind-
numbing.   
 
Of course, we aren’t doomed to watch this wave of profound change wash 
over us without some consideration.  Are we missing another opportunity 
here?  Challenging though it may be, we can examine and prepare for some 
aspects of this digital revolution that will have as fundamental implications 
for us as the industrial revolution did for 19th century Western society.  
 
That revolution will have one particular consequence that will impact every 
one of us in personal and far-reaching ways, and it’s one that has special 
meaning for us as lawyers – I’m speaking of the effect on our privacy.  
 
Although we continue to forge ahead in the adoption of new technologies, 
we simply haven’t confronted, as a U.S. society, what privacy means in a 
digital age.  If you look at the advent of other novel technologies – from the 
automobile to electricity – regulations inevitably lagged, but we didn’t let 
technology get too far out in advance before our laws and societal norms 
caught up.   
 
But not so today. Has there ever been a time where technological change 
has been this rapid, this ubiquitous, and this impactful? It’s no wonder that 
our societal norms and legal structures, especially in the area of privacy, 
have failed to keep pace.  It’s worth examining those gaps so we can see 
where additional thinking and action will be required.  
 
Given my vantage point and this occasion, I will focus on how the federal 
government affects the privacy rights, or at least the expectations, of the 
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public.  I’ll start by looking at the approach taken by the judiciary in 
fashioning the scope of our privacy interests and then turn to examples in 
the legislative arena.  I will move on to implications for the private sector 
and then conclude by suggesting what are our responsibilities as lawyers in 
this critical area.  
 
So let’s start our examination with an overview of how our judicial system 
has constructed our privacy regime, at least relative to the federal 
government.   
 
Privacy in the U.S. is a notion that has traditionally been rooted in the 
Fourth Amendment.  Perhaps that comes as no surprise given how our 
country was formed, and how one of the enduring debates throughout our 
history has been the scope of the government’s involvement in our society.   
 
In any event, you may recall that the text of the Fourth Amendment makes 
no mention of the word “privacy,” and nowhere else in the Constitution or 
the Bill of Rights is a general right to privacy expressed.   
 
This is understandable, though, when you consider both the rudimentary 
state of technology at the time and the fact that the Fourth Amendment 
grew out of the experiences of the colonists, who resented the British 
Crown’s use of writs of assistance to force entry into their homes. 
 
The Fourth Amendment didn’t mention privacy, then, because protecting 
one’s physical property from unreasonable searches and seizures was 
sufficient.   
 
This also explains why, if you had reviewed the first hundred years’ worth 
of the Supreme Court’s many occasions to examine the Fourth 
Amendment, you would have found cases focusing on physical intrusion 
and property rights, but not a word about a privacy interests as such.  
 
Nor was there a decision, when the requisite technology later developed, 
that electronic surveillance itself qualified as a search or seizure for 
purposes of that amendment.  
 
The clearest expression of the need for a change in legal approach appears 
in the prescient writings of Justice Louis Brandeis, who typically said 
where the law ought to, and usually did, go.   
 
In his seminal law review article with Samuel Warren entitled “The Right 
to Privacy” and in his famous and farsighted dissent in the 1928 Supreme 
Court case of Olmstead v. United States, Brandeis proposed to separate the 
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concept of privacy from other legal principles, and recognize it as 
something entirely distinct. But you would have had to wait until 1967 for 
the Supreme Court, in Katz v. United States, to adopt that concept and 
overturn the almost four-decades old ruling in Olmstead.  Writing for the 
majority, Justice Potter Stewart held that the Fourth Amendment protects 
people, not places, and in his concurrence, Justice Harlan fleshed out a test 
for identifying a “reasonable expectation of privacy.” 
 
This test was then further defined throughout the 1970s in United States v. 
Miller and Smith v. Maryland, where the Court held that there is no 
reasonable expectation of privacy for information (such as bank records or 
telephone numbers) that is voluntarily given to others (such as bank 
employees or the telephone company).  
 
In the years that followed, our Fourth Amendment jurisprudence 
continued to develop in this manner, with courts largely focusing on the 
type and location of the surveillance taking place, based upon the facts of 
each particular case, to determine whether a protected privacy interest was 
implicated.  I might add as an aside that almost nowhere in the case law is 
the real focus on the substance of the communication, except insofar as you 
get to consider that by reason of where the communication occurred.  
 
As if we needed any further evidence of this very case-specific approach to 
the development of our privacy and surveillance legal regime, the Supreme 
Court just a few months ago gave us what the Court itself branded as a 
“narrow” decision. 
 
I am of course referring to United States v. Carpenter, which addressed 
whether the Fourth Amendment could be violated by a warrantless search 
and seizure of historical cell phone records that reveal the location and 
movement of the user. 
 
The Court held that the government’s acquisition of such records – or at 
least seven days or more of them – constituted a search under the Fourth 
Amendment, which required a warrant, because it violated a person’s 
“legitimate expectation of privacy in the record of his physical movements.” 
 
In coming to that conclusion, the Court noted that apart from 
disconnecting a phone from a network entirely, there is almost no way of 
avoiding leaving behind an electronic trail of location data. To the Court, 
then, the location information was “an entirely different species” of record 
than, say, bank records or phone numbers, and in no meaningful sense 
could it be said that the user voluntarily assumed the risk of turning over a 
“comprehensive dossier of his physical movements.” 
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As we stand here today, it’s too early to be able to discern the full 
ramifications of Carpenter. But one point is clear – the Carpenter case 
serves to highlight one of the major challenges in applying our Fourth 
Amendment jurisprudence in this digital age. By the very nature of our 
judicial system, which does not allow for advisory opinions, our courts are 
necessarily confined to deciding cases based on the specific facts (or the 
technologies) with which they are presented.  These decisions are therefore 
inherently backward-looking, which feels like the wrong approach when 
addressing rapidly developing technology.  By contrast, tort law principles 
can be extended to facts beyond the case at issue because concepts of 
negligence can be intuitively applied to a wide variety of facts and 
situations.  Not so where the very legal principle is rooted in, and indeed 
expressed in, terms of the precise technology in the case.  
 
I am not in any way being critical of our judiciary.  Rather, I am simply 
pointing out that the limitations of our “case or controversy” scheme can 
result in a patchwork quilt of legal precedent that takes into account only 
the particular technology directly before the court in each case, which in 
turn leads to decisions that are sometimes hard to reconcile or are 
distinguishable only by factors that seem of dubious significance. It also 
yields a set of legal determinations in this area that are, at best, of uneven 
value in predictive utility.   
 
Indeed, the very fact that the nine justices generated five distinct opinions 
in Carpenter itself makes clear that even the best legal minds are divided 
over the right approach.  And this was in  a relatively straightforward case 
involving fairly well-established technology, where there was already ample 
Supreme Court precedent about the government’s access to other types of 
cell phone information and its use of technology to track a person’s 
physical movements.  
 
Our experience tells us that if we want to be forward-looking to embrace 
future technologies and have more predictive legal principles, the 
legislative branch also has an important role to play, which I’d like to turn 
to now.  While the courts have established the outer bounds of the Fourth 
Amendment, within those limits, it has been Congress that has enacted 
relatively strong privacy protection, but only in specific areas.  
 
The fact that Congress has chosen to act in an important but limited way is 
also no surprise, for all of the obvious reasons.  As I have just said, courts 
have been very active in this area, so Congress has in some respects had the 
luxury of simply deferring to their lead.   
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These issues can be dauntingly technical in nature, and there are 
contentious political debates around privacy as well, which Congress, like 
any institution, would seek to avoid wading into if at all possible.    
 
So, as a result, in instances where Congress has chosen to act, it has often 
been to address only specific problems about which there was widespread 
consensus.  We all know that political accord can be difficult to achieve, 
and thus in many cases, given the pace of technology, we have been left 
with either aging laws or no laws at all. 
 
Take, for example, the Electronic Communications Privacy Act, commonly 
known as “ECPA.” Ironically enough, Congress passed ECPA in 1986 in an 
effort, in the words of the Committee Report, “to update and clarify Federal 
privacy protections and standards in light of dramatic changes in new 
computer and telecommunications technologies.” 
 
The state of the law at the time focused, in large part, on privacy 
protections related to telephone calls, and it was said to be “hopelessly out 
of date” in terms of addressing new means of communications. 
 
Of particular concern to Congress at the time was the Supreme Court’s 
decision in Miller and the increasing adoption of both email and 
computerized recordkeeping systems.  Because this information had been 
voluntarily conveyed to a third party, this suggested under prevailing 
doctrine that it was entitled to little or no constitutional protection.  
 
To address this, ECPA established a new framework that provided varying 
requirements for law enforcement to compel disclosure of the content of 
electronic communications depending, in part, on how long they had been 
in storage.  For those communications that have been in storage for less 
than 180 days, a search warrant based on probable cause is required; in 
contrast, for those that have been in storage for more than 180 days, only a 
court order showing relevance to an investigation is needed. 
 
The rationale for this distinction was the state of technology at the time – 
in 1986, most electronic communications systems (including email 
services) did not retain electronic records for longer than six months. 
 
As a result, Congress concluded that “[t]o the extent that the record is kept 
beyond that point, it is closer to a regular business record maintained by a 
third party and, therefore, deserving of a different standard of protection.”  
 
Regardless of how you feel about where Congress drew this line, there can 
be no debate that, due to subsequent developments in technology and 
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commerce, the environment in which this framework was adopted differs 
markedly from today’s.  Almost universally, we now conduct most of our 
affairs online, and we have access to virtually limitless, inexpensive 
electronic storage.  
 
Most of us store our most sensitive information there – from our emails, to 
our pictures, to our financial records – and thus, as many have pointed out, 
the fact that we choose to keep key electronic records longer suggests that 
they are deserving of more protection, not less.  It also raises the larger 
question whether this regime still makes sense given these new realities. 
 
The Department of Justice has addressed some of the issues related to 
ECPA, at least to some extent, through policy changes in recent years.  For 
its part, Congress has also considered legislative updates to the statute, and 
it successfully passed the CLOUD Act earlier this year to address a 
different, pressing ECPA-related issue involving law enforcement access to 
electronic communications stored abroad. 
 
As I mentioned earlier, though, much like other times when Congress has 
acted in the privacy arena, the CLOUD Act served to resolve only a very 
specific problem about which there was significant consensus. In my view, 
no matter how highly we think of Congress’s efforts, one-off, hand-crafted 
solutions like the CLOUD Act are simply too time- and labor-intensive to 
meet our needs in this age of rapidly developing technology.  
 
The situation isn’t all that different with respect to privacy in the context of 
our national security laws, most notably, the Foreign Intelligence 
Surveillance Act, or “FISA.” As many of you are well familiar, FISA was 
originally enacted in 1978 to provide the Executive Branch with a court-
authorized process for conducting electronic surveillance against foreign 
powers or their agents operating inside the U.S.  In creating such a system, 
Congress sought to carefully balance and protect both our national security 
and the privacy and civil liberties of all Americans.  And, indeed, the 
statute has done so admirably for more than four decades now.  
 
Much like ECPA, however, FISA’s structure, which is largely rooted in a 
four-part definition of “electronic surveillance,” has remained basically 
unchanged even as technology has zoomed ahead.  Again, to give credit 
where due, Congress did address this to a significant extent through the 
enactment of Section 702 as part of the FISA Amendments Act of 2008, 
which is one of our most important foreign intelligence surveillance 
authorities.   
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But taking a step back, we should recognize that that this Section 
represents only a small part of the larger FISA framework and, again, 
addresses only a discrete technological problem.   
 
The rest of FISA is still based on its original definitions, with the result that 
we have wound up with a complex, multi-agency statutory scheme that 
hinges in part on the type of collection and the location of collection, as 
well as the purpose and use of the collection, and that doesn’t specifically 
address issues such as ubiquitous encryption, web-based communications 
applications, the possibility of intelligence information becoming available 
through new technologies, and the global dispersion of computer servers 
and data storage.  
 
Again, to be crystal clear, I mention ECPA and FISA and some of their 
deficiencies today not because I am calling for any particular set of changes 
or improvements.  Rather, I believe that they are emblematic of how 
technological changes can drive the need to update statutory frameworks, 
and they demonstrate the shortcomings of how we have attempted to 
address these issues legislatively in the past.  
 
These shortcomings become even more noticeable when you consider how 
our privacy laws regulate the private sector.  As I noted earlier, the legal 
restrictions we put in place to ensure our notions of privacy in America are 
mostly focused on curtailing government.  By contrast, we have largely let 
market forces – which is to say, no regulation – establish whatever 
individual rights we may have in this area relative to corporations and 
other businesses.  
 
True, the private sector’s collection and use of our personal data are in 
some areas subject to a complex assortment of federal and state statutes, 
but many of these statutes apply to only particular sectors or types of data 
(for example, your financial or health information) about which there is a 
deep consensus on a heightened need for privacy.   
 
The rest provide only broad consumer protections and are really not 
focused on privacy rights per se.  Admittedly, there are benefits to this 
approach, which allows wide latitude for states to legislate and reduces the 
risk that there will be the sorts of unintended consequences that often 
accompany broad, comprehensive legal regimes.   
 
Compare, just for a minute, the U.S. regime to how privacy is regulated in 
Europe. There, the concept of privacy focuses on the dignity of the person 
and very much extends to private sector activity of all types.  This approach 
has traditionally resulted in laxer regulation of government surveillance, 
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but much stricter and comprehensive laws about, for example, data 
protection, credit reporting, and workplace privacy.   
 
The General Data Protection Regulation, or GDPR, which came into effect 
earlier this year throughout the EU, is a perfect example.  GDPR instituted 
a new set of wide-ranging and significant privacy protections and applies 
broadly to all EU organizations and companies around the globe holding or 
processing the personal data of people in the EU. 
 
Europe is far from being alone in passing comprehensive privacy laws. In 
recent years, Japan, India, Brazil, and many other countries, including 
some of our largest trading partners, have all enacted new privacy regimes 
relating to how companies may handle personal information.  According to 
one estimate, more than l00 countries now have some form of privacy 
laws, and some 40 other countries have pending legislation or initiatives in 
the works.  
 
That is not to say that there haven’t been attempts here in the U.S. to 
strengthen and standardize our privacy laws. In part as a result of the 
federal government’s failure to adopt such proposals as a consumer privacy 
bill of rights, California recently enacted its own Consumer Privacy Act, 
which extends a broad range of new consumer privacy rights and data 
security protections.  
 
While many have cheered California’s approach, there are also many who 
fear that it will serve only to further complicate the already muddled or 
excessive regulatory landscape in the U.S. 
 
The various approaches have been the subject of widely-publicized 
hearings before the U.S. Senate and the Federal Trade Commission in 
recent months.  The National Institute for Standards and Technology has 
also begun looking at the issue, with the goal of issuing a “privacy 
framework” in the same vein as its widely-heralded cybersecurity 
framework.  
 
No matter how you view these efforts – and as you would expect, I’m not 
taking a position on them – it is clear that many in our society feel that the 
approach that we have taken to date with respect to regulating the private 
sector is increasingly problematic.   
 
The recent level of public and Congressional attention to the 
Facebook/Cambridge Analytica issue is illustrative of that feeling.  With 
the international community pushing ever more aggressive laws and the 
global nature of our digital society, the choice regarding how we go about 
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addressing privacy here in the U.S. might soon be out of our hands. 
Companies operating internationally are being forced to adapt to 
regulations implemented in foreign countries.   
 
If we want to play a role in shaping those policies to suit our own notions of 
privacy, we need to get engaged.  At the same time, we also need to 
recognize that the more that states seek to occupy this space, the more 
likely that we will end up with additional complexity and inconsistencies.  
In short, we no longer have the option of addressing this issue in an ad hoc 
fashion. 
 
 This will require the public and private sectors to take a holistic approach 
to addressing privacy concerns associated with our increasing reliance on 
digital technologies.  Perhaps, as in Europe, we need new comprehensive 
requirements to regulate how our personal information can be used, 
shared, or disseminated online.  
 
Or perhaps we don’t need any additional government regulation, as simply 
updating our current laws to reflect the state of technology today might be 
sufficient.  Alternatively, voluntary industry-generated approaches might 
also meet our needs.  I’m not here to advocate any of these or other 
potential approaches, but rather, my point is simply that we must have a 
societal dialogue about how we want to confront the problem.    
 
Even more broadly, though, we also need to be asking ourselves the more 
fundamental question of what privacy really means to us here in the U.S., 
both as it relates to our interactions with the government and with the 
private sector.  Under our current legal framework, the same piece of 
electronic information may be protected from interception or disclosure to 
the government, but it could be disseminated, sold, or used by a private 
company with few, if any, restrictions.   
 
Have we genuinely reflected on whether that is the actually the best 
approach when we consider the forthcoming digital revolution?  Moreover, 
the confluence of the Internet of Things and increased monitoring for 
cybersecurity purposes imply an almost inconceivable level of potential 
knowledge about an individual.   
 
Will we feel comfortable that a machine will see, aggregate and analyze this 
data, knowing that there’s always the possibility that a human could extract 
the resulting knowledge?  Some advocates have asserted that a violation of 
privacy occurs when the government’s computers simply scan citizens’ 
emails looking for a terrorist’s email even though it’s all done without 
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human intervention, but at the same time, my private email provider 
already reads all my emails looking for spam. How do we reconcile this?  
 
To be sure, a social media company or a data broker can’t put you on trial 
or in jail, but consider how much information those companies actually 
know about you – everything from the relatively mundane like your contact 
information to some of your most personal, intimate, and potentially even 
unconscious, interests and habits.   
 
Isn’t it fascinating that we’ve reached a point where, arguably, the private 
sector now has even greater impact on our privacy than the government?  
Have we paused to consider how to appropriately account for that?  Or, 
perhaps, have we reached the point where we have come to accept this 
status quo because – to quote Ben Wittes of Brookings – “our concept of 
privacy is so muddled, so situational, and so in flux that we are not quite 
sure any more what it is or how much of it we really want.”  
 
I would submit that a natural and appropriate place to begin these 
conversations would be to reexamine the Supreme Court’s 1967 
formulation of our privacy interests. 
 
In lieu of evaluating the “reasonable expectation of privacy” as a threshold 
and ultimately dispositive question, maybe we could implement it instead 
by means of a functional approach.  This would place the focus more on the 
type of the information at issue, its intimacy and sensitivity, and how it is 
protected (including considering whether one truly and voluntarily shared 
the information with any third parties), while deemphasizing factors like 
the type of communication collected, the means by which it was collected, 
or the location of its collection.  
 
It might also result, for example, in stricter controls on information such as 
medical records, and lesser protection for information such as the time, 
date, duration, and identities of a telephone conversation.  Please note that 
I am not specifically advocating for this approach, but I do find it to be a 
logical alternative worth considering.  And just to be clear, I am not seeking 
any diminution of our privacy to facilitate surveillance powers.  Actually, I 
think a cogent approach to this topic could strengthen our sense of privacy 
in many respects.  
 
I would also caution that, in having these sorts of discussions, we must 
avoid the temptation to view things in absolutes and to reflexively label 
ideas as anti-privacy, anti-security, or even unconstitutional just because 
we might think that they should be.  This will be particularly important 
when addressing politically- and emotionally-charged topics like 
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encryption, which undoubtedly will continue to be a significant part of the 
privacy conversation in the years to come.   
 
Rather than simply asserting that any potentially weakening of privacy 
protections (legal, technical, or otherwise) is inherently bad and thus off 
the table for discussion, we need to be intellectually honest about what 
interests that we are trying to protect, what harms genuinely may occur, 
and how should we balance these against other potential benefits such as 
increased safety or convenience.   
 
Lapsing into jargon and retreating into our traditional corners will serve 
only to stall this important debate.  We should instead be working to find 
consensus and principles that we agree upon. 
 
 It is undeniable that these are extremely complicated issues with no clear 
or correct answers.  Throughout our nation’s history, lawyers have been the 
leaders in helping our society wrestle with those types of issues and forge a 
consensus on what is best for our country.   
 
So through our very work as lawyers in the national security realm, we are 
in the vanguard in thinking about privacy in this digital age, and that is 
why we have a responsibility to use our knowledge and skills to help lead a 
constructive dialogue about how to better shape our legal framework for 
the years to come.   
 
Let’s not miss this opportunity; let’s not let this inflection point pass us by.  
I hope that, through my remarks today, I have contributed in a small part 
to that process, and I thank you for attention this afternoon. 
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Number 4 

If your toothbrush calls you, it might not be for dental hygiene: 
the importance of securing the Internet of Things 
Second ENISA-Europol conference tackles security challenges of IoT 
 

 
 
Our world is hyper-connected now. Current estimates are that there are 
around 10 billion electronic devices with access to the internet and that 
number will have at least doubled by 2020.  
 
In addition to the many advantages and opportunities, the emerging ability 
of connected devices to impact the physical world has also created a new 
set of vulnerabilities and possibilities of exploitation by criminals.  
 
To address these vulnerabilities, tackle them effectively and to fully realise 
the great potential that it offers, ENISA and Europol have brought together 
400 experts from the private sector, security community, law enforcement, 
the European Computer Security Incident Response Teams (CSIRTs) 
community and academia for a two-day conference in The Hague. 
 
The Internet of Things (IoT) is a wide and diverse ecosystem where 
interconnected devices and services collect, exchange and process data in 
order to adapt dynamically to a context, automate decisions and provide 
better situation awareness.  
 
In simpler words, it makes our televisions, bathroom scales, fridges and 
even our cars and cities ‘smart’ and creates new opportunities for the way 
we work, interact and communicate, and how devices react and adapt to 
us.  
 
IoT has added to our overall convenience, ease of use and even safety but it 
is important to implement adequate security measures to protect the IoT 
from cyber threats.  
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What will happen when cheap and unprotected IoT devices allow criminals 
to watch your every move from your vacuum cleaner’s camera, change the 
settings of your connected medical device or drive your car into a wall? 
These challenges – whether technical, legal, policy or regulatory – need to 
be addressed across different sectors and stakeholders.  
 
For the second year in a row, ENISA and Europol joined forces to gather 
the world’s leading experts from the private sector and law enforcement 
and cybersecurity community to discuss the security challenges around 
Industry 4.0, IoT application domains and concrete case studies in the 
automotive, aerospace and smart home industry and emerging IoT trends 
like artificial intelligence and digital forensics. 
 
The second IoT Security Conference provides a unique platform for experts 
to provide the audience with insights into the security requirements of IoT, 
a mapping of relevant threats, assessing possible attacks and identifying 
potential good practices and security measures to apply in order to protect 
IoT systems and to deliver the many opportunities IoT offers in a safe and 
privacy-respecting manner. 
 
The main conclusions of the conference are: 
 
- security should not be an afterthought when designing systems and IoT 

systems are no exception; 
 
- implementing security does not need to be complicated. As ENISA's 

report shows, baseline security recommendations for IoT were made 
accessible via an interactive online table. This allows for easy access to 
specific good practices; 

 
- law enforcement needs to be in a position to go beyond defence and 

incident response by being able to investigate and prosecute the 
criminals abusing connected devices; 

 
- there is a need to discuss digital forensics in regard to IoT and the 

importance of data and privacy protection, considering the amount and 
different categories of data collected by the IoT; 

 
- this joint conference is an excellent example of much-needed multi-

disciplinary dialogues. ENISA and Europol are working closely together 
to inform key stakeholders of the need to be aware of the cybersecurity 
and criminal aspects associated with deploying and using these devices; 
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- the IoT has great potential and provides tremendous opportunities to 
improve the way we interact, do business and go about our daily lives. 

 
- In 2019 and beyond, holistic, pragmatic, practical and economically 

viable security solutions need to be promoted and the entire IoT 
ecosystem needs to be looked into. ENISA will be working on an 
automotive IoT case study and welcomes the active support of all 
partners. Cybersecurity is a shared responsibility. Stronger 
collaborations with industry are planned together with other initiatives 
to ensure coordinated efforts and explore all possible synergies. 

 
ENISA’s Head of Core Operations Department, Steve Purser commented: 
“It is important and essential to collaborate because cybersecurity is a 
shared responsibility and that is ever truer in the IoT domain.  
 
This joint conference is an excellent example of these much-needed multi-
disciplinary dialogues.  
 
The benefits and opportunities that IoT brings are numerous and of 
paramount significance for the entire society. It is our duty to ensure that 
this is done in a secure, safe and reliable manner.  
 
IoT security is a prerequisite for a secure and safe connected digital society. 
The time to act for Internet of Things security is now. I welcome the 
collaboration with Europol, and I am confident that such joint efforts will 
contribute to ensuring IoT security for all.” 
 
Europol’s Deputy Executive Director of Operations, Wil van Gemert added:  
 
“Law enforcement must have the tools, skills and expertise to investigate 
the criminal abuse of the IoT.  
 
We have a leading role, together with our partners, to go beyond increasing 
cyber security and resilience of the IoT as we can make a specific 
contribution in terms of deterrence.  
 
The complexity of IoT and its resulting cybersecurity challenges call for a 
holistic, smart and agile approach.  
 
As IoT is now a present reality as opposed to a futuristic concept, the 
necessity to have this multi-stakeholder conference to put cybersecurity at 
the heart of the IoT ecosystem is self-evident.” 
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Common understanding of IoT cyber security 
 
ENISA has been working for several years on identifying security threats 
and risks in the Internet of Things and on providing recommendations to 
strengthen its security.  
 
To address the challenges and lay the foundation for IoT security, ENISA 
has introduced Baseline Security Recommendations for IoT, to ensure 
common understanding and interoperability when it comes to IoT cyber 
security. 
 
Device manufacturers and users of IoT devices and systems can use these 
recommendations as a checklist against which to assess their IoT security 
solutions.  
 
For this reason, an interactive online tool has also been developed that can 
be used to define one's own threat model and accordingly identify specific 
security measures to deter, protect and prevent pertinent threats. 
 
Building on this work, ENISA continues to engage with stakeholders and 
will publish a new study in 2018 on Good Practices for Security of IoT with 
a focus on Industry 4.0 and smart manufacturing, while in 2019 relevant 
efforts concerning smart cars are expected. 
 

Useful tool for law enforcement use 
 
The Internet of Things has many advantages for law enforcement as a new 
tool to fight crime.  
 
Police are already using connected devices like smart cameras for major 
events and to fight robberies and home burglaries, bodycams to raise 
situational awareness, sensors in firearms to track when and how often it is 
used, and so on.  
 
It is important that law enforcement also invest in the safety and security 
of its IoT-connected devices, to protect the privacy of the citizens it works 
for. 
 
Crime scenes are changing because of the IoT: data from connected 
doorbells, cameras, thermostats, fridges, etc. can provide useful and crucial 
evidence. The necessary forensic techniques and training will need to be 
used to safeguard this data.  
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Big data collected by IoT devices, for example for facial recognition from 
camera images after a major incident, will become an integral part of a 
criminal investigation but also require the necessary means to protect the 
privacy of citizens. 
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Number 5 

Cybersecurity is Everyone’s Job 
A Publication of the National Initiative for Cybersecurity Education 
Working Group, Subgroup on Workforce Management, at the 
National Institute of Standards and Technology 
 

 
 
This guidebook provides things to know, and things to do, for everyone in 
an organization, regardless of its type or size.  
 
It is intended for the general audience, which may not otherwise be 
knowledgeable about, or interested in, cybersecurity.  
 
It can be read as a complete guide, or by each business function as 
standalone guides. 
 
This guidebook outlines what each member of an organization should do to 
protect it from cyber threats, based on the types of work performed by the 
individual. 
 
It is aligned with the strategic goals of the National Initiative for 
Cybersecurity Education (NICE), a program of the National Institute of 
Standards and Technology (NIST).  
 
The need for this paper was identified by the Workforce Management 
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subgroup of the NICE Working Group (NICEWG), a voluntary 
collaboration of industry, academic and government representatives 
formed to facilitate, develop and promote cybersecurity workforce 
management guidance and measurement approaches that create a culture 
where the workforce is managed and engaged to effectively address the 
cybersecurity risks of their organization. 
 
To read the document: 
https://www.nist.gov/sites/default/files/documents/2018/10/15/cybersec
urity_is_everyones_job_v1.0.pdf 
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Number 6 

Supply Chain Attacks Back on the Agenda 
 

 
 

Introduction 
 
The world learned last week about the alleged existence of a malicious 
microchip or hardware modifications, introduced in data centre server’s 
motherboards from a well-known US vendor, presenting an alleged 
malicious behaviour.  
 
The investigation, conducted by a US news media corporation, traced back 
the original manufacturer from the vendor’ supply chain process, 
identifying a sub-contractor located in China. 
 
The disclosure takes place in the realm of a global trade storm with the US 
and China in the epicenter and after a long period of mutual accusations of 
industrial espionage.  
 
Adding to this episode, the growing concerns from the EU over alarming 
levels of cyber espionage against European industry, revealed by a recent 
study, with an official position expected any time soon. 
 
In this particular episode, there is more to know about this microchip and 
its alleged malicious capabilities.  
 
For now, there is no report of an incident resulting from the hardware 
implant.  
 
All parties involved - including the vendor and its ca. 30 customers – are 
denying its existence and the UK’s DHS and GCHQ questioning the 
conclusions of the report.  
 
Aside from all the political and diplomatic discussions, the lesson learned 
from this episode is to revive the urgency to mitigate the risks associated 
with hardware vulnerabilities and supply chain attacks. 
 
This Info Note reviews the finding of an investigation to a suspicious 
microchip found in the motherboard of a major server systems vendor and 
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the risks associated with the exploit of hardware vulnerabilities and supply 
chain attacks.  
 

Contextual Information 
 
The Semiconductor Industry 
 
The Electronic Components and Systems Industry, that includes the 
manufacturing of semiconductors, plays a critical role in the digital 
transformation currently ongoing.  
 
During the last decade, the US remained the market leader in this industry 
with other countries, including China, demonstrating a serious 
commitment in expanding this sector.  
 
Europe semiconductor industry, representing a pale ca. 9% of the global 
market in 2017, is a minor player, compared with the leading countries US, 
China, South Korea and Taiwan. 
 
While the demand for consumer electronic products continues to increase, 
is not predictable that this situation will reverse any time soon. Vendors 
will continue manufacturing and sourcing components from Asian 
suppliers, mainly looking for cheaper productions costs. 
 
The alleged malicious microchip 
 
The microchip, firstly noticed in 2015 during a third-party security audit to 
the US vendor, was reportedly not in the original motherboard design but 
later introduce by a Chinese subcontractor.  
 
This fact raised suspicions about the real intentions in altering the 
blueprints and placing this component into the motherboards.  
 
According to the researcher, the microchip was “… placed electrically 
between the baseboard management controller (BMC) and its SPI flash or 
serial EEPROM storage containing the BMC's firmware.” 
 
The BMC is part of a computer server Intelligent Platform Management 
Interface (IPMI), a crucial component in the motherboard, responsible for 
managing the interface between the system-management software and 
hardware.  
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It allows administrators to remotely monitor and maintain machines, 
typically over a network without having to physically locating the server in 
a data centre.  
 
Typical capabilities of the BMC firmware includes to force the server 
power-cycle, reinstall or modify the host operating system, mount 
additional storage, access a virtual keyboard and terminal connected to the 
computer, among others.  
 
By reaching the BMC software from a malicious motherboard microchip, 
an adversary can have control over any given server.  
 
It constitutes one of the best places to implement unauthorised access to a 
server. The controller has access to the server's main memory, allowing it 
to create a backdoor into the host operating system kernel, download and 
execute second-stage malware. 
 
The threat with Supply Chain attacks 
 
Supply chain attacks constitute worst case scenario for all kind of 
companies and due to its high mitigation costs, one for which such 
organisations are least prepared to deal with. As there is no good fix if the 
supply chain is being attacked, the impact of such attack may be nefarious 
and unpredictable. 
 
In 2016, ENISA published a detailed study on “Hardware Threat 
Landscape and Good Practice Guide”, proving a deeper analysis into 
aspects of hardware threats, vulnerabilities but also mitigation by means of 
good practices.  
 
The major hardware non-physical and malicious threats identified by the 
study:  

 
- Firmware Modification, e.g. of CPU, internal/external Controllers (e.g. 

hard drive/USB media), chipsets, smart chargers, smart batteries, co-
processors, NICs. 

 
- Remote firmware attacks, e.g. in network interface cards. 
 
- Attack Persistence. 
 
- Information Access. 
 
- Traffic sniffing at the network, internal Bus or memory level. 
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- Surveillance of location, audio, visual data and behaviour. 
 
- Data tampering, spoofing of location and behaviour. 
 
Under this light and having in mind internal market issues in the European 
Union, manufacturers and consumers alike have reasons to be concerned 
by supply chain vulnerabilities as cybersecurity issues are exacerbated 
unless control is retained from A to Z in a supply chain.  
 
While a possible mitigation measure for instance is to design and 
manufacture own products, such an approach can be affordable to few 
large consumers that enjoy high market share margins.  
 
All other market actors – and in particular SMEs - might find this 
approach to be far beyond their financial capabilities. Even in cases of 
trusted hardware design, it may be the case that actual manufacturing 
takes place in overseas plants managed under scant principal control.  
 
That might give rise to a host of issues, let alone poor manufacturing 
practices, that can give way to vulnerable soft or hard components (and 
firmware) to contaminate otherwise well designed systems.  
 

Recommendations 
 
ENISA published a study in 2015 titled “Supply Chain Integrity” reviewing 
the ISO/IEC 15288, an engineering standard covering systems processes 
and lifecycle including Supply Chain Integrity and resilience functions. 
 
Besides recommendations made in the quoted ENISA Report on Supply 
Chain integrity, ENISA recommends: 
 
- Maintain a small supplier base allowing a vendor to have tighter 

control over its suppliers. 
 
- Security built into the design to detect any previous unauthorized 

access to the production environment. 
 
- Stringent vendor controls in order to abide by lists of approved 

protocol. 
 
- Conduct occasional site audits at supplier locations and having 

personnel visiting the sites on a regular basis for greater control. 
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- Strict adherence to reporting requirements mandated in the EU 
regulatory framework (e.g. NISD, GDPR, eIDAS) 

 
- Close cooperation with investigating authorities in case of an incident 

carrying criminal law implications 
 

Closing Remarks 
 
The inevitability of the risks associated with industrial globalization 
require from vendors a systemic and detailed approach in Supply Chain 
processes.  
 
The risk of an adversary implanting a vulnerability in the supply chain is 
not new, and its mitigation proven extremely difficult regardless if 
conducted internally, from inside the company or externally from a third 
country supplier.  
 
A thorough definition of security requirements and adherence to best 
security-by-design practices should be the industry focus when mitigating 
these risks.  
 
As there is no specific protection available for consumers, monitoring for 
suspicious activity in networks and servers remains the best advice 
possible, to defend from this type of threat. 
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Number 7 

Cyber security of youth data 
A Girl Scouts of America branch in Orange County, California, has suffered 
a security breach potentially exposing the sensitive personally identifiable 
information (PII) of thousands of minors.  
 

 
 
Unidentified hackers were able to log into the email account used to 
coordinate travel for its members. Sensitive PII extended as far back as 
2014 and included name, date of birth, email, address, driver licence, 
health history and insurance policy details.  
 
Following the compromise, hackers used the same account to send out 
emails of their own. The content of the emails has not been revealed but 
they were likely attempted spear-phishing attacks on members.   
 
According to the UK’s Charity Digital News 
[https://www.charitydigitalnews.co.uk/2018/09/04/data-breaches-
among-charities-doubles/], the number of reports of data breaches among 
charities has doubled over the last two years with education and childcare 
organisations reporting a 142% increase.   
 
Fraudsters can use children’s details to make financial applications and 
create a credit history for the child whose identity they’ve stolen. Children 
typically do not have credit records, so it is likely that any activity 
surrounding the identity theft will remain undetected for a long time.   
 
NCSC’s Cyber security: Small Charity Guide 
[https://www.ncsc.gov.uk/charity] provides small charities with cost-
effective measures to improve security across their IT estate and to achieve 
GDPR compliance. 
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Number 8 

Bringing Photonic Signaling to Digital Microelectronics 
DARPA program seeks to unleash the performance of modern multi-chip 
modules by integrating optical signaling at the chip-level 
 

 
 
Parallelism – or the act of several processors simultaneously executing on 
an application or computation – has been increasingly embraced by the 
microelectronics industry as a way of sustaining demand for increased 
system performance.  
 
Today, parallel computing architectures have become pervasive across all 
application domains and system scales – from multicore processing units 
in consumer devices to high-performance computing in DoD systems.  
 
However, the performance gains from parallelism are increasingly 
constrained not by the computational limits of individual nodes, but rather 
by the movement of data between them.  
 
When residing on modern multi-chip modules (MCMs), these nodes rely 
on electrical links for short-reach connectivity, but once systems scale to 
the circuit board level and beyond, the performance of electrical links 
rapidly degrades, requiring large amounts of energy to move data between 
integrated circuits.  
 
Expanding the use of optical rather than electrical components for data 
transfer could help significantly reduce energy consumption while 
increasing data capacity, enabling the advancement of massive parallelism. 
 
“Today, microelectronic systems are severely constrained by the high cost 
of data movement, whether measured in terms of energy, footprint, or 
latency,” said Dr. Gordon Keeler, program manager in DARPA’s 
Microsystems Technology Office (MTO). “Efficient photonic signaling 
offers a path to disruptive system scalability because it eliminates the need 
to keep data local, and it promises to impact data-intensive applications, 
including machine learning, large scale emulation, and advanced sensors.” 
 
Photonic transceiver modules already enable optical signaling over long 
distances with high bandwidth and minimal loss using optical fiber.  
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Bottlenecks result, however, when data moves between optical transceivers 
and advanced integrated circuits in the electrical domain, which 
significantly limits performance.  
 
Integrating photonic solutions into the microelectronics package would 
remove this limitation and enable new levels of parallel computing. 
 
A new DARPA program, the Photonics in the Package for Extreme 
Scalability (PIPES) program, seeks to enable future system scalability by 
developing high-bandwidth optical signaling technologies for digital 
microelectronics.  
 
Working across three technical areas, PIPES aims to develop and embed 
integrated optical transceiver capabilities into cutting-edge MCMs and 
create advanced optical packaging and switching technologies to address 
the data movement demands of highly parallel systems.  
 
The efficient, high-bandwidth, package-level photonic signaling developed 
through PIPES will be important to a number of emerging applications for 
both the commercial and defense sectors. 
 
The first technical area of the PIPES program is focused on the 
development of high-performance optical input/output (I/O) technologies 
packaged with advanced integrated circuits (ICs), including field 
programmable gate arrays (FPGAs), graphics processing units (GPUs), and 
application-specific integrated circuits (ASICs).  
 
Beyond technology development, the program seeks to facilitate a domestic 
ecosystem to support wider deployment of resulting technologies and 
broaden their impact. 
 
Projections of historic scaling trends predict the need for enormous 
improvements in bandwidth density and energy consumption to 
accommodate future microelectronics I/O.  
 
To help address this challenge, the second technical area will investigate 
novel component technologies and advanced link concepts for disruptive 
approaches to highly scalable, in-package optical I/O for unprecedented 
throughput. 
 
The successful development of package-level photonic I/O from PIPES’ 
first two technical areas will create new challenges for systems architects.  
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The development of massively interconnected networks with distributed 
parallelism will create hundreds to thousands of nodes that will be 
exceedingly difficult to manage.  
 
To help address this complexity, the third technical area of the PIPES 
program will focus on the creation of low-loss optical packaging 
approaches to enable high channel density and port counts, as well as 
reconfigurable, low-power optical switching technologies. 
 
A full description of the program is available in the Broad Agency 
Announcement.  
 
For more information: 
https://www.fbo.gov/spg/ODA/DARPA/CMO/HR001119S0004/listing.ht
ml 
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Number 9 

New Data Show Demand for Cybersecurity Professionals 
Accelerating 
 

 
 
Employer demand for cybersecurity professionals across the United States 
continues to accelerate, according to new data published today on 
CyberSeek (https://www.cyberseek.org/index.html), a free online resource 
from the U.S. Department of Commerce’s National Institute of Standards 
and Technology (NIST), Burning Glass and CompTIA. 
 

 
 
U.S. employers in the private and public sectors posted an estimated 
313,735 job openings for cybersecurity workers between September 2017 
and August 2018.  
 
That’s in addition to the 715,000-plus cybersecurity workers currently 
employed around the country. 
 
The new figures from CyberSeek were announced today at the National 
Initiative for Cybersecurity Education (NICE) Conference in Miami.  
 
The NICE program, led by NIST, is a partnership between government, 
academia and the private sector focused on cybersecurity education, 
training and workforce development. CyberSeek was created by CompTIA, 
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an IT industry association, and Burning Glass Technologies, an analytics 
software company, through a grant awarded by NIST in 2015. 
 
The new CyberSeek data show that cybersecurity workers are in particular 
demand, even as job openings outpace job seekers in the U.S.  
 
Across all occupations, there are currently 5.8 employed workers for every 
job opening.  
 
Within the cybersecurity field, the ratio of existing cybersecurity workers to 
the number of cybersecurity job openings is 2-to-3.  
 
That means employers have fewer trained cybersecurity workers in the 
labor force to choose from and must look to other tactics—including 
retraining current workers or attracting and training new talent—to fill 
their needs for cybersecurity professionals.   
 
CyberSeek is aligned with NIST’s NICE Cybersecurity Workforce 
Framework, which categorizes and describes cybersecurity work and helps 
CyberSeek provide clear data on which job roles are most in demand.  
 
The latest CyberSeek update reveals that positions in Operate and 
Maintain (207,190 openings), Securely Provision (186,864), Protect and 
Defend (129,716), and Analyze (124,389) are the most sought after by 
employers. 
 
Among specific core jobs, the top five by employer demand are 
cybersecurity engineer, cybersecurity analyst, cybersecurity 
manager/administrator, cybersecurity consultant and penetration and 
vulnerability tester. 
 
The Washington, D.C., metropolitan area has the largest number of job 
openings for cybersecurity professionals (44,058). Rounding out the top 
five metro areas are New York City (20,243), Dallas (12,062), Chicago 
(11,201) and Los Angeles (10,589). 
 

CyberSeek Career Resources 
 
Beyond the comprehensive supply-and-demand data, CyberSeek also 
features an interactive career pathway showing key jobs within 
cybersecurity, common transition opportunities between them and 
detailed information about the salaries, credentials and skillsets associated 
with each role. 
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For example, average salaries for core cybersecurity jobs range from 
$75,000 for a cybersecurity specialist/technician to $129,000 for a 
cybersecurity architect.   
 
CyberSeek provides content to help local employers, educators, guidance 
and career counselors, students, current workers, policy makers and other 
stakeholders build and maintain the U.S. cybersecurity workforce. You may 
visit https://www.cyberseek.org/ 
 
NIST promotes U.S. innovation and industrial competitiveness by 
advancing measurement science, standards and technology in ways that 
enhance economic security and improve our quality of life. NIST is a non-
regulatory agency of the U.S. Department of Commerce. To learn more 
about NIST, visit www.nist.gov 
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Number 10 

Mexican Mangos, Diamonds, Cargo Shipping Containers, Oh 
My! What Auditors Need to Know about Blockchain and Other 
Emerging Technologies: A Regulator’s Perspective 
Kathleen M. Hamm, Board Member, 43rd World Continuous Auditing & 
Reporting Symposium, Newark, NJ 
 

 
 

I. Introduction 
 
Good morning. Thank you, Dr. Alles, for that introduction, and to Rutgers 
Business School for inviting me to speak here today. 
 
The 43rd World Continuous Auditing & Reporting Symposium provides an 
impressive forum for academics, external and internal auditors, and 
thought leaders to come together to discuss the intersection of auditing and 
technology. I am honored to play a part in this year's event. 
 
With the theme of "Disruptive Innovation in Accounting," over the next 
two days, you will cover blockchain and other emerging technologies — 
such as artificial intelligence, robotics, and the use of big data — and their 
potential to transform accounting and auditing. 
 
I would like to contribute to your agenda today by providing an audit 
regulator's perspective on blockchain and other emerging technologies.  
 
Specifically, I'd like to talk about what auditors need to know; how we, as 
regulators, are assessing emerging technology; and how teachers can help 
to prepare the next generation of assurance professionals for the future. 
 
Before I do, let me briefly tell you about the new board at the Public 
Company Accounting Oversight Board (PCAOB), where we are heading, 
and how emerging technology fits within our plans. 
 

II. The PCAOB and Our Mission 
The PCAOB has a statutory mandate to oversee the audits of public 
companies and broker-dealers in order to protect investors and further the 
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public interest in the preparation of informative, accurate, and 
independent audit reports.  
 
We accomplish our mission by registering public accounting firms, setting 
auditing standards, conducting inspections, and pursuing disciplinary 
actions. 
 
This year marks the crystal anniversary for the PCAOB and, for the first 
time in our 15 years, the PCAOB has an entirely new board leading it. Also 
for the first time, each of the five board members has a different skill set, 
perspective, and experience.  
 
We have a legislative and operational expert, a retired Big Four partner, a 
former financial statement preparer from a Fortune 100 company, a 
professor who specializes in corporate governance, and me.  
 
I bring my background as a securities attorney, a governance, risk 
management, and control adviser, and, most recently, a fintech and 
cybersecurity professional. 
 
When hiring us, the Securities and Exchange Commission's directive was 
clear: Bring our diverse abilities and experiences to the job and work in a 
collegial and collaborative manner to assess the PCAOB's activities and 
operations.  
 
Then together determine the organization's strategic direction and chart 
our course for long-term future success in promoting audit quality and 
investor protection. And that's what we're doing. 
 
Over the past six months, we, as a board, have been reevaluating, bottom to 
top, the PCAOB's programs and operations. We asked for input through a 
public survey, dozens of in-depth one-on-one interviews, and a poll of our 
entire staff.  
 
Around the country, my fellow board members and I met with investors, 
audit committee and board members, chief financial officers, and others 
who play roles in preparing financial statements.  
 
We engaged with academics and met with foreign regulators. We spoke 
with auditors from an array of firms. 
 
We learned a great deal about what works well and what needs 
improvement at the PCAOB.  
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The general consensus in the marketplace affirms that, since the 
establishment of the PCAOB, audit quality has substantially improved and 
restatements of financial statements are dramatically down. 
 
But we also know that more needs to be done to improve the current state 
of audit quality. 
 

III. How and Why Emerging Technologies are a Strategic 
Imperative 
 
Building on what the PCAOB has done well, while identifying where we can 
do better, we have established five strategic goals. 
 
Two goals look inward: we are dedicated to becoming more efficient and 
effective with our resources, while empowering our people to be successful 
and take prudent risks to drive our mission forward. 
 
The remaining three goals focus externally.  
 
The first of these goals is to drive audit quality forward through a 
combination of prevention, detection, deterrence, and enforcement.  
 
The second goal centers on enhancing transparency and accessibility 
through proactive stakeholder engagement.  
 
The final goal focuses on anticipating and responding to the changing 
environment, particularly preparing for emerging and potentially 
disruptive technologies in financial reporting and auditing. 
 

A. Blockchain technology 
 
Take blockchain technology, for example. Some experts expect worldwide 
spending on blockchain technology to be $1.5 billion this year, double the 
amount spent last year.  
 
Four years from now, in 2022, these experts forecast spending on 
blockchain technology to reach almost $12 billion. 
 
The technology relies on a single shared, decentralized ledger that uses 
consensus algorithms to validate information added to the ledger, and 
stores data through cryptography.  
In addition to underlying Bitcoin and other virtual currencies, the 
technology's current uses include tracking supply-chain processes. 
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For instance, Walmart has piloted the technology to track sliced Mexican 
mangos from orchards to its stores.  
 
Over 30 days, tens of thousands of mangos were traced on their journey 
from 16 Mexican farms, two packing houses, three brokers, two import 
warehouses, and one processing facility before eventually arriving on the 
store shelf. 
 
Using traditional manual, paper-based methods, it took almost a week to 
trace a specific mango back to the farm. With blockchain, that time was cut 
to 2.2 seconds! 
 
The technology promises to not only simplify and automate complex 
supply-chain records. It offers the potential to investigate food-borne 
illnesses in seconds, while ensuring the quality and authenticity of 
produce.  
 
Next fall, Walmart plans to launch blockchain to track every bag of spinach 
and head of lettuce placed on its shelves. 
 
Maersk, the world's largest container shipping company, is also testing 
blockchain to track globally its cargo and related documents in near real-
time. And the London-based company Everledger uses blockchain to 
digitally track diamonds. 
 
By design, the technology sequentially links information about discrete 
events (such as a diamond traveling from mine to retailer), forming a chain 
that creates a complete history or audit trail of information. 
 
Beyond supply-chain management, blockchain technology more broadly 
offers a potential solution to the perennial reconciliation challenges facing 
companies. Why is this so significant? 
 
A recent survey of financial leaders for North American public and private 
companies noted that more than half still rely on manual processes for 
account reconciliation. 
 
Such processes are labor intensive, inefficient, costly, and prone to errors. 
If deployed automatically, in near real-time, reconciling not only internal 
ledgers but also external ledgers, blockchain could be revolutionary.  
 
But while many organizations are testing pilots, real-world 
transformational applications at scale are limited. 
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B. Other emerging technologies 
 
In contrast, some other emerging technologies — like robotic process 
automation, big data analytics, and artificial intelligence — are being used 
today as part of the financial reporting process.  
 
For example, according to a recent study, more than a third of all finance 
tasks at large global companies are being performed today by algorithms 
and robots. 
 
That figure is expected to grow to 45 percent within three years.  
 
Companies' use of advanced analytics and artificial intelligence has also 
more than doubled over the past two years.  
 
About a third of surveyed companies reported using advanced analytics in 
2016; today, that figure tops 70 percent.  
 
And more than 60 percent of these companies currently deploy artificial 
intelligence; two years ago that figure was only about 28 percent. 
 
These and other innovative uses of technology offer the potential to 
fundamentally change not only the financial reporting process, but also the 
audit.  
 
Auditors are already using drones to conduct inventory observations. 
Natural language processing is being experimented with to scan contracts 
and other documents to more swiftly identify areas of potential risk.  
 
And machine learning offers the opportunity to develop analytic models — 
whose predictive capabilities improve with use — to assist with assessment 
of fraud risk. 
 
While technology can lead to efficiencies, it also offers the promise of 
improving audit quality.  
 
Freed from manual time-consuming rote reviews, technology offers the 
promise of providing auditors with more time to exercise deep business 
and financial expertise and to hone their professional skepticism to identify 
indicia of errors or fraud and probe their potential root causes. 
 
Technology also offers the opportunity to build accounting and auditing 
standards and regulatory requirements into solutions from the start rather 
than bolting them on after the fact.  
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From my perspective as an audit regulator — and for you, as auditors and 
academics — this is why technology can be so powerful and 
transformational. 
 

IV. What Auditors Need to Know 
 
With all these exciting innovations, it is important to remind ourselves that 
the advent of emerging technologies does not change the fundamental 
financial reporting framework.  
 
If an emerging technology is being used to meet financial reporting or 
internal control requirements established by the federal securities laws, 
then auditors need to understand the design and implementation of that 
technology. And at the risk of stating the obvious: For audits of public 
companies and broker-dealers, PCAOB standards still apply. 
 
In the case of blockchain, if an audit client uses it for business or 
operational activities, the auditor must understand the information 
systems, including the related business processes, relevant to financial 
reporting and how the use of blockchain affects the client's flow of 
transactions. 
 
Blockchain does not magically make information contained within it 
inherently trustworthy. Events recorded in the chain are not necessarily 
accurate and complete.  
 
Recording a transaction on a blockchain does not alleviate the risk that the 
transaction is unauthorized, fraudulent, or illegal.  
 
Blockchain also does not address threats that parties to a transaction are 
related, or that side agreements exist that are not reflected in the chain. 
And nothing in the technology ensures proper classification of transactions 
in the financial statements. 
 
Moving beyond blockchain to other emerging technologies, auditors must 
be clear-eyed about the new challenges that these technologies create.  
 
For example, many of these applications require systematic access to 
quality data.  
 
Clients may be reluctant to provide their auditors unfettered access to such 
data for control and security reasons.  
 

http://www.cyber-risk-gmbh.com/


P a g e  | 58 

_____________________________________________________ 
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer: CHE-244.099.341, 

Rebackerstrasse 7, 8810 Horgen, Web: www.cyber-risk-gmbh.com 

Here is where an auditor's strong cybersecurity posture may go a long way 
to lessen those concerns. 
 
Another challenge: the risk that the technology does not operate as 
intended due to coding errors when developed, or intentional or 
unintentional changes made after the technology is deployed.  
 
Audit firms, therefore, should have robust controls in place around 
developing and testing tools before deployment, and strong change-
management processes for tools that are in use. 
 
In addition, in changing environments, computer code underlying complex 
technology can degrade over time, becoming less responsive. As a result, 
processes should be in place to continuously monitor and confirm that the 
output of an application remains consistent with expectations. 
 

V. How Academics can Help Prepare Students 
 
How can colleges and universities — the professors in this audience — help 
with some of these challenges?  
 
Auditors of the future will need a combination of experience and skills — 
yes, accounting and auditing, but also coding and data analytics.  
 
In addition, personal characteristics like curiosity, imagination, tenacity, 
intuition, and empathy will be even more important than in the past. These 
characteristics cannot be automated or replicated by technology. 
 
Communication and creativity will be in high demand.  
 
Accounting and finance professionals will need a broader range of 
communication skills to work effectively with others across organizations 
because digital transformation efforts require multi-disciplinary teams that 
entail extensive cross-functional collaboration. 
 
Academic institutions that educate and develop their students with these 
combined skills and attributes will make a difference. 
 

VI. The PCAOB's Current Response 
 
How is the PCAOB staying abreast of developing trends around innovative 
technologies? My fellow board members and I — along with PCAOB staff — 
are meeting with audit firms to see their most innovative applications of 
technology.  
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We are also meeting with and learning from other regulators, both 
domestic and international, and academic institutions such as this one. 
Our inspections staff is working to understand the systems of quality 
controls that firms have in place to provide assurance that current 
technology tools — including those used to screen large data populations — 
meet audit objectives.  
 
Our inspectors are also assessing whether engagement teams are applying 
appropriate due care, including professional skepticism, when using the 
tools and assessing their outputs. 
 
Our standards team is spearheading a research project to assess the use of 
new technologies on the audit and audit quality. As part of that effort, it is 
obtaining advice from a data and technology task force of private-sector 
experts. 
 
All of this work is also helping the board assess whether our standards may 
be constraining the use of technology in audits and, if so, to determine the 
most appropriate policy response.  
 
For example, we have three standards projects that are close to completion 
— accounting for estimates, the use of specialists, and supervision of other 
auditors.  
 
In addition to making sure that the new board is comfortable with the work 
previously done, our staff has re-reviewed the proposed standards with an 
eye towards better ensuring that they will remain evergreen as technology 
and data analytics evolve. 
 
Based on what we know today, the PCAOB's standards do not appear to be 
inappropriately impeding the use of innovative technology in the audit. 
Our current standards also appear flexible enough, for now, not to hamper 
audit technology as it evolves. 
 

VII. A Regulator's Approach for the Future 
 
But what about the future? How will we, as audit regulators, view 
innovative, potentially disruptive technology? 
 
To the extent possible, I believe that, as regulators, we should use 
overarching principles that create a framework within which we can think 
about potentially novel technology.  
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While high level and iterative, the framework should provide initial 
guideposts for the potential applications of emerging technology. As those 
applications become more defined, we should further refine those broad 
principles, eventually turning guideposts into guide rails.  
Done this way, we also minimize surprises, lessening the uncertainty 
around our general approach. 
 
Today, for example, I apply five broad principles when I think about 
emerging technology. 
 
First, when used for matters within our preview, as regulators, we are not 
here to pick winners and losers in the race for innovation through the use 
of emerging technology. Let ideas compete. 
 
Second, as regulators, we should not inappropriately impeded creativity. 
We should be open-minded and prepared in appropriate circumstances to 
use our regulatory tool kit — guidance, experimental sandboxes, and, 
possibly under the right circumstances, no-action relief — to remove 
inappropriate hurdles to new, creative uses of technology. But what are 
those appropriate circumstances? 
 
That leads to my third principle: When an innovation offers the potential to 
reinforce or enhance a public policy object, we as regulators should be open 
to removing barriers as appropriate. If the proposed solution offers the 
potential to drive audit quality forward, you have my attention. If a 
proposed solution reinforces one or more of the three pillars of the federal 
securities laws — investor protection, market integrity, or effective capital 
formation — I want to know more. 
 
My fourth principle follows from this: I am particularly impressed by 
emerging technology that builds regulatory requirements and cybersecurity 
into solutions from the start, rather than bolting them on after the fact. 
 
A fifth principle: To be most effective, as technology around financial 
reporting and auditing continues to evolve, stakeholders — including 
investors, preparers, boards, audit committees, auditors, regulators, and 
academics — should actively participate in that development, sharing their 
unique perspectives. Why? That way we can better ensure innovation and 
growth that maximizes value for investors and the economy in a safe and 
sustained manner. 
 

VIII. Conclusion 
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So back to where I started: Mexican mangos, diamonds, cargo shipping 
containers and beyond, blockchain and other emerging and disruptive 
technologies offer immense promise; not only to change financial 
reporting, but also auditing and assurance activities. These are exciting 
times indeed! 
 
Thank you for the opportunity to share my thoughts.  
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Disclaimer 
 
Despite the great care taken to prepare this newsletter, we cannot 
guarantee that all information is current or accurate. If errors are brought 
to our attention, we will try to correct them, and we will publish the correct 
information to the LinkedIn and Facebook pages of Cyber Risk GmbH. 
 
Readers will make their own determination of how suitable the 
information is for their usage and intent. Cyber Risk GmbH expressly 
disclaims all warranties, either expressed or implied, including any implied 
warranty of fitness for a particular purpose, and neither assumes nor 
authorizes any other person to assume for it any liability in connection 
with the information or training programs provided. 
 
Cyber Risk GmbH and its employees will not be liable for any loss or 
damages of any nature, either direct or indirect, arising from use of the 
information provided on this newsletter, or our web sites. 
 
We are not responsible for opinions and information posted by others. The 
inclusion of links to other web sites does not necessarily imply a 
recommendation or endorsement of the views expressed within them. 
Links to other web sites are presented as a convenience to users. Cyber 
Risk GmbH does not accept any responsibility for the content, accuracy, 
reliability, or currency found on external web sites. 
 
This information: 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or 
similar regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the association has 
no control and for which the association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you 
should always consult a suitably qualified professional); 
 
- is in no way constitutive of interpretative; 
 

http://www.cyber-risk-gmbh.com/


P a g e  | 63 

_____________________________________________________ 
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer: CHE-244.099.341, 

Rebackerstrasse 7, 8810 Horgen, Web: www.cyber-risk-gmbh.com 

- does not prejudge the position that the relevant authorities might 
decide to take on the same matters if developments, including Court 
rulings, were to lead it to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on 
the matters at issue. 
 
Please note that it cannot be guaranteed that these information and 
documents exactly reproduce officially adopted texts. It is our goal to 
minimize disruption caused by technical errors. However, some data or 
information may have been created or structured in files or formats that 
are not error-free and we cannot guarantee that our service will not be 
interrupted or otherwise affected by such problems.  
 
Readers that are interested in a specific topic covered in the newsletter, 
must download the official papers, must find more information, and must 
ask for legal and technical advice, before making any business decisions. 
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