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November 2019, cyber risk and compliance in Switzerland
Top cyber risk and compliance related local news stories and world events

Dear readers,
It will be a pleasure to see some of you at the 2. Deutor Cyber
Security Best Practice Conference 2019 (the 4th and the 5th of
December 2019, at the Saarbrücken Castle, Saarbrücken),
followed by a Network Reception and the Deutor Cyber
Security Best Practice Award Ceremony. The conference is under the
patronage of the prime minister of Saarland, Tobias Hans, in cooperation
with the Alliance of Cyber Security, Federal Office for Information Security.
The 4th of December there are two workshops, the “Social Engineering:
Defending against human exploitation and removing attack verticals” and
the “Live Hacking Demo: Attack Steps of the Kill Chain”.
I give the presentation “We have been hacked, they are the puppets.
Disinformation, deception management, and offensive cyber security
measures.”

Niccolo Machiavelli believed that we must never attempt to win by force
what can be won by deception.
We cannot stop all cybercriminals and state-sponsored agents from
breaching our perimeter, but we can use deception management to mislead
them. With the proper mix of cyber security and counterintelligence
tactics, the puppet-masters can become the puppets. They may have access
to classified information and disinformation, but they will not know what
is correct and what is wrong.
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I discuss how we can move from intrusion detection to intrusion deception,
and use deception management as an offensive cyber security tool.
Some information about the conference, and the agenda:
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To learn more: http://deutor.ch/
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George S. Patton has asked to prepare for the unknown, by studying how
others in the past have coped with the unforeseeable and the
unpredictable.
I have just read a great presentation by J. Robert Brown, Jr., PCAOB Board
Member, with title “Facilitating Investor Participation at the Standard Setting Table” (Public Pension Financial Forum, Salt Lake City, Utah). He
was dealing with one of my favorite subjects, unpredictability. To be
precise, with Predictable Unpredictability.
He said: “Those engaging in fraud can try to do so by localizing the
misbehavior in places where the auditor is unlikely to go. The standards
address this risk by requiring that auditors incorporate "unpredictability"
into the audit planning process.
Unpredictability makes concealment more difficult and has been described
by the PCAOB as "important in responding to fraud risks." In other words,
firms should, as part of the audit, make an effort to look where they are not
expected and test what is not anticipated.
Academic research, however, suggests that the approach to
unpredictability utilized by firms in an audit may sometimes become
predictable.
For one thing, audit plans may identify the same risks of fraud from year to
year. The result may be reduced variation in the accounts examined,
providing greater predictability about where the auditor will or will not go.
Academic research also suggests that, in response to identified fraud risks,
audit firms may employ the same substantive procedures each year with
little variation.
In other words, the nature of the testing may not vary. This could entail
increases in the planned sample sizes without undertaking "effective
modifications to a standard audit program, such as targeting procedures or
samples in the fraud area."
Similarly, in testing the general ledger, engagement teams may use filters
to search for possible fraud risk factors but do so in a predictable fashion,
such as using the same filters, using a predictable rotation of filters, or
limiting their applicability to the same accounts.
Academic research suggests that even our standards can push auditors
towards some level of predictability. The risk assessment process may
nudge an auditor away from less material accounts or lower risk accounts.
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Similarly, the standards contain a presumption that improper revenue
recognition is a fraud risk. But fraud can be hidden anywhere. To the
extent auditors focus mostly on revenue, those committing fraud have an
incentive to rely on non-revenue accounts.”
Read more at number 7 below. Welcome to the Top 10 list.
Asymmetric warfare entails modes of combat such as insurgency and
counterinsurgency, partisan and guerrilla warfare, terrorism, and cyberattacks. Adversaries can use unconventional methods to overcome their
conventional weakness in terms of technology and military capacity.
We have asymmetric information, when one party to an economic
transaction possesses superior knowledge than the other party.
In 2001, the Royal Swedish Academy of Sciences has decided to award the
Bank of Sweden Prize in Economic Sciences in Memory of Alfred Nobel
jointly to George A. Akerlof, A. Michael Spence and Joseph E. Stiglitz, for
their analyses of markets with asymmetric information.
According to the Royal Swedish Academy of Sciences, in markets with
asymmetric information, actors on one side of the market have much
better information than those on the other.
Borrowers know more than lenders about their repayment prospects,
managers and boards know more than shareholders about the firm’s
profitability, and prospective clients know more than insurance companies
about their accident risk.
I have just read the presentation of Adrian Orr, Governor of the Reserve
Bank of New Zealand, with title: “Building confidence and reducing risks in
the insurance sector”. He said:
“There are significant information-asymmetries between an insurance
provider and their customer, and the risks of providing poor or outdated
information run in both directions.”
He continues: “Further complicating the task of promoting a sound and
trusted insurance sector is that expectations and circumstances
continuously change.
Customer expectations of ‘good outcomes’ from insurance are evolving,
and there is a heightened awareness across the financial sector as a whole
of the importance of good business conduct.
Risks also evolve. For example, climate change is leading to more frequent
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insurance events, and this is driving new ways of thinking about risk. Just
as advances in technology are providing more data and insight into
insurance risk pricing.”
Read more at number 10 below.
At its meeting on 20 November 2019, the Swiss Federal Council approved
an agreement between Switzerland and the UN on training cooperation in
the context of international peace support.
The agreement will provide a legal framework for closer longer-term
cooperation between Switzerland and the UN in the training sector.
Since 2015, the UN has made wide-ranging efforts to reform aspects of its
peacekeeping missions and has introduced comprehensive measures to
improve operational standards and levels of training. Switzerland has
supported these efforts from the outset.
One area where there is potential to improve quality is in the training of
persons deployed on UN peacekeeping missions: targeted measures should
be used to ensure that those deployed by countries providing military
personnel are better prepared for their duties.
In specific terms, the UN plans to run these training courses jointly with
countries that support the UN and can provide the required infrastructure.
Stans to be the UN training location in Switzerland - The Swiss armed
forces already have a UN-certified training centre in Stans, run by
SWISSINT, the Armed Forces International Command, which is
responsible for deploying Swiss personnel on international missions. The
centre meets all the UN requirements in full and can therefore be made
available as a training location.
By providing their support and cooperation, the Swiss armed forces in
return gain direct access to the UN’s expertise and to the content of the
latest training programmes. This means they can keep their own courses
up-to-date and benefit from the experience of UN specialists.
An initial pilot course for staff officers on UN peacekeeping missions from
various countries was successfully held at the SWISSINT training centre in
Stans in February 2019, giving a clear signal that holding further courses at
this location will benefit both the UN and Switzerland and the Swiss Armed
Forces.
With the conclusion of this agreement, a legal framework will be created
for closer and longer-term cooperation in the training sector. The Federal
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Council has authorised the head of the Swiss mission at the United Nations
to sign the agreement.
Welcome to our monthly newsletter.
Best regards,

George Lekatis
General Manager, Cyber Risk GmbH
Rebackerstrasse 7, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer:
CHE-244.099.341
Our catalog, in-house instructor-led training in Switzerland, Liechtenstein
and Germany:
https://www.cyber-riskgmbh.com/Cyber_Risk_GmbH_Catalog_2019.pdf
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Number 1 (Page 12)

CyLEEx19: Inside a simulated cross-border cyber-attack on
critical infrastructure

ENISA and Europol’s European Cybercrime Centre jointly organise the
first exercise of its kind to test the EU Law Enforcement Emergency
Response Protocol.

“Hola bankers. Your time is running out! You have only 5 hours left to pay
up the ransom before Armageddon, otherwise we will bring down your ebanking services and exfiltrate your precious data.”
Number 2 (Page 15)

Light Ears: Information Leakage via Smart Lights

Anindya Maiti and Murtuza Jadliwala, University of Texas at San Antonio

Modern Internet-enabled smart lights promise energy efficiency and many
additional capabilities over traditional lamps. However, these connected
lights create a new attack surface, which can be maliciously used to violate
users’ privacy and security.
Number 3 (Page 16)

SEC, Investor Alerts and Bulletins
Beware of Spoofed Websites Offering Phony Certificates of
Deposit – Investor Alert

The SEC’s Office of Investor Education and Advocacy (OIEA) is issuing this
Investor Alert to warn investors about phony Certificates of Deposit (CDs)
promoted through internet advertising and “spoofed” websites – websites
that mimic the actual sites of legitimate financial institutions. Investors
should be extremely cautious when purchasing CDs from sites found only
through internet searches.
Cyber Risk GmbH, CHE-244.099.341, Rebackerstrasse 7, 8810 Horgen, www.cyber-risk-gmbh.com

P a g e |9
Number 4 (Page 18)

Nuclear energy and the current security environment in the era
of hybrid threats

With the rising prominence and increased understanding of hybrid threats,
it can be foreseen that those seeking to challenge democratic states will
look for new ways to deploy national power to further their own strategic
interests.
Number 5 (Page 21)

Turla group exploits Iranian APT to expand coverage of victims
A joint report from the NCSC and NSA highlighting Turla activity

The Turla group, also known as Waterbug or VENOMOUS BEAR, is
suspected to be Russia-based. Turla uses a range of tools and techniques to
target government, military, technology, energy and commercial
organisations for the purposes of intelligence collection.
Number 6 (Page 25)

Sextortion scam targeting millions

A large sextortion campaign is potentially targeting more than 27 million
victims using a network of infected devices, otherwise known as a botnet.
Sextortion scams are a type of phishing attack which coerce people to pay a
cryptocurrency ransom because they have been threatened with the
potential sharing of damaging content – in this case, compromising
photographs of the recipient.
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Number 7 (Page 26)

Facilitating Investor Participation at the Standard-Setting Table

J. Robert Brown, Jr., Board Member, Public Pension Financial Forum, Salt
Lake City, Utah

“You help ensure that, among others, our firefighters, the police, teachers,
and public employees have sound resources for retirement. They may not
always know what you do, but they benefit from your hard work.”
Number 8 (Page 35)

NIST Final ‘Big Data’ Framework Will Help Make Sense of Our
Data-Drenched Age
Framework supports the creation of tools that can be used in any
computing environment.

To improve approaches for analyzing very large quantities of data,
computer scientists at the National Institute of Standards and Technology
(NIST) have released broad specifications for how to build more widely
useful technical tools for the job.
Number 9 (Page 38)

NIST Big Data Interoperability Framework: Volume 4, Security
and Privacy

This NIST Big Data Interoperability Framework (NBDIF): Volume 4,
Security and Privacy document, was prepared by the NIST Big Data Public
Working Group (NBD-PWG) Security and Privacy Subgroup, to identify
security and privacy issues that are specific to Big Data.
Big Data application domains include healthcare, drug discovery,
insurance, finance, retail, and many others from both the private and
public sectors.
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Number 10 (Page 40)

Building confidence and reducing risks in the insurance sector
Adrian Orr, Governor of the Reserve Bank of New Zealand, at the
Insurance Council of New Zealand Conference, Auckland, 5 November
2019.

“The Christchurch and Kaikoura earthquakes presented unique ongoing
challenges to the industry. So too have other single-firm-specific events,
such as the failure and liquidation of CBL Insurance”.
Number 11 (Page 48)

Testimony

For a hearing on securing America’s elections Part II
Matthew Masterson, Senior Cybersecurity Advisor, Cybersecurity and
Infrastructure Security Agency, U.S. Department of Homeland Security,
Washington, DC.

DHS has worked to establish trust-based partnerships with state and local
officials who administer our elections, as well as political parties and
campaigns, and I look forward to sharing with you an update on our work
during the 2018 midterm elections and our priorities through the 2020
election cycle.
Number 12 (Page 50)

SEC, Cyber Enforcement Actions

As markets grow more global and complex, so too are the threats through
cyber intrusion, denial of service attacks, manipulation, misuse by insiders
and other cyber misconduct.
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Number 1

CyLEEx19: Inside a simulated cross-border cyber-attack on
critical infrastructure

ENISA and Europol’s European Cybercrime Centre jointly organise the
first exercise of its kind to test the EU Law Enforcement Emergency
Response Protocol.

“Hola bankers. Your time is running out! You have only 5 hours left to pay
up the ransom before Armageddon, otherwise we will bring down your ebanking services and exfiltrate your precious data.”
This was one of the tasks set for CyLEEx19, the first cyber law enforcement
exercise of its kind, which saw 20 cybercrime investigators and
cybersecurity experts from the public and private sector come together at
Europol’s headquarters on 31 October to test the EU Law Enforcement
Emergency Response Protocol in a simulated environment.
Exercise CyLEEx19, organised by Europol’s European Cybercrime Centre
(EC3) and the European Union Agency for Cybersecurity (ENISA), painted
a dark scenario, inspired by malicious cyber activities affecting the public
and private sector across Europe and beyond.
Participants were called upon to react collectively to the simulated largescale cyber-attacks related to incidents such as misuse of IT resources,
unauthorised access to systems, vulnerability exploitations, Distributed
Denial of Service (DDoS), and malware infections.
Participants were asked to respond to these cyber incidents and decide on
the optimal response measures, including if such threats warrant the
triggering of the emergency response procedure.
By performing the majority of the processes documented in the Protocol,
the participants increased their preparedness in case of a real-life
international cyber-attack and identified possibilities for improvement of
the process.
Cybercrime investigators from the Joint Cybercrime Action Taskforce (JCAT), namely France (Police Nationale), the Netherlands (Politie), Spain
(Policia Nacional) and Norway (Politiet) took part in this exercise,
alongside representatives from EC3’s Advisory Groups on financial services
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(Banco Santander and Citi) and the internet security industry (Palo Alto
Networks), together with experts from Europol, ENISA and Eurojust.

The EU Law Enforcement Emergency Response Protocol
In the wake of the 2017 WannaCry and NotPetya attacks, the Council of the
European Union adopted the new EU Law Enforcement Emergency
Response Protocol to address the growing problem of planning and
coordinating between governments, agencies, and companies when cyberattacks occur across international boundaries.
The Protocol is part of the EU Blueprint for Coordinated Response to
Large-Scale Cross-Border Cybersecurity Incidents and Crises (Commission
Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises C/2017/6100).
The EU Law Enforcement Emergency Response Protocol determines the
procedures, roles and responsibilities of key players both within the EU
and beyond; secure communication channels and 24/7 contact points for
the exchange of critical information; as well as the overall coordination and
de-confliction mechanism.
This cyber simulation exercise was developed within the EMPACT 2019
Operational Action Plan Cyber Attacks against Information Systems (CAIS)
under the leadership of France as action leader.
The exercise is also part of the cooperation framework set up under the
Memorandum of Understanding signed by European Union Agency for
Cybersecurity (ENISA), the European Defence Agency (EDA), the
European Cybercrime Centre (EC3) and the Computer Emergency
Response Team for the EU Institutions, Agencies and Bodies (CERT-EU).
The outcomes of the exercise and the feedback provided by the participants
in the evaluation stage will be analysed by Europol’s European Cybercrime
Centre and ENISA. Detailed lessons learned will be set forth in order to
establish a list of actions to improve cyber resilience and the emergency
response to large-scale cyber-attacks in Europe and beyond.
What has happened before the simulation:
https://www.europol.europa.eu/newsroom/news/law-enforcementagencies-across-eu-prepare-for-major-cross-border-cyber-attacks
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Number 2

Light Ears: Information Leakage via Smart Lights

Anindya Maiti and Murtuza Jadliwala, University of Texas at San Antonio

Modern Internet-enabled smart lights promise energy efficiency and many
additional capabilities over traditional lamps. However, these connected
lights create a new attack surface, which can be maliciously used to violate
users’ privacy and security.
In this paper, we design and evaluate novel attacks that take advantage of
light emitted by modern smart bulbs in order to infer users’ private data
and preferences.
The first two attacks are designed to infer users’ audio and video playback
by a systematic observation and analysis of the multimedia visualization
functionality of smart light bulbs.
The third attack utilizes the infrared capabilities of such smart light bulbs
to create a covert-channel, which can be used as a gateway to exfiltrate
user’s private data out of their secured home or office network.
A comprehensive evaluation of these attacks in various real-life settings
confirms their feasibility and affirms the need for new privacy protection
mechanisms.
To learn more: https://arxiv.org/pdf/1808.07814.pdf
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Number 3

SEC, Investor Alerts and Bulletins
Beware of Spoofed Websites Offering Phony Certificates of
Deposit – Investor Alert

The SEC’s Office of Investor Education and Advocacy (OIEA) is issuing this
Investor Alert to warn investors about phony Certificates of Deposit (CDs)
promoted through internet advertising and “spoofed” websites – websites
that mimic the actual sites of legitimate financial institutions. Investors
should be extremely cautious when purchasing CDs from sites found only
through internet searches.
“Spoofed” websites – often using URL addresses similar to those of
legitimate firms’ websites, or using legitimate-sounding names and URLs –
may be used to trick investors into buying bogus CDs. Spoofed websites
selling fake CDs often have red flags of fraud. They may:
-

Offer interest rates higher than you can find at any other financial
institution, with no penalties for early withdrawals;

-

Promote only CDs and no other financial products, such as banking or
brokerage accounts, loans, or commercial banking services;

-

Require high minimum deposits, often $200,000 or more;

-

Direct potential investors to wire funds to an account located outside
the U.S., or to a U.S.-based account that has a different name than the
financial institution claiming to sell the CD;

-

Claim that the spoofed financial institution is a Federal Deposit
Insurance Corporation (FDIC) member and that deposits are FDICinsured; and

-

Identify “clearing partners” that they claim are registered with the SEC.

Be Skeptical and Ask Questions
If you are considering an investment in CDs, conduct internet searches for
the financial institution to see if you find any search results other than the
website initially identified. Call the financial institution using a telephone
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number found somewhere other than the suspect website to determine the
legitimacy of the investment opportunity.
If the website claims the CDs are FDIC insured, verify the financial
institution by using the FDIC’s BankFind tool –
https://research.fdic.gov/bankfind/ – or call the FDIC to verify at 877ASKFDIC (877-275-3342).
Make certain the name of the financial institution claiming to provide the
CDs is exactly the same and not just similar to a firm verified by the FDIC.
If the website claims the CDs are offered by a credit union, verify the
financial institution by using the National Credit Union Administration’s
(NCUA) “Research a Credit Union” webpage –
https://mapping.ncua.gov/ResearchCreditUnion.aspx – or call the NCUA’s
Consumer Assistance Center at 800-755-1030.
If a website provides a name and a CRD number of a broker-dealer or an
employee of a broker-dealer, use FINRA’s BrokerCheck to check whether
the address provided in FINRA’s BrokerCheck matches the address
provided on the website.
You can also check out the information with an unbiased source such as the
SEC’s Office of Investor Education and Advocacy or your state securities
regulator. Our short publication called Ask Questions discusses many of
the other questions you should ask of anyone who wants you to make an
investment.
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Number 4

Nuclear energy and the current security environment in the era
of hybrid threats

With the rising prominence and increased understanding of hybrid threats,
it can be foreseen that those seeking to challenge democratic states will
look for new ways to deploy national power to further their own strategic
interests.
Could nuclear energy be used as one of the strategic tools in hybrid threat
activity for geopolitical aims? As this question has received insufficient
attention to date, the aim of this research paper is to generate discussion
on the subject and take it forward.
This report is a joint effort by four Centres of Excellence around the Baltic
Sea, each of which have their own focus and niche.
The initiative for the report stemmed from the Lithuanian Ministry of
Foreign Affairs and was endorsed by the directors of the European Centre
of Excellence for Countering Hybrid Threats, the NATO Energy Security
Centre of Excellence, the NATO Cooperative Cyber Defence Centre of
Excellence, and the NATO Strategic Communications Centre of Excellence.
The report includes three case studies: Ostrovets nuclear power plant
(NPP) in Belarus, the Paks NPP project in Hungary, and the Hanhikivi NPP
project in Finland.
The case studies also revealed that the Russian state nuclear energy
company Rosatom should be examined as a significant actor in the
European nuclear energy sector due to the fact that it also has ambitions
outside of Europe.
These projects in Europe are examples of such strategic ambitions of the
company.
The NATO accredited Energy Security Centre of Excellence (ENSEC COE)
in Vilnius, established in 2012, pushed the Lithuanian MFA’s initiative
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forward with the Ostrovets case study, as well as its expertise in energy
matters.
ENSEC’s mission is to assist Strategic Commands, other NATO bodies,
nations, partners, and other civil and military entities by supporting
NATO’s capability development process, mission effectiveness, and
interoperability in the near-, mid- and long-term by providing
comprehensive and timely subject matter expertise on all aspects of energy
security.
The mission includes cost-effective solutions to support military
requirements, energy efficiency in the operational field, and interaction
with academia and industry (ENSEC COE, 2019).
Insights into the cyber field were provided by the NATO accredited
Cooperative Cyber Defence Centre of Excellence (CCDCOE), established in
2008. NATO CCDCOE is a cyber defence hub focusing on research,
training and exercises.
The international military organisation based in Estonia is a community of
25 nations providing a 360-degree view of cyber defence, with expertise
in the areas of technology, strategy, operations and law.
The CCDCOE is known for its Tallinn Manual, the main source of reference
for international law applicable to cyber operations. CCDCOE’s mission
is to support its member nations and NATO with unique interdisciplinary
expertise in cyber defence (CCDCOE, 2019).
The NATO-accredited Strategic Communications Centre of Excellence
(StratCom COE) in Riga, established in 2014, analysed the dynamics
of information influence activity that surround nuclear energy and the
different levers of persuasion and coercion available to an adversary.
The Centre’s mission is to provide a tangible contribution to the strategic
communications capabilities of NATO, NATO allies and NATO partners.
Its strength is built by multinational and cross-sector participants from the
civilian and military, private and academic sectors, and the usage of
modern technologies, virtual tools for analyses, research and decisionmaking(StratCom COE, 2019).
The project has been led by the European Centre of Excellence for
Countering Hybrid Threats (Hybrid CoE), established in Helsinki in 2017.
Hybrid CoE currently embraces 24 member states as well as the EU and
NATO.
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Hybrid CoE’s unique networked-based working model aims to assist
member states and institutions in understanding, deterring and countering
hybrid threats and in capability- and resilience-building, as well as by
serving as a safe place where best practice, lessons identified and new ideas
can be shared.
Hybrid CoE acted as the editor-in-chief of the report, contributed its
knowledge of the Hybrid Threats Conceptual Model, including different
phases of hybrid activity, and integrated these into the case studies,
as well as contributed two case studies (Hybrid CoE, 2019).
To read more: https://www.stratcomcoe.org/nuclear-energy-and-currentsecurity-environment-era-hybrid-threats
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Number 5

Turla group exploits Iranian APT to expand coverage of victims
A joint report from the NCSC and NSA highlighting Turla activity

Introduction
The Turla group, also known as Waterbug or VENOMOUS BEAR, is
suspected to be Russia-based. Turla uses a range of tools and techniques to
target government, military, technology, energy and commercial
organisations for the purposes of intelligence collection.
Previous advisories from the NCSC detailed Turla’s use of Neuron and
Nautilus implants and an ASPX-based backdoor alongside the Snake
rootkit. This document provides an update on the reported activity, with a
particular focus on how those tools were used in the period leading up to,
and following, the publication of those advisories.
Since those advisories were published, the NCSC, NSA and partner-shared
analysis of additional victims and infrastructure determined the Neuron
and Nautilus tools were very likely Iranian in origin. Those behind Neuron
or Nautilus were almost certainly not aware of, or complicit with, Turla’s
use of their implants.
After acquiring the tools – and the data needed to use them operationally –
Turla first tested them against victims they had already compromised using
their Snake toolkit, and then deployed the Iranian tools directly to
additional victims.
Turla sought to further their access into victims of interest by scanning for
the presence of Iranian backdoors and attempting to use them to gain a
foothold. The focus of this activity from Turla was largely in the Middle
East, where the targeting interests of both Advanced Persistent Threats
(APTs) overlap.
The timeline of incidents, and the behaviour of Turla in actively scanning
for Iranian backdoors, indicates that whilst Neuron and Nautilus tools
were Iranian in origin, Turla were using these tools and accesses
independently to further their own intelligence requirements.
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The behaviour of Turla in scanning for backdoor shells indicates that whilst
they had a significant amount of insight into the Iranian tools, they did not
have full knowledge of where they were deployed.
While attribution of attacks and proving authorship of tools can be very
difficult – particularly in the space of incident response on a victim
network – the weight of evidence demonstrates that Turla had access to
Iranian tools and the ability to identify and exploit them to further Turla’s
own aims.

Background: Neuron and Nautilus usage by Turla
The NCSC published two advisories on the use of Neuron and Nautilus
tools by Turla in late 2017 and early 2018. These tools were observed in use
alongside Snake on a number of victims.
Since publication of those advisories, further analysis by the NCSC, the
NSA and the wider cyber security community determined that Neuron and
Nautilus tools were present on a range of victims, with a large cluster in the
Middle East.
Victims in this region included military establishments, government
departments, scientific organisations and universities. Some of these
victims, but not all, also had a Snake implant present.

Victim Overlap
Investigation into these victims identified that while some implants had
been deployed and administered from infrastructure associated with the
Turla group, others had previously been connected to by Virtual Private
Server (VPS) IP addresses associated in the open source cyber security
community with Iranian APT groups.
Interestingly, in some instances, it appeared an Iranian APT-associated IP
address first deployed the implant, and later, Turla-associated
infrastructure accessed the same implant.
In order to initiate connections with the implants, Turla must have had
access to relevant cryptographic key material, and likely had access to
controller software in order to produce legitimate tasking.
In other instances, Turla deployed Neuron to victims in which they already
had access to via their Snake toolkit, with all observed connections from
Turla-associated infrastructure.
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Scanning for backdoors
Turla also made use of existing Snake victim networks to scan for the ASPX
shell described in the initial advisory - attempting to identify the presence
of, and access, the ASPX webshell on IP addresses in at least 35 countries.
Commands were passed to the ASPX shell in encrypted HTTP Cookie
values, requiring knowledge of the cryptographic keys to produce valid
tasking and successfully interact with it.
From one Snake victim, a log file was recovered which recorded the output
of Turla’s scanning for these ASPX shells with the strings “!!!MAY BE
SHELL!!! (check version)” and “!!!MAY BE SHELL!!! (100%)”; over 3500
unique IP addresses were scanned.
Once identified, Turla appeared to use these ASPX shells to gain an initial
foothold into victims of interest, and then deploy further tools.

Turla compromise of Iranian C2 infrastructure
Turla accessed and used the Command and Control (C2) infrastructure of
Iranian APTs to deploy their own tools to victims of interest. Turla directly
accessed ‘Poison Frog’ C2 panels from their own infrastructure and used
this access to task victims to download additional tools.
Reporting from Symantec details a specific victim in the Middle East where
Turla was observed delivering their own malware via a Poison Frog panel,
which Symantec and others in the cyber security community attribute to
APT34 (also known as OilRig/Crambus).

Turla compromise of Iranian Operational Infrastructure
The Turla group deployed their own implants against the operational
infrastructure used by an Iranian APT actor and used this to further their
own accesses into the Iranian APT’s global infrastructure.
Exfiltration of data from Iranian APT infrastructure to Turla infrastructure
took place.
Data exfiltration from the Iranian infrastructure by Turla included
directory listings and files, along with keylogger output containing
operational activity from the Iranian actors, including connections to
Iranian C2 domains.
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This access gave Turla unprecedented insight into the tactics, techniques
and procedures (TTPs) of the Iranian APT, including lists of active victims
and credentials for accessing their infrastructure, along with the code
needed to build versions of tools such as Neuron for use entirely
independently of Iranian C2 infrastructure.

Indicators of Compromise (IOCs)
As this advisory provides additional context around historical activity from
the Turla group, these IOCs are provided for completeness. They may be
useful to any investigator with historic data from a previous Turla (or
Iranian APT) investigation. The most effective way to mitigate the risk of
actors exploiting these vulnerabilities is to ensure that the affected
products are patched with the latest security updates.

Indicators for Forensic Analysis
The following indicators can be used to search for the presence of Turla
activity described in this document within forensic analysis tools.
!!!MAY BE SHELL!!! (check version)
!!!MAY BE SHELL!!! (100%)

Reporting to the NCSC
Any current activity related to these threats should be reported via the
NCSC website here where the NCSC can offer help and guidance. You may
visit: https://report.ncsc.gov.uk/
The NCSC is also interested in receiving indicators of compromise and
threat intelligence, even if the activity has already been remediated.
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Sextortion scam targeting millions

A large sextortion campaign is potentially targeting more than 27 million
victims using a network of infected devices, otherwise known as a botnet.
Sextortion scams are a type of phishing attack which coerce people to pay a
cryptocurrency ransom because they have been threatened with the
potential sharing of damaging content – in this case, compromising
photographs of the recipient.
The botnet is said to be reaching its victims at a potential rate of 30,000
emails per hour. The emails include personal details such as passwords in
an effort to convince victims that the threat is real. In reality, these details
have been gathered from existing data breaches.
The attackers threaten to release compromising photographs of the victims
unless they pay $800 (£628) in the cryptocurrency Bitcoin.
Sextortion attacks are a particularly devious way of playing with people’s
emotions and the NCSC has produced comprehensive advice on how to
protect yourself against this form of scam.
You may visit: https://www.ncsc.gov.uk/guidance/sextortion-scams-howto-protect-yourself
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Facilitating Investor Participation at the Standard-Setting Table

J. Robert Brown, Jr., Board Member, Public Pension Financial Forum, Salt
Lake City, Utah

I. Overview
I want to thank Lawrence [Mundy] for the thoughtful introduction and the
opportunity to talk with you today. You are a particularly important
audience.
You help ensure that, among others, our firefighters, the police, teachers,
and public employees have sound resources for retirement. They may not
always know what you do, but they benefit from your hard work.
Your accounting, auditing, and financial background provides unique
insight and expertise into the importance of audit quality and the work
done by the Public Company Accounting Oversight Board ("PCAOB").
Before I go further, I should note that the views I share are my own and do
not necessarily reflect the views of the PCAOB, my fellow Board members,
or PCAOB staff.
Today, I thought I would do two things.
First, I want to discuss your much needed involvement in our standardsetting efforts, and what more the PCAOB can do to enhance this role.
Second, I want to talk a bit about the purported "expectations" or
"performance" gap with respect to fraud procedures and propose possible
ways to bridge the gap.

II. The PCAOB and Standard Setting
The PCAOB and its oversight of the audit profession emerged out of
scandal and crisis. The PCAOB received authority over auditors of issuers
in Sarbanes-Oxley Act of 2002 ("SOX") following the collapse of Enron and
WorldCom; and over auditors of broker-dealers in Dodd-Frank following
the frauds perpetrated by Bernie Madoff and Allen Stanford.
The legislation ended self-regulation and authorized the PCAOB to conduct
inspections, develop standards, and bring enforcement actions.
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But merely listing the assigned functions does not begin to capture the
magnitude of the transformation undertaken by Congress.
The statutory framework instructed the PCAOB to act "to protect the
interests of investors and further the public interest in the preparation of
informative, accurate, and independent audit reports…"
That bears repeating, the PCAOB must protect the interests of investors
and the public. This straight-forward articulation of the PCAOB's mission
set in motion a profound shift in the approach to auditor oversight,
particularly with respect to standards and standard setting.
Prior to the adoption of SOX, standards were for the most part determined
by the profession, with occasional intervention by the SEC, Congress, and
the courts.
Irrespective of the catalyst, the profession held the drafting pen.
With the creation of the PCAOB, the drafting pen changed hands.
Moreover, as a consequence of the PCAOB's statutory mission, investors
and the public earned a seat at the PCAOB's standard-setting table. To
ensure that investors remained adequately involved, the PCAOB developed
several mechanisms for collecting their views.
First, the PCAOB voluntarily agreed to submit proposed auditing and
related professional practice standards, and its rules to the public for
notice and comment. The notice and comment process is mandatory for
federal agencies under the Administrative Procedure Act (or APA), but the
PCAOB is not subject to that law.
So, in providing an opportunity for public notice and comment, the PCAOB
went beyond what the statute requires. The notice and comment process
allows anyone to provide their views on the proposed standard or rule. The
proposal and the comment letters received during the process are posted as
part of a public record.
Second, the PCAOB created, and actively sought advice from, investors and
the public through publicly-held meetings of advisory groups. The
Standing Advisory Group contains representatives of multiple
stakeholders, including investors.
Later, in 2009, the PCAOB added a specific advisory group targeting
investors: the Investor Advisory Group. This body, consisting entirely of
investors and investor representatives, has routinely weighed in on
proposed standards.
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Third, active outreach became a part of the standard-setting process. The
PCAOB's Office of the Chief Auditor communicates with investors and
other stakeholders in connection with the standard-setting process.
PCAOB staff might do so through informal meetings, roundtables, or focus
groups. More recently, the PCAOB created a direct point of contact for
stakeholders, such as audit committees, preparers, and investors.
The consequences of this change can be seen in the results. Investor
participation has become apparent and highly influential.
Changes to the auditor reporting model generated a concept release, two
rounds of proposals, and about 400 comment letters, while changes to
disclosures, which resulted in the identification of the engagement partner
and the other auditors, generated another 200 letters.
They each received noticeable input from investors and both advisory
groups. Significant differences in stakeholder viewpoints had to be
addressed and the process took around six years in one case and seven in
another to resolve. Ultimately, however, a new standard and new
disclosures emerged that were approved by the SEC.
Spurred by changes in the law and hard work by the staff, investors have
earned a key role in the standard-setting process at the PCAOB.
Some may argue that the strong presence of investor views has added
complexity to the process and lengthened the time for completion, but in
my opinion, the result is higher quality standards that better address the
interests of investors and the public.
Integrating investor views into the standard-setting process, however,
cannot be taken for granted. Investor contributions to the development of
audit performance standards has been less robust.
The lack of investor participation creates a risk that the investor viewpoint
will not be fully considered when the revised performance standards are
ultimately adopted by the PCAOB.
The PCAOB, in my opinion, could do more to facilitate investor
participation. The PCAOB can increase the overall transparency of the
organization. With organizational transparency, investors would become
more aware of the activities at, and the reasoning process of, the PCAOB.
In those circumstances, investors would presumably be more inclined to
participate.
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In addition, the PCAOB could be more proactive in seeking investor views
by extending invitations to specific investor organizations, like this one, to
meet with the full board.
The PCAOB could also take a chapter from the Administrative Procedure
Act (and the SEC) by providing a mechanism that allows investors and
other stakeholders to publicly petition the PCAOB for changes in standards
and rules.
Publicly posting petitions and any comments received would provide a
forum for debate and discussion that could help identify and advance areas
of concern to investors.
At the same time, investors should not rely exclusively on the PCAOB to
ensure investor participation.
The post-Sarbanes-Oxley system of auditor oversight depends upon the
public to help make certain that regulators remain accountable to their
mission.
Your role is vital. Don't leave it to us to reach out to you. Communicate
with us directly, whether about standards that have been, or should be,
proposed.

III. The Predictability of Unpredictable Fraud Procedures
Let me now turn to a specific place where your involvement can make a
difference.
The investor seat at the standard-setting table provides an avenue both to
influence changes in, and help inform interpretations of, the standards.
In this regard, I often hear concerns from investors about the auditing
standards relating to the detection of fraud.
The concerns have sometimes been described as an "expectations gap",
suggesting that investors don't fully understand the role of auditors in the
fraud detection space and want more than the standards require.
Conversely, the concerns expressed have sometimes been described as a
"performance gap", suggesting that the standards are adequate but that
auditors underperform.
Let me see if I can bridge some of these "gaps." Specifically, I want to talk
about the requirement in our standards for auditors to incorporate
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unpredictability into their procedures and your critical role in helping to
ensure that audits meet this requirement.

A. Auditors and The Risk of Fraud
As everyone here knows, auditors do not give guarantees about the health
and wellness of a corporate issuer.
They can, however, provide investors with reasonable assurance that the
financial statements are free from material misstatements, whether due to
error or fraud.
Providing reasonable assurance from error mostly entails an approach that
focusses on looking for mistakes.
Think about how this might occur. Mistakes could result from human
error, inadequate internal controls, misapplication of accounting
standards, or reliance on incorrect assumptions.
In searching for mistakes, though, auditors do not look at everything.
Instead, as our standards require, they focus on the areas of the financial
statements that present the greatest risk of material misstatement.
Moreover, while materiality can be qualitatively important, firms typically
compute quantitative thresholds that are predominantly based on the size
of the company.
So, in general, firms are not just looking for mistakes but, absent
qualitative factors, big mistakes. And presumably, they will spend most of
their time with accounts that have the greatest risk of material
misstatement.
But remember, the auditor's opinion provides investors with reasonable
assurance from all material misstatements — not only due to error but also
to fraud.
Looking for financial statement fraud can involve very different
considerations than looking for mistakes.
First, fraud is intentional and, for the most part, deliberately concealed.
Mistakes may not always be obvious but typically they are not deliberately
hidden. Fraud is. That makes detection much harder.
Second, fraud can be hidden anywhere. Fraud can be in high or low risk
accounts. While a risk based approach to an audit can focus auditors on a
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particular set of accounts, these may not be the same ones used to conceal
a fraud.
Third, fraud is often material qualitatively, rendering the quantitative
thresholds typically used by auditors far less relevant.
In fact, recognizing fraud early, particularly in modest amounts, can be
critically important for both investors and for the auditor.
Frauds often begin small, but often do not stay that way and, if not
detected, can eventually lead to substantial harm to investors and
creditors, even the bankruptcy or collapse of the company.

B. Predictable Unpredictability
Those engaging in fraud can try to do so by localizing the misbehavior in
places where the auditor is unlikely to go.
The standards address this risk by requiring that auditors incorporate
"unpredictability" into the audit planning process.
Unpredictability makes concealment more difficult and has been described
by the PCAOB as "important in responding to fraud risks."
In other words, firms should, as part of the audit, make an effort to look
where they are not expected and test what is not anticipated.
Academic research, however, suggests that the approach to
unpredictability utilized by firms in an audit may sometimes become
predictable. For one thing, audit plans may identify the same risks of fraud
from year to year.
The result may be reduced variation in the accounts examined, providing
greater predictability about where the auditor will or will not go.
Academic research also suggests that, in response to identified fraud risks,
audit firms may employ the same substantive procedures each year with
little variation. In other words, the nature of the testing may not vary.
This could entail increases in the planned sample sizes without
undertaking "effective modifications to a standard audit program, such as
targeting procedures or samples in the fraud area."
Similarly, in testing the general ledger, engagement teams may use filters
to search for possible fraud risk factors but do so in a predictable fashion,
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such as using the same filters, using a predictable rotation of filters, or
limiting their applicability to the same accounts.
Academic research suggests that even our standards can push auditors
towards some level of predictability.
The risk assessment process may nudge an auditor away from less material
accounts or lower risk accounts.
Similarly, the standards contain a presumption that improper revenue
recognition is a fraud risk.
But fraud can be hidden anywhere. To the extent auditors focus mostly on
revenue, those committing fraud have an incentive to rely on non-revenue
accounts.

C. Red Flags
The use of unpredictable procedures will potentially reveal risk factors or
red flags that suggest the possibility of fraud.
As a result, auditors also must apply professional skepticism and develop
appropriate procedures to respond to these possibilities of fraud.
The enforcement division at the PCAOB has brought cases for the failure to
exercise appropriate professional skepticism upon the discovery of certain
"warning signs" that "warranted heightened scrutiny."
These have included last minute adjustments, deficiencies in internal
controls that increased the risk of fraud, the treatment of errors discovered
after issuance of the earnings release but before the audit report, unusual
payments to officers, failure to assess "uncharacteristically large amounts,
reported in the last week or two of the reporting period from unusual
transactions", and indications of the unreliability of documentation.
Red flags are, of course, not proof of fraud. Nor are all red flags the same.
They will often generate false positives. But they are matters that require
additional consideration and analysis. And in doing so, auditors may find
themselves having uncomfortable conversations with management.
But these conversations are structurally necessary and a sign of an effective
audit, something that ultimately benefits the issuer and the consumers of
the financial statements.

IV. Steps Forward
So what can you do in this space?
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Unpredictability is a critical element of the fraud detection process. Greater
emphasis on unpredictability may or may not increase the detection of
fraud. But by signaling that fraud can be less easily hidden, some may
forego the effort.
The primary benefit may well be the frauds avoided.
You therefore have an interest in helping to ensure that this element is
properly executed.
You can do so through direct conversations with audit firms about their
approach to these matters. Outreach by firms to the investor community
seems to be increasing. The conversations can better help auditors
incorporate elements of unpredictability into their selection of auditing
procedures.
You can, as investors, encourage audit committees to engage in
conversations with firms to better understand their approach to
unpredictability and to emphasize the importance of this requirement.
This does not mean a discussion of specific procedures employed in the
audit but can entail a discussion about the need to incorporate elements of
unpredictability in the nature, timing and extent of audit procedures.

V. Final Observations
Let me end by returning to the mission of the PCAOB and the seat for
investors and the public at the standard-setting table. The PCAOB needs to
hear from you.
Specifically, with respect to unpredictability, I would encourage you to
bring any insights to the PCAOB. Remember, the PCAOB has the drafting
pen and you have a seat at the table.
The PCAOB could, if it wanted, look more often at the issue of
unpredictability in the inspection process, and the PCAOB could
potentially provide guidance on how to better fulfill the requirement. Your
comments could very much contribute to these steps.
How might you do that? Write to us, talk to us, ask for meetings with the
staff or the full Board to share your views. Push for more transparency.
Give us any insight you have into how we might better reflect the interests
of investors and the public in our standards.
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Why should you do this? Because you benefit. If we can make better
decisions in this space, we will improve the quality of, and trust in, the
corporate reporting regime and help you in your role ensuring the
economic well-being of the hard working Americans that are counting on
you for their retirement.
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NIST Final ‘Big Data’ Framework Will Help Make Sense of Our
Data-Drenched Age
Framework supports the creation of tools that can be used in any
computing environment.

To improve approaches for analyzing very large quantities of data,
computer scientists at the National Institute of Standards and Technology
(NIST) have released broad specifications for how to build more widely
useful technical tools for the job.
Following a multiyear effort, the agency has published the final version of
the NIST Big Data Interoperability Framework, a collaboration between
NIST and more than 800 experts from industry, academia and
government.
Filling nine volumes, the framework is intended to guide developers on
how to deploy software tools that can analyze data using any type of
computing platform, be it a single laptop or the most powerful cloud-based
environment.
Just as important, it can allow analysts to move their work from one
platform to another and substitute a more advanced algorithm without
retooling the computing environment.
“We want to enable data scientists to do effective work using whatever
platform they choose or have available, and however their operation grows
or changes,” said Wo Chang, a NIST computer scientist and convener of
one of the collaboration’s working groups.
“This framework is a reference for how to create an ‘agnostic’ environment
for tool creation. If software vendors use the framework’s guidelines when
developing analytical tools, then analysts’ results can flow uninterruptedly,
even as their goals change and technology advances.”
The framework fills a long-standing need among data scientists, who are
asked to extract meaning from ever-larger and more varied datasets while
navigating a shifting technology ecosystem.
Interoperability is increasingly important as these huge amounts of data
pour in from a growing number of platforms, ranging from telescopes and
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physics experiments to the countless tiny sensors and devices we have
linked into the internet of things.
While several years ago the world was generating 2.5 exabytes (billion
billion bytes) of data each day, that number is predicted to reach 463
exabytes daily by 2025. (This is more than would fit on 212 million DVDs.)
Computer specialists use the term “big data analytics” to refer to the
systematic approaches that draw insights from these ultra-large datasets.
With the rapid growth of tool availability, data scientists now have the
option of scaling up their work from a single, small desktop computing
setup to a large, distributed cloud-based environment with many processor
nodes. But often, this shift places enormous demands on the analyst.
For example, tools may have to be rebuilt from scratch using a different
computer language or algorithm, costing staff time and potentially timecritical insights.
The framework is an effort to help address these problems. As with the
draft versions of the framework NIST has released previously, the final
includes consensus definitions and taxonomies to help ensure developers
are on the same page when they discuss plans for new tools.
It also includes key requirements for data security and privacy protections
that these tools should have. What is new in the final version is a reference
architecture interface specification that will guide these tools’ actual
deployment.
“The reference architecture interface specification will enable vendors to
build flexible environments that any tool can operate in,” Chang said.
“Before, there was no specification on how to create interoperable
solutions. Now they will know how.”
This interoperability could help analysts better address a number of dataintensive contemporary problems, such as weather forecasting.
Meteorologists section the atmosphere into small blocks and apply
analytics models to each block, using big data techniques to keep track of
changes that hint at the future.
As these blocks get smaller and our ability to analyze finer details grows,
forecasts can improve — if our computational components can be swapped
for more advanced tools.
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“You model these cubes with multiple equations whose variables move in
parallel,” Chang said. “It’s hard to keep track of them all. The agnostic
environment of the framework means a meteorologist can swap in
improvements to an existing model. It will give forecasters a lot of
flexibility.”
Another potential application is drug discovery, where scientists must
explore the behavior of multiple candidate drug proteins in one round of
tests and then feed the results back into the next round.
Unlike weather forecasting, where an analytical tool must keep track of
multiple variables that change simultaneously, the drug development
process generates long strings of data where the changes come in sequence.
While this problem demands a different big data approach, it would still
benefit from the ability to make changes easily, as drug development is
already a time-consuming and expensive process.
Whether applied to one of these or other big-data-related problems — from
spotting health-care fraud to identifying animals from a DNA sample — the
value of the framework will be in helping analysts speak to one another and
more easily apply all the data tools they need to achieve their goals.
“Performing analytics with the newest machine learning and AI techniques
while still employing older statistical methods will all be possible,” Chang
said. “Any of these approaches will work. The reference architecture will let
you choose.”
The framework: https://bigdatawg.nist.gov/V3_output_docs.php

Cyber Risk GmbH, CHE-244.099.341, Rebackerstrasse 7, 8810 Horgen, www.cyber-risk-gmbh.com

P a g e | 38
Number 9

NIST Big Data Interoperability Framework: Volume 4, Security
and Privacy

This NIST Big Data Interoperability Framework (NBDIF): Volume 4,
Security and Privacy document, was prepared by the NIST Big Data Public
Working Group (NBD-PWG) Security and Privacy Subgroup, to identify
security and privacy issues that are specific to Big Data.
Big Data application domains include healthcare, drug discovery,
insurance, finance, retail, and many others from both the private and
public sectors.
Among the scenarios within these application domains are health
exchanges, clinical trials, mergers and acquisitions, device telemetry,
targeted marketing, and international anti-piracy.
Security technology domains include identity, authorization, audit,
network and device security, and federation across trust boundaries.
Clearly, the advent of Big Data has necessitated paradigm shifts in the
understanding and enforcement of security and privacy requirements.
Significant changes are evolving, notably in scaling existing solutions to
meet the volume, variety, velocity, and variability of Big Data and
retargeting security solutions amid shifts in technology infrastructure (e.g.,
distributed computing systems and non-relational data storage).
In addition, diverse datasets are becoming easier to access and increasingly
contain personal content.
A new set of emerging issues must be addressed, including balancing
privacy and utility, enabling analytics and governance on encrypted data,
and reconciling authentication and anonymity.
With the key Big Data characteristics of variety, volume, velocity, and
variability in mind, the Subgroup gathered use cases from volunteers,
developed a consensus-based security and privacy taxonomy, related
the taxonomy to the NIST Big Data Reference Architecture (NBDRA), and
validated the NBDRA by mapping the use cases to the NBDRA.
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The NIST Big Data Interoperability Framework (NBDIF) was released in
three versions, which correspond to the three stages of the NBD-PWG
work.
Version 3 (current version) of the NBDIF volumes resulted from Stage 3
work with major emphasis on the validation of the NBDRA Interfaces and
content enhancement.
Stage 3 work built upon the foundation created during Stage 2 and Stage 1.
The current effort documented in this volume reflects concepts developed
within the rapidly evolving field of Big Data.
The three stages (in reverse order) aim to achieve the following with
respect to the NIST Big Data 27 Reference Architecture (NBDRA).
To read more:
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.15004r2.pdf
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Building confidence and reducing risks in the insurance sector
Adrian Orr, Governor of the Reserve Bank of New Zealand, at the
Insurance Council of New Zealand Conference, Auckland, 5 November
2019.

“You never know these days. Uninvited guests may force you to take an
unplanned trip to an unknown destination; doesn’t hurt to be in your
Sunday clothes.”
– Anurag Shourie, Half A Shadow
Tēnā koutou katoa, My thanks to the Insurance Council for inviting me to
speak with you this morning. It is a pleasure and privilege to be here.
In the almost-decade since Parliament passed the Insurance Act in 2010,
the insurance industry has had to deal with the consequences of many
‘uninvited guests’.
The Christchurch and Kaikoura earthquakes presented unique ongoing
challenges to the industry. So too have other single-firm-specific events,
such as the failure and liquidation of CBL Insurance.
Furthermore, the findings from the Australian Royal Commission and our
recent Conduct and Culture Review - jointly undertaken with the Financial
Markets Authority (FMA) - demonstrate the need for ongoing constructive
change across the sector.
I am going to share with you today the Reserve Bank’s perspectives on
some of these events, and about the future direction of our insurance policy
and supervision work - including some of the initiatives that we will seek
your feedback on in due course.
Our desire is to ensure that the insurance sector is financially sound and
trusted. We must be in our best ‘Sunday clothes’ all week long.

Promoting soundness and confidence is challenging
The insurance industry is a crucial part of any modern economy. It is the
part of the ecosystem that society relies heavily on to both mitigate risks
and/or transfer the risk-burden to those best able to manage it.
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There are just under 90 licensed insurers operating in New Zealand.
Through the Insurance Act, the Reserve Bank is tasked with maintaining
the soundness of the insurance sector, and public confidence in the sector.
By definition, this task is far from straight forward. The nature of insurance
contracts can vary greatly between insurers or insured events, and are
often dependent on the individual circumstances of the policy holder.
Furthermore, there are significant information-asymmetries between an
insurance provider and their customer, and the risks of providing poor or
outdated information run in both directions. ‘Who is good for what, and
when?’. For example, often there is a long period of time after a customerrelationship has been established.
In very difficult circumstances, a customer may find that they do not have
the coverage they believed would be available to them. And, on the other
side of the ledger, insurers rely on accurate information from customers
about their own circumstances.
Finally, the Reserve Bank is not tasked with guaranteeing insurers against
failure. As we have seen with the collapse of CBL and the bailout of AMI,
the failure of an insurer is a significant event.
Even if a single-firm-failure does not threaten the financial system as a
whole, such events challenge public confidence.

Insurance challenges continuously evolve
Further complicating the task of promoting a sound and trusted insurance
sector is that expectations and circumstances continuously change.
Customer expectations of ‘good outcomes’ from insurance are evolving,
and there is a heightened awareness across the financial sector as a whole
of the importance of good business conduct.
Risks also evolve. For example, climate change is leading to more frequent
insurance events, and this is driving new ways of thinking about risk. Just
as advances in technology are providing more data and insight into
insurance risk pricing.
The Reserve Bank believes that the insurance sector must ensure that high
quality risk management capability is in place, to support appropriate
insurance outcomes. We support insurers using the best information to
understand their customers and the risks faced by the insurer.
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We also respect that insurers are free to make their own commercial
decisions. Getting your risk management and pricing right is an important
foundation to a sound insurance sector.
However, we are conscious of the wider implications on the economy and
asset prices as insurance providers make their individual business
decisions. Orderly and well-articulated changes in insurance and pricing
strategies are needed, so that all participants in the financial sector – and
wider economy - can adapt their behaviour without creating unintended
outcomes.
The Reserve Bank will be monitoring the development of insurance riskbased pricing, to ensure we understand the potential wider economic
consequences and any impact on New Zealand’s financial stability. We will
comment on what we are observing to date in our upcoming Financial
Stability Report on 27th November.

The Reserve Bank’s policy and supervision challenges also evolve
Just as the challenges and complexity of the insurance sector evolve, so
must the Reserve Bank’s regulatory activity.
Our regulation and supervision of the insurance sector remains based on
the same ‘Three Pillars’ philosophy we apply when supervising registered
banks and the other financial sector participants: self, market and
regulatory discipline.
However, over the next year or so we expect to consult with the industry on
a range of changes that will look to strengthen each pillar.

Self-discipline
The first pillar, self-discipline, refers to the strength of governance,
processes, and internal controls of a firm.
Our view has not changed over the years: directors are ultimately
responsible and accountable for ensuring that a firm operates prudently.
Good self-discipline goes hand in hand with the culture of a firm and is key
to ensuring high-quality outcomes for customers.
Unfortunately, our recent review of life insurer conduct and culture found
areas needing significant improvement. I will return to these findings later.
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Market discipline
The second pillar, market discipline, means the way in which a firm is
perceived by others (such as investors, clients and competitors) and how
this information is acted upon.
In 2018 we introduced the Bank Financial Strength Dashboard, to give the
public more easily digestible information about the banks they deal with.
Our experience indicates that the information has been well received and it
is our intention to develop a similar dashboard for insurance firms.

Regulatory discipline
The third pillar, regulatory discipline, is the rules and regulations overseen
by the Reserve Bank and other agencies, established though legislation.
Our review of the Insurance Act will commence in earnest in 2020. There
are very likely to be some clear areas of read-across from the current
review of the Reserve Bank Act.
For example, there has been focus on a broader range of enforcement tools,
and on a new accountability regime for directors and senior executives.

Managing the pace of change together
We are aware that the pace of change in legislative policy intentions and
broader societal expectations is intense. Insurers tell us that they see
regulatory change as a key risk to monitor and manage.
Our commitment is to ensure that you will have ample opportunities to
contribute to these developments, and that there will be ample time for
your views to be taken into consideration.
As you are aware, the review of the Insurance Act was put on hold while the
Reserve Bank Act review took place. The themes and issues that were
identified in our 2017 discussion paper will be considered further in 2020.
We expect to give initial priority to the scope of the Act, in terms of how we
adequately cater for innovation, different business models, and new
entrants competing with established insurers.
We will consider whether we need to make changes to the legislation that
better ensures appropriate competition between overseas branches and
locally incorporated insurers.
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And we will look to enhance the enforcement tools available to the Reserve
Bank, to better align with our supervisory approach.
Additionally, the International Financial Reporting Standard, IFRS 17, is
scheduled to take effect in 2022 for most insurers. While it sounds minor
and detailed, this is a once-in-a-generation set of changes to the way
insurance contracts are accounted for and reported to the market.
Critically for the Reserve Bank, the standards we set for insurer solvency
are based on the information and data generated from these accounting
standards. We thus need to review our solvency standards to ensure they
are effective and in line with lessons from other jurisdictions, such as
Australia.
It is too early to say whether or not our review of insurer solvency will lead
to the kind of uplift we have proposed for bank capital. However, we do
expect that the current ‘black line’ of a single regulatory minimum limit for
solvency will be replaced with a more graduated series of thresholds - and
varied regulatory response options - as we have proposed for banks.

Show and tell
A criticism identified in the Trowbridge-Scholtens report into our
regulation of CBL, was the lack of ‘show us’ challenges we put to CBL.
There was a similar, more general, point made in the International
Monetary Fund’s (IMF) Financial Sector Assessment Programme 2017
(FSAP) review.
When we meet with banks and insurers as the supervisor of their
businesses, we have typically relied on the information given by, and word
of, decision makers within those businesses.
This is because we have wanted to very clearly ensure accountability sits
with the directors, and also because these individuals are much closer to
their day-to-day operations.
The importance of open and honest disclosure from insurers is clear. Sadly,
this openness has proven to not always exist.
In CBL, we now have an example of a regulated entity that did not engage
with the Reserve Bank openly.
Justice Courtney’s judgement in the hearing for CBL’s liquidation noted “a
lack of candour in dealing with the company’s auditors and the regulator”
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The Reserve Bank’s Relationship Charter seeks – in part – to address these
kinds of issues in a practical and positive manner.
By establishing how we will interact with an institution, we are laying down
a clear marker. What does this mean in practical terms?
The Reserve Bank needs to more often positively verify the information
and assurances it receives from regulated institutions.
We will be intensifying our “show me, don’t just tell me” style of
engagement with the industry.
And, we will be expecting to see a great deal more of this verification
activity happening at the senior management and board level.
An example of this new approach being applied is our review of the
Appointed Actuary regime.
You will be aware that this review is ongoing, and some of you have
received visits from the Reserve Bank’s team.
A sample of 15 insurers were selected for this review, aimed to represent
the diversity of the New Zealand insurance industry (e.g., small and large
insurers, life and general, branch and locally incorporated, directly
employed and external consultant.
For those who took part in the interviews or provided us with submissions,
we thank you for your time and your open, free and frank discussions.
Appointed actuaries play an important and valuable role to both the
industry and the Reserve Bank.
We consider the appointed actuary to be a key voice at the table when an
insurer is seeking to understand its financial health and future prospects.
Our review team expects to make best practice recommendations to
insurers and appointed actuaries, as well as provide recommendations to
our own policy and supervision teams that will feed into our review of the
Insurance Act.
The public report of this review is expected to be published in the first
quarter of 2020. Putting on our ‘Sunday best’ – closing the conduct gap As
already mentioned, earlier this year the FMA and Reserve Bank released a
joint report called Life Insurer Conduct and Culture.
We believe that conduct within financial institutions is a contributing
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factor to customer outcomes, and can result in a gain or loss of trust and
confidence in the industry.
Based on our joint analysis, we found:
-

extensive weaknesses in systems and controls for managing conduct
risk, coupled with a lack of governance and management oversight;

-

a lack of focus on customer outcomes and limited evidence of
customers being adequately considered in product design and sales;

-

that sales incentives were prioritised over good customer outcomes;

-

a serious lack of oversight and monitoring of intermediaries; and

-

a poor and inconsistent approach to dealing with complaints and
remediating issues.

Since the report was made public, we have worked with life insurers while
they develop their action plans for remediating the issues and mitigating
the risks we identified.
We strongly believe that all insurers - including health and general
insurance – should learn from the review and its findings.
This is why we have subsequently written to the boards of general insurers
setting out our expectations that they will review the culture and
governance within their own firms.
A “nothing to see here” mentality is not, and never will be, a sensible
response to such an array of serious findings in a sister industry.
We will be following up with non-life insurers to understand how they are
reviewing these issues within their own firms.
How a firm monitors and addresses conduct and culture issues will be a
part of our ongoing ‘business as usual’ supervision with all insurers. We
will also monitor insurers to make sure their planned actions are
implemented effectively.

Conclusion
The public is demanding that both insurers and regulators play a part in
providing greater confidence in the health and conduct of the sector. The
Reserve Bank’s insurance agenda for the coming year (or years) is thus very
full.
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We are committed to openly communicating our development priorities to
insurers and the wider public, so that individuals and firms have the
opportunity and ability to be an active participant in the policy
development.
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Number 11

Testimony

For a hearing on securing America’s elections Part II
Matthew Masterson, Senior Cybersecurity Advisor, Cybersecurity and
Infrastructure Security Agency, U.S. Department of Homeland Security,
Washington, DC.

Chairman Nadler, Ranking Member Collins, and Members of the
Committee, thank you for the opportunity to testify regarding the U.S.
Department of Homeland Security’s (DHS) progress in reducing and
mitigating risks to our Nation’s election infrastructure.
DHS has worked to establish trust-based partnerships with state and local
officials who administer our elections, as well as political parties and
campaigns, and I look forward to sharing with you an update on our work
during the 2018 midterm elections and our priorities through the 2020
election cycle.
Leading up to the 2018 midterms, DHS worked hand in hand with federal
partners, state and local election officials, and private sector vendors to
provide them with information and capabilities to enable them to better
defend their infrastructure.
On the Federal level, DHS has coordinated closely with the Federal Bureau
of Investigation (FBI), the Office of the Director of National Intelligence
(ODNI), and Department of Defense (DOD) on these efforts.
This partnership led to a successful model that we aim to continue and
improve upon in the 2020 election cycle.
Since 2016, DHS’s Cybersecurity and Infrastructure Security Agency
(CISA) has led a voluntary partnership of Federal Government and election
officials who regularly share cybersecurity risk information. CISA has
engaged directly with election officials—coordinating requests for
assistance, risk mitigation, information sharing, and incident response.
To ensure a coordinated approach to assisting election officials protect the
election infrastructure they manage, CISA has convened stakeholders from
across the Federal Government through CISA’s Election Security Initiative.
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CISA and the Election Assistance Commission (EAC) have convened
federal government and election officials regularly to share cybersecurity
risk information and to determine an effective means of assistance.
Since 2017, the Election Infrastructure Subsector (EIS) Government
Coordinating Council (GCC) has worked to establish goals and objectives,
to develop plans for the EIS partnership, and to create an EIS SectorSpecific Plan.
Participation in the council is voluntary and does not change the
fundamental role of state and local jurisdictions in overseeing elections.
CISA and the EAC have also worked with election equipment and service
vendors to launch, in 2017, an industry-led Sector Coordinating Council
(SCC), a self-organized, self-run, and self-governed council with industry
leadership designated by SCC members.
The SCC serves as the industry’s principal entity for coordinating with the
Federal Government on critical infrastructure security activities related to
sector-specific strategies.
This collaboration is conducted under CISA’s authority to provide a forum
in which federal and private sector entities can jointly engage in a broad
spectrum of activities to coordinate critical infrastructure security and
resilience efforts, which is used in each of the critical infrastructure sectors
established under Presidential Policy Directive 21, Critical Infrastructure
Security and Resilience.
The SCC has helped CISA further its understanding of the systems,
processes, and relationships particular to operation of the EIS.
To read more:
https://docs.house.gov/meetings/JU/JU00/20191022/110106/HHRG116-JU00-Wstate-MastersonM-20191022.pdf
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Number 12

SEC, Cyber Enforcement Actions

As markets grow more global and complex, so too are the threats through
cyber intrusion, denial of service attacks, manipulation, misuse by insiders
and other cyber misconduct. In the United States, aspects of cybersecurity
are the responsibilities of multiple government agencies, including the
SEC.
Cybersecurity is also a responsibility of every market participant. The SEC
is committed to working with federal and local partners, market
participants and others to monitor developments and effectively respond to
cyber threats.

You may visit:
https://www.sec.gov/spotlight/cybersecurity
https://www.sec.gov/spotlight/cybersecurity-enforcement-actions
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Disclaimer
Despite the great care taken to prepare this newsletter, we cannot guarantee that
all information is current or accurate. If errors are brought to our attention, we
will try to correct them, and we will publish the correct information to the
LinkedIn and Facebook pages of Cyber Risk GmbH.
Readers will make their own determination of how suitable the information is for
their usage and intent. Cyber Risk GmbH expressly disclaims all warranties,
either expressed or implied, including any implied warranty of fitness for a
particular purpose, and neither assumes nor authorizes any other person to
assume for it any liability in connection with the information or training
programs provided.
Cyber Risk GmbH and its employees will not be liable for any loss or damages of
any nature, either direct or indirect, arising from use of the information provided
on this newsletter, or our web sites.
We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a recommendation
or endorsement of the views expressed within them. Links to other web sites are
presented as a convenience to users. Cyber Risk GmbH does not accept any
responsibility for the content, accuracy, reliability, or currency found on external
web sites.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or similar
regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the association has no
control and for which the association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you should
always consult a suitably qualified professional);
-

is in no way constitutive of interpretative;

does not prejudge the position that the relevant authorities might decide
to take on the same matters if developments, including Court rulings, were to
lead it to revise some of the views expressed here;
does not prejudge the interpretation that the Courts might place on the
matters at issue.
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Please note that it cannot be guaranteed that these information and documents
exactly reproduce officially adopted texts. It is our goal to minimize disruption
caused by technical errors. However, some data or information may have been
created or structured in files or formats that are not error-free and we cannot
guarantee that our service will not be interrupted or otherwise affected by such
problems.
Readers that are interested in a specific topic covered in the newsletter, must
download the official papers, must find more information, and must ask for
legal and technical advice, before making any business decisions.
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