P a g e |1

November 2020, top cyber risk and compliance related
local news stories and world events

Dear readers,
We have the 30th semi-annual report of the Swiss Reporting
and Analysis Centre for Information Assurance (MELANI),
that addresses the most important cyber incidents of the first
half of 2020, both in Switzerland and abroad.
The current report focuses on the coronavirus pandemic, which has been
used to entice victims in many cyberattacks.
According to the report, cyber threat actors regularly adapt social
engineering attacks to current major events such as natural disasters and
sporting events. This was also the case with the current pandemic.
A new type of virus, about which little is known and which can potentially
affect everyone, is ideally suited for such attacks as they exploit feelings of
insecurity, fear and curiosity.
Attackers have tried to secretly install malware on people's computers, or
they have tried to trick individuals into revealing personal information by
promising to provide information about the virus.
These promises of information ranged from the latest findings concerning
infection vectors, infection figures and information about the current
spread of the virus.
They also offered news regarding protective measures and treatment
methods. The initially limited availability of personal protective equipment
(PPE) such as face masks and disinfectants also provided the attackers with
an opportunity to attract attention with relevant offers.
After governments adopted measures to support their citizens and
companies, fraudulent emails about these followed.
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This was especially the case where exceptional and therefore unfamiliar
processes were introduced. Contact tracing also brings new opportunities
for social engineering.
Finally, leisure parks and attractions advertised special offers after their
reopening, which criminals used as an opportunity to spread bogus offers.
Criminals are likely to use the development and launch of vaccines as a
next front for this type of attack. One scenario that gained momentum as a
result of shop closures and the resulting increase in online orders was a
supposed issue with an alleged parcel delivery.
Often these messages were accompanied by a request to take action: the
recipients of such emails or text messages were asked to pay missing
postage or a customs clearance fee.
These types of emails, sent under the name of delivery companies such as
DHL, FedEx and UPS, but also national postal services or customs, are
often used to spread malicious software, or to carry out phishing or fraud,
as well as to set subscription traps.
Read more at number 3 below.
________________________________
We also have the new annual report from the Swiss Federal Intelligence
Service.
According to the press release, in today’s international system, there are
several actors competing for spheres of influence. The Federal Intelligence
Service’s (FIS) anticipation and detection capabilities play a leading role in
identifying and assessing threats in advance so that preventive measures
can be taken in time. The FIS annual report presents the most important
developments in the intelligence scene over the past year.
Although we cannot yet know what the full impact of the COVID-19
pandemic will be on security policy, the FIS’s findings suggest that the
pandemic has reinforced and probably accelerated existing tendencies in
the international system.
The pandemic has provided further indications that the future world order
will no longer be dominated by the US, its system of alliances, and
institutions under strong American influence.
The currently evolving changes in the international system will continue. It
is uncertain whether this will lead to a new stable order in the foreseeable
future.
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A new bipolar system dominated by the US and China is one possible
outcome, but is not yet clear that this will happen.
The emergence of a multipolar system is another possibility, but this is a
more unlikely development.
Strategic rivalry between the major powers
Switzerland’s strategic environment is shaped by the rivalry between the
USA and China, Russia’s ambitions to consolidate its sphere of influence in
Europe, and a range of conflicts and crises at Europe’s borders.
While the US will remain the most influential global power beyond 2020,
the importance of transatlantic relations and the American presence in the
Middle East will continue to decline.
The US’s challengers on the geopolitical stage will attempt to benefit from
this and will seek to expand their power and assert their own interests in
areas of waning US influence.
China sees itself as a rising great power on a par with the US. The gulf
between the Western-style liberal model and authoritarian state capitalism
will continue to widen.
There are growing indications that the international system could be
increasingly shaped by strategic competition between the US and China –
to the extent that each establishes its exclusive zone of strategic influence.
Russia continues to pursue its goal of acting on an equal footing with the
US and seeks to establish and strengthen its sphere of influence. This
policy is yielding success, but it is striving for more.
Ukraine remains at the centre of Russia’s strategic interests, as does
Belarus; following the protests in the wake of the country’s presidential
election on 9 August 2020, the Kremlin has warned the US and the EU not
to interfere in any way.
The Black Sea and the Mediterranean are further areas where Russia is
competing for influence with other actors. Russia also uses military force in
order to achieve its goals.
Espionage as an instrument in power struggles
Espionage is an expression of the tensions described above. States use
espionage to strengthen their position in competition with political,
military or economic rivals.
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Tensions of this type are also reflected in espionage activities by foreign
states on Swiss soil, which are damaging to Switzerland’s image as a host
state for international diplomacy.
Moreover, Swiss interests are directly threatened when foreign spies target
Switzerland’s financial and trading centre, innovative companies and
political institutions in order to gain competitive advantages and
opportunities to exert influence.
Certain states also use espionage against their own nationals as a tool for
consolidating their own power, and may engage in surveillance and
intimidation of opposition figures residing abroad, including in
Switzerland.
Espionage and international competition for power and influence in
general also take place in cyberspace. Switzerland’s critical infrastructure
has yet to be the direct target of state-sponsored acts of sabotage.
However, in an attempt to reach their target, perpetrators sometimes also
target Swiss business partners and suppliers, and this is considered
acceptable collateral damage. Swiss interests could thus fall victim to
conflicts carried out in cyberspace.
Violent right-wing and left-wing extremism: attempts to instrumentalise
demonstrations
In the context of jihadi terrorism, Islamic State continues to be the
dominant force. Further attacks in Europe are likely – inspired first and
foremost by this terrorist group.
In Switzerland, the terrorist threat is heightened, but while it is among the
countries viewed as legitimate targets by the jihadists, it is not top of their
list.
In left-wing and right-wing extremist circles alike, the potential for
violence persists.
In the left-wing extremist scene, more serious forms of violence, such as
arson, are mainly targeted at buildings seen as being linked to alleged
repression.
At demonstrations, broader participation in acts of violence and increasing
levels of aggression have been observed.
The left-wing extremist scene, in particular, is trying to take control of
newly emerging broader movements, such as the recent Black Lives Matter
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demonstrations in Switzerland, and to exploit them for its own purposes.
Members of right-wing extremist groups are currently exercising restraint
in their use of violence.
However, in the right-wing scene training in martial arts is popular, and
usable weapons are available.
The greatest risk of a right-wing-extremist-motivated attack in Switzerland
comes from lone actors with right-wing extremist views but no firm
attachment to established violent extremist groups.
You can read more at number 1 below.

_________________________________
In autumn 2019, the FDFA and the FDF commissioned the University of
Oxford to conduct a study on the state of cybersecurity in Switzerland.
For the study, the University of Oxford conducted interviews with
representatives of the federal government, the cantons, the business
community, the universities and Parliament.
Based on the findings of these interviews, the evaluation team formulated
53 recommendations.
Not all of the recommendations will be directly implementable in the Swiss
political system, but they provide a good basis for an in-depth analysis of
the need for action.
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You can read more at number 2 below.
_____________________________
Can you hide an espionage operation behind a revenge porn story?
Spies are always looking for executives and employees that have access to
classified information, and they mainly use two methods to recruit them:
Blackmail and bribery. It is not difficult to find compromising information
for blackmail, especially when victims do not know they are the targets in
an espionage operation.
Revenge porn is a form of sexual abuse that involves the distribution of
sexually explicit photos and videos of individuals, without their consent.
Ex-lovers and ex-partners from a relationship that seek revenge after the
end of a relationship are often the perpetrators. They have the motive, the
means, and the opportunity (MMO) to seek revenge, and nobody believes
that something else could be behind that, like an espionage operation.
Who would believe that spies have released nude photos and videos of a
person, and not the ex-partner who owned the material, in an effort to
blackmail or discredit the person?
There are perpetrators that use hacking techniques to obtain nude photos
and videos from victims, and if this is not possible, they fabricate evidence
(anything that an employer, a significant other or a third party might deem
inappropriate or offensive).
Love and sex (real or fake) are major factors in the transformation of an
employee or an executive that has access to confidential information into a
traitor. There are many examples of:
-

dedicated professionals, trapped in an unhappy marriage or
relationship, who think they have found solace elsewhere.

-

lonely professionals, caught in a classic honeytrap and coerced into
compromising classified material to satisfy his blackmailers;

-

vulnerable professionals, anxious to retain the affection of another
person;

-

professionals that did nothing wrong, but they cannot deal with the
disclosure of even fabricated evidence. I know, this is very hard to
believe, but spies can profile persons using the social media and can
spot suitable vulnerable persons.
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The Nazis institutionalized sexspionage by establishing the notorious
Salon Kitty in Berlin, a brothel used to blackmail clients. Today in the
online world, sexspionage has become so much easier.
Aldrich Ames (a former CIA officer that became a KGB agent, convicted of
espionage in 1994), has said: Espionage, for the most part, involves
finding a person who knows something or has something that you can
induce them secretly to give to you. That almost always involves a
betrayal of trust.
_________________________________
According to the Cyber Lexicon from the Financial Stability Board
(November 2018):
“A cyber incident is a cyber event that:
(i) jeopardizes the cyber security of an information system or the
information the system processes, stores or transmits; or
(ii) violates the security policies, security procedures or acceptable use
policies, whether resulting from malicious activity or not.”
This is a very good definition.
The UK’s National Cyber Security Center (NCSC) defines a cyber incident
as “a breach of a system's security policy in order to affect its integrity or
availability and/or the unauthorised access or attempted access to a system
or systems; in line with the Computer Misuse Act (1990).
In general, types of activity that are commonly recognised as being
breaches of a typical security policy are:
1. Attempts to gain unauthorised access to a system and/or to data.
2. The unauthorised use of systems for the processing or storing of data.
3. Changes to a systems firmware, software, or hardware without the
system owners consent.
4. Malicious disruption and/or denial of service.”
According to the Computer Security Resource Center (CSRC), National
Institute of Standards and Technology (NIST), an incident is “an
occurrence that actually or potentially jeopardizes the confidentiality,
integrity, or availability of an information system or the information the
system processes, stores, or transmits or that constitutes a violation or
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imminent threat of violation of security policies, security procedures, or
acceptable use policies.”
We have different definitions, and this is a major problem, because we
cannot have incident response international standards if we cannot have a
consistent definition of the term incident.
I have just read the new paper “Effective Practices for Cyber Incident
Response and Recovery - Final Report” from the Financial Stability Board
(FSB). We read at the first paragraph:
“Cyber incidents pose a threat to the stability of the global financial system.
In recent years, there have been a number of cyber incidents that have
significantly impacted financial institutions and the ecosystems in which
they operate.
A significant cyber incident, if not properly contained, could seriously
disrupt the financial system, including critical financial infrastructure,
leading to broader financial stability implications.”

There is an interesting “toolkit” in this paper:
“The toolkit, structured across seven components, comprises 49 effective
practices that organisations have adopted while taking into account
jurisdictions’ legislative, judicial and regulatory frameworks, the size of the
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organisation, the organisation’s role in the financial ecosystem and the
extent to which stakeholders are affected by a cyber incident.
The toolkit is composed as a resource and reference guide for effective
practices using common cyber taxonomies in a manner aligned to industry
standards accessible to senior management, board of directors or other
governance or compliance, risk, and legal professionals that interface with
cybersecurity technical experts within the organisation, the SSBs or
authorities.
While many of these effective practices are already in use by larger
organisations, they could also be valuable for smaller and less complex
organisations to help strengthen their cyber resilience.
The toolkit provides a range of effective practices and organisations can
choose to adopt some or all of the effective practices that are suitable for
their respective business models, taking into account their size, complexity
and risks to the financial ecosystem.”
_________________________________
The U.S. Government Accountability Office (GAO) is an independent,
nonpartisan agency that works for Congress. It provides Congress and
federal agencies with information that help the government save money
and work more efficiently.
I have just read the report “Aviation Cybersecurity - FAA Should Fully
Implement Key Practices to Strengthen Its Oversight of Avionics Risks”.
According to the report, the aviation ecosystem faces increasing risks to
flight safety from a complex and diverse set of threats. In particular, the
growing connectivity between airplane networks and systems and various
other systems via the Internet increasingly presents more opportunities for
cyberattacks.
For example, critical data used by cockpit systems could be altered,
someone with authorized access could intentionally or unintentionally
misuse flight data, commercial components within avionics systems could
contain vulnerabilities that enable cyberattacks, and malevolent hackers
could seek to disrupt flight operations with various types of attacks on
navigational data.
It is important to note that, to date, there have been no reports of
successful cyberattacks on an airplane’s avionics systems. Airplane and
avionics manufacturers have undertaken extensive measures to thwart any
such attacks.
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However, the evolving cyber threat landscape, combined with the
increasing use of internal networks on airplanes and the increasing
connections between airplanes and external sources, could lead to
increasing risks for future flight safety.

GAO was asked to review the FAA’s oversight of avionics cybersecurity
issues. The objectives of this review were to:
(1) describe key cybersecurity risks to avionics systems and their potential
effects,
(2) determine the extent to which FAA oversees the implementation of
cybersecurity controls that address identified risks in avionics systems, and
(3) assess the extent to which FAA coordinates internally and with other
government and industry entities to identify and address cybersecurity
risks to avionics systems.
To do so, GAO reviewed information on key cybersecurity risks to avionics
systems, as reported by major industry representatives as well as key
elements of an effective oversight program, and compared FAA’s process
for overseeing the implementation of cybersecurity controls in avionics
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systems with these program elements. GAO also reviewed agency
documentation and interviewed agency and industry representatives to
assess FAA’s coordination efforts to address the identified risks.

Read more at Number 17 below. Welcome to our monthly newsletter.
Best regards,

George Lekatis
General Manager, Cyber Risk GmbH
(New address after December 1, 2020)
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer:
CHE-244.099.341
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Number 1

Situation Report of the Federal Intelligence Service
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Situation radar tool
The FIS uses a situation radar tool to depict the threats affecting
Switzerland. A simplified version of the situation radar, without
confidential data, has also been incorporated into this report.
This public version lists the threats that fall within the responsibilities of
FIS, with the addition of the topics ‘migrationʼ and ‘organised crimeʼ,
which are relevant for security policy.
This report however, does not cover these two categories; for more
information readers are referred to the reports of the relevant federal
authorities.
Switzerland: a deteriorating security environment
The FIS’s analysis of the Covid-19 pandemic’s consequences for security
policy can, at this time, be summarised in the general assessment that the
pandemic has reinforced and probably accelerated already apparent
tendencies in the international system.
The pandemic has provided further indications pointing to the end of a
world order that was to a large degree shaped by the USA, its system of
alliances, and institutions under strong American influence.
The end of the cold war had led to the end of bipolarity in the international
system.
The subsequent phase of unipolarity, characterized by clear American
dominance, is now coming to an end.
The currently evolving changes in the international system will continue.
It is questionable whether this will lead to a new stable order in the
foreseeable future.
A new bipolar system dominated by the USA and China is a possible, but
not yet clearly apparent outcome.
The emergence of a multipolar system is another possible, but even more
uncertain development.
A number of trends which have already become apparent in international
politics will be reinforced as a result of the pandemic and probably even
accelerated.
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Particularly relevant for Switzerland in terms of security policy are the
difficulties afflicting international cooperation, the reverse side of the coin
being the renaissance of power politics and an increase in unilateral
national action.
Equally relevant are the growing internal challenges faced by the EU and
NATO.
European integration in the domain of security policy and transatlantic
solidarity may have passed their peak.
Switzerland’s strategic environment is shaped by economic competition
and strategic rivalry between the USA and China, as well as Russia’s
ambitions to strengthen its sphere of influence in Europe.
The confrontation between the USA and Iran is also having global
repercussions.
Added to these are the threats stemming from terrorism and instability on
the borders of Europe.
There is no end in view to the armed conflicts in Syria and Libya.
Both countries remain potential sources of, and transit countries for, largescale migration.
New crises and destabilization in sub-Saharan Africa, as well as Turkey’s
aggressively nationalistic stance, could also impact on Switzerland, not
only with regard to migration, but also in terms of terrorism and violent
extremism.
In the Middle East and Algeria, as well as in Hong Kong and South
America, mass movements were fighting against political oppression, social
inequality and deteriorating economic prospects, until the measures to
counter the Covid-19 pandemic prevented public protests.
However, in some places the protests were quickly resumed, once the
opportunity arose, and in others it is likely or at least possible that they will
continue.
Repression is becoming more difficult for ruling powers everywhere, as
protest movements now communicate via the internet and social media
and have no obvious hierarchical structures.
However, they also have no common, concrete and implementable political
programmes.
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If these movements prevail, this could create the conditions for genuine
positive change in these countries and thus also for an improvement in
Switzerland’s security environment.
On the other hand, a sustained global financial and economic crisis would
massively strengthen the trend towards violent political and social mass
protests and probably also lead to a deterioration of the security situation
in Switzerland’s strategic environment.
The COVID-19 crisis has put state institutions, for example in Algeria or
Iraq, at risk.
To read more:
https://www.newsd.admin.ch/newsd/message/attachments/63415.pdf
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Number 2

A study on the state of cybersecurity in Switzerland

Eighty different states have already undergone evaluations based on
Oxford University's cybesecurity methodology.
Switzerland is now the first Western European country after the United
Kingdom to undergo an external evaluation of this kind.
"Switzerland wants to set a good example on the world stage and build
trust. By undergoing an external study that employs recognised methods
and then publishing the results, we're showing that we're transparent," Jon
Fanzun notes.
As part of the evaluation, the study focuses on five aspects:
-

Politics and strategy
Culture and society
Education and skills
The legal and regulatory frameworks
Standards, organisations, and technologies

Switzerland is particularly strong in the areas of politics and strategy, as
well as in its legal and regulatory frameworks.
The final report featuring detailed analysis was completed in June 2020
after a consultation with all persons and federal departments involved, and
was presented to the Federal Council on 4 November 2020.
Digital frameworks for stable political development
The comprehensive final report demonstrates Switzerland's various
strengths and weaknesses in the area of cybersecurity.
"Among other things, the study praises Switzerland's legal frameworks,
cooperation mechanisms for combating cybercrime, vocational training
and further education, and media competence," explains Jon Fanzun.
Alongside the strengths, the report also makes 53 suggestions for further
optimising cybersecurity in Switzerland. "The report identifies room for
improvement in areas such as the fight against cybercrime in the justice
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system, awareness about cybersecurity threats in society, and the
mechanisms for reporting incidents."
The misuse of digital technologies is one of the great challenges of the 21st
century. Digital spaces are increasingly being misappropriated for criminal,
power politics and intelligence purposes.
This not only harms individual countries, but can also destabilise world
order.
It is therefore all the more important to have clear framework conditions
and an open exchange of ideas at the bilateral and multilateral levels.
Switzerland is making a global commitment for a free, open and secure
digital space that can act as the foundation for stable political development
and a robust economy, both domestically and internationally.
To read the report:
https://www.eda.admin.ch/dam/eda/en/documents/aktuell/news/2020_
06_CMM_Switzerland.pdf
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Number 3

Situation in Switzerland and internationally - Semi-annual
report 2020/1 (January – June)

Reporting and Analysis Centre for Information Assurance (MELANI)

Attacks on hospitals
Before the pandemic, hospitals were already on the target lists of
cybercriminals and were particularly affected by ransomware.
Due to the feared overload of health care institutions caused by the
pandemic, every incident in this area received a lot of attention.
The international outcry was huge when it became known on 16 March that
a hospital in the Czech Republic, which is also an important corona testing
centre, suffered restrictions in its operations due to a ransomware incident.
Various governments vehemently condemned attacks on the health system
and called for international cooperation to stop them.
Some ransomware players promised to refrain from attacks on hospitals.
Nevertheless, several hospitals continued to suffer ransomware attacks
even afterwards.
Several security service providers offered to help affected health care
institutions free of charge.
Cyberespionage
In normal times, spies gather information according to the priorities set by
their governments, which can vary greatly between continents and
countries.
During the pandemic, governments were interested in the same
information about the virus and the resulting disease.
Although it is a global problem affecting the whole of humanity, not all
parties are cooperating unconditionally.
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Various countries do not trust each other or the World Health Organization
(WHO) and believe that information is being withheld from them.
Accordingly, they deploy their spies to obtain such information.
While the disclosure of potentially modified case numbers in a country can
be used for better risk assessment or political propaganda, information on
the suitability of protective measures, treatment methods and remedies is
directly helpful for a country's own measures.
When it comes to potential vaccines, the matter becomes somewhat more
complicated: although many academic institutions and other organisations
are conducting research in this area and exchanging information with each
other, there are also various private companies active in this field that hope
to make big profits by manufacturing their own products or patenting
them.
The challenge of finding an effective product and then supplying it to one's
own population or even to the whole world is a scientific and logistical, but
also economic and political matter.
Espionage in the time of COVID-19
According to Kaspersky, in the first half of 2020, APTs such as Kimsuky,
APT27, Lazarus or ViciousPanda, along with other cyberplayers, exploited
the coronavirus crisis for their own ends.
Although the pandemic had no impact on the tactics, techniques and
procedures used by these groups, it was the main topic in a variety of attack
scenarios (see section 3.1 on social engineering).
During a pandemic, the desire for information inevitably focuses on health
services in the broad sense. For example, one of the key players worldwide
during the crisis, the World Health Organization (WHO), was targeted a lot
more often than usual.
As its CISO explained to Reuters, the espionage attempts were the work of
elite hackers.
Besides the WHO, the espionage activities targeted a number of
organisations conducting research into a COVID-19 vaccine. There is stiff
competition to find a vaccine.
The US, Canada and the UK have all accused the Russian secret service of
spying on organisations in their countries.
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The US has also filed charges against two Chinese citizens, who are accused
of having carried out espionage operations on behalf of China's Ministry of
State Security.
The attacks were aimed at US biotech firms searching for a COVID-19
vaccine.
The accused hackers appear to be part of a criminal gang that has carried
out espionage in a number of areas since at least 2009, and has made a
substantial amount of money from stealing intellectual property in
particular.
Espionage for hire
In June 2020, the Canadian research laboratory Citizen Lab published a
report on large-scale "hack for hire" espionage activities by a group called
Dark Basin.
Since 2017, Dark Basin has targeted journalists and activists, but also
banks and hedge funds as well as companies operating in other sectors.
According to Citizen Lab, the group is in all probability linked to an Indian
firm named BellTroXInfoTech Services, and has worked for various
unidentified clients.
One of these operations involved a large phishing operation aimed at
different non-profit organisations whose common feature was their
participation in the #exxonknew campaign.
The campaign accused the US oil company Exxon of having deliberately
played down the impact of climate change for decades.
Another Dark Basin operation targeted employees at the German fintech
company Wirecard AG, as well as journalists investigating suspected
fraudulent activities within the company.
The report:
https://www.melani.admin.ch/melani/en/home/dokumentation/reports/
situation-reports/semi-annual-report-2020-1.html

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 25

Number 4

Effective Practices for Cyber Incident Response and Recovery
Final Report

Cyber incidents pose a threat to the stability of the global financial system.
In recent years, there have been a number of cyber incidents that have
significantly impacted financial institutions and the ecosystems in which
they operate.
A significant cyber incident, if not properly contained, could seriously
disrupt the financial system, including critical financial infrastructure,
leading to broader financial stability implications.
Efficient and effective response to and recovery from a cyber incident by
organisations in the financial ecosystem are essential to limit any related
financial stability risks.
Such risks could arise, for example, from interconnected IT systems
between multiple financial institutions or between financial institutions
and third-party service providers, from loss of confidence in a major
financial institution or group of financial institutions, or from impacts on
capital arising from losses due to the incident.
The cyber resilience of organisations is crucial for the smooth functioning
of the financial system and in engendering financial stability.
Enhancing cyber incident response and recovery (CIRR) at organisations is
an important focus for national authorities.
National authorities are in a unique position to gain insights on effective
CIRR activities in financial institutions from their supervisory work, and
their observations across multiple organisations can help suggest areas for
enhancement.
Authorities also have an important role to play in responding to cyber
incidents that present potential risks to financial stability.
Authorities can consider the sector-wide implications of a cyber incident or
series of cyber incidents, including any market confidence issues and
reactions resulting from information from public market data, news and
social media, or from partial or inaccurate information, possibly
proliferated by fraudulent sources.
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Authorities may also, as appropriate, support organisations in sharing
information to protect against threats that could have a detrimental impact
on financial stability.
The FSB has developed a toolkit of effective practices that aims to assist
organisations in their cyber incident response and recovery activities.
In this regard, organisations’ respond function executes the appropriate
activities in reaction to a detected or reported cyber incident, while the
recover function carries out the appropriate activities to restore any
systems, capabilities or resume services or operations that were impaired
due to a cyber incident.
The FSB encourages authorities and organisations to use the toolkit to
enhance their CIRR activities.
To read more: https://www.fsb.org/wp-content/uploads/P191020-1.pdf
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Number 5

How we're tackling evolving online threats
Shane Huntley, Threat Analysis Group

Major events like elections and COVID-19 present opportunities for threat
actors, and Google’s Threat Analysis Group (TAG) is working to thwart
these threats and protect our products and the people using them.
As we head into the U.S. election, we wanted to share an update on what
we’re seeing and how threat actors are changing their tactics.
What we’re seeing around the U.S. elections
In June, we announced that we saw phishing attempts against the personal
email accounts of staffers on the Biden and Trump campaigns by Chinese
and Iranian APTs (Advanced Persistent Threats) respectively. We haven’t
seen any evidence of such attempts being successful.
The Iranian attacker group (APT35) and the Chinese attacker group
(APT31) targeted campaign staffers’ personal emails with credential
phishing emails and emails containing tracking links. As part of our wider
tracking of APT31 activity, we've also seen them deploy targeted malware
campaigns.
One APT31 campaign was based on emailing links that would ultimately
download malware hosted on GitHub. The malware was a python-based
implant using Dropbox for command and control. It would allow the
attacker to upload and download files as well as execute arbitrary
commands. Every malicious piece of this attack was hosted on legitimate
services, making it harder for defenders to rely on network signals for
detection.
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In one example, attackers impersonated McAfee. The targets would be
prompted to install a legitimate version of McAfee anti-virus software from
GitHub, while malware was simultaneously silently installed to the system.
When we detect that a user is the target of a government-backed attack, we
send them a prominent warning. In these cases, we also shared our
findings with the campaigns and the Federal Bureau of Investigation. This
targeting is consistent with what others have subsequently reported.

Overall, we’ve seen increased attention on the threats posed by APTs in the
context of the U.S. election.
U.S government agencies have warned about different threat actors, and
we’ve worked closely with those agencies and others in the tech industry to
share leads and intelligence about what we’re seeing across the ecosystem.
This has resulted in action on our platforms, as well as others.
Shortly after the U.S. Treasury sanctioned Ukrainian Parliament member
Andrii Derkach for attempting to influence the U.S. electoral process, we
removed 14 Google accounts that were linked to him.
To read more: https://blog.google/threat-analysis-group/how-weretackling-evolving-online-threats
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Number 6

ENISA Threat Landscape 2020: Cyber Attacks Becoming More
Sophisticated, Targeted, Widespread and Undetected

Apart from indicating adversaries’ motivations, it provides evidence
about the most common attack techniques and threat exposure applying
to a particular sector, thus indicate protection requirements and
priorities.
With respect to themes, the analysis of threats and challenges
associated with specific emerging technologies contributes to the
process of assessing, evaluating and mitigating future risks.
Contextualised cyber threat intelligence (CTI) for sectors
is an important preparedness tool for drawing conclusions on expected
cyberattacks within a specific sector.

Contextualisation of sectoral CTI is mainly based on cybersecurity
incidents encountered in a sector.
Although this is a standard method for existing and established IT
components and digital services, it does not cover emerging technologies.
This is mainly because no incident information exists for technologies that
are only at a pilot or experimental phase.
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CTI for emerging technologies is contextualised through threat
assessments of asset categories pertinent to a specific sector.
ENISA performs such assessments for emerging sectors such as 5G, IoT
and smart cars . Sectorial and thematic threat landscapes and assessments
of baseline protection are the methods used by ENISA to contextualise CTI.
In this report, besides sectorial CTI relying on incident-based statistics, we
present a summary of assessed CTI for emerging technology sectors based
on ENISA work.
To read more: https://www.enisa.europa.eu/topics/threat-riskmanagement/threats-and-trends
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Number 7

CLARIFYING DIGITAL TERMS

NATO StratCom COE Terminology Working Group

Digital technologies and means of communication have become a central
part of politics and social organisation.
The role of AI, big data, and machine learning is growing, as are ethical,
privacy, and security concerns which these technologies bring with them.
The purpose of this glossary is to encourage the use of precise and simple
language that bridges the terminological divide between policymakers,
soldiers, tech companies, academics, and programmers.
It is at the intersection of their respective fields, that digitalisation’s
potential for positive change as well as ensuing challenges can be
recognised and addressed.
Sharing a common vocabulary is the first step.
As digitalisation continues to transform our societies, it has also influenced
the language used to describe this process.
Terms related to the developments and possibilities brought on by
digitalisation can seem confusing.
Digital vs. cyber vs. online, AI and machine learning lack distinction in
popular usage and understanding.
An additional layer of complexity is added by the multiplicity of language
communities that exist in this field: from programmers and computer
scientists, to communicators, politicians, militaries, academics, and the
general public. Many terms become the subject of fashion.
After all, no one goes to cybercafes to do their cybershopping anymore.
Terms initially used in a purely technical sense, and in the field of
computer science, evolve and may change their meaning when they are
imported into the context of political communications and conflict.
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Frequently, terms appear to be used interchangeably without a second
thought by its user (‘online’/’cyber’/’digital’).
Some terms are outdated but remain in use (certain ‘cyber’- compounds).
Some terms require more specificity (‘artificial intelligence’), while others
are more useful when defined in broader terms (‘attribution’).
The ‘Digital Terms’ publication sits within the framework of thinking and
follows the same methodology that has been guiding the Terminology
Working Group since 2017.
The definitions were deliberately kept at a general strategic
communications level and do not reflect nuances that might be used or
understood only in a niche language community of computer scientists.
This glossary’s selection of terms and their definitions were guided by
political, security, and, above all, strategic communications perspectives.
As a first step, the NATO Strategic Communications Centre of Excellence’s
(COE’s) Terminology Working Group created a comprehensive list of terms
together with experts from the policymaking, commercial, technology, and
military (NATO SHAPE, COE) sectors.
The collection of terms was then narrowed down. Some terms were judged
overly technical for the present publication. Such terms were deemed to
squarely belong in the field of computer science, where they are already
well-defined.
The Terminology Working Group prioritised ‘digital’ and ‘cyber’ language
which relates to the main concerns of the international security field;
namely, power and influence.
This glossary is not exhaustive, but helps clarify the language we use in our
professional lives.
Why terminology and not lexicography?
This section reviews the beginnings of terminology as a discipline as well as
the most recent literature, and what that means for the methodology of this
project.
What is lexicography?
The discipline of lexicography sits within the field of applied linguistics and
is preoccupied with observing, recording, and describing words in a given
language, highlighting their most characteristic features and their
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meaning(s). Thus, the work of lexicographers is considered to be
descriptive rather than prescriptive; recording established language use
rather than setting standards for correct use.
Moreover, lexicography and terminology also differ in the linguistic object
they study.
While specialist dictionaries look at a given language (or languages) as a
whole, terminologies or technical dictionaries focus on a specific subfield
that is defined by a community of expertise (rather than shared linguistic
features).
So a terminological dictionary usually deals with the language of a
particular trade, profession, or academic field.
In our case, the language area under consideration is defined by:
a) the institution of NATO in terms of the primary users of the outputs
from this project, and
b) the field of Strategic Communications in terms of the area of expert
knowledge.
Both the boundaries constituting the NATO linguistic community and the
extent of Strategic Communications as a field require further interrogation
and definition.
Terminology versus Lexicography in Practice
In its more traditional form, Terminology distinguishes itself from
Lexicography in the following respects:
-

Lexicography starts with the word and tries to record the most
important definitions for that word used in a given language.
This is also referred to as a semasiological approach (determining the
meanings of lexical units). Terminology, on the other hand starts with
the concepts that are in need of definition and tries to identify /
designate suitable terms (an onomasiological approach).
Terminology is thus much more prescriptive than lexicography.

-

While the objective of the lexicographer is to help readers interpret
texts, a terminological project aims to help produce texts.
Lexicography is more about reflecting or describing established
language use. Terminology is guided by principles of clarity and
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efficiency in specialised communication, so prescribing and potentially
wishing to change how language is used.
Lexicographers sometimes compile specialised dictionaries.
However, this project deals with the language used by a specialised
language community, which is part of an institution (i.e. NATO). So a
terminological approach is more suitable.
Moreover, lexicographers must carefully weigh scientific objectivity
against offering authoritative entries.
Yet this balancing act is not of central concern to this terminology project
in NATO Strategic Communications.
With Strategic Communications being a relatively new field of research
and practice (at least under that name), there have been no comprehensive
efforts to standardise the language used by strategic communicators.
This leads us to another reason why this is a terminology rather than a
lexicography project: it has grown out of very specific needs in the NATO
community to improve communication between different branches and
national governments, rather than to describe and record the current use
of terms.
What is terminology?
This section offers a brief overview of major developments in the discipline
of terminology and how these feed into the approach chosen by this
terminology project.
Early developments in Terminology
Terminology is a relatively young field of research. It only became an object
of independent study in the 1930s when it was first conceptualised as a
discipline with the work of Austrian industrialist (and later, terminologist)
Eugen Wüster (1898-1977) and his followers.
His theory of Terminology was based on his experiences as an engineering
expert and from compiling The Machine Tool.
An Interlingual Dictionary of Basic Concepts (1968), a project sponsored
by the OECD.
Given his background in engineering and entrepreneurship, it is hardly
surprising that he developed a theory of Terminology where language was
considered to be strictly utilitarian.
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Like the parts of a machine, specialised language should live up to
standards of precision, efficiency, and economy.
Wüster’s theory of Terminology gained currency and legitimacy both in
academia and the practical application and study of terminology in
international institutions.
The fact that his ideas came to dominate the field of Terminology would be
heavily criticised from the 1990s onwards.
But before exploring these critiques further, a closer look at Wüster’s
theory of Terminology is required.
To read more:
https://www.stratcomcoe.org/clarifying-digital-terms
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Number 8

Recent K-12 Data Breaches Show That Students Are Vulnerable
to Harm
United States Government Accountability Office (GAO), Report to the
Republican Leader, Committee on Education and Labor, House of
Representatives

What GAO Found
A cybersecurity incident is an event that actually or potentially jeopardizes
a system or the information it holds.
According to GAO’s analysis of K-12 Cybersecurity Resource Center (CRC)
data from July 2016 to May 2020, thousands of K-12 students were
affected by 99 reported data breaches, one type of cybersecurity incident in
which data are compromised.
Students’ academic records, including assessment scores and special
education records, were the most commonly compromised type of
information (58 breaches).
Records containing students’ personally identifiable information (PII),
such as Social Security numbers, were the second most commonly
compromised type of information (36 breaches).
Financial and cybersecurity experts say some PII can be sold on the black
market and can cause students significant financial harm.
Breaches were either accidental or intentional, although sometimes the
intent was unknown, with school staff, students, and cybercriminals among
those responsible (see figure).
Staff were responsible for most of the accidental breaches (21 of 25), and
students were responsible for most of the intentional breaches (27 of 52),
most frequently to change grades.
Reports of breaches by cybercriminals were rare but included attempts to
steal PII.
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Although the number of students affected by a breach was not always
available, examples show that thousands of students have had their data
compromised in a single breach.
Of the 287 school districts affected by reported student data breaches,
larger, wealthier, and suburban school districts were disproportionately
represented, according to GAO’s analysis.
Cybersecurity experts GAO spoke with said one explanation for this is that
some of these districts may use more technology in schools, which could
create more opportunities for breaches to occur.

To read more: https://www.gao.gov/assets/710/709375.pdf
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Number 9

Alert (AA20-283A) - APT Actors Chaining Vulnerabilities
Against SLTT, Critical Infrastructure, and Elections
Organizations

Summary
Note: the analysis in this joint cybersecurity advisory is ongoing, and the
information provided should not be considered comprehensive. The
Cybersecurity and Infrastructure Security Agency (CISA) will update this
advisory as new information is available.
This joint cybersecurity advisory was written by CISA with contributions
from the Federal Bureau of Investigation (FBI).
CISA has recently observed advanced persistent threat (APT) actors
exploiting multiple legacy vulnerabilities in combination with a newer
privilege escalation vulnerability—CVE-2020-1472—in Windows Netlogon.
The commonly used tactic, known as vulnerability chaining, exploits
multiple vulnerabilities in the course of a single intrusion to compromise a
network or application.
This recent malicious activity has often, but not exclusively, been directed
at federal and state, local, tribal, and territorial (SLTT) government
networks.
Although it does not appear these targets are being selected because of
their proximity to elections information, there may be some risk to
elections information housed on government networks.
CISA is aware of some instances where this activity resulted in
unauthorized access to elections support systems; however, CISA has no
evidence to date that integrity of elections data has been compromised.
There are steps that election officials, their supporting SLTT IT staff, and
vendors can take to help defend against this malicious cyber activity.
Some common tactics, techniques, and procedures (TTPs) used by APT
actors include leveraging legacy network access and virtual private network
(VPN) vulnerabilities in association with the recent critical CVE-2020-1472
Netlogon vulnerability.
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CISA is aware of multiple cases where the Fortinet FortiOS Secure Socket
Layer (SSL) VPN vulnerability CVE-2018-13379 has been exploited to gain
access to networks.
To a lesser extent, CISA has also observed threat actors exploiting the
MobileIron vulnerability CVE-2020-15505. While these exploits have been
observed recently, this activity is ongoing and still unfolding.
After gaining initial access, the actors exploit CVE-2020-1472 to
compromise all Active Directory (AD) identity services. Actors have then
been observed using legitimate remote access tools, such as VPN and
Remote Desktop Protocol (RDP), to access the environment with the
compromised credentials. Observed activity targets multiple sectors and is
not limited to SLTT entities.
CISA recommends network staff and administrators review internet-facing
infrastructure for these and similar vulnerabilities that have or could be
exploited to a similar effect, including Juniper CVE-2020-1631, Pulse
Secure CVE-2019-11510, Citrix NetScaler CVE-2019-19781, and Palo Alto
Networks CVE-2020-2021 (this list is not considered exhaustive).
To read more: https://uscert.cisa.gov/sites/default/files/publications/AA20-283AAPT_Actors_Chaining_Vulnerabilities.pdf
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Number 10

Bugs happen, so make sure you're ready to fix them

How a Vulnerability Disclosure Process ensured a bug in the NHS COVID19 app was fixed quickly and responsibly

Bugs happen. It’s unrealistic to expect software (and hardware) to be bug
free. So when designing a system (such as the NHS COVID-19 App), it's
important to build in multiple layers of defence so that when bugs are
found (which they will be), you can quickly respond to them, and fix the
system.
One such layer is a vulnerability disclosure programme (VDP). When set
up, a VDP makes it easy for anyone to report a security vulnerability they
find in your system, as there's an established process in place to triage and
fix the bug.
I’ve been working with the NHS COVID-19 app team from the early stages
of development, and asked them to establish a VDP early on.
This meant that internal processes could be put in place and tested to
ensure when a bug is discovered, the team can respond efficiently.
You may visit: https://www.ncsc.gov.uk/blog-post/nhs-test-and-tracesecuring-the-nhs-covid-19-app
Recently, James "zofrex" Sanderson reported a bug which affected the
Android version of the app. The bug allowed a venue check-in QR code
poster to be scanned, despite not being generated by the NHS venue poster
generation service. In a nutshell, the app would accept a QR code without a
valid signature.
Complex software is comprised of an intricate web of libraries and
interdependencies. This means it can be hard to get complete coverage of
misuse cases.
The NHS COVID-19 has been thoroughly reviewed and tested, including
specifically around this bug.
But it still managed to slip through. Luckily the bug was spotted by James,
one of the many independent researchers who took a closer look at the app
and its source code. Once the team received the vulnerability report, the
challenge is now to respond to the report.
Here’s a timeline that describes what happened:
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-

30th September 2:22pm: The bug report is submitted via HackerOne.

-

2:33pm: The issue is confirmed and the triage process initiated. A new
Slack channel is created to bring all the relevant people together to
discuss and agree the next steps.

-

3:43pm: The lead Android developer creates a pull request which
patches the bug. After the pull request was accepted and merged into
the main branch, a build is kicked off which is then passed on to the
testing team.

-

6:51pm: End-to-end testing completed. Given the severity of the bug
and to ensure the proper change request process is followed, the team
decides to release the next day.

-

1st October 7:55am: The team updates the reporter on progress so far.

-

9:03am: A ticket is created to start the release processes. The new build
is submitted to the Google Play Store for review.

-

1:43pm: The release ticket is reviewed and approved by all the relevant
parties.

-

3:58pm: After final checks, the new version of the app is made available
to download. Devices that are set to automatically update start to
download the new version over the next few days.

To summarise, within 24 hours the team had triaged, fixed, tested, and
approved a patch for the bug. At the time of writing, the new update has
been installed by over 93% of the apps Android users.
Of course, not all the bugs will get triaged and fixed this quickly, but a VDP
allows us to quickly triage and prioritise vulnerabilities effectively which I
think demonstrates the benefits of setting up a VDP.
The NCSC has recently launched its own Vulnerability Disclosure Toolkit
to help organisations create their own vulnerability disclosure process, and
I'd encourage all organisations who want to improve the security of their
systems to do the same.
You may visit: https://www.ncsc.gov.uk/information/vulnerabilitydisclosure-toolkit
Even if your organisation already has a process in place, please download
the toolkit (pdf) as it may help you to improve on what you already have in
place.
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You may visit:
https://www.ncsc.gov.uk/files/NCSC_Vulnerability_Toolkit.pdf

Plenty of government departments have established their own VDP.
However, it’s still a relatively new concept so if you do spot an issue and
there isn’t a reporting process, you can report it to the NCSC via our
Vulnerability Reporting Service (which has already resolved 19 of the 27
vulnerabilities reported).

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 43

We’ll help you to make contact with the system owner, and if possible, get
it fixed.
You may visit: https://www.ncsc.gov.uk/information/vulnerabilityreporting
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Number 11

Six Russian GRU Officers Charged in Connection with
Worldwide Deployment of Destructive Malware and Other
Disruptive Actions in Cyberspace

Defendants’ Malware Attacks Caused Nearly One Billion USD in Losses to
Three Victims Alone; Also Sought to Disrupt the 2017 French Elections and
the 2018 Winter Olympic Games

On Oct. 15, 2020, a federal grand jury in Pittsburgh returned an indictment
charging six computer hackers, all of whom were residents and nationals of
the Russian Federation (Russia) and officers in Unit 74455 of the Russian
Main Intelligence Directorate (GRU), a military intelligence agency of the
General Staff of the Armed Forces.
These GRU hackers and their co-conspirators engaged in computer
intrusions and attacks intended to support Russian government efforts to
undermine, retaliate against, or otherwise destabilize:
(1) Ukraine;
(2) Georgia;
(3) elections in France;
(4) efforts to hold Russia accountable for its use of a weapons-grade nerve
agent, Novichok, on foreign soil; and
(5) the 2018 PyeongChang Winter Olympic Games after Russian athletes
were banned from participating under their nation’s flag, as a consequence
of Russian government-sponsored doping effort.
Their computer attacks used some of the world’s most destructive malware
to date, including: KillDisk and Industroyer, which each caused blackouts
in Ukraine; NotPetya, which caused nearly $1 billion in losses to the three
victims identified in the indictment alone; and Olympic Destroyer, which
disrupted thousands of computers used to support the 2018 PyeongChang
Winter Olympics. The indictment charges the defendants with conspiracy,
computer hacking, wire fraud, aggravated identity theft, and false
registration of a domain name.
According to the indictment, beginning in or around November 2015 and
continuing until at least in or around October 2019, the defendants and
their co-conspirators deployed destructive malware and took other
disruptive actions, for the strategic benefit of Russia, through unauthorized
access to victim computers (hacking).
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As alleged, the conspiracy was responsible for the following destructive,
disruptive, or otherwise destabilizing computer intrusions and attacks:
-

Ukrainian Government & Critical Infrastructure: December 2015
through December 2016 destructive malware attacks against Ukraine’s
electric power grid, Ministry of Finance, and State Treasury Service,
using malware known as BlackEnergy, Industroyer, and KillDisk;

-

French Elections: April and May 2017 spearphishing campaigns and
related hack-and-leak efforts targeting French President Macron’s “La
République En Marche!” (En Marche!) political party, French
politicians, and local French governments prior to the 2017 French
elections;

-

Worldwide Businesses and Critical Infrastructure (NotPetya): June 27,
2017 destructive malware attacks that infected computers worldwide
using malware known as NotPetya, including hospitals and other
medical facilities in the Heritage Valley Health System (Heritage
Valley) in the Western District of Pennsylvania; a FedEx Corporation
subsidiary, TNT Express B.V.; and a large U.S. pharmaceutical
manufacturer, which together suffered nearly $1 billion in losses from
the attacks;

-

PyeongChang Winter Olympics Hosts, Participants, Partners, and
Attendees: December 2017 through February 2018 spearphishing
campaigns and malicious mobile applications targeting South Korean
citizens and officials, Olympic athletes, partners, and visitors, and
International Olympic Committee (IOC) officials;

-

PyeongChang Winter Olympics IT Systems (Olympic Destroyer):
December 2017 through February 2018 intrusions into computers
supporting the 2018 PyeongChang Winter Olympic Games, which
culminated in the Feb. 9, 2018, destructive malware attack against the
opening ceremony, using malware known as Olympic Destroyer;

-

Novichok Poisoning Investigations: April 2018 spearphishing
campaigns targeting investigations by the Organisation for the
Prohibition of Chemical Weapons (OPCW) and the United Kingdom’s
Defence Science and Technology Laboratory (DSTL) into the nerve
agent poisoning of Sergei Skripal, his daughter, and several U.K.
citizens; and

-

Georgian Companies and Government Entities: a 2018 spearphishing
campaign targeting a major media company, 2019 efforts to
compromise the network of Parliament, and a wide-ranging website
defacement campaign in 2019.
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Cybersecurity researchers have tracked the Conspirators and their
malicious activity using the labels “Sandworm Team,” “Telebots,” “Voodoo
Bear,” and “Iron Viking.”
The charges were announced by Assistant Attorney General John C.
Demers; FBI Deputy Director David Bowdich; U.S. Attorney for the
Western District of Pennsylvania Scott W. Brady; and Special Agents in
Charge of the FBI’s Atlanta, Oklahoma City, and Pittsburgh Field Offices,
J.C. “Chris” Hacker, Melissa R. Godbold, and Michael A. Christman,
respectively.
“No country has weaponized its cyber capabilities as maliciously or
irresponsibly as Russia, wantonly causing unprecedented damage to
pursue small tactical advantages and to satisfy fits of spite,” said Assistant
Attorney General for National Security John C. Demers. “Today the
department has charged these Russian officers with conducting the most
disruptive and destructive series of computer attacks ever attributed to a
single group, including by unleashing the NotPetya malware. No nation
will recapture greatness while behaving in this way.”
“The FBI has repeatedly warned that Russia is a highly capable cyber
adversary, and the information revealed in this indictment illustrates how
pervasive and destructive Russia’s cyber activities truly are,” said FBI
Deputy Director David Bowdich. “But this indictment also highlights the
FBI’s capabilities. We have the tools to investigate these malicious
malware attacks, identify the perpetrators, and then impose risks and
consequences on them. As demonstrated today, we will relentlessly pursue
those who threaten the United States and its citizens.”
“For more than two years we have worked tirelessly to expose these
Russian GRU Officers who engaged in a global campaign of hacking,
disruption and destabilization, representing the most destructive and
costly cyber-attacks in history,” said U.S. Attorney Scott W. Brady for the
Western District of Pennsylvania. “The crimes committed by Russian
government officials were against real victims who suffered real harm. We
have an obligation to hold accountable those who commit crimes – no
matter where they reside and no matter for whom they work – in order to
seek justice on behalf of these victims.”
“The exceptional talent and dedication of our teams in Pittsburgh, Atlanta
and Oklahoma City who spent years tracking these members of the GRU is
unmatched,” said FBI Pittsburgh Special Agent in Charge Michael A.
Christman. “These criminals underestimated the power of shared
intelligence, resources and expertise through law enforcement, private
sector and international partnerships.”
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The defendants, Yuriy Sergeyevich Andrienko (Юрий Сергеевич
Андриенко), 32; Sergey Vladimirovich Detistov (Сергей Владимирович
Детистов), 35; Pavel Valeryevich Frolov (Павел Валерьевич Фролов), 28;
Anatoliy Sergeyevich Kovalev (Анатолий Сергеевич Ковалев), 29; Artem
Valeryevich Ochichenko (Артем Валерьевич Очиченко), 27; and Petr
Nikolayevich Pliskin (Петр Николаевич Плискин), 32, are all charged in
seven counts: conspiracy to conduct computer fraud and abuse, conspiracy
to commit wire fraud, wire fraud, damaging protected computers, and
aggravated identity theft.
Each defendant is charged in every count. The charges contained in the
indictment are merely accusations, however, and the defendants are
presumed innocent unless and until proven guilty beyond a reasonable
doubt.
The defendants and their co-conspirators caused damage and disruption to
computer networks worldwide, including in France, Georgia, the
Netherlands, Republic of Korea, Ukraine, the United Kingdom, and the
United States.
The NotPetya malware, for example, spread worldwide, damaged
computers used in critical infrastructure, and caused enormous financial
losses.
Those losses were only part of the harm, however. For example, the
NotPetya malware impaired Heritage Valley’s provision of critical medical
services to citizens of the Western District of Pennsylvania through its two
hospitals, 60 offices, and 18 community satellite facilities.
The attack caused the unavailability of patient lists, patient history,
physical examination files, and laboratory records. Heritage Valley lost
access to its mission-critical computer systems (such as those relating to
cardiology, nuclear medicine, radiology, and surgery) for approximately
one week and administrative computer systems for almost one month,
thereby causing a threat to public health and safety.
The conspiracy to commit computer fraud and abuse carries a maximum
sentence of five years in prison; conspiracy to commit wire fraud carries a
maximum sentence of 20 years in prison; the two counts of wire fraud
carry a maximum sentence of 20 years in prison; intentional damage to a
protected computer carries a maximum sentence of 10 years in prison; and
the two counts of aggravated identity theft carry a mandatory sentence of
two years in prison.
The indictment also alleges false registration of domain names, which
would increase the maximum sentence of imprisonment for wire fraud to
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27 years in prison; the maximum sentence of imprisonment for intentional
damage to a protected computer to 17 years in prison; and the mandatory
sentence of imprisonment for aggravated identity theft to four years in
prison.
These maximum potential sentences are prescribed by Congress, however,
and are provided here for informational purposes only, as the assigned
judge will determine any sentence of a defendant.
Defendant Kovalev was previously charged in federal indictment number
CR 18-215, in the District of Columbia, with conspiring to gain
unauthorized access into the computers of U.S. persons and entities
involved in the administration of the 2016 U.S. elections.
Trial Attorney Heather Alpino and Deputy Chief Sean Newell of the
National Security Division’s Counterintelligence and Export Control
Section and Assistant U.S. Attorneys Charles Eberle and Jessica Smolar of
the U.S. Attorney’s Office for the Western District of Pennsylvania are
prosecuting this case.
The FBI’s Atlanta, Oklahoma City, and Pittsburgh field offices conducted
the investigation, with the assistance of the FBI’s Cyber Division.
The Criminal Division’s Office of International Affairs provided critical
assistance in this case.
The department also appreciates the significant cooperation and assistance
provided by Ukrainian authorities, the Governments of the Republic of
Korea and New Zealand, Georgian authorities, and the United Kingdom’s
intelligence services, as well as many of the FBI’s Legal Attachés and other
foreign authorities around the world.
Numerous victims cooperated and provided valuable assistance in the
investigation.
The department is also grateful to Google, including its Threat Analysis
Group (TAG); Cisco, including its Talos Intelligence Group; Facebook; and
Twitter, for the assistance they provided in this investigation. Some
private sector companies independently disabled numerous accounts for
violations of the companies’ terms of service.
To read more: https://www.fbi.gov/news/pressrel/press-releases/fbideputy-director-david-bowdichs-remarks-at-press-conferenceannouncing-cyber-related-indictment-of-six-russian-intelligence-officers
https://www.justice.gov/opa/pr/six-russian-gru-officers-chargedconnection-worldwide-deployment-destructive-malware-and
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Number 12

Episode 34: The Orbital Optician

In this episode of the Voices from DARPA podcast, Stacie Williams, a
program manager since 2019 in the agency’s Tactical Technology Office,
reveals how a lifelong love of optical and photonic phenomena, beginning
with fireflies during her childhood, is now unfolding in her stewardship of
ambitious light-and-optics-centric programs at DARPA.
One of these, the Deformable Mirror (DeMi) program, recently reached a
milestone with the placement from the International Space Station of a
dime-sized deformable mirror on a loaf-sized CubeSat platform.
The goal of DeMi is to deliver cheaper, lighter, smaller telescope mirrors—
in the form of a microelectromechanical system (MEMS)—that could open
unprecedented options for space-based ISR (intelligence, surveillance,
reconnaissance) technology that, in Stacie’s words, “helps us understand
what’s going on with a space eyeview.”
In another optics-tech effort under Stacie’s wing, researchers are learning
how to design so-called metamaterials—with engineered microstructures
that manipulate electromagnetic wavelengths—that also could greatly
simplify, lighten, and cheapen far more massive, complex, and expensive
conventional telescopes.
In the podcast, Stacie also recounts her work beyond technology as a
champion of science, technology, engineering, and math (STEM) education
for economically disadvantaged communities.
You may visit:
-

Blubrry (podcast host):
https://blubrry.com/voices_from_darpa/69016999/episode-34-theorbital-optician/

-

YouTube: https://youtu.be/RYlPFCFfhTA

-

iTunes: https://itunes.apple.com/us/podcast/voices-fromdarpa/id1163190520
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Number 13

NIST Offers ‘Quick-Start’ Guide for Its Security and Privacy
Safeguards Catalog

Companion to recently updated controls catalog provides useful starting
points for risk management.

If you’ve ever tried to set up a home entertainment system by poring over a
thick manual, you might appreciate the manufacturer also providing you
with a quick-start guide so you can get your party going in short order.
Information security experts at the National Institute of Standards and
Technology (NIST) have created what is essentially a quick-start guide to
their flagship risk management tool, to help organizations reduce their
security and privacy risks more easily.
Their creation, whose full title is Control Baselines for Information
Systems and Organizations (NIST Special Publication (SP) 800-53B – you
may visit: https://csrc.nist.gov/publications/detail/sp/800-53b/final), is a
companion publication to SP 800-53 Revision 5 (you may visit:
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final ), which
NIST updated last month after a multiyear effort.
SP 800-53 offers a comprehensive set of security and privacy safeguards —
referred to as controls — that address specific weaknesses in an
organization or information system. It is used by organizations of all sizes,
across public and private sectors. The new companion guide can help them
with selecting the baseline, or group of safeguards, that is appropriate for
the risk level and threats the organization faces.
“Choosing security and privacy controls is a bit like building a car from
parts that fit the driving conditions you expect,” said Ron Ross, a NIST
Fellow and one of the guide’s authors. “If you’re building an SUV for trips
around town, you might choose different parts than you’d use for a race
car. Whether you’re managing risk for a routine business system or one
whose breach would compromise our nation’s critical infrastructure, we’ve
got a baseline for you.”
The federal government needs wildly varying levels of cybersecurity as it
performs a diverse set of functions for the country, ranging from operating
the air traffic control system to conducting financial transactions in the
banking system to providing veterans’ health care. The 800-53B guide
offers low-, moderate- and high-impact security control baselines, and it
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also offers a privacy control baseline to protect individual privacy in the
processing of personally identifiable information.
“Every system is important in its own right, but some systems support
functions that are more critical to the national and economic security
interests of the United States, making them more attractive targets for our
adversaries,” Ross said. “These systems need higher levels of protection,
and NIST provides appropriate safeguarding recommendations for them.”
Ross described the control baselines as starting points for security and
privacy. Because every organization will have its own specific goals, the
guide also provides tailoring guidance for specific communities of interest,
technologies and environments of operation.
“Using the guidance we provide, an organization can choose the right
security and privacy baseline and then customize it effectively,” Ross said.
“That way they can ensure that they have the capability to protect their
critical operations and assets.”
While NIST guidelines are nonregulatory, the Federal Information Security
Modernization Act (FISMA) and OMB Circular A-130 require
implementation of a minimum set of controls selected from SP 800-53 to
protect federal information and information systems. Because many
organizations interact with the federal government, Ross said the security
and privacy control baselines will have far-reaching effects.
“Many external programs and organizations depend on the NIST
recommendations to help protect cloud, health care, financial,
transportation, manufacturing, defense and industrial control systems,” he
said. “It’s our goal to get all of them the right kind of protection.”
The new control baselines and the security and privacy controls from NIST
SP 800-53 Revision 5 can also be used with NIST’s Risk Management
Framework, Cybersecurity Framework and Privacy Framework, which
together provide a comprehensive toolkit to help manage security and
privacy risk. You may visit: https://www.nist.gov/newsevents/news/2020/10/nist-offers-quick-start-guide-its-security-andprivacy-safeguards-catalog
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Number 14

EU Agency for Cybersecurity launches ISAC in a BOX Toolkit

The EU Agency for Cybersecurity has launched ISAC in a BOX, a
comprehensive online toolkit to support the establishment, development
and evaluation of Information Sharing and Analysis Centres (ISACs).

European legislation, such as the Cybersecurity Act and the NIS Directive
(NISD), promotes the creation of European and National Information
Sharing and Analysis Centres (ISACs).
ISACs are private public partnerships (PPPs) between stakeholders
exposed to similar cybersecurity vulnerabilities and threats and they are
usually formed by private sector initiative, in particular operators of
essential services of the critical sectors.
ISACs collect, analyse and disseminate actionable threat information to
their members and provide them with tools to mitigate risks and enhance
resilience.
ENISA’s task is to support the creation and development of ISACs and
advise them to strengthen their cooperation, build trust and exchange
information using tools and mechanisms that are beneficial for all parties.
ENISA participates and offers advice and expertise in several European
initiatives regarding the development of ISACs through:
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-

Connecting Europe Facilities (CEF) call for ISACs as a technical
advisor;

-

Inter-EU ISAC platform as a facilitator;

-

European Energy (EE) ISAC as a member;

-

European Financial (FI) ISAC as secretariat;

-

European Maritime (EM) ISAC as a member;

-

European Rail (ER) ISAC as a member.

Objective and description of the toolkit
ENISA developed this comprehensive toolkit, following studies on the
ISAC concept, to address the need to facilitate community building and
collaboration across ISACs.
The toolkit aims at providing practical guidance and the means to empower
industry to create new ISACs and to further develop already existing ones.
The main success factors for ISACs are Trust and Sharing. If there is trust,
information will be shared and added value will be created - ISAC in a BOX
follows the same approach.
It is divided in four phases and contains all activities, documents and tools
needed to start, develop and evaluate an ISAC. Each phase includes the
basic elements that need to be fulfilled to go to the next phase.
1. Build phase: It’s all about setting the goals, participants and purpose for
the ISAC; agreeing on the budget and the right cooperation mechanisms.
2. Run phase: Governance is key to share information through meetings
and develop trust and building capacities among the ISAC participants.
3. Evaluation phase: Evaluation is an essential part of the ISAC lifecycle
which helps to keep it on track, measure its impact and assess its
momentum in order to bring it to the next phase.
4. Develop phase: Time for action! This phase focuses on enhancing ISAC’s
sophistication, its further development and outreach strategies.
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To learn more: https://www.enisa.europa.eu/topics/national-cybersecurity-strategies/information-sharing/isacs-toolkit/view
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Number 15

Alert (AA20-302A) - Ransomware Activity Targeting the
Healthcare and Public Health Sector

This joint cybersecurity advisory was coauthored by the Cybersecurity and
Infrastructure Security Agency (CISA), the Federal Bureau of Investigation
(FBI), and the Department of Health and Human Services (HHS).
This advisory describes the tactics, techniques, and procedures (TTPs)
used by cybercriminals against targets in the Healthcare and Public Health
(HPH) Sector to infect systems with ransomware, notably Ryuk and Conti,
for financial gain.
CISA, FBI, and HHS have credible information of an increased and
imminent cybercrime threat to U.S. hospitals and healthcare providers.
CISA, FBI, and HHS are sharing this information to provide warning to
healthcare providers to ensure that they take timely and reasonable
precautions to protect their networks from these threats.

To read more: https://us-cert.cisa.gov/ncas/alerts/aa20-302a
https://us-cert.cisa.gov/sites/default/files/publications/AA20302A_Ransomware%20_Activity_Targeting_the_Healthcare_and_Public
_Health_Sector.pdf
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Number 16

Electromagnetic Spectrum Superiority Strategy Released

The Department is challenged to assure and maintain access, use, fires,
and maneuver within the Electromagnetic Spectrum (EMS) at home and
abroad.
This jeopardizes the U.S. military’s ability to sense, command, control,
communicate, test, train, protect, and project force effectively.
Without the capabilities to assert EMS superiority, the nation’s economic
and national security will be exposed to undue and significant risk.
Adversary actions, commercial development, and regulatory constraints
impede U.S. forces’ freedom of action in the EMS.
Ensuring such freedom of action will require new ways of thinking about
access, sharing, and maneuver in the EMS.
Our adversaries have recognized DoD’s reliance on EMS-dependent
capabilities and are seeking to exploit this vulnerability.
They seek to restrict U.S. spectrum access through international forums
while they organize, train, and equip their forces for EMS advantage.
The Department must also account for the EMS requirements of coalition
and commercial partners.
These competing spectrum needs result in an increasingly congested,
contested, and constrained electromagnetic operational environment
(EMOE).
Combined, these factors require DoD to reexamine how it gains and
maintains control of the EMS.
The Department seeks to maintain military overmatch against its
adversaries, while sharing the spectrum with commercial partners.
Increased adversary competition and commercial congestion drives the
need to develop new capabilities, new techniques, and better integration
within DoD and with its partners to enhance spectrum efficiency, maximize
spectrum compatibility, and ensure EMS superiority.
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The shift in these activities to a sharing and maneuver focus must tightly
align with efforts across the EMS enterprise to achieve U.S. military
readiness, integration across warfighting domains, and increased lethality
of U.S. forces.
Glossary
The terms defined herein are for the purpose of clarity in this document
only. Where a more authoritative source definition is used, that source is
indicated.
Competition Continuum – Describes a world of enduring competition
conducted through a mixture of cooperation, competition below armed
conflict, and armed conflict.
This is the environment in which the United States applies the instruments
of national power (diplomatic, informational, military, economic) to
achieve objectives. (JDN 1-19)
Electromagnetic Attack – Division of electromagnetic warfare involving the
use of electromagnetic energy, directed energy, or anti-radiation weapons
to attack personnel, facilities, or equipment with the intent of degrading,
neutralizing, or destroying enemy combat capability and is considered a
form of fires. Also called EA. [previously Electronic Attack] (JP 3-85)
Electromagnetic Battle Management – The dynamic monitoring, assessing,
planning, and directing of operations in the electromagnetic spectrum in
support of the commander’s concept of operation. Also called EMBM. (JP
3-85)
Electromagnetic Protection – Division of electromagnetic warfare
involving actions taken to protect personnel, facilities, and equipment from
any effects of friendly or enemy use of the electromagnetic spectrum that
degrade, neutralize, or destroy friendly combat capability. Also called EP.
[previously Electronic Protection] (JP 3-85)
Electromagnetic Spectrum (EMS) – The range of all types of
electromagnetic radiation. (National Aeronautics and Space
Administration (NASA)).
Electromagnetic Spectrum Access – The ability of spectrum-dependent
systems to enter the electromagnetic spectrum and occupy a frequency, or
band of frequencies, in space and time for the purpose of transmission
and/or reception of electromagnetic energy.
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Electromagnetic Spectrum-Dependent Systems – All electronic systems,
subsystems, devices, and equipment that depend on the use of the
spectrum to properly accomplish their functions. (DoDD 3610.01)
Electromagnetic Spectrum Enterprise – The organizing construct
consisting of DoD EMS assets, processes, activities and resources required
to enable EMS superiority through the conduct of DoD EMSO.
This includes policy, governance, organization, equipment, procedures,
doctrine, information, facilities, training, and material responsibilities to
ensure that DoD maintains access and control of EMS across the full
spectrum of operations. (DoDD 3610.01) 2020 Department of Defense
Electromagnetic Spectrum Superiority Strategy 20
Electromagnetic Spectrum Management – The operational, engineering,
and administrative procedures to plan, and coordinate operations within
the electromagnetic operational environment. [previously Spectrum
Management] (JP 3-85)
Electromagnetic Spectrum Maneuver – The movement in threedimensional positioning, time, and EMS operating parameters (e.g.,
frequency, power, modulation) to gain an advantage over the enemy.
(JP 3-85)
Electromagnetic Spectrum Operations – Coordinated military actions to
exploit, attack, protect, and manage the electromagnetic environment. Also
called EMSO. (JP 3-85)
Electromagnetic Spectrum Professional – A member of the EMS Workforce
who has achieved and maintained a demonstrated standard of expertise in
EMS-related core skills.
Electromagnetic Spectrum Sharing – The simultaneous usage of a specific
frequency band in a specific geographical area and time by a number of
independent entities where harmful electromagnetic interference is
mitigated through agreement (i.e., policy, protocol, process.)
Electromagnetic Spectrum Superiority – That degree of control in the
electromagnetic spectrum that permits the conduct of operations at a given
time and place without prohibitive interference, while affecting the threat’s
ability to do the same. (JP 3-85)
Electromagnetic Spectrum Workforce – The totality of personnel required
to staff the EMS Enterprise.
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Electromagnetic Support – Division of electromagnetic warfare involving
actions tasked by, or under direct control of, an operational commander to
search for, intercept, identify, and locate or localize sources of intentional
and unintentional radiated electromagnetic energy for the purpose of
immediate threat recognition, targeting, planning, and conduct of future
operations. Also called ES. [previously Electronic Warfare Support] (JP 385)
Electromagnetic Warfare – Military action involving the use of
electromagnetic and directed energy to control the electromagnetic
spectrum or to attack the enemy. Also called EW. [previously Electronic
Warfare] (JP 3-85)
To read more: https://media.defense.gov/2020/Oct/29/2002525927/-1/1/0/ELECTROMAGNETIC_SPECTRUM_SUPERIORITY_STRATEGY.PD
F
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Number 17

Aviation Cybersecurity
FAA Should Fully Implement Key Practices to Strengthen Its
Oversight of Avionics Risks

Modern airplanes are equipped with networks and systems that share data
with the pilots, passengers, maintenance crews, other aircraft, and airtraffic controllers in ways that were not previously feasible (see fig. 1).

As a result, if avionics systems are not properly protected, they could be at
risk of a variety of potential cyberattacks.
Vulnerabilities could occur due to:
(1) not applying modifications (patches) to commercial software,
(2) insecure supply chains,
(3) malicious software uploads,
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(4) outdated systems on legacy airplanes, and
(5) flight data spoofing.

To date, extensive cybersecurity controls have been implemented and there
have not been any reports of successful cyberattacks on an airplane’s
avionics systems.
However, the increasing connections between airplanes and other systems,
combined with the evolving cyber threat landscape, could lead to
increasing risks for future flight safety.
The Federal Aviation Administration (FAA) has established a process for
the certification and oversight of all US commercial airplanes, including
the operation of commercial air carriers (see fig. 2).
While FAA recognizes avionics cybersecurity as a potential safety issue for
modern commercial airplanes, it has not fully implemented key practices
that are necessary to carry out a risk-based cybersecurity oversight
Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 63

program.
Specifically, FAA has not:
(1) assessed its oversight program to determine the priority of avionics
cybersecurity risks,
(2) developed an avionics cybersecurity training program,
(3) issued guidance for independent cybersecurity testing, or
(4) included periodic testing as part of its monitoring process.
Until FAA strengthens its oversight program, based on assessed risks, it
may not be able to ensure it is providing sufficient oversight to guard
against evolving cybersecurity risks facing avionics systems in commercial
airplanes.
GAO has previously identified key practices for interagency collaboration
that can be used to assess interagency coordination.
FAA coordinates with other federal agencies, such as the Departments of
Defense (DOD) and Homeland Security (DHS), and with industry to
address aviation cybersecurity issues.
For example, FAA co-chairs the Aviation Cyber Initiative, a tri-agency
forum with DOD and DHS to address cyber risks across the aviation
ecosystem.
However, FAA’s internal coordination activities do not fully reflect GAO’s
key collaboration practices.
FAA has not established a tracking mechanism for monitoring progress on
cybersecurity issues that are raised in coordination meetings, and its
oversight coordination activities are not supported by dedicated resources
within the agency’s budget.
Until FAA establishes a tracking mechanism for cybersecurity issues, it
may be unable to ensure that all issues are appropriately addressed and
resolved. Further, until it conducts an avionics cybersecurity risk
assessment, it will not be able to effectively prioritize and dedicate
resources to ensure that avionics cybersecurity risks are addressed in its
oversight program.
To read more:
https://www.gao.gov/assets/720/710095.pdf
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Number 18

Railway Cybersecurity

The rail ecosystem is well defined and organised, with several roles and
responsibilities shared between the stakeholders. The table and figure
below depict and describe the ecosystem actors.

The railway sector enables goods and passengers to be transported within
countries and across borders, and is key to the development of the
European Union.
The main players within this sector are the railway undertakings (RU), in
charge of providing services for the transport of goods and/or passengers
by rail; and the infrastructure managers (IM), in charge of establishing,
managing and maintaining railway infrastructure and fixed installation,
including traffic management, control-command and signalling, but also
station operation and train power supply.
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Both are in the scope of the NIS Directive, and their identification as
operator of essential service (OES) respects the transposition of laws to the
majority of member states.
According to surveys and interviews conducted under this study, overall
trends for the implementation of the NIS Directive for operator of essential
service (OES) in the railway sector are as follows:
-

The general implementation of security measures regarding
governance and the ecosystem is heterogeneous and low compared to
other types of measures. Most mature OES have already been applying
these measures for a long time. Meanwhile for less mature OES,
implementation of these measures has just started.

-

Protective security measures seem to be the best implemented. While
cybersecurity basics appear to be already implemented, security
measures requiring advanced technical expertise show a lower level of
implementation. In the special context of operational technology (OT)
(legacy, number of systems, dependence on suppliers, safety concerns),
it is often impossible to implement security basics without applying
compensating countermeasures,

-

For defensive security measures, the simplest security measures (e.g.
communications with competent authorities and computer security
incident response teams) seem to be well implemented. Others,
however, are rarely or not implemented, as they require considerable
cybersecurity expertise and maturity (e.g. log correlation and analysis),

-

For resilience measures, the level of implementation appears to be
good. Managing crises and incidents is part of the daily business of the
railway sector.
However, this must be qualified: there are still opportunities to
improve the full integration of new cybersecurity threats into existing
processes for dealing with crises and ensuring resilience.

The study also identifies the main challenges faced by the sector to enforce
the NIS Directive:
-

Railway stakeholders must strike a balance between operational
requirements, business competitiveness and cybersecurity, while the
sector is undergoing digital transformation which increases the need
for cybersecurity.
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-

Railway stakeholders depend on suppliers with disparate technical
standards and cybersecurity capabilities, especially for operational
technology.

-

OT systems for railways have been based on systems that were at a
point in time secure according to the state-of-the art but due to the long
lifetime of systems they eventually become outdated or obsolete. This
makes it difficult to keep them up-to-date with current cybersecurity
requirements. Furthermore, these systems are usually spread across
the network (stations, track, etc.), making it difficult to
comprehensively control cybersecurity.

-

Railway operators report issues of low cybersecurity awareness and
differences in culture, especially among safety and operations
personnel.

-

Existing rail specific regulation doesn’t include cybersecurity
provisions. OES often have to comply with non-harmonized
cybersecurity requirements deriving from different regulations.

To read more: https://www.enisa.europa.eu/publications/railwaycybersecurity
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Number 19

Cyberattacks targeting health care must stop

Tom Burt - Corporate Vice President, Customer Security & Trust

Two global issues will help shape people’s memories of this time in history
– Covid-19 and the increased use of the internet by malign actors to disrupt
society.
It’s disturbing that these challenges have now merged as cyberattacks are
being used to disrupt health care organizations fighting the pandemic.
We think these attacks are unconscionable and should be condemned by all
civilized society.
Today, we’re sharing more about the attacks we’ve seen most recently and
are urging governments to act.
In recent months, we’ve detected cyberattacks from three nation-state
actors targeting seven prominent companies directly involved in
researching vaccines and treatments for Covid-19.
The targets include leading pharmaceutical companies and vaccine
researchers in Canada, France, India, South Korea and the United States.
The attacks came from Strontium, an actor originating from Russia, and
two actors originating from North Korea that we call Zinc and Cerium.
Among the targets, the majority are vaccine makers that have Covid-19
vaccines in various stages of clinical trials.
One is a clinical research organization involved in trials, and one has
developed a Covid-19 test.
Multiple organizations targeted have contracts with or investments from
government agencies from various democratic countries for Covid-19
related work.
Strontium continues to use password spray and brute force login attempts
to steal login credentials.
These are attacks that aim to break into people’s accounts using thousands
or millions of rapid attempts.
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Zinc has primarily used spear-phishing lures for credential theft, sending
messages with fabricated job descriptions pretending to be recruiters.
Cerium engaged in spear-phishing email lures using Covid-19 themes while
masquerading as World Health Organization representatives.
The majority of these attacks were blocked by security protections built
into our products.
We’ve notified all organizations targeted, and where attacks have been
successful, we’ve offered help.
These are just among the most recent attacks on those combating Covid-19.
Cyberattacks targeting the health care sector and taking advantage of the
pandemic are not new.
Attackers recently used ransomware attacks to target hospitals and
healthcare organizations across the United States.
Earlier in the pandemic, attacks targeted Brno University Hospital in the
Czech Republic, Paris’s hospital system, the computer systems of Spain’s
hospitals, hospitals in Thailand, medical clinics in the U.S. state of Texas, a
health care agency in the U.S. state of Illinois and even international bodies
such as the World Health Organization.
In Germany, we recently saw the resulting threat to human health become
tragic reality when a woman in Dusseldorf reportedly became the first
known death as a result of a cyberattack on a hospital.
Today, Microsoft’s president Brad Smith is participating in the Paris Peace
Forum where he will urge governments to do more.
Microsoft is calling on the world’s leaders to affirm that international law
protects health care facilities and to take action to enforce the law.
We believe the law should be enforced not just when attacks originate from
government agencies but also when they originate from criminal groups
that governments enable to operate – or even facilitate – within their
borders. This is criminal activity that cannot be tolerated.
The good news is that we’re not alone.
Our voice at Microsoft is just one of many speaking up from the multistakeholder coalition that will be needed to make progress.
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In today’s virtual Paris Peace Forum event addressing an audience of
international leaders, Brad will discuss these issues with France’s Minister
for Foreign Affairs Jean-Yves le Drian, Ambassador Guilherme de Aguiar
Patriota of Brazil and Ambassador Jürg Lauber of Switzerland.
Ambassador Patriota is chair of the UN’s Group of Governmental Experts,
and Ambassador Lauber is chair of the UN’s Open-Ended Working Group
– both important bodies in determining the future of cyberspace.
In the leadup to this year’s Paris Peace Forum, more than 65 health carerelated organizations have joined the Paris Call for Trust and Security in
Cyberspace.
They include organizations like Merck working on vaccines, top hospitals
like Hospital Metropolitano in Ecuador, and government health institutes
like Poland’s National Institute of Public Health.
There is no question the attacks we’ve seen in recent months are creating
energy for action across the health sector. The Paris Call remains the
largest multi-stakeholder coalition addressing these issues, and its first
principle is the prevention of malicious cyber activities that threaten
indiscriminate or systemic harm to people and critical infrastructure.
In May, a 136-strong group of the world’s most prominent international
law experts, in what has become known as the Oxford Process, issued a
statement making it clear that international law protects medical facilities
at all times.
In August, the Oxford Process issued a second statement emphasizing that
organizations that research, manufacture and distribute of Covid-19
vaccines are also protected.
Earlier this year, the CyberPeace Institute and International Committee of
the Red Cross led an effort by 40 international leaders calling on
governments to stop the attacks on healthcare.
They included former secretary of state Madeline Albright, Archbishop
Emeritus of Cape Town Desmond Tutu, former Member of the European
Parliament Marietje Schaake and former Secretary-General of the United
Nations Ban Ki-moon among many others.
Organizations are also taking steps to protect themselves. In April, we
announced that we were making AccountGuard, our threat notification
service, available to health care and human rights organizations working
on Covid-19.
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Since then 195 of these organizations have enrolled in the service and we
now protect 1.7 million email accounts for health care-related groups. Any
health care-related organizations that wish to enroll can do so here.
At a time when the world is united in wanting an end to the pandemic and
anxiously awaiting the development of a safe and effective vaccine for
Covid-19, it is essential for world leaders to unite around the security of our
health care institutions and enforce the law against cyberattacks targeting
those who endeavor to help us all.
You can learn more about what Microsoft is doing to advance cybersecurity
at: https://www.microsoft.com/en-us/security

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 72

Disclaimer
Despite the great care taken to prepare this newsletter, we cannot
guarantee that all information is current or accurate. If errors are brought
to our attention, we will try to correct them, and we will publish the correct
information to the LinkedIn and Facebook pages of Cyber Risk GmbH.
Readers will make their own determination of how suitable the
information is for their usage and intent. Cyber Risk GmbH expressly
disclaims all warranties, either expressed or implied, including any implied
warranty of fitness for a particular purpose, and neither assumes nor
authorizes any other person to assume for it any liability in connection
with the information or training programs provided.
Cyber Risk GmbH and its employees will not be liable for any loss or
damages of any nature, either direct or indirect, arising from use of the
information provided on this newsletter, or our web sites.
We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a
recommendation or endorsement of the views expressed within them.
Links to other web sites are presented as a convenience to users. Cyber
Risk GmbH does not accept any responsibility for the content, accuracy,
reliability, or currency found on external web sites.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the association has
no control and for which the association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of interpretative;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
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does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts. It is our goal to
minimize disruption caused by technical errors. However, some data or
information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
Readers that are interested in a specific topic covered in the newsletter,
must download the official papers, must find more information, and must
ask for legal and technical advice, before making any business decisions.
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