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local news stories and world events

Dear readers,
During the weekend, I had the opportunity to read an
interesting paper with title “Inoculation Theory and
Misinformation”, by the NATO Strategic Communications
Centre of Excellence.
The idea of developing a psychological “vaccine” against misinformation is
not new, it comes from the 1960s. During the Vietnam War, the concern
that the troops could be brainwashed by foreign propaganda prompted the
social psychologist William McGuire to explore the idea of a “vaccine for
brainwash”.
Drawing on the analogy of medical inoculations, McGuire proposed that
rather than bombarding people with more supportive facts, pre-emptively
exposing people to a weakened dose of a specific persuasive argument
could confer psychological resistance against future exposure to persuasive
attacks, much like a medical vaccine confers physiological resistance
against future infection.
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Since then, a large volume of studies and meta-analyses has been
conducted, establishing inoculation theory as a robust framework for
countering persuasion.
In 2017, researchers were experimenting with inoculation theory within
the modern context of online misinformation.
Van der Linden, for example, looked at whether it is possible to “inoculate”
people against misinformation about climate change. Study participants
were shown an image that contained:
-

either a message about the scientific consensus regarding climate
change (“97% of climate scientists have concluded that human-caused
climate change is happening”),

-

a misinformation message (a petition said to have been signed by more
than 30,000 people claiming that there is “no convincing scientific
evidence” that human-caused climate change is harmful), or

-

both messages alongside each other.

In addition, some participants were shown either a general (“partial
vaccine”) or specific (“full vaccine”) inoculation message before the
misinformation.
At the end of 2021, we believe that inoculation theory is a useful framework
within the context of countering online misinformation. Inoculation
interventions, including games, videos and infographics, have been shown
to be effective at conferring psychological resistance against future
unwanted persuasion attempts.
In addition, inoculation interventions boost attitudinal certainty (i.e.,
confidence) about detecting misinformation on social media, and, crucially,
reduces their self-reported willingness to share misinformation with others
in their network.
Furthermore, these effects are (largely) not moderated by covariates, such
as political partisanship, age, and education, indicating that the
interventions are effective across broad population groups.
Nonetheless, several avenues for future research remain to be explored.
First, it remains unknown what exactly this “decay curve” looks like; how
quickly do the effects dissipate over time (e.g., one week, two weeks, one
month or even longer), and when exactly so-called “booster shots” should
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be administered to retain maximum efficacy is an important topic of
ongoing research.
Second, inoculation interventions perform very well in randomised
controlled trials and within-intervention surveys. However, the extent to
which such interventions influence people’s engagement with
misinformation in the real world remains unknown.
For example, does playing an inoculation game or watching a video
influence the quality of the content that people share on social media?
Field studies are needed to bring more insight into how lab or simulated
performance translates into real-world efficacy.
Read more at number 18 below.
____________________________________________
We have some interesting developments, we can read the following at the
official page of the Office of the Attorney General of Switzerland.
The arrests in Switzerland announced by the Federal Office of Justice
(FOJ) on 16 November 2021 together with the arrests made on the same
day in Italy are connected to a joint operation successfully carried out by
various authorities at national and international level.
(Joint press release issued by the Office of the Attorney General of
Switzerland and the Public Prosecutor’s Office in the Canton of St.Gallen)
The Public Prosecutor’s Office in the Canton of St.Gallen, with support
from the Federal Office of Police fedpol, is conducting criminal proceedings
on suspicion of offences under the Narcotics Act.
When investigations revealed evidence of organised crime and it became
clear that the case had an international dimension and that several cantons
were probably affected, at the behest of the Canton of St Gallen, the
authorities in the cantons concerned and the federal authorities were
informed and brought into the process.
Through contacts between the Office of the Attorney General of
Switzerland (OAG) and the responsible authorities in Italy, it emerged that
criminal proceedings were already being conducted in this context by
several Italian anti-mafia public prosecutors, specifically the Procura di
Milano, the Procura di Reggio Calabria and the Procura di Firenze.
Thereupon, the OAG opened criminal proceedings on suspicion of
supporting and/or participating in a criminal organisation (Art. 260ter of
the Swiss Criminal Code [SCC]).
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As the Swiss case had a specific connection with the proceedings conducted
by the Procura di Milano and the Procura di Reggio Calabria, a joint
investigation team (JIT) was set up between the OAG and the two Italian
authorities.
This JIT made it possible to coordinate and successfully carry out transnational investigative measures both in Switzerland and in Italy.
The investigative measures were ordered by the respective prosecution
authorities and carried out in Switzerland by the St.Gallen Cantonal Police
and by fedpol with support from the cantonal police forces in Zurich,
Graubünden, Ticino, Schwyz, Solothurn, Lucerne, Aargau, Thurgau and
Uri. In Italy the investigations were carried out by the Polizia di Stato, the
Squadra mobile di Milano, the Guardia di Finanza, the Nucleo di Polizia
Economico – Finanziaria di Como and the Gruppo Carabinieri Gioia Tauro.
The common goal was to identify a criminal mafia-type organisational
structure and to establish the intentions of this organisation and methods
by it operated.
In the course of these investigations, the criminal proceedings conducted
by the OAG were extended to include several persons and to cover criminal
offences under the Narcotics Act. The investigations substantiated the
suspicion that the suspects’ criminal activities both in Switzerland and in
Italy followed the pattern followed by a ‘Ndrangheta clan.
In addition, close relations came to light between the suspects in
Switzerland and other clans in the Como area, which were the object of the
investigations conducted by the Procura di Milano. It became clear that the
criminal intentions of these ‘Ndrangheta clans went beyond Italy, including
Switzerland.
Furthermore, the investigations revealed the hierarchical subordination of
the persons based in Switzerland to the leaders of the ‘Ndrangheta in its
home regions. In Switzerland, the criminal activities identified primarily
involved international drug trafficking, which always had a connection
with persons and activities in Italy.
In the course of the secret investigations, persons have already been
arrested and considerable quantities of cocaine have been seized both in
Switzerland and in Italy.
The presumption of innocence applies to all the parties to the proceedings.
At present, the OAG is unable to provide any further information on the
criminal proceedings and/or on specific procedural measures.
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The Prosecution and the fight against the organised crime constitute a
strategic priority for the Office of the Attorney General of Switzerland
(OAG). The OAG is conducting various criminal proceedings that have as
an object criminal organisations. These criminal proceedings involve
investigations into various crimes, however, the suspicion of supporting
and/or participating in a criminal organisation (Art. 260ter SCC) is a
central aspect of the majority of these criminal proceedings.
___________________________________________
A cyber-attack on a technology company that provides services to financial
institutions – or their service providers – could spread to the financial
system. A high concentration of third-party service providers could
magnify this risk.
This is part of the 2021 FSB Annual Report.
We also read that while outsourcing to third-party providers, such as cloud
services, may have enhanced operational resilience at financial institutions,
increased reliance on such services can give rise to new challenges and
vulnerabilities.
Financial institutions have relied on outsourcing and other third-party
relationships for decades. However, in recent years, the extent and nature
of interactions with a broad and diverse ecosystem of third parties has
evolved, particularly on technology.
The FSB has analysed regulatory and supervisory issues associated with
financial institutions’ reliance on third-party providers. Identified
challenges include the design of contractual agreements with third parties
on appropriate rights to access, audit and obtain information from third
parties; management of sub-contractors and supply chains; and the
possibility of systemic risk arising from concentration in the provision of
some outsourced and third-party services to financial institutions.
In light of the feedback received from external stakeholders, the FSB is
launching further work to develop common definitions and terminologies
related to third-party risk management and outsourcing, as well as
expectations for financial authorities’ oversight of financial institutions’
reliance on critical service providers.
We can also read that cyber incidents are becoming more frequent and
sophisticated. A cyber-attack that severely impairs the operational
capability of a systemically important financial institution or critical part
of the market infrastructure could spill over to other financial institutions,
including as a result of a loss of confidence in the financial system.
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Rapidly evolving crypto-asset markets may give rise to new risks to
financial stability. Crypto-assets represent a small proportion of financial
assets and are not widely used in critical financial services on which the
real economy depends. However, their market capitalisation has increased
dramatically and they have been used more by institutional investors,
including in complex investment strategies.
Links between crypto-assets and the mainstream financial system through
trading platforms and custodial services are also growing.
Increased participation by retail investors in speculative crypto-asset
trading, facilitated by the use of so-called stablecoins, could also give rise to
broader financial stability issues through an erosion of trust in the financial
system.
So-called “global stablecoins” (GSCs) may also create vulnerabilities if
adopted widely. Yet, despite an increase in the use of existing stablecoin
arrangements in the past year, the functions they perform remain limited.
They are typically a by-product of demand for, and investments in,
speculative crypto-assets, and are not yet being used for mainstream
payments on a significant scale. However, one or more of them may evolve
over time and could have the potential to expand reach and adoption
across multiple jurisdictions, posing greater risks to financial stability than
existing stablecoins.
We can also read that in an environment of high uncertainty, the potential
for sudden sharp movements in asset prices persists.
In a context of persistent low interest rates, there is continued evidence of
elevated risk taking among investors, which may add to existing
vulnerabilities. The proportion of high-yield bonds outstanding is high and
the amount of collateralised loan obligations remains high relative to the
total amount of corporate debt. There are also signs of higher leverage
being used in some markets, which could amplify market corrections.
You can read more at number 21 below.
__________________________________________
Friedrich Nietzsche believed that whoever fights monsters should be
careful that in the process he does not become a monster. And if you gaze
long enough into an abyss, the abyss will gaze back into you.
Cybersecurity is becoming more complex by the day. In the new European
Commission Work Programme 2022 (Communication from the
Commission to the European Parliament and the Council) we read:
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“The pandemic has served as a catalyst for the accelerating digitalisation of
Europe and the world. The Commission will follow up on its path to the
digital decade to deliver on the EU’s digital transformation by 2030.
We are determined to lead the way in the global race for trustworthy,
secure and human-centric technology. And we will work to reach
agreement on and implement our proposals for a safe and secure internet,
a European digital identity and on trustworthy Artificial Intelligence.
With the economy and society relying more and more on digital solutions,
we need to ensure that we can defend ourselves in a world increasingly
prone to hacking of connected products and associated services.
To this end, we will propose a European Cyber Resilience Act to establish
common cybersecurity standards for products. We will also begin building
an EU space-based global secure communications system, offering EUwide broadband connectivity where it currently does not exist and secure
and independent communications to Member States.”
This is very interesting. We will have another law for cybersecurity, the
European Cyber Resilience Act.
The communication continues: “Our better regulation agenda ensures that
political decisions are taken based on the best available evidence, taking
into account the impact they will have on the ground and the views of
people and businesses likely to be affected. This approach helps ensure that
regulation is targeted, easy to comply with and does not add unnecessary
regulatory burdens.”
This “easy to comply with” is the joke of the day, in my opinion.
_____________________________________________
According to Anatole France, to accomplish great things, we must not only
act, but also dream; not only plan, but also believe.
I have just read the “Fiscal Year 2022, Bank Supervision Operating Plan”,
from the Office of the Comptroller of the Currency (OCC), Committee on
Bank Supervision. It is an interesting paper that gives a good
understanding of the supervisory expectations, priorities and objectives.
The agency’s fiscal year (FY) for 2022 begins October 1, 2021, and ends
September 30, 2022.
Operational risk, resilience, incident response, data recovery and business
resumption are supervisory focal points. Examinations should assess the
bank’s capabilities to recover from destructive malware attacks.
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Examinations should emphasize threat vulnerability and detection,
authentication and access controls, network management, data
management, and managing third-party access.
Examiners should perform assessments of internal controls and
operational processes that changed during the pandemic.
We read about Fintech and Cryptocurrencies, that examiners should
identify banks that are implementing significant changes in their
operations using new technological innovations and evaluate
implementation, including use of cloud computing, artificial intelligence,
and digitalization in the risk management processes.
Examiners should evaluate the appropriateness of governance processes
when banks undertake significant changes.
We read about Climate that the OCC is working to better understand how
the financial risks associated with climate change may affect the safety and
soundness of institutions including their ability to serve all parts of their
communities.
During FY2022, the OCC will continue information gathering efforts and
plan on conducting additional industry outreach.
At the largest banks, examiners should focus on establishing a baseline
understanding of the effects of physical and transition risks including the
development of climate risk management frameworks and governance
processes.
Read more at number 15 below.
__________________________________________
We have the ninth edition of the ENISA Threat Landscape (ETL) report,
from the European Network and Information Security Agency (ENISA).
This is an annual report on the status of the cybersecurity threat landscape
that identifies prime threats, major trends observed with respect to threats,
threat actors and attack techniques, and also describes relevant mitigation
measures.
According to the report, COVID-19 drove cyber espionage tasking. We
read:
"During the reporting period, we observed state-backed groups conducting
cyber espionage operations related to COVID-19 as well as using COVID-19
related lures for social engineering.
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Regarding COVID-19 related cyber-espionage, threat actors have been
tasked to pursue information related to recovery and vaccine development
efforts.
According to publicly available reports, state-sponsored threat actors have
been observed to be likely seeking data related to infection rates, countrylevel responses, and treatments.
Moreover, the collection of scientific information related to the COVID-19
vaccine was a high priority requirement and thus the healthcare,
pharmaceutical, and medical research sectors have been heavily targeted.
Our assessment is that the targeting of the these sectors by state-sponsored
actors will certainly continue as long as the pandemic lasts.
In addition, we believe that the targeting of contact tracing systems as well
as other COVID-19 related applications deployed by governments whose
data can be valuable for intelligence gathering and spear phishing
campaigns is likely.
Finally, threat actors that have been ascribed as acting in the interests of
nation states exploited the concern and confusion related to COVID-19
with spear-phishing lures.
In our opinion, cyber espionage groups will almost certainly continue to
conduct (spear-) phishing attacks using COVID-19 themes.
While supply chain compromises by state-backed threat actors are not
new, during the reporting period, this type of attack reached new levels of
sophistication and impact.
One of the major campaigns that took place during the reporting period is
the SolarWinds supply chain compromise.
The SolarWinds supply chain compromise is a prominent example of how
great an impact a supply chain attack can have.
The state-backed group behind this supply chain attack meticulously
planned the attack making almost no operational security mistakes.
Moreover, the threat actor showed exceptional knowledge of cloud
environments, something that highlights the threats and current gaps in
our knowledge of cloud environments.
The threat actor had well-defined and long-term espionage objectives
judging from the careful selection of the targets and subsequent postCyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com
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compromise activity compared to the circa 18.000 organisations that have
been affected.” Also:
“Cyber operations are driven by state strategies, geopolitical tensions,
and armed conflicts.
It is common knowledge, nowadays, that cyber operations are conducted
by most states all over the world to accomplish their strategic objectives.
Thus, states are striving to develop, buy or hire cyber offensive capabilities
to place themselves in a favourable position in this cyber arms race.
The implementation of such cyber capabilities is important for their
national strategies and their long-term planning.
Currently, some of the trends we observe are that
a) states with advanced cyber capabilities are using them to strategically
shape global political, military, economic, and ideological power,
b) middle powers are focusing on initiatives related to regulation, cyber
norms, and protection of their critical infrastructure, and
c) low-capability cyber powers are enhancing their defensive and offensive
postures.
During the reporting period, we observed that cyber operations were
aligned with the strategic objectives of states as well as with the geopolitical
landscape and real-world events.
Notably, we observed increased cyber intrusion activities in regions of
trade routes (e.g. between Europe and Asia), in regions of armed conflict,
against strategic targets such as governmental organisations (e.g.
SolarWinds supply chain attack), and cyber operations as enablers for
large-scale espionage, personally identifiable information and the theft of
intellectual property (e.g. the Microsoft Exchange hack).
State-sponsored groups are increasingly testing and exhibiting their
capabilities for disruptive operations.
In our assessment state-backed actors will certainly continue pursuing
their strategic objectives via cyber operations for intelligence gathering for
advantages in decision-making, stealing intellectual property, and prepositioning of military and critical infrastructure (preparation of the
operational environment) for future conflicts.
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It is also our assessment that state-backed groups will possibly develop (or
buy or otherwise procure) and conduct disruptive/destructive
operations masqueraded as ransomware to weaken, demoralise and
discredit adversarial governments.
Finally, local conflicts will likely include cyber operations paired with
drone attacks and media-driven misinformation in order to amplify
impact.”
Read more at number 1 below.
Welcome to our monthly newsletter.
Best regards,

George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer:
CHE-244.099.341
Our websites include:
- https://www.cyber-risk-gmbh.com
- https://www.social-engineering-training.ch
- https://www.disinformation.ch
- https://www.cyber-espionage.ch
- https://www.hotel-cybersecurity.ch
- https://www.healthcare-cybersecurity.ch
- https://www.railway-cybersecurity.com
- https://www.transport-cybersecurity.com
- https://www.transport-cybersecurity-toolkit.com
- https://www.airline-cybersecurity.ch
- https://www.maritime-cybersecurity.com
- https://www.european-cyber-resilience-act.com
- https://www.european-cyber-defence-policy.com
- https://www.european-chips-act.com
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Number 1

Threat Landscape 2021
European Network and Information Security Agency (ENISA)
April 2020 to mid-July 2021

The time span of the ETL 2021 report is April 2020 to July 2021 and is
referred to as the "reporting period" throughout the report.
During the reporting period, the prime threats identified include:
-

Ransomware
Malware
Cryptojacking
E-mail related threats
Threats against data
Threats against availability and integrity
Disinformation – misinformation
Non-malicious threats
Supply-chain attacks

In this report we discuss the first 8 cybersecurity threat categories. Supply
chain threats, the 9th category, were analysed in detail, due to their
particular prominence, in a dedicated ENISA report “ENISA Threat
landscape for Supply Chain Attacks”.
For each of the identified threats, attack techniques, notable incidents and
trends are discussed along with proposed mitigation measures.
As regards trends, during the reporting period we highlight the following:
-

Ransomware has been assessed as the prime threat for 2020-2021.

-

Governmental organisations have stepped up their game at both
national and international level.

-

Cybercriminals are increasingly motivated by monetisation of their
activities, e.g. ransomware. Cryptocurrency remains the most common
pay-out method for threat actors.

-

Malware decline that was observed in 2020 continues during 2021. In
2021, we saw an increase in threat actors resorting to relatively new or
uncommon programming languages to port their code.
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-

The volume of cryptojacking infections attained a record high in the
first quarter of 2021, compared to recent years. The financial gain
associated with cryptojacking incentivised threat actors to carry out
these attacks.

-

COVID-19 is still the dominant lure in campaigns for e-mail attacks.

-

There was a surge in healthcare sector related data breaches.

-

Traditional DDoS (Distributed Denial of Service) campaigns in 2021
are more targeted, more persistent and increasingly multivector. The
IoT (Internet of Things) in conjunction with mobile networks is
resulting in a new wave of DDoS attacks.

-

In 2020 and 2021, we observe a spike in non-malicious incidents, as
the COVID-19 pandemic became a multiplier for human errors and
system misconfigurations, up to the point that most of the breaches in
2020 were caused by errors.

Understanding the trends related to threat actors, their motivations and
their targets greatly assists in planning cybersecurity defences and
mitigation strategies.
This is an integral part of our overall threat assessment, since it allows
security controls to be prioritised and a dedicated strategy to be devised
based on the potential impact and likelihood of threat materialisation.
With this in mind, for the purposes of the ETL 2021, the following four
categories of cybersecurity threat actors are considered:
-

State-sponsored actors
Cybercrime actors
Hacker-for-hire actors
Hacktivists

Through continuous analysis, ENISA derived trends and points of interest
for each of the major threats presented in the ETL 2021.
The key findings and judgments in this assessment are based on multiple
and publicly available resources which are provided in the references used
for the development of this document.
The report is mainly targeted at strategic decision-makers and policymakers, but it will also be of interest to the technical cybersecurity
community.
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To read more: https://www.enisa.europa.eu/publications/enisa-threatlandscape-2021
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Number 2

Information Security Controls: Cybersecurity Items
A Rule by the Industry and Security Bureau
Interim final rule, with request for comments.

This interim final rule outlines the progress the United States has made in
export controls pertaining to cybersecurity items, revised Commerce
Control List (CCL) implementation, and requests from the public
information about the impact of these revised controls on U.S. industry
and the cybersecurity community.
Specifically, this rule establishes a new control on these items for National
Security (NS) and Anti-terrorism (AT) reasons, along with a new License
Exception Authorized Cybersecurity Exports (ACE) that authorizes exports
of these items to most destinations except in the circumstances described.
These items warrant controls because these tools could be used for
surveillance, espionage, or other actions that disrupt, deny or degrade the
network or devices on it.
Effective date: This rule is effective January 19, 2022. Comments must
be received by BIS no later than December 6, 2021.
Comments on this rule may be submitted to the Federal rulemaking portal
( www.regulations.gov ). The regulations.gov ID for this rule is: BIS2020-0038. Please refer to RIN 0694-AH56 in all comments.
Background
In 2013, the Wassenaar Arrangement (WA) added cybersecurity items to
the WA List, including a definition for “intrusion software.”
The controls included hardware and software controls on the command
and delivery platforms for “intrusion software,” the technology for the
“development,” “production” or “use” of the command and delivery
platforms, and the technology for the “development” of “intrusion
software.”
On May 20, 2015, the Bureau of Industry and Security (BIS)
published a proposed rule describing how these new controls would fit into
the Export Administration Regulations (EAR) and requested information
from the public about the impact on U.S. industry.
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The public comments on the proposed rule revealed serious issues
concerning scope and implementation regarding these controls. Based on
these comments, as well as substantial commentary from Congress, the
private sector, academia, civil society, and others on the potential
unintended consequences of the 2013 controls, the U.S. government
returned to the WA to renegotiate the controls.
In response to the proposed rule, BIS received almost 300 comments that
raised substantial concerns about the proposed rule's scope and the impact
the proposed rule would have on legitimate cybersecurity research and
incident response activities. BIS also conducted extensive outreach with
the security industry, financial institutions, and government agencies that
manage cybersecurity.
Comments on the previously published proposed rule focused on three
main issues.
First, many commenters asserted that the entries were overly broad,
captured more than was intended, and, as a technical matter, failed to
accurately describe the items intended for control.
Second, many commenters asserted that the rule as written imposed a
heavy and unnecessary licensing burden on legitimate transactions that
contribute to cybersecurity.
Third, many commenters suggested that the proposed rule's control on
technology for the “development” of “intrusion software” could cripple
legitimate cybersecurity research.
Based on these comments, the United States decided against amending the
proposed rule and instead returned to the WA in 2016 and 2017 to
negotiate changes to the text.
In December 2017, the WA published the changes that resulted from those
negotiations. There were three significant changes:
First, using “command and control” in the control language for both
hardware and software addressed concerns from cybersecurity companies
to more specifically control tools that can be used maliciously.
Second, adding a note to the control entry for technology for the
“development” of “intrusion software” that excludes from the entry
“technology” that is exchanged for `vulnerability disclosure' or `cyber
incident response'.
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Third, adding a note to the “software” generation, command and control,
or delivery entry that excludes from this entry products designed and
limited to providing basic software updates and upgrades.
BIS publishes this interim final rule to implement the WA 2017 decisions
related to cybersecurity.
The rule creates a new License Exception Authorized Cybersecurity
Exports (ACE) that authorizes exports, reexports and transfers (incountry) of cybersecurity items, as described in more detail below, which
are not also controlled in Category 5—Part 2 of the CCL or for Surreptitious
Listening (SL) reasons.
In addition, BIS authorizes certain IP network surveillance products under
the same License Exception ACE. These items were also part of the May
20, 2015 proposed rule but received far fewer comments than the other
items in that proposed rule. BIS believes that making these products
eligible for License Exception ACE addresses concerns raised in the
comments on the previously published proposed rule.
BIS believes this rule implements the WA decision of 2013, as amended in
2017, with regard to cybersecurity items and addresses the concerns
expressed by industry and others about the previously published proposed
rule.
Further, because of the limited scope of this rule, BIS believes the impact
would be minimal.
However, to ensure full consideration of the potential impact of this rule,
BIS seeks public comment on this interim final rule, including comments
on the potential cost of complying with this rule, and any impacts this rule
has on legitimate cybersecurity activities.
No items subject to the International Traffic in Arms Regulations (ITAR)
are being transferred to the EAR by this rule. Items and services described
on the U.S. Munitions List (USML) at ITAR § 121.1, including military
training, technical data directly related to a defense article, and certain
hardware and software specially designed for intelligence purposes, remain
subject to the ITAR.
For software directly related to a defense article, see ITAR § 120.10(a)(4)
and the applicable technical data entry in each USML category. See EAR
§ 734.3(b) and ITAR § 120.5(a) for more on the relationship between the
ITAR and EAR.
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To read more:
https://www.federalregister.gov/documents/2021/10/21/202122774/information-security-controls-cybersecurity-items
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Number 3

Cyber Incident Reporting: Existing Approaches and Next Steps
for Broader Convergence

Executive summary
Cyber incidents remain a threat to the financial system and are rapidly
growing in frequency and sophistication.
In light of increasing financial stability concerns, especially given the
digitalization of financial services and increased use of third-party service
providers, the Financial Stability Board (FSB) explored whether
harmonisation in cyber incident reporting could be achieved.
The FSB found that fragmentation exists across sectors and jurisdictions in
the scope of what should be reported for a cyber incident; methodologies to
measure severity and impact of an incident; timeframes for reporting cyber
incidents; and how cyber incident information is used.
This subjects financial institutions that operate across borders or sectors to
multiple reporting requirements for one cyber incident.
At the same time, financial authorities receive heterogeneous information
for a given incident, which could undermine a financial institution’s
response and recovery actions.
This underscores a need to address constraints in information sharing
among financial authorities and financial institutions.
Recognising that information on cyber incidents is crucial for effective
actions and promoting financial stability, the FSB identified three ways
that it will take work forward to achieve greater convergence in cyber
incident reporting:
-

Develop best practices. Identify a minimum set of types of information
authorities may require related to cyber incidents to fulfil a common
objective (e.g. financial stability, risk assessment, risk monitoring) that
authorities could consider when developing their cyber incident
reporting regime. This set of information would also help authorities in
determining reporting thresholds, timeframes for reporting and
notification, while recognising that a one-size-fits-all approach may
neither be appropriate nor possible.
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-

Identify common types of information to be shared. Identify key
information items that should be shared across sectors and
jurisdictions, and to understand any legal and operational impediments
to sharing such information. This would facilitate more informationsharing and help authorities obtain a better understanding of impacts
of a cyber incident across sectors and jurisdictions. As a multilateral
solution to informationsharing problems would be challenging, it
would be essential for FSB member jurisdictions to continue bilateral
and regional efforts to reduce legal and operational barriers to
information sharing.

-

Create common terminologies for cyber incident reporting.
Harmonised cyber incident reporting schemes necessitate a ‘common
language’. In particular, a common definition for ‘cyber incident’ is
needed that avoids the reporting of incidents that are not significant for
a financial institution or financial stability.

Greater harmonisation of regulatory reporting of cyber incidents would
promote financial stability by:
(i) building a common understanding, and the monitoring, of cyber
incidents affecting financial institutions and the financial system,
(ii) supporting effective supervision of cyber risks at financial institutions;
and
(iii) facilitating the coordination and sharing of information amongst
authorities across sectors and jurisdictions.
The FSB will develop detailed timelines and modalities for taking this work
forward by the end of 2021.
1. Introduction
Enhancing cyber resilience is a key element of the FSB work programme to
promote financial stability.
This work includes the identification of fragmentation in supervisory and
regulatory approaches to cybersecurity and/or information technology risk,
creation of a Cyber Lexicon and development of effective practices for
cyber incident response and recovery, which highlighted fragmentation in
cyber incident reporting.
The objective of this report is to explore whether greater convergence in
the reporting of cyber incidents could be achieved, including how
authorities define a cyber incident.
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To inform this work, the FSB took stock of regulatory reporting of cyber
incidents by financial institutions to their financial authorities, had followup discussions with financial authorities and engaged with external
stakeholders on their experiences with reporting cyber incidents to
authorities.
The work explored financial authorities’ cyber incident reporting regimes
with a view to identify areas where greater harmonisation could enhance
the effectiveness of cyber incident information to support authorities’
understanding of risks to the financial institution and system.
Areas explored include: the types of information collected; criteria for
reporting cyber incidents; how cyber incident information is used; and the
mechanisms for sharing information related to cyber incidents with other
financial authorities and institutions.
More details on the stocktake can be found in the Annexes.
The following sections discuss areas where fragmentation exists in cyber
incident reporting and how information-sharing related to cyber incidents
could be improved (within the constraints of data confidentiality and
national security restrictions), and hence, support greater convergence.
The conclusion identifies three ways to achieve greater convergence.
To read more: https://www.fsb.org/wp-content/uploads/P191021.pdf
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Number 4

The coronavirus pandemic as an exogenous shock to the
financial industry
Prof Claudia Buch, Vice-President of the Deutsche Bundesbank, at the
Hachenburg symposium, Frankfurt am Main

1 What does the coronavirus pandemic mean for the financial sector?
The coronavirus pandemic is not completely behind us just yet, but the
contours of future economic developments are already taking shape.
Structural change in the real economy is likely to pick up speed – digital
transformation, demographic change, and climate policies pose challenges
for the real economy and the financial sector.
Higher debt levels in the private and public sectors, boosted by low interest
rates, are making the macroeconomic setting vulnerable.
Unlike the global financial crisis of 2007–08, the shock during the
pandemic did not originate in the financial system.
Even so, the shock threatened to spill over into the financial sector by way
of rising credit risk, as many enterprises and sectors of the real economy
saw their liquidity and solvency directly jeopardised by lockdown
measures.
The immediate crisis has since been overcome. So what are the key
lessons?
One important lesson is that the monetary and fiscal policy measures in
response to the crisis were necessary to shield the real economy and
financial sector from the pandemic fallout. In Europe, fiscal measures
supported around one-third of new lending (ESRB 2021). In particular,
lending to smaller enterprises and to sectors hit hard by the crisis have
benefited.
To read more: https://www.bis.org/review/r211021a.pdf
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Number 5

Scam calls affecting millions

Telecoms regulator Ofcom have released results from a survey conducted
this summer, stating that nearly 45 million people in the UK have been the
target of a scam text message or phone call in the past 3 months.
The survey shows that people aged 16 to 34 are targeted more by text
message, while 60% of over 75s have received a suspicious phone call to
their landline number. You may visit: https://www.ofcom.org.uk/newscentre/2021/45-million-people-targeted-by-scams
The report also highlighted that around 80% of those surveyed were not
aware of how to report a suspicious text message or call.
The NCSC recommend that:
-

you should forward suspicious text messages to 7726

-

if you’ve received a scam call, you should report it to Action Fraud. If
you are in Scotland, reports of fraud and any other financial crime
should be made to Police Scotland via 101

-

if you have received an email which you’re not quite sure about,
forward it to the Suspicious Email Reporting Service (SERS) at
report@phishing.gov.uk. You may visit:
https://www.ncsc.gov.uk/information/report-suspicious-emails

The NCSC has guidance on how to deal with suspicious emails and text
messages including information on what to do if you have already
responded or become a victim of a scam. You may visit:
https://www.ncsc.gov.uk/guidance/suspicious-email-actions
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Number 6

The ‘‘Secure Equipment Act of 2021’’.

SECTION 1. SHORT TITLE.
This Act may be cited as the ‘‘Secure Equipment Act of 2021’’.
SEC. 2. UPDATES TO EQUIPMENT AUTHORIZATION PROCESS OF
FEDERAL COMMUNICATIONS COMMISSION.
(a) RULEMAKING.—
(1) IN GENERAL.—Not later than 1 year after the date of the enactment of
this Act, the Commission shall adopt rules in the proceeding initiated in
the Notice of Proposed Rulemaking in the matter of Protecting Against
National Security Threats to the Communications Supply Chain through
the Equipment Authorization Program (ET Docket No. 21–232; FCC 21–
73; adopted June 17, 2021), in accordance with paragraph (2), to update
the equipment authorization procedures of the Commission.
(2) UPDATES REQUIRED.—In the rules adopted under paragraph (1), the
Commission shall clarify that the Commission will no longer review or
approve any application for equipment authorization for equipment that is
on the list of covered communications equipment or services published by
the Commission under section 2(a) of the Secure and Trusted
Communications Networks Act of 2019 (47 U.S.C. 1601(a)).
(3) APPLICABILITY.—
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(A) IN GENERAL.—In the rules adopted under paragraph (1), the
Commission may not provide for review or revocation of any equipment
authorization granted before the date on which such rules are adopted on
the basis of the equipment being on the list described in paragraph (2).
(B) RULE OF CONSTRUCTION.—Nothing in this section may be
construed to prohibit the Commission, other than in the rules adopted
under paragraph (1), from—
(i) examining the necessity of review or revocation of any equipment
authorization on the basis of the equipment being on the list described in
paragraph (2); or
(ii) adopting rules providing for any such review or revocation.
The Act: https://www.congress.gov/117/bills/hr3919/BILLS117hr3919enr.pdf
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Number 7

Binding Operational Directive 22-01
Reducing the Significant Risk of Known Exploited Vulnerabilities
Cybersecurity and Infrastructure Security Agency

A binding operational directive is a compulsory direction to federal,
executive branch, departments and agencies for purposes of safeguarding
federal information and information systems.
Section 3553(b)(2) of title 44, U.S. Code, authorizes the Secretary of the
Department of Homeland Security (DHS) to develop and oversee the
implementation of binding operational directives.
Federal agencies are required to comply with DHS-developed directives.
These directives do not apply to statutorily defined “national security
systems” nor to certain systems operated by the Department of Defense or
the Intelligence Community.
Background
The United States faces persistent and increasingly sophisticated malicious
cyber campaigns that threaten the public sector, the private sector, and
ultimately the American people’s security and privacy.
The federal government must improve its efforts to protect against these
campaigns by ensuring the security of information technology assets across
the federal enterprise.
Vulnerabilities that have previously been used to exploit public and private
organizations are a frequent attack vector for malicious cyber actors of all
types.
These vulnerabilities pose significant risk to agencies and the federal
enterprise. It is essential to aggressively remediate known exploited
vulnerabilities to protect federal information systems and reduce cyber
incidents.
This directive establishes a CISA-managed catalog of known exploited
vulnerabilities that carry significant risk to the federal enterprise:
https://www.cisa.gov/known-exploited-vulnerabilities
and establishes requirements for agencies to remediate any such
vulnerabilities included in the catalog.
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CISA will determine vulnerabilities warranting inclusion in the catalog
based on reliable evidence that the exploit is being actively used to exploit
public or private organizations by a threat actor.
This directive enhances but does not replace BOD 19-02, which addresses
remediation requirements for critical and high vulnerabilities on internetfacing federal information systems identified through CISA’s vulnerability
scanning service.
Scope
This directive applies to all software and hardware found on federal
information systems managed on agency premises or hosted by third
parties on an agency’s behalf.
These required actions apply to any federal information system, including
an information system used or operated by another entity on behalf of an
agency, that collects, processes, stores, transmits, disseminates, or
otherwise maintains agency information.
Required Actions
1. Within 60 days of issuance, agencies shall review and update agency
internal vulnerability management procedures in accordance with this
Directive. If requested by CISA, agencies will provide a copy of these
policies and procedures.
At a minimum, agency policies must:
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a. Establish a process for ongoing remediation of vulnerabilities that CISA
identifies, through inclusion in the CISA-managed catalog of known
exploited vulnerabilities, as carrying significant risk to the federal
enterprise within a timeframe set by CISA pursuant to this directive;
b. Assign roles and responsibilities for executing agency actions as required
by this directive;
c. Define necessary actions required to enable prompt response to actions
required by this directive;
d. Establish internal validation and enforcement procedures to ensure
adherence with this Directive; and
e. Set internal tracking and reporting requirements to evaluate adherence
with this Directive and provide reporting to CISA, as needed.
2. Remediate each vulnerability according to the timelines set forth in the
CISA-managed vulnerability catalog.
The catalog will list exploited vulnerabilities that carry significant risk to
the federal enterprise with the requirement to remediate within 6 months
for vulnerabilities with a Common Vulnerabilities and Exposures (CVE) ID
assigned prior to 2021 and within two weeks for all other vulnerabilities.
These default timelines may be adjusted in the case of grave risk to the
Federal Enterprise.
3. Report on the status of vulnerabilities listed in the repository.
In line with requirements for the Continuous Diagnostics and Mitigation
(CDM) Federal Dashboard deployment and OMB annual FISMA
memorandum requirements, agencies are expected to automate data
exchange and report their respective Directive implementation status
through the CDM Federal Dashboard.
Initially agencies may submit quarterly reports through CyberScope
submissions or report through the CDM Federal Dashboard. Starting on
October 1, 2022, agencies that have not migrated reporting to the CDM
Federal Dashboard will be required to update their status through
CyberScope bi-weekly.
To read more: https://cyber.dhs.gov/bod/22-01/
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Number 8

Episode 51: The Cybersecurity Sleuth

In this episode of the Voices from DARPA podcast, Sergey Bratus, a
program manager since 2018 in the agency’s Information Innovation
Office, shares his educational and professional journey, beginning in the
late 1970s as a computer-smitten middle-schooler in the former Soviet
Union and leading to his current and prominent role among those who aim
to render the increasingly prevalent and perilous software, hardware, and
networks in our lives much safer to use.
His fascination with computer security emerged in the 1990s as a
mathematics graduate student when a computer he was programming and
responsible for at Northeastern University in Boston was taken over by a
hacker.
“I probably owe whoever did that a beer,” Bratus tells listeners. Why?
Because it set him on his life’s mission to learn as much as he can about the
vulnerabilities of software and hardware with the goal of learning how to
best minimize or eliminate those vulnerabilities. Noting his embrace of the
hacker community for its deep and innovative expertise in this context,
Bratus tells podcast listeners about how the programs he oversees at
DARPA could help reduce or entirely remove even some of the most
stealthy and unexpected vulnerabilities that reside in software and its
logical, computational, and mathematical foundations.

You may visit: https://www.youtube.com/watch?v=1dJK09AUtTE
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Number 9

EU National Telecom Authorities analyse Security Supervision
and Latest Security Threats
The EU National Telecom Authorities met in Athens, Greece for the 35th
meeting of the ECASEC group. The European Union Agency for
Cybersecurity also hosted the 1st Telecom Security Forum on this occasion.

Launched more than 10 years ago, the European Competent Authorities for
Secure Electronic Communications (ECASEC) group serves as a platform
for collaboration and exchange of information among the national
authorities supervising telecom security in Europe.
The ECASEC group also develops and endorses guidelines for telecom
security authorities on how to implement different aspects of EU telecom
security policy.
Besides the ECASEC meeting, the EU Agency for Cybersecurity (ENISA)
hosted the 1st edition of the ENISA Telecom Security Forum on 13 October.
The goal of this event, held in a hybrid format, was to bring together
experts from both national authorities and the private sector to exchange
views and discuss cybersecurity challenges and good practices.
Highlights of the 35th ECASEC Expert Group meeting
A total of more than 50 experts from national authorities supervising the
European telecom sector in the EU, EFTA, EEA, and EU candidate
countries attended the meeting held on 14th October, with almost a third of
them being present physically.
The meeting was the opportunity for the experts to follow an analysis of the
supply chain threat landscape recently published by ENISA. BEREC also
presented their report on the location of the Network Termination Points.
The location of the Network Termination Points has an impact on whether
an equipment is part of the public network or part of the
telecommunications terminal equipment (TTE) and that distinction affects
in turn the legal power of the National Regulatory Agencies (NRAs).
ENISA introduced the main points of the upcoming ENISA reports on
Consumer Outreach and Network Function Virtualisation (NFV) Security
and participants listened to an analysis of Confidentiality, Integrity and
Authenticity attacks in public electronic communication networks.
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This type of attacks is of great interest for the members of the ECASEC
Expert Group since the definition of security in the EECC includes also
confidentiality of communications.
Finally, the group dived into the recent Facebook outage and stressed the
need for streamlining the incident reporting process so as to avoid unclear
and overlapping obligations on providers and effectively cover cross-border
incidents that involve several countries.
The 1st edition of the ENISA telecom security forum in a nutshell
A total of more than 250 telecom security experts met both physically in
Athens and online to discuss the following points of the agenda:
-

latest developments on the Electronic Communications Framework
and other legislative initiatives at both European and national levels;

-

good practices and experience in dealing with emerging security
threats;

-

emerging technologies and related initiatives.

The Forum was opened by Evangelos Ouzounis, Head of the Policy
Development and Implementation Unit of ENISA and by Warna
Muzenbrock, chair of the ECASEC group.
They both highlighted the challenges and opportunities of the new
regulatory environment for the telecom sector.
On behalf of the Greek mobile operators, George Stefanopoulos welcomed
the participants and highlighted the challenges for operators during the
pandemic and in view of the 5G rollout.
The forum had three parts: a policy session about EU legislation, a
technical session about ongoing cyber threats and a future networks
session, with talks including topics such as 5G and edge computing.
The Policy session:
The Forum focused on the latest policy developments, the European
Electronic Communications Code (EECC) and the updated NIS Directive
(NIS2) and how these affect the European telecom operators.
The policy session started with an intervention from the European
Commission presenting the NIS2 proposal and its implications for the
telecom sector.
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Magnus Falk from ZOOM and Paolo Grassia from the European
Telecommunications Network Association analysed the impact of the new
legislation on telecom providers, both Number-Independent Interpersonal
Communication Services providers and traditional ones.
Finally, Kinga Pawlowska from a Polish media law firm discussed recent
legislative proposals in Poland addressing the EECC and the NIS Directive.
The Analysis of current threats and attacks – Technical session:
The technical session of the Forum included a presentation of the sub-sea
fibre network of Liberty Global and an analysis of SIM Swapping attacks by
Europol. Additionally, the Centre for Cybersecurity of Denmark shared
their work on the threat from ransomware for the telecoms sector.
Kevin Meynell, from the Internet Society, explained the MANRS project, an
industry collaboration that aims to set good practices for more secure
Border Gateway Protocol (BGP) routing.
The future networks session:
Julie Ruff, Deputy Head of Unit of Cybersecurity Technologies and
Capacity building of European Commission DG CNECT, introduced the
work of the 5G cybersecurity work stream of the NIS Cooperation Group.
Silke Holtmanns, from Adaptive Mobile Security, member of the ENISA
Advisory Group, presented an analysis of the Secure Integration of 5G
Private Networks.
The discussions focused on threat vectors seen in Multi Edge Computing
(MEC) deployments and the security controls deployed by service
providers. GSMA presented its Network Equipment Security Assurance
Scheme (NESAS).
The presentations: https://www.enisa.europa.eu/events/enisa-telecomsecurity-forum/telecom-security-forum-agenda
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You may visit: https://www.enisa.europa.eu/events/enisa-telecomsecurity-forum/etsf-presentations/sim-swapping-enisa.pdf

You may visit: https://www.enisa.europa.eu/events/enisa-telecomsecurity-forum/etsf-presentations/enisa-briefing-about-ransomwarethreat-13-okt-2021_without-notes.pdf
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You may visit: https://www.enisa.europa.eu/events/enisa-telecomsecurity-forum/etsf-presentations/enisa_presso.pdf
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Number 10

NIST Draft Publication Addresses Removing Barriers for Voters
With Disabilities

As part of the federal government’s effort to improve access to voting, the
National Institute of Standards and Technology (NIST) has released a draft
publication outlining barriers that voters with disabilities may encounter
during the election process — as well as potential approaches for
addressing them. NIST is requesting comments on the draft by Nov. 22,
2021, to inform a final version expected in December.
The draft publication, formally titled Promoting Access to Voting:
Recommendations for Addressing Barriers to Private and Independent
Voting for People with Disabilities (NIST Special Publication 1273), forms
part of NIST’s response to the March 7, 2021, Executive Order (EO) 14019
on Promoting Access to Voting. You may visit:
https://www.nist.gov/system/files/documents/2021/10/21/Report%20Dr
aft%20EO%20Promoting%20Access%20to%20Voting_FRN-508-v2.pdf

The draft reflects the 171 public comments NIST received to its Request for
Information (RFI) of June 2021 on barriers that people with disabilities
encounter at all stages of the election process.
“The majority of the responses we received to the RFI were from
individuals with disabilities,” said NIST’s Sharon Laskowski, an author of
the draft. “Some responses were from advocacy groups, and a few more
came from vendors and from state and local election officials, but we were
pleased to see the number of individuals who took the time to respond.”
Some of the comments from individuals are highlighted in the draft
publication text as blue-tinted “quote bubbles” that describe personal
experiences of barriers to voting. One response from a voter who uses a
wheelchair describes a precinct that in 2021 remains inaccessible, while
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another from a person with low vision indicates that poll workers often do
not know how to turn on the voice feature in voting machines — in this
case needing two hours to figure out how.
“People spoke from the heart, and they expressed how important it was for
them to be able to vote independently and privately,” Laskowski said. “The
comments we received ranged across all 20 topics we listed in the RFI.”
The draft publication is organized into seven chapters: an introduction
followed by six others dedicated to parts of the voting process. Each
chapter that follows the introduction presents a class of barriers followed
by potential means of addressing them.
Chapter 2 concerns systemic barriers that people with disabilities may
encounter across the voting process. For instance, voters who rely on
alternative communication, language and interaction styles face barriers
when searching for information, whether by requesting election
information on paper, asking for it in person or registering to vote online.
Chapters 3 to 7 each concern a specific part of the voting process
mentioned by name in Section 7 of the EO, including barriers encountered
at polling places or when interacting with voting technology.
Chapter 3, in particular, concerns the online Federal Voter Registration
Form, which the EO indicates could be accessible to all voters, but which in
its current form may present obstacles that cause voters with disabilities to
use it far less frequently.
For example, the form must be physically signed and returned, which is a
challenge for voters who have difficulties reading printed text or handling
paper.
While the draft makes general recommendations concerning these barriers
— such as improving poll worker training and making polling locations
more accessible — the authors do not make suggestions for how any
specific voting jurisdiction should implement them, given the many
differences among the nation’s jurisdictions, which number in the
thousands.
“We want to see these recommendations implemented so that voting
systems are accessible to all voters, but we also recognize that jurisdictions
will have to consider their own unique circumstances when removing
barriers,” Laskowski said. “This NIST publication aims to help state and
local officials analyze situations in their own context and improve
accessibility for their own voters with disabilities.”
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NIST will accept comments on the draft document until Nov. 22, 2021.
Commenters are encouraged but not required to use the comment
template. Comments may be submitted by email to pva-eo@list.nist.gov or
at www.regulations.gov. For complete instructions for submitting
comments, go to the Federal Register notice or NIST’s voting webpage.
The draft report is available for review online at:
https://www.nist.gov/system/files/documents/2021/10/21/Report%20Dr
aft%20EO%20Promoting%20Access%20to%20Voting_FRN-508-v2.pdf
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Number 11

Cybersecurity in 2022 Commission Work Programme

The European Commission has adopted its 2022 Work Programme, setting
out the next steps in its bold and transformative agenda towards a postCOVID-19 Europe that is greener, fairer, more digital and more resilient.
This Commission Work Programme contains 42 new policy initiatives
across all six headline ambitions of President von der Leyen's Political
Guidelines, building on her 2021 State of the Union speech.
It also reflects the lessons learnt from the unprecedented crisis caused by
the pandemic, while paying particular attention to our young generation
thanks to the proposed European Year of Youth 2022.
Cybersecurity has been mentioned especially in relation to one of six
headline ambitions of President von der Leyen's Political Guidelines: 'A
Europe fit for the digital age'. You may visit:
https://ec.europa.eu/info/sites/default/files/political-guidelines-nextcommission_en.pdf

Among others, the Commission will propose a European Cyber Resilience
Act to establish common cybersecurity standards, and begin building an
EU space-based global secure communications system to provide
additional EU-wide broadband connectivity and secure independent
communications to Member States.
Moreover, as the energy sector will be the biggest contributor in meeting
the EU’s climate target of reducing emissions by at least 55 percent by
2030, the Commission will propose an action plan for an accelerated
digital transformation of the sector, taking into account the need for
resilient and cyber-secure energy.
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Cybersecurity is also crucial if it comes to 'Promoting our European way of
life'. The continued work on cybersecurity remains a crucial building block
of the Security Union.
A Europe fit for the digital age
The pandemic has served as a catalyst for the accelerating digitalisation of
Europe and the world. The Commission will follow up on its path to the
digital decade to deliver on the EU’s digital transformation by 2030.
We are determined to lead the way in the global race for trustworthy,
secure and human-centric technology. And we will work to reach
agreement on and implement our proposals for a safe and secure internet,
a European digital identity and on trustworthy Artificial Intelligence.
The single market remains at the core of an innovative, prosperous and
future-oriented European economy. Strong and effective competition
policy and enforcement are needed to contribute to a resilient recovery and
the twin transitions.
Against this background, the Commission has launched a review of
competition policy to ensure that the various instruments are fit for
purpose. We will also come forward with a single market emergency
instrument to help prevent future disruptions.
Despite many challenges and disruptions, Europe came through the crisis
in large part due to its innovative skills, its strong industrial base and its
diversified and competitive supply chains. However, in a few strategic
sectors, it has been vulnerable due to high dependency on a very limited
number of non-EU suppliers, especially in relation to raw materials.
This is particularly apparent when it comes to semi-conductors. Supplies of
these chips which power Europe’s digital solutions have become a real
concern for EU industry, with cases of production being slowed down.
Against this background, we will adopt a European chips act to promote a
state-of-the-art European chip ecosystem to boost our innovative capacity,
security of supply and develop new markets for ground-breaking European
tech.
With the economy and society relying more and more on digital solutions,
we need to ensure that we can defend ourselves in a world increasingly
prone to hacking of connected products and associated services.
To this end, we will propose a European cyber resilience act to
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establish common cybersecurity standards for products. We will also begin
building an EU space-based global secure communications system, offering
EU-wide broadband connectivity where it currently does not exist and
secure and independent communications to Member States.
As the energy sector will be the biggest contributor in meeting the EU’s
climate target of reducing emissions by at least 55 percent by 2030, the
Commission will propose an action plan for an accelerated digital
transformation of the sector, which is needed to ensure the shift towards
renewables, connected mobility, smart buildings, and a more integrated
energy system with consumers at its core.
The wide-scale energy disruptions in the US and the EU over the past year
show the need for resilient and cyber-secure energy.
For European citizens to benefit to the full from digital technology, the
provision of strong digital skills and education is key. This was highlighted
as distance learning became the norm during the COVID-19 pandemic.
And it is highlighted as a key target in the Digital Compass.
To address the skills and knowledge gaps, we will propose measures to
facilitate and promote digital skills in schools and higher education.
Research and innovation will play a key role in responding to the
challenges facing us today. It will help deliver on Europe's recovery, based
on economic growth that can drive the green and digital transitions.
This will be essential for fair economic growth benefiting all regions and
citizens, including rural areas. It is important to ensure that Europe
remains at the frontier of science and at the forefront of new waves of
innovation.
Digital solutions can also help support more integrated and sustainable
mobility. We will propose an initiative on multimodal digital mobility
services to address market gaps in the combined use of transport modes,
including rail.
You may visit:
https://ec.europa.eu/info/sites/default/files/com2021_645_en.pdf
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Number 12

Ongoing Cyber Threats to U.S. Water and Wastewater Systems

This joint advisory is the result of analytic efforts between the Federal
Bureau of Investigation (FBI), the Cybersecurity and Infrastructure Agency
(CISA), the Environmental Protection Agency (EPA), and the National
Security Agency (NSA) to highlight ongoing malicious cyber activity—by
both known and unknown actors—targeting the information technology
(IT) and operational technology (OT) networks, systems, and devices of
U.S. Water and Wastewater Systems (WWS) Sector facilities. You may
visit: https://www.cisa.gov/water-and-wastewater-systems-sector
This activity—which includes attempts to compromise system integrity via
unauthorized access—threatens the ability of WWS facilities to provide
clean, potable water to, and effectively manage the wastewater of, their
communities.
Note: although cyber threats across critical infrastructure sectors are
increasing, this advisory does not intend to indicate greater targeting of the
WWS Sector versus others. To secure WWS facilities—including
Department of Defense (DoD) water treatment facilities in the United
States and abroad—against the TTPs listed below, CISA, FBI, EPA, and
NSA strongly urge organizations to implement the measures described in
the Recommended Mitigations section of this advisory.
THREAT OVERVIEW
Tactics, Techniques, and Procedures
WWS facilities may be vulnerable to the following common tactics,
techniques, and procedures (TTPs) used by threat actors to compromise IT
and OT networks, systems, and devices.
• Spearphishing personnel to deliver malicious payloads, including
ransomware.
o Spearphishing is one of the most prevalent techniques used for initial
access to IT networks. Personnel and their potential lack of cyber
awareness are a vulnerability within an organization. Personnel may open
malicious attachments or links to execute malicious payloads contained in
emails from threat actors that have successfully bypassed email filtering
controls.
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o When organizations integrate IT with OT systems, attackers can gain
access—either purposefully or inadvertently—to OT assets after the IT
network has been compromised through spearphishing and other
techniques.
o Exploitation of internet-connected services and applications that enable
remote access to WWS networks.
o For example, threat actors can exploit a Remote Desktop Protocol (RDP)
that is insecurely connected to the internet to infect a network with
ransomware. If the RDP is used for process control equipment, the attacker
could also compromise WWS operations. Note: the increased use of remote
operations due to the COVID-19 pandemic has likely increased the
prevalence of weaknesses associated with remote access.
• Exploitation of unsupported or outdated operating systems and
software.
o Threat actors likely seek to take advantage of perceived weaknesses
among organizations that either do not have—or choose not to prioritize—
resources for IT/OT infrastructure modernization. WWS facilities tend to
allocate resources to physical infrastructure in need of replacement or
repair (e.g., pipes) rather than IT/OT infrastructure.
o The fact that WWS facilities are inconsistently resourced municipal
systems—not all of which have the resources to employ consistently high
cybersecurity standards—may contribute to the use of unsupported or
outdated operating systems and software.
• Exploitation of control system devices with vulnerable firmware
versions.
o WWS systems commonly use outdated control system devices or
firmware versions, which expose WWS networks to publicly accessible and
remotely executable vulnerabilities. Successful compromise of these
devices may lead to loss of system control, denial of service, or loss of
sensitive data.
WWS Sector Cyber Intrusions
Cyber intrusions targeting U.S. WWS facilities highlight vulnerabilities
associated with the following threats:
• Insider threats from current or former employees who maintain
improperly active credentials
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• Ransomware attacks
WWS Sector cyber intrusions from 2019 to early 2021 include:
• In August 2021, malicious cyber actors used Ghost variant ransomware
against a Californiabased WWS facility. The ransomware variant had been
in the system for about a month and was discovered when three
supervisory control and data acquisition (SCADA) servers displayed a
ransomware message.
• In July 2021, cyber actors used remote access to introduce ZuCaNo
ransomware onto a Maine-based WWS facility’s wastewater SCADA
computer. The treatment system was run manually until the SCADA
computer was restored using local control and more frequent operator
rounds.
• In March 2021, cyber actors used an unknown ransomware variant
against a Nevada-based WWS facility. The ransomware affected the
victim’s SCADA system and backup systems. The SCADA system provides
visibility and monitoring but is not a full industrial control system (ICS).
• In September 2020, personnel at a New Jersey-based WWS facility
discovered potential Makop ransomware had compromised files within
their system.
• In March 2019, a former employee at Kansas-based WWS facility
unsuccessfully attempted to threaten drinking water safety by using his
user credentials, which had not been revoked at the time of his resignation,
to remotely access a facility computer.
To read more: https://uscert.cisa.gov/sites/default/files/publications/AA21-287AOngoing_Cyber_Threats_to_U.S._Water_and_Wastewater_Systems.pdf
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Number 13

Updated from the Threat Analysis Group (TAG)
Ajax Bash, Threat Analysis Group

Google’s Threat Analysis Group tracks actors involved in disinformation
campaigns, government backed hacking, and financially motivated abuse.
We have a long-standing policy to send you a warning if we detect that
your account is a target of government-backed phishing or malware
attempts.

So far in 2021, we’ve sent over 50,000 warnings, a nearly 33% increase
from this time in 2020. This spike is largely due to blocking an unusually
large campaign from a Russian actor known as APT28 or Fancy Bear.
We intentionally send these warnings in batches to all users who may be at
risk, rather than at the moment we detect the threat itself, so that attackers
cannot track our defense strategies. On any given day, TAG is tracking
more than 270 targeted or government-backed attacker groups from more
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than 50 countries. This means that there is typically more than one threat
actor behind the warnings.
In this blog, we explore some of the most notable campaigns we’ve
disrupted this year from a different government-backed attacker: APT35,
an Iranian group, which regularly conducts phishing campaigns targeting
high risk users.
This is the one of the groups we disrupted during the 2020 US election
cycle for its targeting of campaign staffers. For years, this group has
hijacked accounts, deployed malware, and used novel techniques to
conduct espionage aligned with the interests of the Iranian government.
Hijacked websites used for credential phishing attacks
In early 2021, APT35 compromised a website affiliated with a UK
university to host a phishing kit. Attackers sent email messages with links
to this website to harvest credentials for platforms such as Gmail, Hotmail,
and Yahoo. Users were instructed to activate an invitation to a (fake)
webinar by logging in. The phishing kit will also ask for second-factor
authentication codes sent to devices.

APT35 has relied on this technique since 2017 — targeting high-value
accounts in government, academia, journalism, NGOs, foreign policy, and
national security. Credential phishing through a compromised website
demonstrates these attackers will go to great lengths to appear legitimate –
as they know it's difficult for users to detect this kind of attack.
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Utilization of Spyware Apps
In May 2020, we discovered that APT35 attempted to upload spyware to
the Google Play Store.
The app was disguised as VPN software that, if installed, could steal
sensitive information such as call logs, text messages, contacts, and
location data from devices.
Google detected the app quickly and removed it from the Play Store before
any users had a chance to install it.
Although Play Store users were protected, we are highlighting the app here
as TAG has seen APT35 attempt to distribute this spyware on other
platforms as recently as July 2021.
Conference-themed phishing emails
One of the most notable characteristics of APT35 is their impersonation of
conference officials to conduct phishing attacks.
Attackers used the Munich Security and the Think-20 (T20) Italy
conferences as lures in non-malicious first contact email messages to get
users to respond.
When they did, attackers sent them phishing links in follow-on
correspondence. Targets typically had to navigate through at least one
redirect before landing on a phishing domain.
Link shorteners and click trackers are heavily used for this purpose, and
are oftentimes embedded within PDF files. We’ve disrupted attacks using
Google Drive, App Scripts, and Sites pages in these campaigns as APT35
tries to get around our defenses. Services from Dropbox and Microsoft are
also abused.
To read more: https://blog.google/threat-analysis-group/counteringthreats-iran/
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Number 14

European Cybersecurity Month: Test your Skills with a Quiz

The new ECSM Quiz goes live. The game will guide players through mock
adventures with IT, testing their skills on everyday online actions, such as
replying to an email, which could have hidden traps.
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Everyone is welcome to play. After each quiz, players will learn about the
risks and the traps to avoid. The aim of the quiz is to increase cyber hygiene
among players, encouraging them to stay vigilant and #ThinkB4UClick.
For the ECSM Quiz you may visit: https://cybersecuritymonth.eu/quiz
The ‘Cyber First Aid’ theme running until 31 October, will introduce
guidelines on how to deal with a cyberattack. Citizens will be able to access
an interactive EU map to find local services they can contact and get advice
from in case they fall victim of online shopping frauds, identity theft or
social media hacks. In addition, they will also be able to register to
interactive events on the ECSM platform and access videos and tips.
Covering topics such as online shopping fraud and social media hacks,
organisers will showcase first aid resources for the most common cyber
threats. ‘Cyber First Aid’ will kick off with a video on the real life story of a
small business owner who experienced a ransomware attack and came out
on top.
‘Cyber First Aid’ includes key advice for online users:
-

#ThinkB4UClick: When receiving a message that appears to be from a
social media provider, check the source of the email address first;

-

Secure online accounts with a multi-factor authentication (MFA) and
with strong, unique passwords;

-

In the case of a cyberattack, immediately inform the social media
provider(s) and report it to the relevant local authorities, find local
resources using the interactive map;

-

Never pay ransom to cyber criminals, as there is no guarantee they will
give in and paying ransom only encourages them to continue their
criminal activity towards others.

To read more: https://www.enisa.europa.eu/news/enisanews/cybersecurity-month-test-your-skills-with-a-quiz
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Number 15

Fiscal Year 2022, Bank Supervision Operating Plan
Office of the Comptroller of the Currency, Committee on Bank Supervision

The Office of the Comptroller of the Currency’s (OCC) Committee on Bank
Supervision (CBS) strategy planning guidance sets forth the agency’s
supervision priorities and objectives.
The agency’s fiscal year (FY) for 2022 begins October 1, 2021, and ends
September 30, 2022.
The FY 2022 Bank Supervision Strategy Planning Guidance outlines the
OCC’s supervision priorities and aligns with “The OCC’s Strategic Plan,
Fiscal Years 2019–2023” and the National Risk Committee’s (NRC)
priorities.
The strategy planning guidance facilitates the development of supervisory
strategies for individual national banks, federal savings associations,
federal branches, and agencies of foreign banking organizations
(collectively, banks), as well as identified service providers.
CBS managers and staff will use this plan to guide their supervisory
priorities, planning, and resource allocations for FY 2022.
Priority Objectives for CBS Operating Units
The FY 2022 strategy planning guidance and the FY 2022 Bank
Supervision Operating Plan establish priority objectives across the CBS
operating units.
CBS operating units and managers should use this guidance to develop and
execute individual operating unit plans and risk-focused bank supervisory
strategies.
While the objectives are similar for the Large Bank Supervision and
Midsize and Community Bank Supervision, CBS managers will
differentiate bank size, complexity, and risk profile when developing
individual bank supervisory strategies.
CBS operating plans include resources and support for risk-focused
examinations of technology and significant service providers that provide
critical processing and services to banks.
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The OCC will adjust supervisory strategies, as appropriate, during the fiscal
year in response to emerging risks and supervisory priorities.
For FY 2022, supervision will focus on the impacts of the pandemic and
resulting economic, financial, operational, and compliance implications.
In addition to the baseline supervision to assign ratings, examiners will
focus on the safety and soundness of strategic and operational planning,
including:
• Guarding against complacency: Examiners should focus on strategic
and operational planning to ensure banks maintain stable financial
positions, especially regarding capital, the allowances for credit losses,
management of net interest margins, and earnings.
Examiners should ensure banks remain vigilant when considering growth
and new profit opportunities and will assess management’s and the board’s
understanding of the impact of new activities on the bank’s financial
performance, strategic planning process, and risk profile.
• Credit: Examiners should evaluate banks’ actions to manage credit risk
given changes in market condition, termination of pandemic-related
forbearance, uncertainties in the economy, and the lasting impacts of the
COVID-19 pandemic.
Supervisory focus should ensure that risk management functions are
providing an appropriate credible challenge. Examiners will evaluate
underwriting practices on new or renewed loans for easing in structure and
terms. Reviews will focus on new products, areas of highest growth, or
portfolios that represent concentrations.
Supervisory focus should include those portfolios hard hit by the pandemic
that may experience amplified impacts from changes in market conditions.
• Allowance for loan and lease losses (ALLL)/allowance for
credit losses (ACL): For all banks, examiners should focus on ALLL and
ACL adequacy considering any stress on credit portfolios.
U.S. Securities and Exchange Commission (SEC) filers, except small
reporting companies as defined by the SEC, were required to adopt the
current expected credit losses (CECL) accounting standard in 2020 but
could delay adoption until 2022.
All other banks are required to implement CECL by 2023. For banks that
have not yet adopted CECL, examiners should evaluate preparedness,
including bank implementation plans and use of third parties to assist in
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the development of the loss estimation methodology, modeling techniques,
and management information systems.
Additional impacts may include post-hardship performance of borrowers
assisted with streamlined deferral and loan modifications.
For banks that have adopted CECL, examiners should evaluate the
effectiveness of the methodology at estimating lifetime expected credit
losses.
• Cybersecurity: Operational risk, resilience, incident response, and data
recovery and business resumption should be supervisory focal points.
Examinations should assess the bank’s capabilities to recover from
destructive malware attacks.
Examinations should emphasize threat vulnerability and detection,
authentication and access controls, network management, data
management, and managing third-party access.
Examiners should perform assessments of internal controls and
operational processes that changed during the pandemic.
• Third parties and related concentrations: Examiners should
determine whether banks are providing proper oversight of their
significant third-party relationships, including partnerships.
Examiners should identify where those relationships are critical to bank
operations and understand whether they represent significant
concentrations or impact resiliency.
Examiners should also be aware of the cyber-related risks emanating from
third parties and evaluate the bank assessments of the third party’s
cybersecurity risk management and resilience capabilities.
• Bank Secrecy Act, consumer compliance, and fair lending:
-

BSA/AML and Office of Foreign Assets Control: Strategies
should continue to focus on BSA/AML compliance, with emphasis on
evaluating the effectiveness of BSA/AML risk management systems
relative to the complexity of business models, products and services
offered, and customers and geographies served; evaluating technology
and modeling solutions to perform or enhance BSA/AML oversight
functions; and determining the adequacy of suspicious activity
monitoring and reporting systems and processes in providing
meaningful information to law enforcement.
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Examiners should also begin to assess bank change management plans
for implementing changes to existing BSA/AML compliance programs
that will be required regulatory changes to implement the Anti-Money
Laundering Act of 2020.
-

Consumer compliance: Examiners should focus on compliance
management systems, including third-party risk management and
higher risk products and services such as overdraft protection
programs, particularly focusing on how the programs are implemented
and how terms of the programs are disclosed.
Examiners should consider the effect that earnings pressure has had on
banks, monitoring the effect that may have had on the compliance risk
management functions, if any, through cutting personnel or waiving
audits.

-

Fair lending: Examiners should focus on assessing fair lending risk,
considering changes to the bank’s products, services, and operating
environments.
These should be based upon the bank’s fair lending risk profile and the
annual Home Mortgage Disclosure Act data screening process. Fair
lending supervision activities should consider the full lifecycle of credit
products (e.g., mortgages).

-

CRA: OCC Bulletin 2020-99, “Community Reinvestment Act: Key
Provisions of the June 2020 CRA Rule and Frequently Asked
Questions,” provides updated guidance following issuance of the OCC’s
June 2020 rule.
Examiners should be familiar with this set of policies and procedures
and plan accordingly for examinations that cover calendar years before
and during the time that the 2020 rule is in effect.
In addition, the OCC has proposed to rescind the June 2020 rule and
replace it with rules largely like the 1995 CRA rules. Examiners should
plan on additional training on these rule changes and to incorporate
new CRA policy or process guidance issued during FY2022.

• Interest rate risk: Examiners should assess the impact of a low-rate
environment on banks’ business models, strategies, asset and liability risk
exposures, net interest margin, funding stability, and modeling
capabilities.
• London Interbank Offered Rate (LIBOR): Examiners should
evaluate each bank’s implementation and execution of alternative
reference rates given the December 30, 2021, cessation of LIBOR.
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Banks should fully understand all their exposures and be nearly complete
with remediation efforts. Examiners should evaluate operational,
reputation, and consumer impact assessments and change management
related to an alternative index for pricing loans, deposits, and other
products and services.
• Payments: Examiners should evaluate payment systems products and
services that banks offer or plan to offer, with a focus on new or novel
products, services, or channels for wholesale and retail customer
relationships.
Examiners should consider potential risks including operational,
compliance, strategic, credit, and reputation and how these risks are
incorporated into institution-wide risk assessments and new product
review processes, if applicable.
• Fintech/Cryptocurrency: Examiners should identify banks that are
implementing significant changes in their operations using new
technological innovations and evaluate implementation, including use of
cloud computing, artificial intelligence, and digitalization in the risk
management processes.
Examiners should evaluate the appropriateness of governance processes
when banks undertake significant changes.
• Climate: The OCC is working to better understand how the financial
risks associated with climate change may affect the safety and soundness of
institutions including their ability to serve all parts of their communities.
During FY2022, the agency will continue information gathering efforts and
plan on conducting additional industry outreach.
At the largest banks, examiners should focus on establishing a baseline
understanding of the effects of physical and transition risks including the
development of climate risk management frameworks and governance
processes.
Resources should focus on significant risks in FY2022 while considering
appropriate coverage of other areas. Strategies should focus on control
functions and leverage the institutions’ audit, loan review, and risk
management processes when the OCC has validated reliability.
To facilitate an agency-wide view of risk on selected topics, the CBS
operating units will prioritize and coordinate resources and conduct
horizontal risk assessments during the fiscal year. The CBS may direct
horizontal assessments during the supervisory cycle.
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The OCC will provide periodic updates about supervisory priorities,
emerging risks, and horizontal risk assessments in the Semiannual Risk
Perspective report.
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Number 16

BaFin amends its BAIT
In the current amendment to the BAIT, BaFin clarifies its expectations for
IT and information security at banks.
Thorsten Sämisch, BaFin IT Supervision Group

On 16 August 2021, BaFin published the new version of its BAIT, the
Supervisory Requirements for IT in Financial Institutions. The amendment
came into force on the same date.
BaFin is using this amendment to set out the overall conditions it now
expects for secure information processing and information technology.
There are no transitional periods because BaFin is not imposing any
fundamental new requirements, but has clarified existing requirements.
Background to the amendment
Guidelines issued by the European Banking Authority (EBA) in November
2019 form part of the backdrop to the BAIT amendment. You may visit:
https://www.eba.europa.eu/regulation-and-policy/internalgovernance/guidelines-on-ict-and-security-risk-management
In its Guidelines on ICT and security risk management
(EBA/GL/2019/04), the EBA had previously responded to the European
Commission’s FinTech action plan and introduced standardised
requirements for the entire single market: for credit institutions,
investment firms and payment service providers.
The EBA thus established the corresponding framework for the supervisory
practice of the national competent authorities.
Together with the Deutsche Bundesbank, BaFin then examined whether,
and to what extent, the BAIT would have to be supplemented and adapted.
Experience gained from supervisory practice was also expected to be
incorporated into the work.
The IT expert committee, whose members are representatives of the trade
associations of the banking sector, smaller and larger institutions, as well
as BaFin and Bundesbank staff, was also closely involved in the
amendment. The Federal Ministry of Finance also participated.
A public consultation on the BAIT amendment was launched in autumn
2020.
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Because the content of the BAIT builds on the Minimum Requirements for
Risk Management (MaRisk) , the BAIT amendment was developed in
parallel with the sixth amendment to MaRisk, and both circulars were
published at the same time.
Significant amendments
Even though there were no fundamental changes, some parts of the BAIT
were expanded and adapted.
In the new “Operational information security” chapter, for example, BaFin
sets out requirements for the design of effectiveness controls of
information security measures that have already been implemented in the
shape of tests and exercises.
Such effectiveness controls, for example gap analysis, vulnerability scans,
penetration tests and simulated attacks, are a key element of any effective,
sustainable information security management system.
The institutions must verify the security of the IT systems regularly and on
an event-driven basis. They must avoid conflicts of interest when they do
so: for example, anybody involved in planning and implementing security
measures cannot subsequently test them.
The institutions have to analyse the results of such effectiveness controls,
identify any need for improvement and manage risks appropriately.
The institutions are expected to document the new requirements in an
internal policy that BaFin now calls for in the “Information security
management” chapter.
This chapter also contains requirements relating to logging and
monitoring, in other words recording results and real-time monitoring, as
well as the identification and analysis of security-related events.
For example, potentially security-related information must be evaluated
suitably promptly, using a rule-based approach, and must be held available
for an appropriate period for subsequent evaluation.
To do this, a portfolio of rules for identifying security-related events must
be defined and updated.
The expanded AT 7.3 “Contingency management” in the new MaRisk forms
the basis for the new BAIT chapter “IT contingency management”.
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It stipulates the establishment of restart, emergency operation and
recovery plans for time-critical processes and activities.
According to the BAIT, the institutions must verify annually that these
three types of IT contingency plan are effective – based on an IT testing
concept.
The new third chapter in the BAIT is called “Managing relationships with
payment service users”.
It is taken from the new circular “Supervisory Requirements for IT in
Payment Services and Electronic Money Institutions” (ZAIT). Its content is
also relevant for large parts of the BAIT target group.
Information security instead of IT security
It was also important for BaFin and the Deutsche Bundesbank to follow the
objective of “information security” in the BAIT and not the – narrower –
objective of “IT security”.
Traditional IT security is limited to the field of information technology,
whereas information security aims to protect relevant information,
regardless of the form it takes. The area of information security therefore
encompasses everything related to information processing.
In the context of information security and information risk management
(ISM/IRM), it is now spelled out more clearly that the business processes
concerned must take effect across the entire organisation, and that it is not
enough to provide adequate resources to IT operations and application
development alone.
The BAIT requirements now clarify, for example, that the institutions must
develop a comprehensive training and awareness programme for their staff
on the topic of information security.
The BAIT reflect the requirement in the EBA guidelines referred to earlier
for a clear allocation of responsibilities by designating additional roles and
tasks of information security and information risk management and
differentiating them from responsibilities for business processes.
Among other things, the organisational units that are responsible for the
individual business processes are responsible for determining and
documenting the protection requirements of the relevant processes. By
contrast, information risk management is responsible for verifying this
determination and documentation.
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In light of the complexity of cyber threats, the BAIT now expressly
emphasise how important it is for institutions to keep themselves informed
about current external and internal threats and vulnerabilities, and to
notify the management board about the risk analysis and changes in the
risk situation.
The BAIT chapter “Information risk management” now clarifies that
threats and vulnerabilities must also be taken into account by information
risk management if they could pose risks to the organisation.
Several BAIT chapters address requirements for physical security, as
described in the EBA guidelines.
For example, the institutions must develop a physical security policy,
implement physical access controls and establish an adequate perimeter
protection using state-of-the-art technology. Perimeter protection means
protecting the area between the building and the property boundary.
To read more:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/
2021/fa_bj_2108_BAIT_en.html
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Number 17

DARPA Moving SSITH Safeguards Closer to Practical Use
Researchers to develop ASIC hardware with novel protections proven in
the SSITH program, mitigating against software attacks on hardware

DARPA’s System Security Integration Through Hardware and firmware
(SSITH) program is exploring hardware security architectures and tools
that protect electronic systems against common classes of hardware
vulnerabilities exploited through software, with the goal of breaking the
endless cycle of software patch-and-pray.
To date, research on the program has focused on developing approaches
and proving out concept that system-on-chip (SoC) designers can use to
limit computer hardware to states that are secure while maintaining
performance and power.
After rigorous testing and evaluation, researchers have proven that SSITH
concepts provide robust hardware safeguards against known common
weakness enumeration (CWE) classes of hardware vulnerabilities.
The SSITH program is now entering a final stage and is focused on
transitioning and converting the proven concepts from lab discoveries to
practical application.
The team from Lockheed Martin Corporation is moving beyond virtual
processors and aims to develop an application-specific integrated circuit
(ASIC) that integrates a dual-core Arm processor and multiple peripheral
interfaces with embedded security capabilities provided by their proven
SSITH approach, known as Hardware Architecture Resilience by Design
(HARD).
Lockheed Martin’s HARD utilizes an approach to provide a hardware
solution to protect systems against multiple classes of hardware
vulnerabilities.
Rather than perform “major surgery” on the CPU pipeline in order to
implement new instructions or change the format of a pointer, the HARD
approach utilizes a set of pipelines running in parallel to the primary CPU
execution pathway to act as a parallel security co-processor, monitoring the
main CPU and standing ready to flag any malicious operations.
Each pipeline monitors the stream of instructions executing on the main
CPU pipeline, deriving the current semantic context based on expected
patterns of instructions, and looking for any exploitation attempts.
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HARD pipelines can be aggregated to deploy more or less security coverage
as needed for the target environment, essentially enabling a user to only
pay for what they need. In addition, because there is no need for major
modifications to the primary CPU, HARD can be deployed to enforce
security across any CPU architecture.
“By bringing HARD protections to an ASIC, we’re bringing SSITH
technology one step closer to practical use,” said Keith Rebello, the
program manager leading SSITH. “Lockheed Martin expects to spend the
next two years transitioning HARD from the laboratory to a secure
processor that we can integrate with other computing hardware, ultimately
demonstrating SSITH’s ability to protect real-world systems from
exploitation.”
To read more: https://www.darpa.mil/program/ssith
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Number 18

Inoculation Theory and Misinformation
Jon Roozenbeek, Sander van der Linden

The spread of false and misleading information both online and offline
poses a threat to the wellbeing of individuals, democratic institutions, and
societies around the world.
The harmful consequences of the spread of false and/or misleading
information can be seen in the proliferation of anti-vax groups on
Facebook lack of confidence in the science of climate change, acts of
vandalism committed on the basis of false conspiracy theories about
COVID-19, and its influence on the exacerbation of radicalisation and
polarization.
However, a lack of consensus with respect to what constitutes
“misinformation” (for example: focusing exclusively on false information is
problematic because truth value can be difficult to determine objectively,
and misleading and/or hyperpartisan content may significantly outweigh
“fake news”,) and disagreement about the efficacy of various efforts to
mitigate the spread of misinformation through algorithms, legislation, or
content moderation means that no single intervention is likely to be
sufficient.
In this report, we explore the role that psychology and behavioural science
can play in the mitigation of online misinformation. To do so, we first
discuss how to define “misinformation”, and how it relates to various other
commonly used terms such as “disinformation” and “fake news”.
Next, we examine the psychology of correcting misinformation: what
happens when someone is exposed to a fact-check, and what are the
benefits and drawbacks of correcting misinformation once the damage is
already done?
Finally, we discuss how to build psychological resilience against
misinformation through psychological “vaccines” or “inoculation”: we look
at the theoretical background of inoculation theory (dating back to the
1960s), its modern application within the context of online misinformation
(in online games and educational videos), and future prospects
and research avenues in the field.
Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 67

To read more: https://stratcomcoe.org/publications/inoculation-theoryand-misinformation/217
https://inoculation.science/

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 68

Number 19

Cybersecurity Spending: An analysis of Investment Dynamics
within the EU
The European Union Agency for Cybersecurity issues a new report on how
cybersecurity investments have developed under the provisions of the NIS
directive.

In 2020, ENISA published its first report on network and information
systems (NIS) investments in an attempt to collect data on how Operators
of Essential Services (OES) and Digital Service Providers (DSP) identified
in the European Union’s directive on security of network and information
systems (NIS Directive) invest their cybersecurity budgets and how this
investment has been influenced by the NIS Directive.
This report is a follow-up covering all 27 EU Member States and offering
additional insights into the allocation of NIS budgets of OES/DSP, the
economic impact of cybersecurity incidents and the organisation of
cybersecurity in these operators.
In addition, global cybersecurity market trends are presented through
Gartner security data and insights observed globally and in the EU, in
order to provide a better understanding of the relevant dynamics.
Data was collected through a survey of 947 organisations identified as
OES/DSP across the 27 Member States.
In this second edition of the report, besides covering all Member States,
additional and complementary questions were asked to the surveyed
organisations.
Overall, 48.9 % of surveyed organisations acknowledge a very significant or
significant impact of the NIS Directive on their information security (IS).
Other key findings of this report are as follows.
-

Almost 50 % of the established OES/DSP within the EU believe that
implementing the NIS Directive has strengthened their detection
capabilities, while 26 % believe that it has strengthened their ability to
recover from incidents.
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-

67 % of OES/DSP required a dedicated budget for the NIS Directive
implementation, with a median value of EUR 40 000 or 5.1 % of their
overall information security budgets. Around 50 % of organisations
required on median four additional full-time employees (FTEs) for the
implementation, either via recruitment or outsourcing.

-

The estimated direct cost of a major security incident is EUR 100 000
on median, with the banking and healthcare sectors experiencing the
highest such costs of EUR 300 000 and EUR 213 000 respectively. The
primary cost factors for this figure include costs related to revenue
losses and data recovery or business continuity management. 9 % of
organisations have suffered a major security incident that impacted
external stakeholders.

-

In 28 % of the surveyed OES/DSP, the Chief Information Officer (CIO)
or Chief Technology Officer (CTO) is responsible for information
security while in over 50 % of cases, the Head of Information Security
reports directly to the Chief Executive Officer (CEO), the Board of
Directors (BOD) or the President.

-

More than 50 % of the surveyed OES/DSP do not possess any form of
cyber insurance, but around 25 % are planning to obtain coverage.

-

More than 50 % of the surveyed OES/DSP certify their systems and
processes.

-

The majority of the surveyed OES/DSP report that their information
security controls meet or exceed industry standards, with only 5 %
reporting that they do not meet those standards.

-

The results indicate a strong correlation between a very positive selfperception of cybersecurity maturity and the existence of cybersecurity
certifications for processes, people and products within an
organisation.

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 70

You may visit: https://www.enisa.europa.eu/publications/nisinvestments-2021
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Number 20

NIST Seeks Public Input on Consumer Software Labeling for
Cybersecurity
NIST is proposing key attributes of a labeling program rather than
establishing its own.

In an effort to improve consumers’ ability to make informed decisions
about software they purchase, the National Institute of Standards and
Technology (NIST) has drafted a set of cybersecurity criteria for consumer
software. The criteria are intended to aid in the development and voluntary
use of labels to indicate that the software incorporates a baseline level of
security measures.
The document, formally titled Draft Baseline Criteria for Consumer
Software Cybersecurity Labeling, forms part of NIST’s response to the
May 12, 2021, Executive Order (EO) 14028 on Improving the Nation’s
Cybersecurity. You may visit:
https://www.nist.gov/system/files/documents/2021/11/01/Draft%20Cons
umer%20Software%20Labeling.pdf
https://www.federalregister.gov/documents/2021/05/17/202110460/improving-the-nations-cybersecurity
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The EO specifies that NIST “shall identify secure software development
practices or criteria for a consumer software labeling program” — criteria
that reflect a baseline level of cybersecurity and that focus on ease of use
for consumers. (The EO also instructs NIST to initiate a labeling effort on
the cybersecurity aspects of consumer devices associated with the Internet
of Things, which the present publication does not address.)
The criteria are based on suggestions from the public via position papers, a
workshop, and multiple discussions with interested stakeholders. NIST is
seeking public comments on the draft document by Dec. 16, 2021, to
inform a final version that NIST will release on or before Feb. 6, 2022 —
the deadline set in the EO. This draft is the only version that NIST plans to
release before the final publication.
“We are establishing criteria for a label that will be helpful to consumers,”
said Michael Ogata, a NIST computer scientist and co-author of the draft
document. “The goal is to raise consumers’ awareness about the various
security needs they might have and to help them make informed choices
about the software they purchase and use.”
Part of the challenge is the sheer vastness and variety of the consumer
software landscape. Software forms an integral part of most consumers’
lives, and it is subject to vulnerabilities that place the users’ safety,
property and productivity at risk — but there is no one-size-fits-all
approach to cybersecurity that can be applied to all types of consumer
software. The cybersecurity considerations for a smartphone game could
differ greatly from, for example, those applied to a banking app. Yet a
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security label aimed at consumers will need to communicate simply and
directly.
While NIST’s assignment is straightforward — to establish the criteria that
should be the basis for a software label — NIST is not designing the label
itself, nor is NIST establishing its own labeling program for consumer
software. The EO calls for a voluntary approach, and it will be up to the
marketplace to determine which organizations might use cybersecurity
labels.
Currently, the agency is seeking public input about the baseline of technical
requirements for the software and the related label. As proposed by NIST,
in order to qualify for a label, the software provider would first need to
meet all of the technical requirements. The document refers to these
requirements as “attestations,” or claims about the software’s security,
which the document organizes into four categories:
-

Descriptive attestations — information about the label itself, such as
who is making the claims about information within the label, what the
label applies to and how the consumer can get more information.

-

Secure software development attestations — how the software
developer adheres to security best practices. By fulfilling requirements
in this category, the provider communicates to consumers that they can
be more confident about the development process.

-

Critical cybersecurity attributes and capability attestations — features
expressed by the software’s functionality, and other attributes that
consumers should know, such as whether the software is free from
known vulnerabilities or whether encryption is used.

-

Data inventory and protection attestations — information about data
that consumers may identify as having high cybersecurity-related risk,
and the software provider’s descriptions of mechanisms used to protect
that data. This data might relate to personally identifiable information,
device location information, or any other data the provider has spent
time and effort safeguarding.

A software label would not necessarily spell out all of these details, Ogata
said, but the overall labeling effort should aim to educate consumers about
what the label means and indicate where they can readily get additional
information about those cybersecurity attributes. NIST is not itself
planning to launch an associated education program, though software
providers and others might.
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“As a complement to the labeling approach, a robust consumer education
program should be developed to increase label recognition and to provide
transparency,” Ogata said. “Consumers should have access to online
information including what the label means and does not mean, so that
they can avoid potential misinterpretations. They also should know what
cybersecurity properties are included in the baseline, and why and how
these were selected.”
Comments on the draft document are due by Dec. 16, 2021, and can be
emailed to labeling-eo@nist.gov. Please submit comments along with the
submitter’s name and organization (if any) and use the subject “Draft
Consumer Software Labeling Criteria." Receipt of submissions will be
acknowledged by email, and all comments will be published on the
project's website at: https://www.nist.gov/itl/executive-order-improvingnations-cybersecurity/consumer-software-criteria
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Number 21

2021 FSB Annual Report

Executive summary
The outlook for financial stability continues to be dominated by the COVID
event.
-

The G20 reforms and a swift and broad-based policy response to the
pandemic were key to stabilising the financial system and sustaining
financing to the real economy.

-

The global economy is recovering from the fallout of the pandemic,
supported by easy financing conditions. But the recovery is uneven
across economies and sectors.

The combination of pronounced economic uncertainty, easy financing
conditions and sustained policy support is shaping asset valuations, and
could test financial resilience.
-

Asset valuations may be stretched in some segments. Given high
uncertainty, the potential for sudden sharp movements in asset prices
persists, and could be associated with heightened liquidity demands
that lead to spillovers across the financial system.

-

The economic impact of the pandemic and of policy responses to
address it have led to a rise in indebtedness across sovereigns, nonfinancial corporates and households. There is a risk of higher
insolvencies and credit losses as policy support is unwound.

-

Different scenarios, such as a rapid tightening in financial conditions
following a strong bounce-back in the global economy or a strong
resurgence of the pandemic leading to another round of strict
lockdowns, could trigger these financial vulnerabilities.

Structural changes are also affecting the nature of vulnerabilities in the
financial system.
-

-

Non-bank financial intermediation (NBFI) has grown considerably
since 2008 and become more diverse and interconnected. NBFI’s
increasing importance for the real economy means that market
liquidity has become more central to financial resilience.
Accelerated digitalisation has improved efficiencies but also put the
spotlight on operational resilience, including cyber risks that are
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becoming more frequent and sophisticated. Rapidly evolving cryptoasset markets may give rise to new risks to financial stability.
-

Exposure to the physical and transition risks posed by climate change is
a pressing emerging vulnerability. Climate-related events could lead to
sharp changes in asset prices, and be concentrated in certain sectors or
geographies. A disorderly transition to a low-carbon economy could
have a destabilising effect on the financial system.

The FSB is carrying out analytical and policy work to foster global financial
stability in response to the pandemic as well as to new and emerging risks,
including:
-

Work to enhance the resilience of the NBFI sector while preserving its
benefits, building on the lessons from the March 2020 market turmoil.
A key deliverable for this year is policy proposals to enhance the
resilience of money market funds (MMFs).

-

Work on regulatory and supervisory issues associated with financial
institutions’ reliance on third-party providers; cyber incident response
and recovery; and to address specific risks arising from so-called “
global stablecoin” arrangements.

-

Analytical work on central counterparty (CCP) financial resources,
given the increased shift to central clearing that has further increased
the systemic importance of CCPs.

-

The development of a roadmap to enhance cross-border payments,
including the setting of quantitative global targets for cost, speed,
transparency and access.

-

Actions to promote the timely transition away from LIBOR to robust
alternative rates.

-

Work to assess and address climate-related financial risks, including
the development of a roadmap to support internationally coordinated
actions in this area.

There has been limited additional progress in implementing G20 reforms
since last year, as financial authorities focused on responding to the
impacts of the pandemic.
-

Regulatory adoption of core Basel III elements has generally been
timely to date, but implementation of the final reforms to the capital
Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 77

framework is still at a very early stage. Implementation of over-thecounter (OTC) derivatives reforms is also well advanced.
-

More work is needed to close gaps in the operationalisation of
resolution plans for banks and to implement effective resolution
regimes for insurers and CCPs. The implementation of NBFI reforms
continues but is at an earlier stage than other reforms.

The pandemic provides important lessons for the functioning of the G20
reforms.
-

Effective implementation of those reforms meant that core parts of the
financial system entered the pandemic in a more resilient state than
during the 2008 crisis. Those parts of the system where
implementation is most advanced displayed greater resilience and were
able to cushion, rather than amplify, the shock.

-

The pandemic highlighted differences in resilience within and across
financial sectors, and areas that warrant further consideration at the
international level. These include the functioning of capital and
liquidity buffers; factors that may give rise to excessive procyclicality in
the financial system; and the need to strengthen NBFI resilience. The
FSB, working with SSBs, is examining the policy implications of these
findings.

The COVID experience reinforces the importance of global regulatory
cooperation and of completing the remaining elements of the post-crisis
reform agenda with G20 support.
-

The financial stability benefits of the full, timely and consistent
implementation of G20 reforms remain as relevant as when they were
initially agreed.

-

Maintaining close monitoring and cooperation are critical given the
impacts of the pandemic and the need to support the resilience of the
global financial system and address long-term structural developments
in the financial system.

-

The FSB and SSBs will continue to promote approaches to deepen
international cooperation, coordination and information-sharing, with
the support of the G20.
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To read more: https://www.fsb.org/wp-content/uploads/P271021.pdf
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Disclaimer
Despite the great care taken to prepare this newsletter, we cannot
guarantee that all information is current or accurate. If errors are brought
to our attention, we will try to correct them, and we will publish the correct
information to the LinkedIn and Facebook pages of Cyber Risk GmbH.
Readers will make their own determination of how suitable the
information is for their usage and intent. Cyber Risk GmbH expressly
disclaims all warranties, either expressed or implied, including any implied
warranty of fitness for a particular purpose, and neither assumes nor
authorizes any other person to assume for it any liability in connection
with the information or training programs provided.
Cyber Risk GmbH and its employees will not be liable for any loss or
damages of any nature, either direct or indirect, arising from use of the
information provided on this newsletter, or our web sites.
We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a
recommendation or endorsement of the views expressed within them.
Links to other web sites are presented as a convenience to users. Cyber
Risk GmbH does not accept any responsibility for the content, accuracy,
reliability, or currency found on external web sites.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the association has
no control and for which the association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of interpretative;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
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does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts. It is our goal to
minimize disruption caused by technical errors. However, some data or
information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
Readers that are interested in a specific topic covered in the newsletter,
must download the official papers, must find more information, and must
ask for legal and technical advice, before making any business decisions.
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