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Top cyber risk and compliance related news stories and world events, that 
(for better or for worse) shaped the month's agenda, and what is next 

October 2018, cyber risk and compliance in Switzerland 
Dear readers,  
 

The statistics from GovCERT.ch, the Computer Emergency 
Response Team (GovCERT) of the Swiss government and 
the official national CERT of Switzerland, are always 
interesting and useful. Visiting their web site is highly 
recommended. 
 

 
GovCERT.ch's parent organisations is the Reporting and Analysis Centre 
for Information Assurance (MELANI), which belongs to the Federal IT 
Steering Unit (FITSU) of the Federal Department of Finance (FDF).  
 
Since 2010, GovCERT.ch is member of the Forum of Incident Response 
and Security Teams (FIRST). In addition, GovCERT.ch is member of the 
group of European Government CERTs (EGC). 
 
GovCERT.ch supports the critical IT infrastructure in Switzerland in 
dealing with cyberthreats by providing services such as technical analyses 

http://www.cyber-risk-gmbh.com/
http://www.cyber-risk-gmbh.com/about-us.html
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and information about targeted (but not limited to) attacks against the 
national critical IT infrastructure. Additionally, GovCERT.ch is authorized 
to handle all types of computer security incidents related to Switzerland, 
representing the national CERT of Switzerland. 
 
To ensure that information about cyberthreats can be exchanged in 
neartime, GovCERT.ch maintains relationships with other CSIRTs, CERTs 
and GovCERTs located all over the world. 

 
 
 
You may visit: https://www.govcert.admin.ch/statistics/ 
 
 
 
Modelled after SaaS (Software as a Service - a software distribution model 
in which third-party providers host applications and make them available 
to customers over the Internet), HaaS (Hacking as a Service) enables 
everybody to hire hackers for financial gain, intelligence, competitor 
humiliation and market share increase, etc. Only imagination is the limit. 
 
Website owners that offer HaaS can be aiding and abetting criminal 
solicitation. Hiring someone to commit a crime is itself a crime, but dark 
web gives some chances for anonymity, or this is what some believe. 
 
HaaS “services” include gaining access to the social networking accounts of 
other entities or persons, distributed denial of service attacks, 
infrastructure attacks, telephone number hijacking, call blocking, and 
unauthorized access. 

http://www.cyber-risk-gmbh.com/
https://www.govcert.admin.ch/statistics/
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According to the UK National Cyber Security Centre (NCSC, part of the 
GCHQ), a Latvian resident was sentenced to 14 years in prison for his e-
crime service, “Scan4you”. 
 
Advertised as a legitimate penetration testing service, Scan4you was in fact 
a counter antivirus operation. The service enabled cyber criminals to test 
their malware against antivirus software, especially those used by the US 
retail sector, but also governments and financial institutions. 
 
Operating from 2009 to 2016, Scan4you is believed to have assisted with 
the theft of over $15 billion. The “service” was reportedly used by the cyber 
criminals behind the Citadel malware, responsible for infecting over 11 
million computers and attributed with $500 million in fraud losses. 
 
Law enforcement worldwide are tackling the enablers of cybercrime who 
sell their services to aid online criminals. This sentence reflects the 
seriousness with which courts are tackling such offences. 
 
 
I have just read for the third time the US Executive Order 13848 of 
September 12, 2018 - “Imposing Certain Sanctions in the Event of Foreign 
Interference in a United States Election”.  

Now it was time to understand the details and to spend more time on the 
definitions. 

At Sec. 8. (f), we read an interesting definition. The term ‘‘foreign 
interference,’’ with respect to an election, includes any covert, fraudulent, 
deceptive, or unlawful actions or attempted actions of a foreign 
government, or of any person acting as an agent of or on behalf of a foreign 
government, undertaken with the purpose or effect of influencing, 
undermining confidence in, or altering the result or reported result of, the 
election, or undermining public confidence in election processes or 
institutions. 

This is a good definition, as the State-sponsored groups are clearly covered. 
Disinformation operations are also covered. 

At Sec. 8. (g) the term ‘‘foreign government’’ includes political parties.  
The term ‘‘foreign government’’ means any national, state, provincial, 
or other governing authority, any political party, or any official of any 
governing authority or political party, in each case of a country other than 
the United States. 
 

http://www.cyber-risk-gmbh.com/
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Section 1 gives to the Director of National Intelligence (DNI) a leading role. 
I understand that one important reason is the “second attribution 
problem.” Sometimes, after a foreign interference operation, the 
authorities do not have conclusive technical evidence about the attackers, 
but they do have information from other sources, including espionage. Of 
course, releasing intelligence can undermine current and future 
operations, so the DNI knows what has happened with a very high 
probability, but he cannot put it on paper. 
 
In Section 1. (a) we read:  
 
Not later than 45 days after the conclusion of a United States election, the 
Director of National Intelligence, in consultation with the heads of any 
other appropriate executive departments and agencies (agencies), shall 
conduct an assessment of any information indicating that a foreign 
government, or any person acting as an agent of or on behalf of a foreign 
government, has acted with the intent or purpose of interfering in that 
election.  
 
The assessment shall identify, to the maximum extent ascertainable, the 
nature of any foreign interference and any methods employed to execute it, 
the persons involved, and the foreign government or governments that 
authorized, directed, sponsored, or supported it.  
 
The Director of National Intelligence shall deliver this assessment and 
appropriate supporting information to the President, the Secretary of 
State, the Secretary of the Treasury, the Secretary of Defense, the Attorney 
General, and the Secretary of Homeland Security. 
 
Read more at Number 4 below. 
 
 
The Information Commissioner’s Office (ICO) in UK recently provided the 
first update on the impact of the General Data Protection Regulation 
(GDPR) since it went live three months ago.  
 
Over this period, the ICO, who are the regulator under GDPR, received an 
average of 500 calls a week to their breach reporting line.  
 
Collected data has identified some important trends concerning the 
reporting of relevant incidents.  
 
The key lesson is that organisations need to get their incident reporting 
plans in place and to ensure that:  

http://www.cyber-risk-gmbh.com/
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- Breaches are reported within the appropriate time period. Breaches are 
to be reported within 72 working hours of the organisation becoming 
aware of the incident.   

 
- Breach reports are as complete as possible before reporting, where 

details are missing a rough timeline of when the ICO can expect further 
information should be provided.  

 
- The person reporting the breach is authorised to discuss the problem in 

the required detail.  
 
Of the cyber incidents that were reported, nearly half were the result of 
phishing. Malware (10%) and ransomware (6%) were also other notable 
causes of breaches reported.  
 
The NCSC, in collaboration with the ICO, has published guidance on GDPR 
Security Outcomes at: https://www.ncsc.gov.uk/guidance/gdpr-security-
outcomes 
 
Welcome to our monthly newsletter. 
 
Best regards, 
 

 
George Lekatis 
General Manager, Cyber Risk GmbH 
Rebackerstrasse 7, 8810 Horgen 
Phone:  +41 43 810 43 61 
Mobile: +41 79 505 89 60 
Email:  george.lekatis@cyber-risk-gmbh.com 
Web:    www.cyber-risk-gmbh.com 
 
Cyber Risk GmbH, Handelsregister des Kantons Zürich, CHE-244.099.341 
 

 

http://www.cyber-risk-gmbh.com/
https://www.ncsc.gov.uk/guidance/gdpr-security-outcomes
https://www.ncsc.gov.uk/guidance/gdpr-security-outcomes
mailto:george.lekatis@cyber-risk-gmbh.com
http://www.cyber-risk-gmbh.com/
https://www.cyber-risk-gmbh.com/Cyber_Risk_GmbH_Catalog_2018.pdf
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Our catalog, in-house instructor-led training in Switzerland, Liechtenstein 
and Germany: 
www.cyber-risk-gmbh.com/Cyber_Risk_GmbH_Catalog_2018.pdf 
 

Number 1 (Page 11) 

Towards secure convergence of Cloud and IoT 
 

 
 
During the last few years we have witnessed the burst of Internet of Things 
(IoT) products. As the IoT market grows bigger year by year, billions of 
new devices are deployed online.  
 
Gartner forecasts that connected things will reach up to 20.4 billion by 
2020. These things (or devices), connect to the network to provide 
information they gather from the environment through sensors, or to allow 
other systems to reach out and act on the world through actuators. 
 

Number 2 (Page 13) 

WEAPON SYSTEMS CYBERSECURITY 
DOD Just Beginning to Grapple with Scale of Vulnerabilities 

 

 

http://www.cyber-risk-gmbh.com/
http://www.cyber-risk-gmbh.com/Cyber_Risk_GmbH_Catalog_2018.pdf
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Number 3 (Page 16) 

Building strong cybersecurity in Europe 
 

 
 
To equip Europe with the right tools to deal with an ever-changing cyber 
threat, in 2017 the European Commission and the High Representative 
proposed a wide-ranging set of measures to build strong cybersecurity in 
the EU.  
 

Number 4 (Page 18) 

Executive Order 13848  
Imposing Certain Sanctions in the Event of Foreign Interference 
in a United States Election 
 

 
 
Section 1. (a) Not later than 45 days after the conclusion of a United 
States election, the Director of National Intelligence, in consultation with 
the heads of any other appropriate executive departments and agencies 
(agencies), shall conduct an assessment of any information indicating that 
a foreign government, or any person acting as an agent of or on behalf 
of a foreign government, has acted with the intent or purpose of interfering 
in that election.  
 
The assessment shall identify, to the maximum extent ascertainable, the 
nature of any foreign interference and any methods employed to execute it, 

http://www.cyber-risk-gmbh.com/
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the persons involved, and the foreign government or governments that 
authorized, directed, sponsored, or supported it.  
 

Number 5 (Page 20) 

Cyber threat to university networks 

 
 
The University of Edinburgh was a victim of a Denial of Service attack, 
which happened on the first day of freshers’ week. It affected the 
university’s websites, online services and Wi-Fi networks.  
 
Following the attack, the website of Jisc, who provide digital solutions to 
UK education and research organisations, featured a blog post which 
explored how and when Denial of Service attacks impact universities.  
 

Number 6 (Page 22) 

Annual Report Trust Services Security Incidents 2017 
October 2018 
 

 
 
Electronic trust services are a range of services around digital signatures, 
digital certificates, electronic seals, timestamps, etc. which are used in 
electronic transactions, to make them secure. eIDAS, an EU regulation, is 
the EU wide legal framework ensuring interoperability and security of 
these electronic trust services across the EU.  
 
One of the goals of eIDAS is to ensure that electronic transactions can have 
the same legal standing as traditional paper based transactions.  
 
eIDAS is important for the European digital market because it allows 
businesses and citizens to work and use services across the EU.  
 
The eIDAS regulation was adopted in July 2014 and came into force in 
2016. 
 
Article 19 of the eIDAS regulation sets security requirements for trust 
service providers.  

http://www.cyber-risk-gmbh.com/
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Number 7 (Page 25) 

Google+ and Project Strobe 

 
 
On 8 October, Google announced the existence of Project Strobe – a 
comprehensive review of third-party developer access to Google account 
and Android device data, and their philosophy around apps’ access to data. 
 
As part of that announcement they disclosed that in March 2018 they had 
identified and immediately patched a bug in the Google+ platform.  
 
That bug potentially exposed customer data including “name, nickname, 
email address, occupation, gender, relationship status, birthday and age”.  
 

Number 8 (Page 26) 

Teaching Machines Common Sense Reasoning 
DARPA program seeks to articulate and encode humans’ basic 
background knowledge for intelligent systems 
 

 
 
Today’s machine learning systems are more advanced than ever, capable of 
automating increasingly complex tasks and serving as a critical tool for 
human operators.  
 
Despite recent advances, however, a critical component of Artificial 
Intelligence (AI) remains just out of reach – machine common sense.  
 
Defined as “the basic ability to perceive, understand, and judge things that 
are shared by nearly all people and can be reasonably expected of nearly all 
people without need for debate,” common sense forms a critical foundation 
for how humans interact with the world around them.  
 
Possessing this essential background knowledge could significantly 
advance the symbiotic partnership between humans and machines. But 
articulating and encoding this obscure-but-pervasive capability is no easy 
feat. 

http://www.cyber-risk-gmbh.com/
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Number 9 (Page 29) 

An important update about Facebook's recent security incident 
 

 
 
“We previously announced a security incident on Facebook and want to 
provide an update on our investigation 
(https://newsroom.fb.com/news/2018/09/security-update/ ).  
 
We have now determined that attackers used access tokens to gain 
unauthorized access to account information from approximately 30 million 
Facebook accounts. We're very sorry this happened.”  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.cyber-risk-gmbh.com/
https://newsroom.fb.com/news/2018/09/security-update/
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Number 1 

Towards secure convergence of Cloud and IoT 
 

 
 
During the last few years we have witnessed the burst of Internet of Things 
(IoT) products.  
 
As the IoT market grows bigger year by year, billions of new devices are 
deployed online.  
 
Gartner forecasts that connected things will reach up to 20.4 billion by 
2020.  
 
These things (or devices), connect to the network to provide 
information they gather from the environment through sensors, or to allow 
other systems to reach out and act on the world through actuators. 
 
ENISA defines IoT as “a cyber-physical ecosystem of interconnected 
sensors and actuators, which enable intelligent decision making”. 
 
Information lies at the heart of IoT, feeding into a continuous cycle of 
sensing, decision making, and actions. 
 
IoT devices generate vast amount of data. The Cloud, as part of the IoT 
ecosystem, manages the flow, the process, the analysis and the storage of 
these data.  
 
Especially in enterprise environments, IoT can be most rapidly and cost-
effectively deployed when integrated with Cloud-based services. 
 
With the prevalence of IoT, Cloud Computing evolved in such a way to 
accommodate the needs of the IoT ecosystem and provided many new 
features specific to aggregating, storing and processing data generated 
by IoT.  
 
Among these features are device virtualisation, business intelligence tools, 
machine learning, command and control (C&C), processing to perform 
complex analytics, and Application Programming Interfaces (APIs). 
While this convergence of Cloud Computing and IoT brings opportunities, 
it also raises new risks and challenges.  

http://www.cyber-risk-gmbh.com/
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In short, this paper attempts to: 
- identify and discuss security challenges coming from the convergence 

of IoT and Cloud; 
 
- highlight the security issues through four representative attack 

scenarios; 
 
- map the identified challenges to security takeaways. 
 
The aim of this work is to provide a high-level overview on the security 
issues to the audience below: 
 
- IoT developers and IoT integrators that make use of IoT Cloud 

Computing; 
 
- Cloud service Providers (CSPs) of IoT Cloud offerings. 
 
To read more: https://www.enisa.europa.eu/publications/towards-secure-
convergence-of-cloud-and-iot 

http://www.cyber-risk-gmbh.com/
https://www.enisa.europa.eu/publications/towards-secure-convergence-of-cloud-and-iot
https://www.enisa.europa.eu/publications/towards-secure-convergence-of-cloud-and-iot
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Number 2 

WEAPON SYSTEMS CYBERSECURITY 
DOD Just Beginning to Grapple with Scale of Vulnerabilities 

 
What GAO Found 
 
The Department of Defense (DOD) faces mounting challenges in protecting 
its weapon systems from increasingly sophisticated cyber threats.  
 
This state is due to the computerized nature of weapon systems; DOD’s late 
start in prioritizing weapon systems cybersecurity; and DOD’s nascent 
understanding of how to develop more secure weapon systems.  
 
DOD weapon systems are more software dependent and more networked 
than ever before (see figure). 
 

 
 
Automation and connectivity are fundamental enablers of DOD’s modern 
military capabilities. However, they make weapon systems more vulnerable 
to cyber-attacks.  
 
Although GAO and others have warned of cyber risks for decades, until 
recently, DOD did not prioritize weapon systems cybersecurity. Finally, 
DOD is still determining how best to address weapon systems 
cybersecurity. 

http://www.cyber-risk-gmbh.com/
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In operational testing, DOD routinely found mission-critical cyber 
vulnerabilities in systems that were under development, yet program 
officials GAO met with believed their systems were secure and discounted 
some test results as unrealistic.  
 
Using relatively simple tools and techniques, testers were able to take 
control of systems and largely operate undetected, due in part to basic 
issues such as poor password management and unencrypted 
communications. 
 
In addition, vulnerabilities that DOD is aware of likely represent a fraction 
of total vulnerabilities due to testing limitations.  
 
For example, not all programs have been tested and tests do not reflect the 
full range of threats. 
 
DOD has recently taken several steps to improve weapon systems 
cybersecurity, including issuing and revising policies and guidance to 
better incorporate cybersecurity considerations.  
 
DOD, as directed by Congress, has also begun initiatives to better 
understand and address cyber vulnerabilities. 
 
However, DOD faces barriers that could limit the effectiveness of these 
steps, such as cybersecurity workforce challenges and difficulties sharing 
information and lessons about vulnerabilities.  

http://www.cyber-risk-gmbh.com/
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To address these challenges and improve the state of weapon systems 
cybersecurity, it is essential that DOD sustain its momentum in developing 
and implementing key initiatives.  
 
GAO plans to continue evaluating key aspects of DOD’s weapon systems 
cybersecurity efforts.  
 
To read the report: 
https://www.gao.gov/assets/700/694913.pdf 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

http://www.cyber-risk-gmbh.com/
https://www.gao.gov/assets/700/694913.pdf
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Number 3 

Building strong cybersecurity in Europe 
 

 
 
To equip Europe with the right tools to deal with an ever-changing cyber 
threat, in 2017 the European Commission and the High Representative 
proposed a wide-ranging set of measures to build strong cybersecurity in 
the EU.  
 

 

 

http://www.cyber-risk-gmbh.com/


P a g e  | 17 

_____________________________________________________ 
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer: CHE-244.099.341, 

Rebackerstrasse 7, 8810 Horgen, Web: www.cyber-risk-gmbh.com 

 
 
These efforts are now being complemented by a proposal helping the EU to 
pool resources and expertise in research and innovation, and to become a 
leader in the next generation of cybersecurity and digital technologies. 
 
To read more: 
https://ec.europa.eu/digital-single-market/en/news/building-strong-
cybersecurity-europe 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 
 

http://www.cyber-risk-gmbh.com/
https://ec.europa.eu/digital-single-market/en/news/building-strong-cybersecurity-europe
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Number 4 

Executive Order 13848  
Imposing Certain Sanctions in the Event of Foreign Interference 
in a United States Election 
 

 
 
Section 1. (a) Not later than 45 days after the conclusion of a United 
States election, the Director of National Intelligence, in consultation with 
the heads of any other appropriate executive departments and agencies 
(agencies), shall conduct an assessment of any information indicating that 
a foreign government, or any person acting as an agent of or on behalf 
of a foreign government, has acted with the intent or purpose of interfering 
in that election.  
 
The assessment shall identify, to the maximum extent ascertainable, the 
nature of any foreign interference and any methods employed to execute it, 
the persons involved, and the foreign government or governments that 
authorized, directed, sponsored, or supported it.  
 
The Director of National Intelligence shall deliver this assessment and 
appropriate supporting information to the President, the Secretary of 
State, the Secretary of the Treasury, the Secretary of Defense, the Attorney 
General, and the Secretary of Homeland Security. 
 
(b) Within 45 days of receiving the assessment and information described 
in section 1(a) of this order, the Attorney General and the Secretary of 
Homeland Security, in consultation with the heads of any other 
appropriate agencies and, as appropriate, State and local officials, shall 
deliver to the President, the Secretary of State, the Secretary of the 
Treasury, and the Secretary of Defense a report evaluating, with respect to 

http://www.cyber-risk-gmbh.com/
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the United States election that is the subject of the assessment described in 
section 1(a): 
 
(i) the extent to which any foreign interference that targeted election 
infrastructure materially affected the security or integrity of that 
infrastructure, the tabulation of votes, or the timely transmission of 
election results; and 
 
(ii) if any foreign interference involved activities targeting the 
infrastructure of, or pertaining to, a political organization, campaign, or 
candidate, the  extent to which such activities materially affected the 
security or integrity of that infrastructure, including by unauthorized 
access to, disclosure or threatened disclosure of, or alteration or 
falsification of, information or data. 
 
The report shall identify any material issues of fact with respect to these 
matters that the Attorney General and the Secretary of Homeland Security 
are unable to evaluate or reach agreement on at the time the report is 
submitted.  
 
The report shall also include updates and recommendations, when 
appropriate, regarding remedial actions to be taken by the United 
States Government, other than the sanctions described in sections 2 and 
3 of this order. 
 
(c) Heads of all relevant agencies shall transmit to the Director of National 
Intelligence any information relevant to the execution of the Director’s 
duties pursuant to this order, as appropriate and consistent with applicable 
law.  
 
If relevant information emerges after the submission of the report 
mandated by section 1(a) of this order, the Director, in consultation with 
the heads of any other appropriate agencies, shall amend the report, as 
appropriate, and the Attorney General and the Secretary of Homeland 
Security shall amend the report required by section 1(b), as appropriate. 
 
To read more: 
https://www.gpo.gov/fdsys/pkg/FR-2018-09-14/pdf/2018-20203.pdf 
 
 
 
 
 
 

http://www.cyber-risk-gmbh.com/
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Number 5 

Cyber threat to university networks 

 
 
The University of Edinburgh was a victim of a Denial of Service attack, 
which happened on the first day of freshers’ week. It affected the 
university’s websites, online services and Wi-Fi networks.  
 
Following the attack, the website of Jisc, who provide digital solutions to 
UK education and research organisations, featured a blog post which 
explored how and when Denial of Service attacks impact universities.  
 
The post observed that Denial of Service attacks were most frequent 
between 0800 and 1500, and dramatically less frequent during university 
holidays.   
 
The author noted that the timing could be indicative that staff and students 
were the key initiators of the attacks, while recognising that there was little 
benefit in disrupting an organisation during its quietest periods.  
 
The annual slow-down in attacks, which occurs as universities enter their 
summer break began earlier this year.  The author noted that this may have 
been due to law enforcement activity.  
 
In April, the National Crime Agency (NCA) and Dutch partners took down 
webstresser.org as part of Operation Power OFF.  The website had been a 
leading provider of Denial of Service attacks, with upwards of 4 million 
attacks being orchestrated through the site, for fees as low as £11.  
 
While disruptive attacks cause the most visible difficulties for staff and 
students, intrusion and theft by state-sponsored groups and cyber 
criminals remain key threats to the sector.  
 
In August, Dell Secureworks reported on a global campaign which targeted 
76 universities in 14 countries.   
 
The campaign saw victims directed to spoofed versions of their university’s 
website, where their credentials could be stolen.   
Stolen credentials can enable theft of sensitive information, can be used to 
influence or deceive others, and are themselves a saleable commodity.  
The report attributed the campaign to a state-sponsored Iranian group. 

http://www.cyber-risk-gmbh.com/
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The NCSC has previously published guidance to help organisations 
understand and mitigate against DoS attacks.  
 
You may visit:  
https://www.ncsc.gov.uk/guidance/denial-service-dos-guidance-collection 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.cyber-risk-gmbh.com/
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Number 6 

Annual Report Trust Services Security Incidents 2017 
October 2018 
 

 
 
Electronic trust services are a range of services around digital signatures, 
digital certificates, electronic seals, timestamps, etc. which are used in 
electronic transactions, to make them secure. eIDAS, an EU regulation, is 
the EU wide legal framework ensuring interoperability and security of 
these electronic trust services across the EU.  
 
One of the goals of eIDAS is to ensure that electronic transactions can have 
the same legal standing as traditional paper based transactions.  
 
eIDAS is important for the European digital market because it allows 
businesses and citizens to work and use services across the EU.  
 
The eIDAS regulation was adopted in July 2014 and came into force in 
2016. 
 
Article 19 of the eIDAS regulation sets security requirements for trust 
service providers.  
 
National supervisory bodies have to supervise the trust service providers in 
their country to ensure that they fulfil these requirements. 
 
Cooperation and agreement on how to do this in practice is important not 
only to create a level playing field for providers operating out of different 
EU countries, but also to protect transactions based on these services.  
 
If there is, for instance, a cyber-attack on a trust service provider in one 
Member State, then this could have an impact on organizations in other 
parts of the EU who rely on the provider’s trust services. 
 
An important part of Article 19 is the mandatory security breach 
notification requirements: Trust service providers must notify the national 
supervisory body about security breaches, if there is a significant impact on 
the trust service(s) they provide.  
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Article 19 requires national supervisory bodies to inform each other and 
ENISA if there is cross-border impact.  
 
Annually, the national supervisory bodies send annual summary reports 
about the notified breaches to ENISA and the European Commission.  
 
This document, the Annual Report Trust Services Security Incidents 2017, 
marks the second round of security incident reporting for the EU’s trust 
services sector  
 
For 2017, the national supervisory bodies reported 13 security breaches 
with a significant impact on trust services. 
 
We can draw the following conclusions: 
 
- Notification increase: The number of notified security breaches 

increased significantly, in comparison to the previous year. This is not a 
sign of decreasing security, but rather shows that the implementation 
of the breach reporting requirements is maturing. Trust service 
providers are more aware of their breach reporting obligations and are 
becoming more familiar with the procedure. This leads to more 
notifications to the supervisory bodies. 

 
- E-signatures and e-seals most affected: Almost half of the notified 

breaches, 43%, involve certificates for electronic signatures and 
electronic seals. 

 
- Most common causes are system failures, third party failures: System 

failures, third party failures are both responsible for 36% of the 
breaches. Human errors are more rare (21%). Only 7% of the breaches 
are caused by malicious actions.  

 
- Many security breaches had cross-border impact: Almost half of the 

notified breaches, 46%, had an impact across borders. This shows that 
indeed the EU trust services sector is cross-border. Many providers 
(and their suppliers) are offering services across the EU. Half those 
were severe, i.e. 50% the cross-border incidents had the highest 
severity rating (5- disastrous). 

 
- A third of the breaches were due to ROCA: A number of notified 

breaches had the same underlying cause (the ROCA case). 
 
The general conclusion is that, particularly for security supervision of trust 
services, cross-border collaboration and information exchange between EU 
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Member States are very important and are starting to produce concrete 
results that are of value to the community.  
 
The eIDAS regulation, and Article 19 in particular, provides the legal basis 
for collaboration and information exchange between the supervisory 
bodies.  
 
Detailed discussions about security issues and supervision of the sector 
take place inside the ENISA Article 19 expert group, which is an informal 
group of experts from national supervisory bodies focusing on the practical 
implementation of Article 19. 
 
To read the report: 
https://www.enisa.europa.eu/publications/annual-report-trust-services-
security-incidents-2017 
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Number 7 

Google+ and Project Strobe 
 

 
 
On 8 October, Google announced the existence of Project Strobe – a 
comprehensive review of third-party developer access to Google account 
and Android device data, and their philosophy around apps’ access to data. 
 
As part of that announcement they disclosed that in March 2018 they had 
identified and immediately patched a bug in the Google+ platform.  
 
That bug potentially exposed customer data including “name, nickname, 
email address, occupation, gender, relationship status, birthday and age”.  
 
Google’s analysis identified that in the two weeks prior to the bug’s fix, the 
profiles of up to 500,000 accounts were potentially affected.  
 
Google found no evidence that any developer abused the bug, nor evidence 
that any profile data was misused.  
 
However, for privacy reasons Google only retain two week’s log data, so 
they were unable to rule out misuse prior to this period. 
 
Google has decided to shut down the Google+ service in August 2019, due 
to lack of use and the difficulty of maintaining the service. 
 
For any user of social media, this breach is a reminder that social media 
applications that you no longer use may still contain your data and this 
could potentially be leaked. 
 
It is recommended that any active or inactive users of social media 
platforms review their data held by such platforms to limit any future 
exposure to breaches.  
 
They should also review their privacy settings with companies, including 
Google, which have introduced further privacy checks with the 
introduction of the GDPR act.  
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Number 8 

Teaching Machines Common Sense Reasoning 
DARPA program seeks to articulate and encode humans’ basic 
background knowledge for intelligent systems 
 

 
 
Today’s machine learning systems are more advanced than ever, capable of 
automating increasingly complex tasks and serving as a critical tool for 
human operators.  
 
Despite recent advances, however, a critical component of Artificial 
Intelligence (AI) remains just out of reach – machine common sense.  
 
Defined as “the basic ability to perceive, understand, and judge things that 
are shared by nearly all people and can be reasonably expected of nearly all 
people without need for debate,” common sense forms a critical foundation 
for how humans interact with the world around them.  
 
Possessing this essential background knowledge could significantly 
advance the symbiotic partnership between humans and machines. But 
articulating and encoding this obscure-but-pervasive capability is no easy 
feat. 
 
“The absence of common sense prevents an intelligent system from 
understanding its world, communicating naturally with people, behaving 
reasonably in unforeseen situations, and learning from new experiences,” 
said Dave Gunning, a program manager in DARPA’s Information 
Innovation Office (I2O). “This absence is perhaps the most significant 
barrier between the narrowly focused AI applications we have today and 
the more general AI applications we would like to create in the future.” 
 
The exploration of machine common sense is not a new field. Since the 
early days of AI, researchers have pursued a variety of efforts to develop 
logic-based approaches to common sense knowledge and reasoning, as well 
as means of extracting and collecting commonsense knowledge from the 
Web.  
 
While these efforts have produced useful results, their brittleness and lack 
of semantic understanding have prevented the creation of a widely 
applicable common sense capability. 
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In recent years, significant progress in AI along a number of dimensions 
has made it possible to address this difficult challenge today. DARPA has 
created the Machine Common Sense (MCS) program to develop new 
capabilities.  
 
MCS will explore recent advances in cognitive understanding, natural 
language processing, deep learning, and other areas of AI research to find 
answers to the common sense problem. 
 
To focus this new effort, MCS will pursue two approaches for developing 
and evaluating different machine common sense services.  
 
The first approach will create computational models that learn from 
experience and mimic the core domains of cognition as defined by 
developmental psychology. This includes the domains of objects (intuitive 
physics), places (spatial navigation), and agents (intentional actors).  
 
Researchers will seek to develop systems that think and learn as humans 
do in the very early stages of development, leveraging advances in the field 
of cognitive development to provide empirical and theoretical guidance. 
 
“During the first few years of life, humans acquire the fundamental 
building blocks of intelligence and common sense,” said Gunning. 
“Developmental psychologists have founds ways to map these cognitive 
capabilities across the developmental stages of a human’s early life, 
providing researchers with a set of targets and a strategy to mimic for 
developing a new foundation for machine common sense.” 
 
To assess the progress and success of the first strategy’s computational 
models, researchers will explore developmental psychology research 
studies and literature to create evaluation criteria.  
 
DARPA will use the resulting set of cognitive development milestones to 
determine how well the models are able to learn against three levels of 
performance – prediction/expectation, experience learning, and problem 
solving. 
 
The second MCS approach will construct a common sense knowledge 
repository capable of answering natural language and image-based queries 
about common sense phenomena by reading from the Web.  
 
DARPA expects that researchers will use a combination of manual 
construction, information extraction, machine learning, crowdsourcing 
techniques, and other computational approaches to develop the repository.  
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The resulting capability will be measured against the Allen Institute for 
Artificial Intelligence (AI2) Common Sense benchmark tests, which are 
constructed through an extensive crowdsourcing process to represent and 
measure the broad commonsense knowledge of an average adult. 
 
A full description of the program will be made available in a forthcoming 
Broad Agency Announcement. 
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Number 9 

An important update about Facebook's recent security incident 
 

 
 
We previously announced a security incident on Facebook and want to 
provide an update on our investigation 
(https://newsroom.fb.com/news/2018/09/security-update/ ).  
 
We have now determined that attackers used access tokens to gain 
unauthorized access to account information from approximately 30 million 
Facebook accounts.  
 
We're very sorry this happened.  
 
Your privacy is incredibly important to us, and we want to update you on 
what we've learned from our ongoing investigation, including which 
Facebook accounts are impacted, what information was accessed and what 
Facebook users can do about this. 
 

What is the status of Facebook's investigation and what was 
learned? 
 
On September 25, 2018, we discovered that attackers had exploited a 
vulnerability caused by the complex interaction of three bugs in our system 
to obtain access tokens.  
 
Tokens can be used, like a digital key, to request certain information 
through our platform.  
 
We acted quickly to secure the site and began an investigation to determine 
if anyone's Facebook information was accessed and how many users were 
impacted. 
 
To protect our users while we conducted an investigation, we invalidated 
the access tokens of almost 90 million accounts that were potentially 
impacted by the vulnerability.  
 
There's no need for anyone to change their passwords, and if you're still 
having trouble logging back into your account, learn what you can do. 
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Starting September 28, we notified users who were logged out, explained 
why we did this and shared what we knew about the attack at that time.  
 
You can read more about this incident and our initial response. W 
 
hen we shared this initial response, we were still investigating and didn't 
yet know if anyone's Facebook information was accessed. 
We have now determined that between September 14 and 27, the attackers 
used the access tokens to get certain Facebook account information from 
our platform.  
 
These access tokens have been since invalidated, which prevents any 
further access to Facebook account information. Learn more about how 
this attack took place. 
 
Our investigation is still ongoing, and if we have more information to 
share, we'll let you know. 
 
For updates: 
https://www.facebook.com/help/securitynotice?ref=sec 
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Disclaimer 
 
Despite the great care taken to prepare this newsletter, we cannot 
guarantee that all information is current or accurate. If errors are brought 
to our attention, we will try to correct them, and we will publish the correct 
information to the LinkedIn and Facebook pages of Cyber Risk GmbH. 
 
Readers will make their own determination of how suitable the 
information is for their usage and intent. Cyber Risk GmbH expressly 
disclaims all warranties, either expressed or implied, including any implied 
warranty of fitness for a particular purpose, and neither assumes nor 
authorizes any other person to assume for it any liability in connection 
with the information or training programs provided. 
 
Cyber Risk GmbH and its employees will not be liable for any loss or 
damages of any nature, either direct or indirect, arising from use of the 
information provided on this newsletter, or our web sites. 
 
We are not responsible for opinions and information posted by others. The 
inclusion of links to other web sites does not necessarily imply a 
recommendation or endorsement of the views expressed within them. 
Links to other web sites are presented as a convenience to users. Cyber 
Risk GmbH does not accept any responsibility for the content, accuracy, 
reliability, or currency found on external web sites. 
 
This information: 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or 
similar regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the association has 
no control and for which the association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you 
should always consult a suitably qualified professional); 
 
- is in no way constitutive of interpretative; 
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- does not prejudge the position that the relevant authorities might 
decide to take on the same matters if developments, including Court 
rulings, were to lead it to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on 
the matters at issue. 
 
Please note that it cannot be guaranteed that these information and 
documents exactly reproduce officially adopted texts. It is our goal to 
minimize disruption caused by technical errors. However, some data or 
information may have been created or structured in files or formats that 
are not error-free and we cannot guarantee that our service will not be 
interrupted or otherwise affected by such problems.  
 
Readers that are interested in a specific topic covered in the newsletter, 
must download the official papers, must find more information, and must 
ask for legal and technical advice, before making any business decisions. 
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