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October 2022, top cyber risk and compliance related
local news stories and world events

Dear readers,
What is manipulation?
In Latin, "manus" is the hand, and "plere" means to fill.
Manipulate means "to handle something skilfully by hand". At
the 18th century it also means "handling or managing persons (to one's
own advantage)", and also "to manage by mental influence".
Today, manipulation is the handling or control of a tool, a mechanism,
information, etc. in a skilful manner, but also the handling or control of a
person or a situation.
Manipulation is easier in free democratic societies, where the legal system
is committed to freedom of expression, so it is difficult to regulate
manipulation as such. An action does not count as manipulative merely
because it is an effort to alter people’s behavior or opinion.
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According to Wilkinson, "people can be manipulated when they go
shopping, strike contracts, vote, study at school, visit their doctors, decide
whether to have sex or take turns to do the housework. A full account
would have to cope with the enormous variety of sites and methods of
manipulation. Indeed, we do not have such an account.”
It is sad that corrupt leaders in dictatorships and kleptocracies (from the
Greek word κλέπτης that means thief) use manipulation to divide and
harm free societies.
Foreign intelligence services have skilled manipulators that use the
established structure of power to advance their interests, and present
themselves as sharing the values of those they manipulate. They can use
manipulation management principles to influence the beliefs and behavior
of others, and they can associate themselves with power, authority, and
conventional morality.
An important principle in manipulation management is to accuse your
opponents of doing what they are accusing you. Lies are not always
persuading everyone, but it is good to put your opponent on the defensive.
At the end, many believe that there is no way to know who is telling the
truth.
Another principle is to attack the person, not the argument. Manipulators
ignore the arguments and instead make the audience to dismiss or even
hate the opponent. No matter what the opponent says, they do not want to
listen.
Another principle is to make opponents look ridiculous. People always look
for an opportunity to laugh, and enjoy the humiliation of important and
successful persons. They often believe that where there is smoke, there is
fire. Manipulators fabricate stories, and the victims cannot easily prove
that these stories are lies. Rumors take on a life of their own.
______________________________________________
What has happened in Switzerland in October? Adversaries use the same
old tactics.
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Be wary of an email urging you to open an attachment. It could be a
fraudulent message to try to install malware on your computer.
An email urges you to open an attachment, usually a macro-enabled Office
document. It might claim to be an invoice, order or voice message.
However, the attachment contains malware that the attackers want to
install on your computer.
For example, it could be an e-banking Trojan with which the criminals
want to gain access to your e-banking account.
How can you tell if malware has been installed? Unfortunately, it is not
always easy to detect an infection. Signs can include a slower system or
increased network traffic.
-

Never give permission to enable macros.

-

Be careful if you are urged to perform an action. This may involve
clicking on a link or opening an attachment. Never enter personal data
in a form that you have opened via a link in an email.

-

E-Mails from a known sender can also be dangerous. Therefore, be
careful if previous messages are suddenly used out of context, as the
criminals might have gained access to one of your colleague's
mailboxes.

Further information: https://www.s-u-p-e-r.ch/de/
https://www.s-u-p-e-r.ch/en/tipps/r-for-reduce/
Another development - Since August 2022, a central bug bounty
programme has been available to the entire Federation Administration.
This has now been used on productive systems for the first time.
The National Cybersecurity Centre (NCSC), the Federal Chancellery's
Digital Transformation and ICT Steering (DTI) Sector and the Federal
Office of Information Technology, Systems and Telecommunication
(FOITT), working together with Bug Bounty Switzerland AG, arranged for
the Federal Administration's central access system, eIAM, to be tested for
potential vulnerabilities by ethical hackers.
The access and permissions system of the Federal Administration is the
Confederation’s central login infrastructure. Used by more than 1,000
applications, eIAM is used to carry out an average of 550,000 logins per
day. The security of this infrastructure is therefore critical for the
Confederation.
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Bug bounty programmes bring in ethical hackers to identify, document and
resolve potential vulnerabilities in IT systems and applications, as a
complement to other security measures.
Unlike their criminal counterparts, ethical hackers operate legally at the
request of the parties involved. Following on from last year’s successful
pilot project run by the National Cyber Security Centre (NCSC), eIAM has
now been put through a review.
Thirty-two ethical hackers accepted the invitation to participate in a bug
bounty programme that took place from 30 August to 11 October.
The severity of vulnerabilities was classified according to an internationally
recognised system: low (fix is optional), medium (fix provided with next
release), high (fix required urgently) and critical (fix required
immediately). A total of 28 potential vulnerabilities were identified, with 14
of them confirmed.
All vulnerabilities were analysed and processed immediately. One of the
vulnerabilities was classified as high severity, nine were considered to be of
medium severity and four were classified as low. No critical security
loopholes were found. A total of CHF 5,700 was awarded to the ethical
hackers as a reward for the confirmed vulnerabilities.
To learn more: https://www.ncsc.admin.ch/ncsc/en/home/aktuell/imfokus/2022/bug-bounty-eiam.html
Another development - Office 365 credentials are of great interest to
attackers, as this account can usually be used to attack other services of the
same person in addition. Therefore, it is no wonder that phishers pull out
all the stops to get hold of this data. Last week, two previously unknown
methods were observed. Several reports concerned phishing emails which
contained an HTML document (recognisable by the file extension ".htm")
as an attachment.
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The partly automatic execution of the HTML code displays a Microsoft
Office 365 login screen. The username and password are then sent to the
phishing domain.
The phishing page was opened in the browser window for the NCSC's
analysis. The following image shows that the phishers reserved a separate
domain for the scam.

A different approach in order to obtain Office 365 login credentials can be
seen in another case. The phishers posed as the financial services company
Wells Fargo and claimed that a payment had been triggered. Attached to
the email was a PDF named "Wellsfargo_ACHCOPY.pdf" in which a QR
code was displayed on an image, again with a blurred invoice in the
background.
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Scanning the QR code leads to a fake Microsoft Office 365 phishing
website, which in turn attempts to steal the login credentials.
It is safe to assume that both methods are designed to camouflage the link
to the phishing page a little better.
Be careful!
______________________________________________
Year after year, the human element of cyber security is still the weakest
link. I remember Alan Greenspan who had said: “Corruption,
embezzlement, fraud, these are all characteristics which exist everywhere.
It is regrettably the way human nature functions, whether we like it or not.
What successful economies do is keep it to a minimum. No one has ever
eliminated any of that stuff.”
I have just read the new paper from the Bank for International Settlements
(BIS Working Paper No 1039) with title “Cyber risk in central banking”. We
can read that, again, three types of attack stand out:
1. Phishing remains by far the most common initial attack vector.
Traditionally, phishing emails have been used to trick a user to run a
malicious attachment so that malware could be installed to take over the
user’s actual device.
Credential phishing has a different goal. It is the practice of stealing a
user’s login and password combination by masquerading as a reputable or
known entity in an email, instant message, or another communication
channel. Attackers then use the victim's credentials to carry out attacks on
additional targets to gain further access.
The frequency of phishing attacks is increasing: for example, between
January and June 2021, the monthly average of phishing emails targeting
cloud services almost doubled. Attackers rely on ever more targeted and
tailored malicious emails, through which they can either compromise enduser devices or gain an entry point for privileged access to local
infrastructure or cloud-based services. Such unauthorised access can result
in large damages.
2. Supply chain attacks occur when a threat actor infiltrates a legitimate
software vendor’s network and uses malicious code to compromise the
software before the vendor sends it to their customers.
Such attacks take advantage of established relationships of trust and the
machine-to-machine communications used to provide essential software
updates.
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They are thus difficult to mitigate and target both service providers (eg the
2020 SolarWinds Attack) and key technologies (eg Microsoft Exchange
servers in 2021). Supply chain attacks are less frequent, but they can have
great and potentially systemic consequences.
3. Ransomware is a type of malware deployed by attackers on a victim's
computer network to encrypt their files and hold them for ransom. It
typically propagates from a compromised end-user device through the
entire organisation’s IT environment.
It can compromise not only the availability of information and IT assets,
but also their confidentiality and integrity.
The use of ransomware has grown massively over the past few years and
incidences have tripled over the past year alone. Ransomware is
mostly used by organised crime.
The type of attacker can vary. Beyond outright criminal and terrorist
organisations, there can be industrial spies, “hacktivists”, or state and
state-sponsored players.
In consequence, the motive of a cyber attack can be to simply earn a profit
(eg ransomware, industrial spying), but can also be geopolitical concerns
(statesponsored attacks on critical infrastructures) or general discontent
(hacktivism).
Cyber incidents can have monetary and/or reputational consequences.
Business disruptions and IT system failures can damage integrity and
availability. Data breaches compromise confidentiality, with financial and
reputational losses.
Fraud and theft include the loss of funds or any information (eg intellectual
property) that may or may not be personally identifiable.
Read more at number 7 below.
_________________________________________________
The scale of the challenge presented by digital assets requires partnerships
between government actors and the private sector, which can enhance the
capacity of regulators and law enforcement to quickly and effectively
investigate and disrupt criminal activity.
This is part of the new report from the US Attorney General, Pursuant to
Section 5(b)(iii) of Executive Order 14067, with title: The Role Of Law
Enforcement In Detecting, Investigating, And Prosecuting Criminal
Activity Related To Digital Assets. We read:
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“To begin, the private sector plays the first line of defense in detecting and
monitoring suspicious activity that takes place through their institutions
and on their own platforms. Entities with robust AML/CFT programs and
KYC procedures can play a crucial role in helping to mitigate the risks
posed by the illicit use of digital assets to their customers and
organizations, and to build trust, transparency, and stability in the digital
assets markets.
Private sector organizations can also be victims of a wide array of digital
assets-related crime, ranging from thefts and frauds to attacks, exploits,
and hacks.
In all these instances, timely sharing of information and cooperation with
law enforcement are important not only to protect other companies from
future victimization, but also to best position law enforcement to
investigate and disrupt the criminal actors.
Because criminal actors using these technologies can victimize targets
quickly, move funds nearly instananeously across the globe, and take steps
to attempt to cover their tracks, investigations involving digital assets must
be fast-moving.
Private sector cooperation with law enforcement is therefore critical to
efforts to investigate and disrupt the illicit use of digital assets, including
through sharing information about criminal attacks; seizing online
infrastructure used in these attacks; apprehending and prosecuting those
responsible; and seizing digital assets to be returned to victims, where
appropriate.
Private sector actors also play a role in providing services to the
government that may be difficult for the government to replicate at similar
efficiency, such as blockchain analytics tools, which serve as a key
component of almost any cryptocurrency-related investigation.
For example, financial regulatory agencies use multiple complementary
third-party tools to identify, trace, and attribute digital asset transactions
on all major and most minor cryptocurrency and stablecoin blockchains.
Currently, these tools support hundreds of tokens and use methods such as
clustering algorithms, web scraping, and scam database monitoring that
enable an investigator to link and attribute a wide range of transactions to
real-world individuals and entities.
The tools generate transaction graphs, which allow agencies to understand
and then present the complex associations to juries and courts in
subsequent prosecutions.
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Other regulators and law enforcement agencies use similar products from
the private sector to help enhance the government’s investigations and
enforcement capabilities.
The Department also strongly supports information sharing between the
private sector and the government, and will further explore the potential of
such cooperation in the digital asset space.
Existing initiatives designed to target the traditional financial sector could
be expanded and adapted to ensure that they accommodate VASPs and
other players in the digital asset sector.
For instance, Section 314(a) of the Patriot Act requires the Secretary of the
Treasury to adopt regulations to encourage regulatory and law
enforcement authorities to share with financial institutions information
regarding individuals, entities, and organizations engaged in or reasonably
suspected, based on credible evidence, of engaging in terrorist acts or
money laundering activities.”
This is an excellent paper, no question about that. But we should avoid the
word encourage (above) in so important reports. Encouraging to share is
about carefully considering or taking into account the need to share, but it
is non-binding. In my experience, regulatory and law enforcement
authorities are so busy, that struggle to do what is mandatory, there is no
time for anything optional.
I know, Wolfgang von Goethe believed that correction does much, but
encouragement does more. But he was not working in law enforcement.
Read more at number 4 below.
______________________________________________

“Mirror, mirror on the wall, who in this land is fairest of all?”
Children’s fiction can open up new perspectives for adults. Black swan
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events, exercising (or failing to exercise) the zero-trust principle, risks and
opportunities are all there.
Investigating the narrative is the next step. In 1994, Eckhard Sander
claimed that the character of Snow White was based on the life of
Margaretha von Waldeck, a German countess born in 1533. At the age of
16, Margaretha was forced by her stepmother, Katharina of Hatzfeld, to
move away to Brussels. There, Margaretha fell in love with a prince who
would later become Philip II of Spain.
Graham Anderson compares the story of Snow White to the Roman legend
of Chione, recorded in Ovid's Metamorphoses. Chione means "snow" in
Greek, and, in the story, she is described as the most beautiful woman in
the land, so beautiful that the gods Apollo and Hermes both fell in love
with her.
For Snow White, the death of her real mother and the arrival of a
stepmother is a disaster. Snow White is forced to leave home, but she
discovers who she is, and moves along the path to self-discovery and
resilience. This is a story about developments set in motion by the arrival
of evil. Does it look familiar?
Welcome to our monthly newsletter.
Best regards,

George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer:
CHE-244.099.341
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Number 1

MagicWeb: NOBELIUM’s post-compromise trick to authenticate
as anyone
Microsoft Threat Intelligence Center (MSTIC), Microsoft Detection and
Response Team (DART), Microsoft 365 Defender Research Team

Microsoft security researchers have discovered a post-compromise
capability we’re calling MagicWeb, which is used by a threat actor we track
as NOBELIUM to maintain persistent access to compromised
environments.
NOBELIUM remains highly active, executing multiple campaigns in
parallel targeting government organizations, non-governmental
organizations (NGOs), intergovernmental organizations (IGOs), and think
tanks across the US, Europe, and Central Asia.
The Microsoft Threat Intelligence Center (MSTIC) assesses that MagicWeb
was likely deployed during an ongoing compromise and was leveraged by
NOBELIUM possibly to maintain access during strategic remediation steps
that could preempt eviction.
NOBELIUM has used abuse of identities and credentialed access as a
method for maintaining persistence, and a specialized capability like
MagicWeb is not novel for the actor: in September 2021, Microsoft
disclosed a post-exploitation capability named FoggyWeb with methods
and intent similar to MagicWeb. You may visit:
https://www.microsoft.com/security/blog/2021/09/27/foggywebtargeted-nobelium-malware-leads-to-persistent-backdoor/
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FoggyWeb was capable of exfiltrating the configuration database of
compromised AD FS servers, decrypting token-signing certificates and
token-decryption certificates, and downloading and executing additional
malware components.
MagicWeb goes beyond the collection capabilities of FoggyWeb by
facilitating covert access directly.
MagicWeb is a malicious DLL that allows manipulation of the claims
passed in tokens generated by an Active Directory Federated Services (AD
FS) server.
It manipulates the user authentication certificates used for authentication,
not the signing certificates used in attacks like Golden SAML.
NOBELIUM was able to deploy MagicWeb by first gaining access to highly
privileged credentials and moving laterally to gain administrative
privileges to an AD FS system. This is not a supply chain attack.
The attacker had admin access to the AD FS system and replaced a
legitimate DLL with their own malicious DLL, causing malware to be
loaded by AD FS instead of the legitimate binary.
The backdoor was discovered by Microsoft’s Detection and Response Team
(DART) in coordination with MSTIC and Microsoft 365 Defender Research
during an ongoing incident response investigation.
Microsoft is sharing this information with consent from the client. At the
time of this investigation, MagicWeb appears to be highly targeted.
Like domain controllers, AD FS servers can authenticate users and should
therefore be treated with the same high level of security.
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Customers can defend against MagicWeb and other backdoors by
implementing a holistic security strategy including the AD FS hardening
guidance. In the case of this specific discovery, MagicWeb is one step of a
much larger intrusion chain that presents unique detection and prevention
scenarios.
With all critical infrastructure such as AD FS, it is important to ensure
attackers do not gain administrative access.
Once attackers gain administrative access, they have many options for
further system compromise, activity obfuscation, and persistence.
We recommend that any such infrastructure is isolated, accessible only by
dedicated admin accounts, and regularly monitored for any changes.
Other security measures that can prevent this and other attacks include
credential hygiene to prevent lateral movement. AD FS is an on-premises
server, and as with all on-premises servers, deployments can get out of date
and/or go unpatched, and they can be impacted by local environment
compromises and lateral movement.
For these reasons, migration to a cloud-based identity solution such as
Azure Active Directory for federated authentication is recommended for
the robust security it provides.
See the mitigation section below for more information.
Though we assess the capability to be in limited use, Microsoft anticipates
that other actors could adopt similar methodologies and therefore
recommends customers review hardening and mitigation guidance
provided in this blog.
How MagicWeb subverts authentication
MagicWeb is a post-compromise malware that can only be deployed by a
threat actor after gaining highly privileged access to an environment and
moving laterally to an AD FS server.
To achieve their goal of maintaining persistent access to an environment by
validating authentication for any user account on the AD FS server,
NOBELIUM created a backdoored DLL by copying the legitimate
Microsoft.IdentityServer.Diagnostics.dll file used in AD FS operations.
The legitimate version of this file is catalog signed by Microsoft and is
normally loaded by the AD FS server at startup to provide debugging
capabilities. NOBELIUM’s backdoored version of the file is unsigned.
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The threat actor’s highly privileged access that allowed them to access the
AD FS server meant they could have performed any number of actions in
the environment, but they specifically chose to target an AD FS server to
facilitate their goals of persistence and information theft during their
operations.
After gaining administrative access to an AD FS server via elevation of
privilege and lateral movement, the loading of NOBELIUM’s malicious
Microsoft.IdentityServer.
To read more:
https://www.microsoft.com/security/blog/2022/08/24/magicwebnobeliums-post-compromise-trick-to-authenticate-as-anyone/
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Number 2

Consultation outcome

Proposals for new telecoms security regulations and code of
practice - government response to public consultation

“This government has been clear in its ambition to make the United
Kingdom a world leader in digital connectivity.
Over 69% of the country has access to gigabit-capable broadband, and the
government’s ambition for the majority of the population to have access to
a 5G signal by 2027 has been delivered five years early.
But we know that today the security and resilience of our communications
networks and services is more important than ever.
From heightened geopolitical threats through to malicious cyber criminals
exploiting network vulnerabilities, global events have shown the
importance of providing world-leading security for our networks and
services.
That’s why the creation of a new telecoms security framework via the
Telecommunications (Security) Act 2021 was so important.
With the help of the telecoms industry, we’ve now been able to move that
framework forwards.
In March 2022 we launched a ten-week public consultation on drafts of the
Electronic Communications (Security Measures) Regulations and
Telecommunications Security Code of Practice that will form the central
part of the new security framework.
The consultation enabled individuals and organisations to share their
views on the drafts with us.
It has also enabled the government to finalise the drafts, taking into
account those views, to create a security framework to identify and address
risks to the UK’s public telecoms networks and services both today and in
the future.
This government response sets out the changes we have made to the draft
regulations and code of practice to ensure they are appropriate and
proportionate ahead of the planned commencement of the new framework
in October 2022.
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I want to thank all of those who responded to the consultation for sharing
their views and insights, drawing upon their extensive knowledge and
experience. We have taken into account the range of views provided by
respondents, which have been vital in developing the documents.
Now is the right time to put those final parts of the security framework in
place, and defend the public networks and services that we all rely on.”
Matt Warman MP
Minister of State for Digital, Culture, Media and Sport
Executive summary
The UK is becoming ever more dependent on public telecoms networks and
services. The increased reliance of the economy, society and critical
national infrastructure (CNI) on such networks and services means it is
important to have confidence in their security.
As the value of our connectivity increases, it becomes a more attractive
target for attackers. It is important to make sure that our networks and
services are secure in this evolving threat landscape.
To protect the UK’s public telecoms networks and services against security
compromises, the government introduced the Telecommunications
(Security) Act 2021.
It provides the government with new powers to make regulations that place
specific security obligations on the providers of public telecoms networks
and services. The Act also enables the government to issue codes of
practice containing guidance on how to meet those obligations.
The government held a public consultation on the draft Electronic
Communications (Security Measures) Regulations and a draft code of
practice between 1 March and 10 May 2022. We sought views on the
security requirements set out in the draft regulations and the guidance
measures within the draft code of practice.
We also asked for views on a proposed system of ‘tiering’ and
implementation timeframes, which are intended to help ensure the
measures are implemented appropriately and proportionately depending
on the nature of the provider. Finally, we sought views on the security
measures that should be applied to legacy equipment within telecoms
networks.
There were 38 responses to the consultation, from public telecoms
providers, industry trade bodies, telecoms suppliers, and interested
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stakeholders from the wider telecoms and technology industry. The
responses have all been recorded and analysed by the government.
A significant number of the responses focussed on the approach to
phasing-in new measures in the draft code of practice, with many
suggesting that implementation timeframes should be pushed back for
larger (‘Tier 1’) providers to align with smaller (‘Tier 2’) providers.
Other responses focussed on specific measures in the draft regulations and
draft code of practice, including those related to privileged access
workstations, national resilience, legacy networks and relationships with
suppliers.
This document sets out the government’s response to the views raised in
the consultation. It explains how we have considered those views, and
where appropriate, taken them into account to revise the draft regulations
and draft code of practice.
For example, in light of the feedback we received, we have altered the
implementation timeframes for Tier 1 providers. We have also made
changes to those security measures relating to national resilience, legacy
networks and the supply chain.
The government will shortly lay the Electronic Communications (Security
Measures) Regulations 2022 and accompanying draft Telecommunications
Security Code of Practice in Parliament. These versions will reflect changes
made by the government in light of the consultation responses it received.
Introduction
Context
The UK’s future prosperity rests on the security and resilience of the public
electronic communications networks and services that connect us. Yet as
technologies evolve, new threats to those networks and services are
emerging. Cyber hackers are now capable of threatening communications
worldwide, as the cost barriers to mass-scale disruption continue to fall.
Countering state threats is a high priority, with greater competition and
aggression in cyberspace by countries such as Russia, China, Iran and
North Korea. Actors may seek to exploit weaknesses in telecoms
equipment, network architecture and/or operational practices, in order to
compromise security.
We are becoming ever more dependent on telecoms as the speed and scale
of networks and services develop. The increased reliance of our economy,
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society and critical national infrastructure (CNI) on telecoms means we
need to have confidence in its security.
Without effective telecoms security, disruption due to cyber attacks will
continue to grow, including the potential for connectivity compromises and
outages that could be catastrophic.
The Telecommunications (Security) Act 2021 amends the Communications
Act 2003 (‘the Act’) to introduce new duties on providers of public
electronic communications networks and services (hereafter referred to as
‘providers’) to identify and reduce the risk of security compromises, and
prepare for the possibility of their occurrence.
The Act also places duties on providers to prevent, remedy or mitigate any
adverse effects of security compromises. These overarching security duties
are intended to provide an effective and enduring basis for protecting UK
public telecoms networks and services.
In addition, the Act provides the government with new powers to make
regulations and issue codes of practice. The regulations set out specific
security measures in secondary legislation, indicating where providers
must focus their efforts to secure their public networks and services. Codes
of practice provide detailed technical guidance measures to demonstrate
how providers can meet their legal obligations.
The Electronic Communications (Security) Measures Regulations 2022
(‘the regulations’) and the associated Telecommunications Security Code of
Practice will be the first use of these powers. Their development has been
informed by advice provided by the National Cyber Security Centre
(NCSC), Ofcom and industry.
Draft versions of the regulations and code have been subject to public
consultation to ensure that the measures they contain to improve the
security of public networks and services are appropriate and proportionate
to implement.
Ofcom will take on new responsibilities for monitoring and enforcing
compliance with the Act and the regulations. In doing so, it will take into
account the guidance measures within the code of practice. How Ofcom
intends to meet its new duties and exercise its powers and functions are set
out in Ofcom’s draft procedural guidance, which has also been subject to
consultation.
The government and Ofcom recognise that improving the security of UK
networks and services is a shared endeavour, and Ofcom will seek to work
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closely with public telecoms providers to meet the objectives of the new
security framework.
The consultation
The public consultation on the draft Electronic Communications (Security
Measures) Regulations and the associated draft code of practice took place
from 1 March to 10 May 2022, and sought views on the following four areas
in particular:
-

the government’s proposed approach to securing public electronic
communications networks and services as set out in the draft
regulations and guidance measures in the draft code of practice

-

the tiering system set out in Section 1 of the draft code of practice,
which was proposed to ensure the guidance measures are implemented
appropriately and proportionately depending on the nature of the
provider

-

the approach to phasing-in new measures in the draft code of practice,
so that the recommended implementation timeframes for individual
measures set out in the code account for both security imperatives and
proportionate delivery

-

the ways in which measures in the draft code of practice and the draft
regulations account for legacy equipment due to be phased out, so that
investment in security improvements is distributed appropriately

There were 38 responses to the consultation, including from public
telecoms providers, industry trade bodies, and telecoms suppliers. A list of
the organisations that responded can be found in Annex B. All responses to
the consultation we received have been considered by the government.
This document sets out:
-

the views expressed in those responses, drawing out common themes
and points of particular concern to respondents

-

the government’s response to those views, including the changes it has
subsequently made to the regulations and draft code of practice, as well
as its justification for not making some of the changes that were
proposed

-

next steps that will be taken to finalise the regulations and code of
practice
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Responses
The consultation on the draft regulations and draft code of practice
received responses from public telecoms providers, their suppliers,
industry trade bodies, and interested stakeholders from the wider telecoms
and technology industry. A greater proportion of responses were received
from larger providers, with relatively few from smaller providers.
Most respondents either answered the specific questions contained within
the consultation document, or expressed views in relation to the four areas
upon which those questions focused. This section is therefore structured in
a similar manner:
-

Part 1 focuses on responses to proposals in the draft regulations and
code of practice for securing networks and services

-

Part 2 focuses on responses to the government’s proposed approach in
the code of practice to determining the tiering of providers

-

Part 3 focuses on responses to the government’s proposed
implementation timeframes for measures set out in the draft code of
practice

-

Part 4 focuses on responses to the government’s proposed approach in
the code for securing legacy networks and services in the draft code of
practice

In each Part, context is provided on the government’s specific proposals in
the draft regulations and code of practice, information is provided on the
views we received from respondents, and the government’s response to
those views is set out.
To read more: https://www.gov.uk/government/consultations/proposalfor-new-telecoms-security-regulations-and-code-ofpractice/outcome/proposals-for-new-telecoms-security-regulations-andcode-of-practice-government-response-to-public-consultation
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Number 3

European Cybersecurity Skills Framework (ECSF)

The cybersecurity workforce shortage and skills gap is a major concern for
both economic development and national security.
By looking into the problem, ENISA identified Europe’s need for a
comprehensive approach to define a set of cybersecurity roles and skills
that could be leveraged to reduce the shortage and the skills gap.
ENISA has worked on the development of such a framework and presents
the European Cybersecurity Skills Framework (ECSF), which is intended to
strengthen European cybersecurity culture by providing a common
European language across communities, taking an essential step forward
towards Europe’s digital future.
The ECSF provides a practical tool to support the identification and
articulation of tasks, competences, skills, and knowledge associated with
the roles of European cybersecurity professionals.
The main purpose of the framework is to create a common understanding
between individuals, employers, and providers of learning programmes
across EU Member States, making it a valuable tool to bridge the gap
between the cybersecurity professional workplace and learning
environments.
The framework describes the most important requirements of a
professional cybersecurity workplace by defining a set of 12 typical
cybersecurity professional role profiles.
These profiles provide a common understanding of the main cybersecurity
missions, tasks and skills needed in a professional cybersecurity context,
making it the perfect reference for profiling skills and knowledge needed by
cybersecurity professionals.
The framework was designed to be easily understood and comprehensive
enough to provide appropriate in-depth cybersecurity insights as well as
flexible enough to allow customisation based on each user’s needs. By
incorporating all stakeholder perspectives, the framework is applicable to
all types of organisations and supports the development of all cybersecurity
professions.
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The ECSF is the result of work conducted by ENISA’s Ad-Hoc Working
Group on the European Cybersecurity Skills Framework formed by experts
representing various views.
The developed framework is based on an analysis of existing frameworks,
the results, and findings from research on market needs and agreement
among experts.
User case studies and indicative examples, inspired by various workplace
and learning environments, demonstrate the practical implementation of
this framework and support this work.

The main benefits of using the ECSF were found to be:
• ensuring a common terminology and shared understanding regarding
cybersecurity professionals across the EU;
• identifying the critical skills-set required from the perspective of the
cybersecurity workforce to support its further development and
enhancement;
• promoting harmonisation in cybersecurity education, training, and
workforce development programmes.
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This ECSF User Manual provides a comprehensive overview of the ECSF’s
main scope, framework principles and application opportunities. The
primary purpose of the manual is to make the ECSF easily accessible by,
understandable for, and usable by all stakeholders with an active role or a
need for appropriately skilled cybersecurity professionals.

To read more: https://www.enisa.europa.eu/publications/europeancybersecurity-skills-framework-ecsf
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Number 4

The Report of the Attorney General Pursuant to Section 5(b)(iii) of
Executive Order 14067:

The Role Of Law Enforcement In Detecting, Investigating, And
Prosecuting Criminal Activity Related To Digital Assets

On March 9, 2022, the President issued an Executive Order on Ensuring
Responsible Development of Digital Assets (hereinafter Executive Order).
Section 5(b)(iii) of the Executive Order directed the Attorney General to
submit a report on the role of law enforcement in detecting, investigating,
and prosecuting criminal activity related to digital assets, and further
directed that the report “shall include any recommendations on regulatory
or legislative actions, as appropriate.”
The Attorney General now issues that report (the Report), in an effort led
by the Department of Justice’s National Cryptocurrency Enforcement
Team (NCET), in consultation with the Secretary of the Treasury
(Treasury) and the Secretary of Homeland Security (DHS), and with input
from multiple federal regulatory agencies.
The Department of Justice (Department) has previously reported on law
enforcement’s efforts in the digital assets space.
In 2018, the initial report of the Attorney General’s CyberDigital Task
Force described how criminals were increasingly using one class of digital
assets—virtual currencies—to advance their illicit activities and conceal
their earnings, explained steps the Department was taking to trace
transactions and seize ill-gotten gains, and recommended that the
Department continue to evaluate the threats posed by cryptocurrencies.
Two years later, the Cyber-Digital Task Force published the
Cryptocurrency Enforcement Framework, a report that chronicled
categories of illicit uses of cryptocurrency by malicious actors, identified
legal authorities and partnerships the Department had relied upon to
combat criminal and national security threats involving cryptocurrency,
and discussed approaches for addressing the public safety challenges
related to cryptocurrency.
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More recently, in June 2022, the Attorney General submitted to the White
House a report under Section 8(b)(iv) of the Executive Order on how to
strengthen international law enforcement cooperation for detecting,
investigating, and prosecuting criminal activity related to digital assets.
This International Law Enforcement Cooperation Report detailed the
features of digital asset transactions that differentiate them from
traditional financial transactions and explained how those features may
affect transnational investigations; described several ways in which U.S.
law enforcement agencies and regulators have responded to the challenges
posed by cross-border digital asset investigations; and concluded with
recommendations to bolster enforcement and improve international
cooperation.
The International Law Enforcement Cooperation Report also contained
annexes that, among other things, described recent international training
efforts conducted by federal law enforcement agencies and regulators, and
provided multiple examples of cross-border investigations involving digital
assets in which cooperation between U.S. law enforcement agencies and
their foreign counterparts was integral to success.
This Report is a companion to the International Law Enforcement
Cooperation Report and serves as an update to the Cryptocurrency
Enforcement Framework.
Following a structure similar to that of the Cryptocurrency Enforcement
Framework, Part II of this Report delineates three principal categories of
illicit uses of digital assets, with an added focus on an area—decentralized
finance, or DeFi—that has gained prominence since 2020.
Part II also includes case studies of successful law enforcement efforts to
investigate, prosecute, and otherwise disrupt digital asset crimes in spite of
the investigative challenges.
Part III of this Report describes initiatives that the Department and other
law enforcement agencies have established to more effectively detect,
investigate, prosecute, and otherwise disrupt crimes relating to digital
assets, and to seize and forfeit those assets that constitute ill-gotten gains.
In Part IV, this Report addresses the Executive Order’s request for
recommendations on appropriate regulatory and legislative actions. It
proposes actions designed to enhance law enforcement’s ability to gather
evidence and prosecute crimes; strengthen certain laws and penalty
provisions that play an important role in digital asset prosecutions;
support proposed regulations that would enhance customer-identification
efforts and other anti-money-laundering requirements under the Bank
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Secrecy Act; and ensure that law enforcement and regulatory agencies have
adequate resources to conduct the technologically sophisticated
investigations inherent in the digital assets space.
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HYDRA AND GARANTEX
The Hydra case is a recent example of the Department’s efforts to take
down darknet marketplaces and bring their operators to justice in
collaboration with domestic and overseas partners.
On April 5, 2022, the Department announced the seizure of Hydra Market,
the world’s largest and longest-running darknet marketplace, and criminal
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charges against Dmitry Olegovich Pavlov, the Russian national who
allegedly administered Hydra’s servers since the site’s creation in
November 2015.
Hydra enabled mostly Russian-speaking users to buy and sell illegal drugs
and other illicit goods and services, such as stolen financial information,
fraudulent identification documents, and hacking tools and services using
cryptocurrency.
In fact, Hydra accounted for an estimated 80 percent of all darknet
market-related cryptocurrency transactions in 2021, and until its
shutdown, the marketplace had received approximately $5.2 billion in
cryptocurrency.
Hydra also provided an in-house mixing service to launder bitcoin, and
Hydra sellers themselves often offered an array of money laundering and
socalled “cash-out” services that allowed Hydra users to convert their
bitcoin into other forms of currency.
Some users even set up shell accounts for the sole purpose of moving
money through Hydra’s bitcoin wallets as a laundering technique.
The Hydra investigation benefitted from the cooperation of multiple
domestic and foreign government agencies, including with the German
Federal Criminal Police (the Bundeskriminalamt), who carried out the
seizure of the Hydra servers and cryptocurrency wallets containing $25
million worth of bitcoin.
The same day that law enforcement took down Hydra, the Department of
the Treasury’s Office of Foreign Assets Control took three related actions:
(1) imposed sanctions on Hydra;
(2) publicly identified more than 100 virtual currency addresses associated
with the entity’s operations that had been used to conduct illicit
transactions; and
(3) imposed sanctions on Garantex, a virtual currency exchange formerly
registered in Estonia, for operating or having operated in the financial
services sector of the Russian Federation economy.
Analysis revealed that more than $100 million in known Garantex
transactions were associated with illicit actors and darknet markets,
including approximately $2.6 million from Hydra.
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The Hydra investigation illustrates the Department’s commitment to a
multi-agency, crossborder approach to identifying and disrupting unlawful
activities involving cryptocurrency.
To read more: https://www.justice.gov/ag/page/file/1535236/download
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Number 5

Constructing a Table Top Exercise (TTX): a Practical Guide

A table top exercise (TTX) derives from military wargaming, a practice
invented in Prussia in the early 19th century to develop officers and
doctrine.
In military terms, course of action (COA) analysis is a conscious attempt to
visualize the flow of operations of force strengths and dispositions,
adversary capabilities, and possible COAs and any civilian activities in the
area of operations.
Wargaming is the primary means to conduct this analysis. It is a
disciplined process, with rules and steps, to determine the chance of
success each friendly COA has verses selected adversary COA.
The value of this analysis is the identification of effects that potential
adversary actions could have on friendly COAs, thus the goal is to improve
those friendly COAs.
Wargaming enables a team to identify difficulties and coordination
problems as well as probable consequences of these planned actions.
The psychological experience of the game itself leaves players more open to
new, creative, and unexpected ideas and outcomes. It boosts receptivity to
new options in a way that other forms of learning do not.
By offering safe and controlled environments in which participants can
measure their ability to confront a given situation, exercises can help
ensure participants are equipped with the appropriate skills and knowledge
to address future disruptive events.
Even if the parameters of a real crisis will always differ from those of a
controlled exercise, they remain effective venues for increasing the level of
preparedness and risk awareness.
At a basic level, they constitute opportunities for networking and for
developing new contacts from across sectors, including with international
organisations and partners.
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German military developed the “red teaming” (simulation) method in the
19th century. It allowed force to get a better command of unpredictable
events – “frictions” – in military conflicts.
The friction, like weather, terrain, lacking or false intelligence, logistics
problems, or movement and effect of troops deployed - all of these had
incalculable effects on the success of the original plan.
Games help people think through “wicked problems”, such as
counterinsurgencies, major wars, great–power competition, or pandemics.

To read more: https://stratcomcoe.org/publications/constructing-a-tabletop-exercise-ttx-a-practical-guide/247
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Number 6

A Message from Rockstar Games
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Number 7

BIS Working Paper No 1039

Cyber risk in central banking

by Sebastian Doerr, Leonardo Gambacorta, Thomas Leach, Bertrand
Legros and David Whyte - Monetary and Economic Department

The rising number of cyber attacks in the financial sector poses a threat to
financial stability and makes cyber risk a key concern for policy makers.
This paper presents the results of a survey among members of the Global
Cyber Resilience Group on cyber risk and its challenges for central banks.
The survey reveals that central banks have notably increased their cyber
security-related investments since 2020, giving technical security control
and resiliency priority.
Central banks see phishing and social engineering as the most common
methods of attack, and the potential losses from a systemically relevant
cyber attack are deemed to be large, especially if the target is a big tech
providing critical cloud infrastructures.
Generally, respondents judge the preparedness of the financial sector for
cyber attacks to be inadequate. While central banks in most emerging
market economies provide a framework for the collection of information on
cyber attacks on financial institutions, less than half of those in advanced
economies do.
Cooperation among public authorities, especially in the international
context, could improve central banks’ ability to respond to cyber attacks.
The survey reveals four main insights.
First, central banks from AEs and EMEs differ in their assessment of the
frequency and cost of different cyber attacks. All central banks deem
phishing and other forms of social engineering as the most likely type of
attack vectors. AE central banks are significantly more worried about
supply chain attacks than their EME counterparts.
When it comes to the costs resulting from an attack, advanced persistent
malware and ransomware attacks rank highest. Turning to the who of these
attacks, AE central banks deem organised crime and state-sponsored
entities to be the main perpetrators. Among EME central banks, it is
organised crime and individuals or activists.
Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 38

Second, central banks actively discuss and develop policy responses to
cyber attacks and have increased their cyber security-related investments
notably since 2020.
Technical security control and resiliency feature high on the priority list in
terms of areas for investment in cyber security.
Training existing staff on cyber security or hiring new staff with the
relevant skills are also considered important, especially among EME
central banks. Beyond investments, central banks focus on developing
concrete policy responses.
All central banks put a high focus on developing an incident response plan
in case their own institution is attacked, and several central banks are also
developing a formal strategy for responding to an attack on the financial
system at large.
All central banks run internal exercises to simulate cyber attacks, and the
most frequently modelled scenarios are an attack on the system of the
central bank itself, as well as an outage of the payments system or other
critical FMI.
While supervisory authorities in most EMEs provide a framework for the
collection of information on cyber attacks on financial institutions, less
than half of those in AEs do.
Similarly, while supervised firms are mandated to report losses related to
cyber attacks to the central bank in almost all EMEs, only two-thirds of AE
respondents report that such disclosure is required.
No jurisdiction requires firms to disclose such losses publicly, however.
Third, central banks deem the potential losses from a systemically
relevant cyber attack to be large, and think that losses from cyber attacks in
the financial sector have increased over the past year.
Only a few central banks fully agree that the financial sector is adequately
prepared for cyber attacks, and over half of the respondents think that
investment in cyber security has been inadequate over the past year.
Beyond traditional financial institutions, respondents reported that they
see fintechs to be more at risk from a cyber attack than big techs, even
though most respondents agree that a successful attack on a big tech would
lead to materially higher aggregate costs than an attack on a fintech.
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And fourth, central banks in AEs and EMEs already cooperate widely on a
range of topics. Bilateral cooperation among central banks, as well as
cooperation in bodies at the regional and global levels, is the norm.
When it comes to specific topics related to cooperation, information
sharing, simulations and policy formulations to improve cyber resilience
stand out in AEs. Among EMEs, central banks frequently cooperate in
the realms of information sharing and policy formations.
In addition, over two-thirds of respondents develop common standards
and protocols for the financial sector.
The BIS supports central banks’ cyber security work, as well as global
cooperation in this domain, in several ways – for example, through its
Cyber Resilience Coordination Centre or projects of the BIS Innovation
Hub.
To read more: https://www.bis.org/publ/work1039.pdf
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Number 8

Proposed Articles of the European Cyber Resilience Act

The proposal for a regulation on cybersecurity requirements for products
with digital elements, known as the Cyber Resilience Act, bolsters
cybersecurity rules to ensure more secure hardware and software products.
Hardware and software products are increasingly subject to successful
cyberattacks, leading to an estimated global annual cost of cybercrime of
€5.5 trillion by 2021.
Such products suffer from two major problems adding costs for users and
the society:
- a low level of cybersecurity, reflected by widespread vulnerabilities and
the insufficient and inconsistent provision of security updates to address
them, and
- an insufficient understanding and access to information by users,
preventing them from choosing products with adequate cybersecurity
properties or using them in a secure manner.
While existing internal market legislation applies to certain products with
digital elements, most of the hardware and software products are currently
not covered by any EU legislation tackling their cybersecurity.
In particular, the current EU legal framework does not address the
cybersecurity of non-embedded software, even if cybersecurity attacks
increasingly target vulnerabilities in these products, causing significant
societal and economic costs.
Two main objectives were identified aiming to ensure the proper
functioning of the internal market:
- create conditions for the development of secure products with digital
elements by ensuring that hardware and software products are placed on
the market with fewer vulnerabilities and ensure that manufacturers take
security seriously throughout a product’s life cycle; and
- create conditions allowing users to take cybersecurity into account when
selecting and using products with digital elements.
Four specific objectives were set out:
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1. Ensure that manufacturers improve the security of products with digital
elements since the design and development phase and throughout the
whole life cycle;
2. Ensure a coherent cybersecurity framework, facilitating compliance for
hardware and software producers;
3. Enhance the transparency of security properties of products with digital
elements, and
4. Enable businesses and consumers to use products with digital elements
securely.
For the purposes of this Regulation, the following definitions apply:
‘Product with digital elements’ means any software or hardware product
and its remote data processing solutions, including software or hardware
components to be placed on the market separately;
‘Remote data processing’ means any data processing at a distance for
which the software is designed and developed by the manufacturer or
under the responsibility of the manufacturer, and the absence of which
would prevent the product with digital elements from performing one of its
functions;
‘Economic operator’ means the manufacturer, the authorised
representative, the importer, the distributor, or any other natural or legal
person who is subject to obligations laid down by this Regulation;
‘Manufacturer’ means any natural or legal person who develops or
manufactures products with digital elements or has products with digital
elements designed, developed or manufactured, and markets them under
his or her name or trademark, whether for payment or free of charge;
‘Authorised representative’ means any natural or legal person established
within the Union who has received a written mandate from a manufacturer
to act on his or her behalf in relation to specified tasks;
‘Importer’ means any natural or legal person established in the Union who
places on the market a product with digital elements that bears the name
or trademark of a natural or legal person established outside the Union;
‘Distributor’ means any natural or legal person in the supply chain, other
than the manufacturer or the importer, that makes a product with digital
elements available on the Union market without affecting its properties;
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‘Software’ means the part of an electronic information system which
consists of computer code;
‘Hardware’ means a physical electronic information system, or parts
thereof capable of processing, storing or transmitting of digital data;
‘Significant cybersecurity risk’ means a cybersecurity risk which, based on
its technical characteristics, can be assumed to have a high likelihood of an
incident that could lead to a severe negative impact, including by causing
considerable material or non-material loss or disruption;
Our strategic partner, Cyber Risk GmbH, is carefully monitoring the
developments. You may visit: https://www.european-cyber-resilienceact.com
This is a difficult compliance challenge, as “the Regulation applies to
products with digital elements, whose intended or reasonably foreseeable
use includes a direct or indirect logical or physical data connection to a
device or network.”
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Number 9

Mask Gate as a Continuous Media Event in a Hybrid Media
Space

This study examines the evolution of the “Mask Gate” media event that
took place in Finland amidst the COVID-19 pandemic and state of
emergency in 2020.
In March-August 2020, there was a dispute between various public health
institutions and authorities as to whether the public should be required to
use face masks.
This investigation focuses on the construction of the media event,
specifically on the interplay and dynamics between social media and mass
media, as well as the public reactions evoked by the Mask Gate in Finland.
Our aim is to describe the critical turning points in the development of the
media event, thus tracing the evolution of such media events in the present
media system.
We illustrate our case with the help of a data set consisting of 391 033
messages about respiratory masks found on social media and traditional
news media outlets.
We focus our analysis on a subset of this data set concerning the “Mask
Gate”. On the basis of our analysis, we present a timeline of the Mask Gate
as well as analyse the most important actors, platforms and affective
reactions that played a role in the construction of the event.
An autopsy of such a notable media event can assist organisations in
developing their communication competencies for risk, strategic and crisis
communication situations, in which it is imperative for an organisation to
restore its public legitimacy.
Introduction
On April 8th 2020, Finnish weekly Suomen Kuvalehti had a scoop claiming
that the Finnish National Emergency Supply Agency had purchased face
masks via two Finnish agents worth a combined 10 million euros (Liski,
2020).
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The procured Chinese masks appeared to be unsuitable for hospital use
due to their low quality. According to the report, partners of the deal were a
businessman who ran a quick-loans company before running heavily into
debt, a beauty-sector entrepreneur and a convicted white-collar criminal
(Yle News, 2020).
Due to the public outcry regarding this failed deal, the Finnish government
accepted the resignation of the head of the Finnish National Emergency
Supply Agency.
The failed face mask deal raised questions about the organisation’s
competence and resilience, igniting a public legitimacy crisis for the
respective institutions.
Later on in October of 2020, opposition politicians accused the
government of providing misleading information concerning the
effectiveness of masks in the spring, when the Prime Minister said that the
shortage of masks was one of the reasons for not giving a large-scale
recommendation for using masks (Vaarala & Koivuranta, 2020).
This event reinvigorated the debate and Mask Gate reappeared in the
media. Thus, the failed deal can be conceived of as only as the starting
point for an extensive public debate and political struggle that revolved
around the subject of masks.
This study is aimed at unpacking and analysing the construction of the
media event, specifically on the interplay and dynamics between social
media and mass media and the public reactions evoked by Mask Gate in
Finland.
Our aim is to describe the important turning points along the emergence
and development of this media event. By understanding the construction of
a media event in a hybrid media space, we can learn more about how such
media events may influence the public understanding and interpretation of
the events.
This is especially important in times of societal crises, when the sense of
psychological security is at stake, necessitating access to the best evidencebased information.
The motivation for studying this debate is twofold:
First, it is important to understand how such a media event evolved in the
current media system. Mask gate was caused because of apparent failures
in the face mask acquisition process, and the ensuing political debate
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concerning the accusations of misleading information can be seen as the
aftermath and next phase of the mask acquisition scandal.
An autopsy of such a huge media event can assist organisations in
developing their communication competencies for risk and
crisis communication situations, in which it is imperative for an
organisation to restore its public legitimacy and curb mis- and
disinformation.
Moreover, we focus on the role of mediated emotions in driving the event
and discussion. It is important to understand how mediated emotions,
such as “moral panics”, can escalate and how the sense of psychological
security can be distorted (e.g. Kellner 2003; Cottle 2006, Döveling, Harju
& Sommer, 2018).
Second, we need more knowledge on the role of social media and the
interplay of social and traditional media in the digital sphere. We have
significant data points available through media monitoring systems on
media events, but we remain limited in our understanding of their social
construction and the role of public audiences in this process.
This remains the case, even though these events have a major impact on
our society through their ability to adjust opinions, diffuse information
widely, and influence people’s mood and perceptions, as well as trust in
public institutions critical for the functioning and integrity of democratic
systems.
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To read more: https://stratcomcoe.org/publications/mask-gate-as-acontinuous-media-event-in-a-hybrid-media-space/248
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Number 10

Impacket and Exfiltration Tool Used to Steal Sensitive
Information from Defense Industrial Base Organization

From November 2021 through January 2022, the Cybersecurity and
Infrastructure Security Agency (CISA) responded to advanced persistent
threat (APT) activity on a Defense Industrial Base (DIB) Sector
organization’s enterprise network.
During incident response activities, CISA uncovered that likely multiple
APT groups compromised the organization’s network, and some APT
actors had long-term access to the environment.
APT actors used an open-source toolkit called Impacket to gain their
foothold within the environment and further compromise the network, and
also used a custom data exfiltration tool, CovalentStealer, to steal the
victim’s sensitive data.
This joint Cybersecurity Advisory (CSA) provides APT actors tactics,
techniques, and procedures (TTPs) and indicators of compromise (IOCs)
identified during the incident response activities by CISA and a third-party
incident response organization.
The CSA includes detection and mitigation actions to help organizations
detect and prevent related APT activity.
CISA, the Federal Bureau of Investigation (FBI), and the National Security
Agency (NSA) recommend DIB sector and other critical infrastructure
organizations implement the mitigations in this CSA to ensure they are
managing and reducing the impact of cyber threats to their networks.
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DETECTION
Given the actors’ demonstrated capability to maintain persistent, longterm access in compromised enterprise environments, CISA, FBI, and NSA
encourage organizations to:
1. Monitor logs for connections from unusual VPSs and VPNs.
Examine connection logs for access from unexpected ranges, particularly
from machines hosted by SurfShark and M247.
2. Monitor for suspicious account use (e.g., inappropriate or
unauthorized use of administrator accounts, service accounts, or thirdparty accounts).
To read more:
https://www.cisa.gov/uscert/sites/default/files/publications/aa22-277aimpacket-and-exfiltration-tool-used-to-steal-sensitive-information-fromdefense-industrial-base-organization.pdf
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Number 11

BINDING OPERATIONAL DIRECTIVE 23-01

A web-friendly version of the Cybersecurity and Infrastructure Security
Agency’s Binding Operational Directive 23-01 - Improving Asset Visibility
and Vulnerability Detection on Federal Networks.
A binding operational directive is a compulsory direction to federal,
executive branch, departments and agencies for purposes of safeguarding
federal information and information systems.
Section 3553(b)(2) of title 44, U.S. Code, authorizes the Secretary of the
Department of Homeland Security (DHS) to develop and oversee the
implementation of binding operational directives. Federal agencies are
required to comply with these directives.
These directives do not apply to statutorily defined “national security
systems” or to certain systems operated by the Department of Defense or
the Intelligence Community.
This directive refers to the systems to which it applies as “Federal Civilian
Executive Branch” systems, and to agencies operating those systems as
“Federal Civilian Executive Branch” agencies.
Background
Continuous and comprehensive asset visibility is a basic pre-condition for
any organization to effectively manage cybersecurity risk.
Accurate and up-to-date accounting of assets residing on federal networks
is also critical for CISA to effectively manage cybersecurity for the Federal
Civilian Executive Branch (FCEB) enterprise.
The purpose of this Binding Operational Directive is to make measurable
progress toward enhancing visibility into agency assets and associated
vulnerabilities.
While the requirements in this Directive are not sufficient for
comprehensive, modern cyber defense operations, they are an important
step to address current visibility challenges at the component, agency, and
FCEB enterprise level.
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The requirements of this Directive focus on two core activities essential to
improving operational visibility for a successful cybersecurity program:
asset discovery and vulnerability enumeration.
-

Asset discovery is a building block of operational visibility, and it is
defined as an activity through which an organization identifies what
network addressable IP-assets reside on their networks and identifies
the associated IP addresses (hosts).
Asset discovery is non-intrusive and usually does not require special
logical access privileges.

-

Vulnerability enumeration identifies and reports suspected
vulnerabilities on those assets. It detects host attributes (e.g., operating
systems, applications, open ports, etc.), and attempts to identify
outdated software versions, missing updates, and misconfigurations.
It validates compliance with or deviations from security policies by
identifying host attributes and matching them with information on
known vulnerabilities.
Understanding an asset’s vulnerability posture is dependent on having
appropriate privileges, which can be achieved through credentialed
network-based scans or a client installed on the host endpoint.

Discovery of assets and vulnerabilities can be achieved through a variety of
means, including active scanning, passive flow monitoring, querying logs,
or in the case of software defined infrastructure, API query.
Many agencies’ existing Continuous Diagnostics and Mitigation (CDM)
implementations leverage such means to make progress toward intended
levels of visibility.
Asset visibility is not an end in itself, but is necessary for updates,
configuration management, and other security and lifecycle management
activities that significantly reduce cybersecurity risk, along with exigent
activities like vulnerability remediation.
The goal of this Directive is for agencies to comprehensively achieve the
following outcomes without prescribing how to do so:
-

Maintain an up-to-date inventory of networked assets as defined in the
scope of this directive;

-

Identify software vulnerabilities, using privileged or client-based means
where technically feasible;
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-

Track how often the agency enumerates its assets, what coverage of its
assets it achieves, and how current its vulnerability signatures are; and

-

Provide asset and vulnerability information to CISA’s CDM Federal
Dashboard.

Agencies may request CISA’s assistance in conducting an engineering
survey to baseline current asset management capabilities. CISA will work
with requesting agencies to provide technical and program assistance to
resolve gaps, optimize scanning, and support achieving the required
actions in this Directive.
To read more: https://www.cisa.gov/binding-operational-directive-23-01
https://www.cisa.gov/implementation-guidance-binding-operationaldirective-23-01

BINDING OPERATIONAL DIRECTIVE 23-01
Questions and Answers

Frequently Asked Questions
Q: What is the scope of this directive? Which devices specifically need to
be scanned?
A: This directive applies to all IP-addressable networked assets that can be
reached over IPv4 and IPv6 protocols.
An IP-addressable networked asset is defined as any reportable (i.e., nonephemeral) information technology or operational technology asset that is
assigned an IPv4 or IPv6 address and accessible over IPv4 or IPv6
networks, regardless of the environment in which it operates.
The scope includes, but is not limited to, servers and workstations, virtual
machines, routers and switches, firewalls, network appliances, and
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network printers — whether in on-premises, roaming, or cloud-operated
deployment models.
The scope excludes ephemeral assets such as containers and third-party
managed software as a service (SaaS) solutions.
Q: How does the pre-existing requirement to perform endpoint detection
and response (EDR) differ from the requirements of this BOD? To what
extent does EDR address asset visibility needs?
A: Asset visibility is a prerequisite for determining where to deploy EDR.
While most EDR tools do not provide vulnerability information, the
directive gives agencies the flexibility to use any tool that provides
credential or client-level vulnerability information.
If an agency deploys EDR tools that can provide vulnerability information,
those tools can be used in place of a client-based scanner.
Q: This BOD uses the term “networked assets.” Does that imply cloud is
out of scope?
A: Any non-ephemeral asset with an IP address is in scope, including
applicable cloud assets. Many cloud use cases are unique. Many agencies
have SaaS instances where agencies are unable to run their own scans.
In the case of traditional data center collocations, infrastructure as a
service (IaaS), and in some cases platform as a service (PaaS), all assets
with an IP address are in scope.
The scope excludes ephemeral assets such as containers and third-party
managed SaaS solutions.
Q: Why does the directive say “initiate scans” instead of “execute” or
“complete scans”?
A: Sometimes, especially in large enterprises, vulnerability scans may not
be complete within the 14-day timeframe required in the BOD.
To overcome this issue, BOD 23-01 requires agencies to initiate a new scan
every 14 days regardless of whether the previous scan has completed.
Agencies are also required to feed available results for the previous scan
three days after the new scan is initiated, even when the previous scan is
not fully complete.
Q: What is the difference between “asset management” and “asset
discovery”?
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A: Asset management and asset discovery are two distinct activities that
frequently go hand in hand.
Asset management is the active monitoring and administration of
endpoints using a centralized solution, such as unified endpoint
management (UEM), mobile device management (MDM), or enterprise
mobility management (EMM).
Inventories from asset management solutions may be used to feed the
information about agency assets into the results of a comprehensive asset
discovery effort.
Asset discovery is the process of checking an IPv4 or IPv6 network for
active and inactive hosts (e.g., networked assets) by using a variety of
methods. The most common discovery methods include actively trying to
communicate with all IP addresses in a range using a scan tool such as
“nmap” (which is only feasible on smaller IPv4 based networks), or by
passively monitoring traffic on the wire to detect activity from any new
assets.
Asset discovery helps organizations find unmanaged assets that are present
on the network to ensure they are brought under appropriate management.
It also helps organizations identify networked devices, such as Internet of
Things (IoT), that cannot be centrally managed. It is possible for an asset
to fall off the management tool due to inactivity or other reasons, requiring
it to be rediscovered.
Q: Why does the directive reference the software bill of materials (SBOM)
in the Background section but not in subsequent sections?
A: SBOM is mentioned in the introduction to convey the Administration’s
vision and describe our desired state in the long term.
The directive focuses on very specific first steps that can be achieved within
the next 6-12 months and are prerequisites for broader adoption of SBOM.
Without comprehensive asset management, agencies will be unable to
effectively use SBOMs to manage risk posed by asset components or
libraries.
Q: We offer public wireless access in conference rooms and lobbies. Are
guest networks in scope?
A: Guest hosts are not in scope, provided the guest networks are physically
segmented from agency networks.
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Q: Are bring-your-own-device (BYOD) assets in scope?
A: Most federal agencies do not allow BYOD on enterprise networks. If
they do, then BYOD devices are in scope.
This does not apply to personally owned equipment that connects to
federal networks via web interface (e.g., website visitors or remote users
connecting via SSL remote access solutions).
Q: Are air-gapped networks in scope? It may not be possible to transfer a
signature to air-gapped networks within 24 hours.
A: Many logically isolated networks and systems are incorrectly considered
air-gapped. Any device, system, or network that is directly connected to the
operating environment, or is connected to another system that is
connected to the operating environment, is not considered air-gapped and
is in scope for BOD 23-01. Only systems that are truly physically airgapped are out of scope.
Q: Does the BOD include requirements for scanning software and
configuration enumerations?
A: No, the BOD requirements address only basic (IP) asset discovery and
vulnerability enumeration.
The current BOD does not address hardware management, software
management, or configuration management and associated controls.
Note that some vulnerabilities due to misconfigurations and basic
configurations may be captured by standard vulnerability scanners.
Q: Which cloud assets are in scope?
A: Agencies are responsible for the discovery and enumeration of
networked assets under agency control, such as assets in authority-tooperate (ATO) inventories.
Each cloud instance is unique, but in general, third-party hosting solutions
where agencies still control physical or virtual hosts, such as infrastructure
as a service, are within the scope of this directive.
Q: Are communications devices, such as IP telephony, VOIP phones,
cameras, and unified communications peripherals in scope?
A: Yes, these devices are in scope. Adversaries have specifically targeted
these devices as they are typically more difficult to harden.
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Glossary
Vulnerability enumeration performance data – Otherwise referred
to as scanning logs, vulnerability enumeration performance data describes
datapoints or measurements that provide visibility on the level of
performance relative to the requirements in this directive, using
automation and machine-level data (e.g., logs/events indicating successful
credentialed enumeration completion, date/timestamps surrounding
enumeration activities, and signature/plug-in update date/timestamps).
Data requirements to satisfy this objective will be published in a common
data schema and made available to every Federal agency.
Vulnerability enumeration – A technique to list host attributes (e.g.,
operating systems, applications, and open ports) and associated
vulnerabilities. Vulnerability enumeration typically requires privileged
access to gain full visibility at the application and configuration levels.
Privileged credentials – A local or network account or a process with
sufficient access to enumerate system configurations and software
components across an entire asset. Administrators must apply the
principle of least privilege and/or separation of duties on the accounts used
for vulnerability enumeration. Poisoning and machine-in-the-middle type
attacks commonly target accounts with elevated privileges, including those
used for vulnerability enumeration.
Roaming devices – Devices that leave an agency’s on-premises
networks, connect to other private networks, and directly access the public
internet.
Nomadic devices – Devices that permanently reside outside of agency
networks.
To read more: https://www.cisa.gov/binding-operational-directive-23-01
https://www.cisa.gov/implementation-guidance-binding-operationaldirective-23-01
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Number 12

Through the quantum looking glass

A thin device triggers one of quantum mechanics’ strangest and most
useful phenomena

An ultrathin invention could make future computing, sensing and
encryption technologies remarkably smaller and more powerful by helping
scientists control a strange but useful phenomenon of quantum mechanics,
according to new research recently published in the journal Science.
Scientists at Sandia National Laboratories and the Max Planck Institute for
the Science of Light have reported on a device that could replace a roomful
of equipment to link photons in a bizarre quantum effect called
entanglement.

This device — a kind of nano-engineered material called a metasurface —
paves the way for entangling photons in complex ways that have not been
possible with compact technologies.
When scientists say photons are entangled, they mean they are linked in
such a way that actions on one affect the other, no matter where or how far
apart the photons are in the universe.
It is an effect of quantum mechanics, the laws of physics that govern
particles and other very tiny things.
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Although the phenomenon might seem odd, scientists have harnessed it to
process information in new ways.
For example, entanglement helps protect delicate quantum information
and correct errors in quantum computing, a field that could someday have
sweeping impacts in national security, science, and finance.
Entanglement is also enabling new, advanced encryption methods for
secure communication.
Research for the groundbreaking device, which is a hundred times thinner
than a sheet of paper, was performed, in part, at the Center for Integrated
Nanotechnologies, a Department of Energy Office of Science user facility
operated by Sandia and Los Alamos national laboratories.
Sandia’s team received funding from the Office of Science, Basic Energy
Sciences program.

Light goes in, entangled photons come out
The new metasurface acts as a doorway to this unusual quantum
phenomenon. In some ways, it’s like the mirror in Lewis Carroll’s “Through
the Looking-Glass,” through which the young protagonist Alice experiences
a strange, new world.
Instead of walking through their new device, scientists shine a laser
through it. The beam of light passes through an ultrathin sample of glass
covered in nanoscale structures made of a common semiconductor
material called gallium arsenide.
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“It scrambles all the optical fields,” said Sandia senior scientist Igal Brener,
an expert in a field called nonlinear optics who led the Sandia team.
Occasionally, he said, a pair of entangled photons at different wavelengths
emerge from the sample in the same direction as the incoming laser beam.
Brener said he is excited about this device because it is designed to produce
complex webs of entangled photons — not just one pair at a time, but
several pairs all entangled together, and some that can be indistinguishable
from each other.
Some technologies need these complex varieties of so-called multientanglement for sophisticated information processing schemes.
Other miniature technologies based on silicon photonics can also entangle
photons but without the much-needed level of complex, multientanglement. Until now, the only way to produce such results was with
multiple tables full of lasers, specialized crystals, and other optical
equipment.
“It is quite complicated and kind of intractable when this multientanglement needs more than two or three pairs,” Brener said. “These
nonlinear metasurfaces essentially achieve this task in one sample when
before it would have required incredibly complex optical setups.”
The Science paper outlines how the team successfully tuned their
metasurface to produce entangled photons with varying wavelengths, a
critical precursor to generating several pairs of intricately entangled
photons simultaneously.
However, the researchers note in their paper that the efficiency of their
device — the rate at which they can generate groups of entangled photons
— is lower than that of other techniques and needs to be improved.
What is a metasurface?
A metasurface is a synthetic material that interacts with light and other
electromagnetic waves in ways conventional materials can’t.
Commercial industries, said Brener, are busy developing metasurfaces
because they take up less space and can do more with light than, for
instance, a traditional lens.
“You now can replace lenses and thick optical elements with metasurfaces,”
Brener said. “Those types of metasurfaces will revolutionize consumer
products.”
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Sandia is one of the leading institutions in the world performing research
in metasurfaces and metamaterials. Between its Microsystems
Engineering, Science and Applications complex, which manufactures
compound semiconductors, and the nearby Center for Integrated
Nanotechnologies, researchers have access to all the specialized tools they
need to design, fabricate, and analyze these ambitious new materials.
“The work was challenging as it required precise nanofabrication
technology to obtain the sharp, narrowband optical resonances that seeds
the quantum process of the work,” said Sylvain Gennaro, a former
postdoctoral researcher at Sandia who worked on several aspects of the
project.
The device was designed, fabricated, and tested through a partnership
between Sandia and a research group led by physicist Maria Chekhova, an
expert in the quantum entanglement of photons at the Max Planck
Institute for the Science of Light.
“Metasurfaces are leading to a paradigm shift in quantum optics,
combining ultrasmall sources of quantum light with far reaching
possibilities for quantum state engineering,” said Tomás Santiago-Cruz, a
member of the Max Plank team and first author on the paper.
Brener, who has studied metamaterials for more than a decade, said this
newest research could possibly spark a second revolution — one that sees
these materials developed not just as a new kind of lens, but as a
technology for quantum information processing and other new
applications.
“There was one wave with metasurfaces that is already well established and
on its way. Maybe there is a second wave of innovative applications
coming,” he said.
__________________________
Sandia National Laboratories is a multimission laboratory operated by
National Technology and Engineering Solutions of Sandia LLC, a wholly
owned subsidiary of Honeywell International Inc., for the U.S. Department
of Energy’s National Nuclear Security Administration.
Sandia Labs has major research and development responsibilities in
nuclear deterrence, global security, defense, energy technologies and
economic competitiveness, with main facilities in Albuquerque, New
Mexico, and Livermore, California.
To read more:
https://newsreleases.sandia.gov/quantum_metasurface/
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Number 13

The European Council approved the Markets in Crypto-Assets
(MiCA) regulation

Subject Matter, Scope and Definitions
Article 1, Subject matter
This Regulation lays down uniform requirements for the offering and
placing on the market of crypto-assets other than asset-referenced tokens
and e-money tokens, asset-referenced tokens and emoney tokens, and
requirements for crypto-asset service providers.
In particular, this Regulation lays down the following:
(a) transparency and disclosure requirements for the issuance, offering to
the public and the admission to trading of crypto-assets on a trading
platform for crypto-assets;
(b) the authorisation and supervision of crypto-asset service providers,
issuers of assetreferenced tokens and issuers of electronic money tokens;
(c) the operation, organisation and governance of issuers of assetreferenced tokens, issuers of electronic money tokens and crypto-asset
service providers;
(d) protection of holders of crypto-assets in the issuance, offering to the
public and admission to trading;
(da) protection of clients of crypto-assets service providers;
(e) measures to prevent insider dealing, unlawful disclosure of inside
information and market manipulation related to crypto-assets, in order to
ensure the integrity of crypto-asset markets.
Article 2, Scope
1. This Regulation applies to natural and legal persons and other
undertakings that are engaged in the issuance, offer to the public and
admission to trading of crypto-assets or that provide services related to
crypto-assets in the Union.
2. This Regulation does not apply to the following entities and persons:
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(a) persons who provide crypto-asset services exclusively for their parent
companies, for their subsidiaries or for other subsidiaries of their parent
companies;
(b) a liquidator or an administrator acting in the course of an insolvency
procedure, except for the purpose of Article 42;
(c) the European Central Bank, national central banks of the Member
States when acting in their capacity as monetary authority or other public
authorities of the Member States;
(d) the European Investment Bank including its subsidiaries;
(e) the European Financial Stability Facility and the European Stability
Mechanism;
(f) public international organisations.
2a. This Regulation does not apply to crypto-assets that are unique and not
fungible with other crypto-assets.
Article 3, Definitions
1. For the purposes of this Regulation, the following definitions apply:
(1) ‘distributed ledger technology’ or ‘DLT’ means distributed ledger
technology as defined in [the DLT Pilot Regime Regulation];
(1b) ‘distributed ledger’ means a distributed ledger as referred to [in the
DLT Pilot Regime Regulation]
(1c) a ‘consensus mechanism’ means a consensus mechanism as
defined in [the DLT Pilot Regime Regulation]
(2) ‘crypto-asset’ means a digital representation of a value or a right
which may be transferred and stored electronically, using distributed
ledger technology or similar technology;
(3) ‘asset-referenced token’ means a type of crypto-asset that is not an
electronic money token and that purports to maintain a stable value by
referencing to any other value or right or a combination thereof, including
one or more official currencies;
(4) ‘electronic money token’ or ‘e-money token’ means a type of
crypto-asset that purports to maintain a stable value by referencing to the
value of one official currency;
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(5) ‘utility token’ means a type of crypto-asset which is only intended to
provide access to a good or a service supplied by the issuer of that token.
(6) ‘issuer of crypto-assets’ means the natural or legal person or other
undertaking who issues the crypto-assets;
(7) ‘offer to the public’ means a communication to persons in any form
and by any means, presenting sufficient information on the terms of the
offer and the crypto-assets to be offered, so as to enable potential holders
to decide whether to purchase those cryptoassets;
(8) ‘crypto-asset service provider’ means legal person or other
undertaking whose occupation or business is the provision of one or more
crypto-asset services to third parties on a professional basis, and are
allowed to provide crypto-asset services in accordance with Article 53;
To read more: https://data.consilium.europa.eu/doc/document/ST-131982022-INIT/en/pdf
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Number 14

New crackdown on fraud and money laundering to protect UK
economy
Wide ranging reforms designed to bear down on kleptocrats, organised
criminals and terrorists abusing the UK’s open economy have been
introduced into Parliament.

The Economic Crime and Corporate Transparency Bill will strengthen the
UK’s reputation as a place where legitimate businesses can thrive while
driving dirty money out of the UK. Through the reforms, anyone who
registers a company in the UK will need to verify their identity, tackling the
use of companies as a front for crime or foreign kleptocrats.
The reforms to Companies House – its biggest upgrade in 170 years – will
also see the organisation armed with new powers to check, challenge and
decline incorrect or fraudulent information, making it a more active
gatekeeper over company creation. The investigation and enforcement
powers of Companies House will also be upgraded, enabling the
organisation to cross check data with public and private partners, as well as
reporting suspicious activity to security agencies and law enforcement.
The Bill will also help prevent the abuse of limited partnerships – including
those registered in Scotland, for money laundering and other nefarious
purposes – by tightening registration and transparency requirements for
these entities.
Law-abiding businesses and investors across the UK will benefit from
simplified filing requirements and a more reliable companies register to
inform business and lending decisions. The reforms will ensure that small
business owners, consumers and the public are better protected from
fraudulent use of their identities and addresses.
Business Secretary Jacob Rees-Mogg said:
“We want the UK to be the best place in the world to invest and start a
business, but we must not allow this openness to be exploited by fraudsters
misusing the identities of innocent people, or corrupt elites attempting to
disguise their dodgy dealings.
This historic Bill will equip Companies House and law enforcement with
the tools they need to root out criminals attempting to hide their activities
without burdening law-abiding companies with unnecessary bureaucracy.
Above all, via strict enforcement measures, we are telling investors that the
UK is open for legitimate business only.”
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Home Secretary Suella Braverman said:
“The UK is no home for dirty money. The government has taken
unprecedented action to prevent kleptocrats and organised criminals from
abusing our open economy, and this Bill will go even further.
Through this Bill we are giving our law enforcement agencies greater
powers and intelligence capabilities to stay one step ahead of the criminals
intent on keeping their corrupt assets out of reach.”
Security Minister Tom Tugendhat said:
“As the former chair of the Foreign Affairs Committee, I commended the
government on the swift legislative action it took on dirty money following
the invasion of Ukraine, but I implored them to go even further.
I am delighted that today we are introducing reforms that will make it
much harder for kleptocrats to shield their ill-gotten gains and treat the UK
as their safe deposit box. As Security Minister, I am committed to
delivering this vital piece of legislation to strengthen our fight against
economic crime.”
Law enforcement will also benefit from greater powers to compel
businesses to hand over information which could be related to money
laundering or terrorist financing. Red tape around confidentiality liability
will be eased to enable businesses to share information to more proactively
prevent and detect economic crime including fraud and sanctions evasion.
The new law will make it easier and quicker for law enforcement agencies
such as the National Crime Agency to seize, freeze and recover cryptoassets
– the digital currency increasingly used by organised criminals to launder
profits from fraud, drugs and cybercrime.
The use of this digital currency has significantly increased in recent years,
with the Metropolitan Police reporting a big rise in cryptocurrency seizures
last year. Strengthening powers in the Proceeds of Crime Act will
modernise the legislation to ensure agencies can keep pace with the rapid
technological change and prevent assets from funding further criminality.
The package of measures will build upon the earlier Economic Crime
(Transparency and Enforcement) Act, brought in following Russia’s
invasion of Ukraine. The act has made it much quicker to impose tough
sanctions on Putin’s cronies – freezing their UK assets and cutting off
funds to the Kremlin’s war machine – as well as establishing the recently
launched Register of Overseas Entities to root out corrupt oligarchs
attempting to hide ill-gotten gains through UK property.
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Director General of the National Crime Agency Graeme Biggar said:
“Domestic and international criminals have for years laundered the
proceeds of their crime and corruption by abusing UK company structures,
and are increasingly using cryptocurrencies. These reforms – long awaited
and much welcomed – will help us crack down on both.”
Companies House Chief Executive Louise Smyth said:
“We welcome the measures outlined in this Bill, which represent the most
significant and far-reaching changes to the UK’s company register in over
170 years of history and will enable us to play a much stronger role in
making the UK a great place to do business.
If agreed, these changes will allow us to actively improve and maintain the
integrity of the register like never before; inspire greater trust in our data,
crack down on economic crime and further drive confidence in the UK
economy.
While the scale and scope of these changes should not be underestimated,
the work already done through our wide-ranging and ongoing
transformation programme puts us in a strong position to implement them
as quickly and efficiently as possible.”
To read more: https://www.gov.uk/government/news/new-crackdown-onfraud-and-money-laundering-to-protect-uk-economy
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Number 15

Open Radio Access Network Security Considerations

Mobile network operators provide cell services with a vast deployment of
antennas and radios on cell towers connected to base station equipment.
The base station equipment converts the wireless signals to data consisting
of text messages, phone calls, streaming videos, and all the other pervasive
apps offered today.
The mobile network industry calls the radios, cell towers, and base station
equipment converting wireless signals to data the Radio Access Network
(RAN). This assessment considers the security of a mobile industry
initiative toward an Open RAN.
The DoD characterizes Open RAN in a new line-of-effort for the 5G
Strategy Implementation Plan: “RANs are traditionally vendor-locked,
vertically integrated telecommunications architectures that enable wireless
communications, such as 4G, 5G, and subsequent generations of
communications technologies. By disaggregating RAN architectures – thus
making them ’Open’ - more companies can pursue innovation on advanced
5G network architectures and related security.”
The Enduring Security Framework (ESF) Open RAN Working Panel
assessed the security considerations associated with implementing an
Open RAN as architected and specified by the O-RAN Alliance.
The working panel focused on current designs and specifications for
Open RAN architectures, and considered how these security considerations
compared to, or are distinct from, traditional, proprietary RANs.
The ESF Working Panel also addressed the additional resources required
to fulfill the vision of interoperable, multi-vendor RAN powered by cloud
services and software.
The working panel focused on security considerations for several key
technical aspects of the Open RAN: multi-vendor management, the Open
Fronthaul connecting radios to base station equipment, a new RAN
application framework comprising rApps and xApps, Artificial Intelligence
/ Machine Learning (AI/ML) in the RAN, and other general network
considerations including open source software, virtualization /
cloudification, and distributed denial-of-service.
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The working panel found security concerns and potential for their
mitigations across these key technical aspects from Open RAN
architecture.
The working panel identified Open RAN security considerations with
applications, open source software, supply chain, and zero trust
to be consistent with the same concerns found in the Information and
Communications Technology (ICT) industrial sector, and Open RAN needs
to adopt ICT best practices to mitigate these concerns.
Since Open RAN is adopting technologies found in 5G core networks
such as multi-vendor core network functions and 5G cloud infrastructures,
any Open RAN would benefit from following the best security practices
applied today in 5G specifications, deployments, and operations.
Open RAN brings new capabilities with an xApps/rApps application
frameworks and AI/ML technology.
The ICT industrial sector is also confronting security considerations with
software application frameworks and AI/ML technology, and Open RAN
must do so as well.
The O-RAN Alliance defined Open Fronthaul network connecting radios to
base station equipment is built with an IT infrastructure but must perform
like a real-time system.
Many proprietary RANs operate today on a similar IT infrastructure, so
Open RAN shares these IT security concerns.
Like all commercial high-speed radio networks, real-time system
requirements of both proprietary fronthaul and Open Fronthaul networks
push the boundaries of high-speed performance and the ability of
cryptographic security mechanisms to keep up, all while keeping unit
deployment and operations costs down.
Differing Open Fronthaul deployment scenarios for consumer, enterprise,
and military applications will drive the required mitigations to meet the
security objectives and Open RAN cost goals within the Open Fronthaul.
Security considerations always emerge in new open systems aiming for
improved cost, performance, and supply chain benefits. Open RAN shares
these security considerations too, and, with continuing efforts by the Open
RAN ecosystem, they can be overcome.

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 69

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 70

To read more: https://media.defense.gov/2022/Sep/15/2003077576/-1/1/0/ESF_OPEN_RADIO_ACCESS_NETWORK_SECURITY_CONSIDER
ATIONS.PDF
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Number 16

FBI—Chicago Warns of Local Technical Support Scam
Acting Special Agent-in-Charge Ashley T. Johnson is warning the public
about a Technical Support Fraud currently targeting older Americans in
the Chicago area.
Technical Support Fraud involves a criminal posing as technical support to
defraud unwitting individuals. Criminals may offer support to resolve
issues such as compromised email or bank accounts, computer viruses, or
software renewals. In this scam currently affecting Illinois residents, it
begins with a computer intrusion.
Victims of this scam experience a frozen computer followed by a pop-up on
their screen advising that their computer has been hacked. The pop-up
contains a number claimed to be for a well-known computer software
company; however, this number really belongs to the scammers. Once the
number is called, the scammer(s):
-

Answer the phone pretending to be an employee of the computer
software company. The “employee” claims that the victim's bank
accounts and social security account number have been compromised
and connects the victims with other scammers impersonating bank
representatives and Social Security Administration employees.

-

Direct victims to download an application that allows remote computer
access.

-

Convince victims to withdraw money from bank/investment accounts
to avoid “hackers.” Victims are told their money will be transferred to
the Social Security Administration where it will be converted to Bitcoin
for safekeeping and returned once they are assigned a new social
security account number.

Tips to avoid this scam:
-

Avoid installing apps or programs that allow strangers remote access to
your computer.

-

Never call the number in a pop-up window.

-

Always disconnect your device from the Internet immediately if you see
a scam-related pop-up screen. Do not turn your computer off or reboot.
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-

Always be skeptical if someone tells you not to talk to your family about
a money transfer.

-

Always be skeptical if a “government agency” asks you to conduct
business in Bitcoin.

-

Always call companies, banks, or government agencies directly with
numbers you have independently verified.

-

Always contact the FBI at ic3.gov to make a report.

For additional information on current and recent scams, visit
https://www.ic3.gov/Home/ConsumerAlerts
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Number 17

Deputy Attorney General Lisa O. Monaco Delivers Remarks on
Corporate Criminal Enforcement
Good afternoon. Thank you, Dean McKenzie, for the introduction and for
hosting us today. I’m happy to be back at NYU, and to see so many friends
and former colleagues in the room.
Let me start by acknowledging some of my DOJ colleagues who are here.
That includes the U.S. Attorneys for the Southern and Eastern Districts of
New York, New Jersey, and Connecticut.
But just as importantly, we’re joined in person and on the livestream by
line prosecutors, agents, and investigative analysts—the career men and
women who do the hard work, day in and day out, to make great cases and
hold wrongdoers accountable.
I also want to recognize our federal and state partners who play a critical
role in corporate enforcement. And of course, let me also thank Professor
Arlen and the NYU Program on Corporate Compliance and Enforcement
for arranging this event and for serving as a bridge between the worlds of
policymaking and academia.
Addressing corporate crime is not a new subject for the Justice
Department. In the aftermath of Watergate, Attorney General Edward Levi
was tasked not only with restoring the Department’s institutional
credibility, but also with rebuilding its corporate enforcement program.
In a 1975 speech, he told prosecutors that there was great demand to be
more aggressive against, what he called, “white collared crime.” He
explained his distaste for that term, saying that it suggested a distinction in
law enforcement based upon social class. But, nonetheless, he
acknowledged that it was an area that needed to be given “greater
emphasis.” These words are as true today as they were then.
But Attorney General Levi also said that efforts to fight corporate crime
were hampered by a lack of resources, specially trained investigators, and
other issues. He answered those complaints as all great Attorneys General
do—he said his Deputy Attorney General would take care of it. For at least
a half-century, therefore, it has been the responsibility of my predecessors
to set corporate criminal policy for the Department, and I follow in their
footsteps.
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Last October, I announced immediate steps the Justice Department would
take to tackle corporate crime.
I also formed the Corporate Crime Advisory Group, a group of DOJ experts
tasked with a top-to-bottom review of our corporate enforcement efforts.
To get a wide range of perspectives, we met with a broad group of outside
experts, including public interest groups, ethicists, academics, audit
committee members, in-house attorneys, former corporate monitors, and
members of the business community and defense bar. Many of these
people are here today.
Our meetings sparked discussions on individual accountability and
corporate responsibility; on predictability and transparency; and on the
ways enforcement policies must square with the realities of the modern
economy. Every meeting resulted in some idea or insight that was helpful
and that we sought to incorporate into our work. Today, you will hear how
these new policies reflect this diverse input.
Let me turn now to substance—and the changes the Department is
implementing to further strengthen how we prioritize and prosecute
corporate crime.
First, I’ll reiterate that the Department’s number one priority is individual
accountability—something the Attorney General and I have made clear
since we came back into government. Whether wrongdoers are on the
trading floor or in the C-suite, we will hold those who break the law
accountable, regardless of their position, status, or seniority.
Second, I’ll discuss our approach to companies with a history of
misconduct. I previously announced that prosecutors must consider the
full range of a company’s prior misconduct when determining the
appropriate resolution. Today, I will outline additional guidance for
evaluating corporate recidivism.
Third, I’ll highlight new Department policy on voluntary self-disclosures,
including the concrete and positive consequences that will flow from selfdisclosure. We expect good companies to step up and own up to
misconduct. Voluntary self-disclosure is an indicator of a working
compliance program and a healthy corporate culture. Those companies
who own up will be appropriately rewarded in the Department’s approach
to corporate crime.
Fourth, I’ll detail when compliance monitors are appropriate and how we
can select them equitably and transparently. Today, I am also directing
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Department prosecutors to monitor those monitors: to ensure they remain
on the job, on task, and on budget.
Finally, I’ll discuss how the Department will encourage companies to shape
financial compensation around promoting compliance and avoiding
improperly risky behavior. These steps include rewarding companies that
claw back compensation from employees, managers, and executives when
misconduct happens. No one should have a financial interest to look the
other way or ignore red flags. Corporate wrongdoers—rather than
shareholders—should bear the consequences of misconduct.
Taken together, the policies we’re announcing today make clear that we
won’t accept business as usual. With a combination of carrots and sticks—
with a mix of incentives and deterrence—we’re giving general counsels and
chief compliance officers the tools they need to make a business case for
responsible corporate behavior. In short, we’re empowering companies to
do the right thing—and empowering our prosecutors to hold accountable
those that don’t.
Individual Accountability
Let me start with our top priority for corporate criminal enforcement:
going after individuals who commit and profit from corporate crime.
In the last year, the Department of Justice has secured notable trial
victories, including convictions of the founder and chief operating officer of
Theranos; convictions of J.P. Morgan traders for commodities
manipulation; the conviction of a managing director at Goldman Sachs for
bribery; and the first-ever conviction of a pharmaceutical CEO for unlawful
distribution of controlled substances.
Despite those steps forward, we cannot ignore the data showing overall
decline in corporate criminal prosecutions over the last decade. We need to
do more and move faster. So, starting today, we will take steps to empower
our prosecutors, to clear impediments in their way, and to expedite our
investigations of individuals.
To do that, we will require cooperating companies to come forward with
important evidence more quickly.
Sometimes we see companies and counsel elect—for strategic reasons—to
delay the disclosure of critical documents or information while they
consider how to mitigate the damage or investigate on their own. Delayed
disclosure undermines efforts to hold individuals accountable. It limits the
Department’s ability to proactively pursue leads and preserve evidence
before it disappears. As time goes on, the lapse of statutes of limitations,
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dissipation of evidence, and the fading of memories can all undermine a
successful prosecution.
In individual prosecutions, speed is of the essence.
Going forward, undue or intentional delay in producing information or
documents—particularly those that show individual culpability—will result
in the reduction or denial of cooperation credit. Gamesmanship with
disclosures and productions will not be tolerated.
If a cooperating company discovers hot documents or evidence, its first
reaction should be to notify the prosecutors. This requirement is in
addition to prior guidance that corporations must provide all relevant,
non-privileged facts about individual misconduct to receive any
cooperation credit.
Separately, Department prosecutors will work to complete investigations
and seek warranted criminal charges against individuals prior to or at the
same time as entering a resolution against a corporation. Sometimes the
back-and-forth of resolving with a company can bog down individual
prosecutions, since our prosecutors have finite resources.
In cases where it makes sense to resolve a corporate case first, there must
be a full investigative plan outlining the remaining work to do on the
individual cases and a timeline for completing that work.
Collectively, this new guidance should push prosecutors and corporate
counsel alike to feel they are “on the clock” to expedite investigations,
particularly as to culpable individuals. While many companies and
prosecutors follow these principles now, this guidance sets new
expectations about the sequencing of investigations and clarifies the
Department’s priorities.
History of Misconduct
Now, it’s safe to say that no issue garnered more commentary in our
discussions than the commitment we made last year to consider the full
criminal, civil, and regulatory record of any company when deciding the
appropriate resolution.
That decision was driven by the fact that between 10% and 20% of large
corporate criminal resolutions have involved repeat offenders.
We received many recommendations about how to contextualize historical
misconduct, to develop a full and fair picture of the misconduct and
corporate culture under review. We heard about the need to evaluate the
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regulatory environment that companies operate in, as well as the need to
consider the age of the misconduct and subsequent reforms to the
company’s compliance culture.
In response to that feedback, today, we are releasing additional guidance
about how such histories will be evaluated. Now let me emphasize a few
points.
First, not all instances of prior misconduct are created equal. For these
purposes, the most significant types of prior misconduct will be criminal
resolutions here in the United States, as well as prior wrongdoing involving
the same personnel or management as the current misconduct. But past
actions may not always reflect a company’s current culture and
commitment to compliance. So, dated conduct will generally be accorded
less weight.
And what do we mean by dated? Criminal resolutions that occurred more
than 10 years before the conduct currently under investigation, and civil or
regulatory resolutions that took place more than five years before the
current conduct.
We will also consider the nature and circumstances of the prior
misconduct, including whether it shared the same root causes as the
present misconduct. Some facts might indicate broader weaknesses in the
compliance culture or practices, such as wrongdoing that occurred under
the same management team or executive leadership. Other facts might
provide important mitigating context.
For example, if a corporation operates in a highly regulated industry, its
history should be compared to others similarly situated, to determine if the
company is an outlier.
Separately, we do not want to discourage acquisitions that result in
reformed and improved compliance structures. We will not treat as
recidivists companies with a proven track record of compliance that
acquire companies with a history of compliance problems, so long as those
problems are promptly and properly addressed post-acquisition.
Finally, I want to be clear that this Department will disfavor multiple,
successive non-prosecution or deferred prosecution agreements with the
same company. Before a prosecution team extends an offer for a successive
NPA or DPA, Department leadership will scrutinize the proposal. That will
ensure greater consistency across the Department and a more holistic
approach to corporate recidivism.
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Companies cannot assume that they are entitled to an NPA or a DPA,
particularly when they are frequent flyers. We will not shy away from
bringing charges or requiring guilty pleas where facts and circumstances
require. If any corporation still thinks criminal resolutions can be priced in
as the cost of doing business, we have a message—times have changed.
Voluntary Self-Disclosure
That said, the clearest path for a company to avoid a guilty plea or an
indictment is voluntary self-disclosure. The Department is committed to
providing incentives to companies that voluntarily self-disclose misconduct
to the government. In many cases, voluntary self-disclosure is a sign that
the company has developed a compliance program and has fostered a
culture to detect misconduct and bring it forward.
Our goal is simple: to reward those companies whose historical
investments in compliance enable voluntary self-disclosure and to
incentivize other companies to make the same investments going forward.
Voluntary self-disclosure programs, in various Department components,
have already been successful. Take, for example, the Antitrust Division’s
Leniency Program, the Criminal Division’s voluntary disclosure program
for FCPA violations, and the National Security Division’s program for
export control and sanctions violations. We now want to expand those
policies Department-wide.
We also want to clarify the benefits of promptly coming forward to selfreport, so that chief compliance officers, general counsels, and others can
make the case in the boardroom that voluntary self-disclosure is a good
business decision.
So, for the first time ever, every Department component that prosecutes
corporate crime will have a program that incentivizes voluntary selfdisclosure. If a component currently lacks a formal, documented policy, it
must draft one.
Predictability is critical. These policies must provide clear expectations of
what self-disclosure entails. And they must identify the concrete benefits
that a self-disclosing company can expect.
I am also announcing common principles that will apply across these
voluntary self-disclosure policies. Absent aggravating factors, the
Department will not seek a guilty plea when a company has voluntarily
self-disclosed, cooperated, and remediated misconduct. In addition, the
Department will not require an independent compliance monitor for such a
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corporation if, at the time of resolution, it also has implemented and tested
an effective compliance program.
Simply put, the math is easy: voluntary self-disclosure can save a company
hundreds of millions of dollars in fines, penalties, and costs. It can avoid
reputational harms that arise from pleading guilty. And it can reduce the
risk of collateral consequences like suspension and debarment in relevant
industries.
If you look at recent cases, you can see the value proposition. Voluntary
self-disclosure cases have resulted in declinations and non-prosecution
agreements with no significant criminal penalties. By contrast, recent cases
that did not involve self-disclosure have resulted in guilty pleas and billions
of dollars in criminal penalties, this year alone. I expect that resolutions
over the next few months will reaffirm how much better companies fare
when they come forward and self-disclose.
Independent Compliance Monitors
Let me turn to monitors. Over the past year of discussions, we heard a call
for more transparency to reduce suspicion and confusion about monitors.
Today, we’re addressing those concerns.
First, we are releasing new guidance for prosecutors about how to identify
the need for a monitor, how to select a monitor, and how to oversee the
monitor’s work to increase the likelihood of success.
Second, going forward, all monitor selections will be made pursuant to a
documented selection process that operates transparently and consistently.
Finally, Department prosecutors will ensure that the scope of every
monitorship is tailored to the misconduct and related compliance
deficiencies of the resolving company. They will receive regular updates to
verify that the monitor stays on task and on budget. We at the Department
of Justice are not regulators, nor do we aspire to be. But where we impose a
monitor, we recognize our obligations to stay involved and monitor the
monitor.
Corporate Culture
As everyone here knows, it all comes back to corporate culture. Having
served as both outside counsel and a board member in the past, I know the
difficult decisions and trade-offs companies face about how to invest
corporate resources, structure compliance programs, and foster the right
corporate culture.
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In our discussions leading to this announcement, we identified
encouraging trends and new ways in which compliance departments are
being strengthened and sharpened. But resourcing a compliance
department is not enough; it must also be backed by, and integrated into, a
corporate culture that rejects wrongdoing for the sake of profit. And
companies can foster that culture through their leadership and the choices
they make.
To promote that culture, an increasing number of companies are choosing
to reflect corporate values in their compensation systems.
On the deterrence side, those companies employ clawback provisions, the
escrowing of compensation, and other ways to hold financially accountable
individuals who contribute to criminal misconduct. Compensation systems
that clearly and effectively impose financial penalties for misconduct can
deter risky behavior and foster a culture of compliance.
On the incentive side, companies are building compensation systems that
use affirmative metrics and benchmarks to reward compliance-promoting
behavior.
Going forward, when prosecutors evaluate the strength of a company’s
compliance program, they will consider whether its compensation systems
reward compliance and impose financial sanctions on employees,
executives, or directors whose direct or supervisory actions or omissions
contributed to criminal conduct. They will evaluate what companies say
and what they do, including whether, after learning of misconduct, a
company actually claws back compensation or otherwise imposes financial
penalties.
I have asked the Criminal Division to develop further guidance by the end
of the year on how to reward corporations that employ clawback or similar
arrangements. This will include how to help shift the burden of corporate
financial penalties away from shareholders—who frequently play no role in
misconduct—onto those more directly responsible.
Conclusion
But we’re not done.
We will continue to engage and protect victims—workers, consumers,
investors, and others.
We will continue to find ways to improve our approach to corporate crime,
such as by enhancing the effectiveness of the federal government’s system
for debarment and suspension.
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We will continue to seek targeted resources for corporate criminal
enforcement, including the $250 million we are requesting from Congress
for corporate crime initiatives next year.
Today’s announcements are fundamentally about individual accountability
and corporate responsibility. But they are also about ownership and choice.
Companies should feel empowered to do the right thing—to invest in
compliance and culture, and to step up and own up when misconduct
occurs. Companies that do so will welcome the announcements today. For
those who don’t, however, our department prosecutors will be empowered,
too—to hold accountable those who don’t follow the law.
Thank you again for having me here today. I look forward to taking some
questions.
To read more: https://www.justice.gov/opa/speech/deputy-attorneygeneral-lisa-o-monaco-delivers-remarks-corporate-criminal-enforcement
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Number 18

Chief Information Officers, Private Sector Practices Can Inform
Government Roles

What GAO Found
A majority of the 71 private sector Chief Information Officer (CIO) survey
respondents reported having responsibilities that aligned with those of
agency CIOs in 13 of 14 key IT management areas.
These areas include strategic planning, investment management, and
information security. One area of responsibility (the statistical policy area)
was reported by more than half of respondents as being outside their scope
of responsibility.
In addition, CIO respondents also reported sharing responsibility with
other executives in each IT management area (see figure 1).
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Private sector CIO respondents were highly educated and experienced,
with a majority reporting previous IT-related experience, previous CIO
experience, industry knowledge, and a college degree (see figure 2).
Notably, a majority of respondents reported that their degrees were not ITrelated. Respondents reported an average tenure in their current CIO role
of about 6 years.
Among respondents, CIOs with more authority over technology-related
decisions tended to have a higher level of previous CIO experience, as well
as the longest tenures.

Responsibilities currently assigned to the Federal CIO correspond to those
of agency CIOs in 10 of the 14 key IT management areas.
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The Federal CIO’s responsibilities also correspond to those of private
sector survey respondents in each of five responsibility areas directly
relevant to the roles of both.
However, the Federal CIO position is not established in law, and its main
legal authorities remain those established in 2002 for the OMB position
from which the role was established.
As such, its responsibilities are often more limited in key CIO management
areas than those of the other types of CIOs.
For example, the Federal CIO is not responsible for ensuring that
cybersecurity duties are carried out. By formalizing the Federal CIO
position and establishing responsibilities and authorities over governmentwide IT management, the position’s impact over federal IT may be more
consistent over time and across administrations.
Private sector and former agency CIOs participating in panel discussions
reported challenges faced by federal agency CIOs.
Specifically, private sector CIO panelists stated that collaboration between
the CIO and other senior executives is essential to driving successful
business outcomes.
Conversely, former federal CIO panelists reported difficulty achieving
meaningful collaboration with other managers. In addition, private sector
panelists stated that their companies often look for managerial skills, such
as project management skills, when hiring CIOs.
By contrast, former agency CIO panelists stated that technical skills are
often a primary driver in the selection of agency CIOs.
Fostering shared collaboration and increasing focus on managerial skillsets
for agency CIOs could assist federal agencies and their CIOs in securing
resources and implementing IT priorities.
The Level of IT Responsibilities Shared by Private Sector CIO
Respondents Varied Based on Their Reporting Structure
Private sector CIOs who responded to our survey had direct reporting
relationships to several different senior executives at their companies.
For example, approximately half of private sector CIOs reported directly to
their company’s CEO, and about a quarter to their company’s CFO.
The remainder of the CIO respondents reported directly to other
executives, such as their COO, chief technology officer (CTO), president,
chief administrative officer, chief growth officer, or the chief of corporate
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operations. Figure 3 shows the percent of CIO respondents directly
reporting to each of the four primary types of senior executives mentioned
by CIOs, as well as those reporting to executives other than those four.

To read more:
https://www.gao.gov/assets/gao-22-104603.pdf

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland - www.cyber-risk-gmbh.com

P a g e | 86

Number 19

Revolutionizing Infrared Sensing Could Transform Imaging
Applications

New DARPA program seeks to enable quantum-level IR detection at room
temperature

The infrared (IR) spectrum is a vast information landscape that modern IR
detectors tap into for diverse applications such as night vision, biochemical
spectroscopy, microelectronics design, and climate science. But modern
sensors used in these practical areas lack spectral selectivity and must filter
out noise, limiting their performance.
Advanced IR sensors can achieve ultrasensitive, single-photon level
detection, but these sensors must be cryogenically cooled to 4 K ( -269 C)
and require large, bulky power sources making them too expensive and
impractical for everyday Department of Defense or commercial use.
DARPA’s Optomechanical Thermal Imaging (OpTIm) program aims to
develop novel, compact, and room-temperature IR sensors with quantumlevel performance – bridging the performance gap between limited
capability uncooled thermal detectors and high-performance cryogenically
cooled photodetectors.
“If researchers can meet the program’s metrics, we will enable IR detection
with orders-of-magnitude improvements in sensitivity, spectral control,
and response time over current room-temperature IR devices,” said
Mukund Vengalattore, OpTIm program manager in DARPA’s Defense
Sciences Office.
“Achieving quantum-level sensitivity in room-temperature, compact IR
sensors would transform battlefield surveillance, night vision, and
terrestrial and space imaging. It would also enable a host of commercial
applications including infrared spectroscopy for non-invasive cancer
diagnosis, highly accurate and immediate pathogen detection from a
person’s breath or in the air, and pre-disease detection of threats to
agriculture and foliage health.”
The key to potentially realizing this giant technological leap in IR sensing
comes from the synergy of combining the best aspects of three sensor
paradigms: First, optomechanical resonators – tiny trampoline-like
structures – offer a high isolation, ultrasensitive platform; second, alloptical detectors yield low-noise, quantum-level detection; and third,
designer metamaterials with spectrally selective “made-to-order” IR
absorption allow for extremely precise detection of desired wavelengths.
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“Trying to enhance IR sensing capabilities using any one of those methods
by itself would be hard, but not too hard,” Vengalattore said. “What makes
OpTIm such an incredibly difficult challenge, with revolutionary impact if
we’re successful, is combining all three.
We are not looking to merely augment existing IR detection modalities
with evolutionary improvements in signal readout, noise mitigation, or
spectral selectivity. What makes this program exciting from a scientific
perspective and an application-oriented perspective is that OpTIm seeks to
bring together innovative solutions at the confluence of optomechanics,
materials physics, photonics, and metrology to take a fresh look at an old
problem.
At the end of the day, for all the applications that spring to mind with the
projected capabilities of OpTIm-based detectors, there are probably many
more applications that we haven’t yet imagined that will be engendered by
this new regime of IR detection.”
OpTIm is a 60-month program broken into two 30-month phases where
teams will aim to validate, characterize, and benchmark this new class of
optomechanical IR detectors.
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Number 20

We proved Schrödinger wrong about color perception
By Roxana Bujack

The opportunity to correct the work of Nobel Prize-winning physicist
Erwin Schrödinger — yes, that Schrödinger, of quantum cat fame — comes
once in a lifetime, so when my colleagues and I discovered he and others
were wrong in their mathematical description of how people perceive color,
we jumped on it.
In my early-career research project, our scientific visualization team at Los
Alamos National Laboratory wanted to develop algorithms to automatically
improve the color maps underlying the images and movies that make data
— numbers — easy to understand and interpret at a glance.
Our minds have trouble digging meaning out of arrays of digits, but we can
quickly spot patterns and trends when those numbers are converted to
pictures, with colors representing different values in the data.
Our visualizations help physicists, climate modelers, space weather
researchers and many others make sense of vast data streams that might
otherwise bury their revelations beneath seemingly endless spreadsheet
columns.
Interpreting data in a visualization depends strongly on the quality of the
color map, which assigns colors to data values. A continuous color map
follows a path through color space.
We thought we could automate the design of color maps if we treated them
as pure geometric objects and mathematically captured what makes a good
colormap.
For that to work, you have to have a color model that really captures
human perception. We wanted to use the century-old model developed by
Schrödinger and others. To read more:
https://discover.lanl.gov/news/0928-color-perception
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Cyber Risk GmbH
Cyber Risk GmbH has been established in Horgen, Switzerland, by George
Lekatis, a well-known expert in risk management and compliance.

Cyber security training
Overview
The world of cyber security and privacy is constantly changing. Today,
effective cyber security programs involve the entire organization and not
only the IT or the information security teams. Employees that have access
to critical assets of an organization, have become primary targets of cyber
attacks. Those that have access to technology and organizational assets are
also responsible for the protection of those assets. Are they fit and proper
to handle this responsibility? Do they have the awareness and skills
necessary to meet these expectations?
Our training programs have the objective to help managers and employees
not only understand the cyber security threats, but also their responsibility
towards protecting the assets they handle. We explain how to proactively
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apply good cyber security practices, how to identify threats and attacks,
and what to do to protect themselves and their organizations. Cyber
security is a shared responsibility.
Duration
We tailor each program to the needs of each client. We can provide
trainings as short as one hour, but we can also deep dive into our topics for
one or two days. The duration depends entirely on the needs, the agreed
content of the program, and the case studies.
Our Education Method
In the core of our training approach is to ensure that our delivery is
relatable, engaging, and interesting. We always make cyber security
training an exciting adventure for our attendees. Our instructors have
trained thousands of employees across the globe and have the skills and
experience necessary to ensure that our attendees will enjoy the process
while they learn. Our training programs may have workshop elements that
get everyone involved.
Our Instructors
They are working professionals that have the necessary knowledge and
experience in the fields in which they teach. They can lead full-time, parttime, and short-form programs that are tailored to your needs. You will
always know up front who the instructor of the training program will be.
Our training programs include:
1. Information Security Awareness Training. You may visit:
https://www.cyber-riskgmbh.com/1_Information_Security_Awareness_Training.html
2. Social Engineering, Awareness and Defense. You may visit:
https://www.cyber-riskgmbh.com/2_Social_Engineering_Awareness_Defence.html
3. Practical Social Engineering. Defense and Protection of Sensitive
Information. You may visit:
https://www.cyber-risk-gmbh.com/3_Practical_Social_Engineering.html
4. Insider Threats Awareness Training. You may visit:
https://www.cyber-riskgmbh.com/4_Insider_Threats_Awareness_Training.html
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5. The target is the bank. From hacking to cybercrime to cyberespionage.
You may visit:
https://www.cyber-risk-gmbh.com/5_The_Target_Is_The_Bank.html
6. Cybersecurity training for managers and employees working in the
hospitality industry. You may visit:
https://www.cyber-riskgmbh.com/6_Cybersecurity_Training_Hospitality_Industry.html
7. Cybersecurity training for managers and employees working in the
commercial and private aviation industry. You may visit:
https://www.cyber-riskgmbh.com/7_Cybersecurity_Training_Aviation_Industry.html
8. Cybersecurity training for managers and employees working in the
healthcare industry. You may visit:
https://www.cyber-riskgmbh.com/8_Cybersecurity_Training_Healthcare_Industry.html
9. The General Data Protection Regulation (GDPR) for EU and non-EU
based companies. You may visit:
https://www.cyber-risk-gmbh.com/9_GDPR.html
10. The General Data Protection Regulation (GDPR) for the Board of
Directors and the CEO of EU and non-EU based companies. You may visit:
https://www.cyber-risk-gmbh.com/10_GDPR_Board.html
Our websites include:
a. Sectors and Industries.
1. Cyber Risk GmbH - https://www.cyber-risk-gmbh.com
2. Social Engineering Training - https://www.social-engineeringtraining.ch
3. Healthcare Cybersecurity - https://www.healthcare-cybersecurity.ch
4. Airline Cybersecurity - https://www.airline-cybersecurity.ch
5. Railway Cybersecurity - https://www.railway-cybersecurity.com
6. Maritime Cybersecurity - https://www.maritime-cybersecurity.com
7. Transport Cybersecurity - https://www.transport-cybersecurity.com
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8. Transport Cybersecurity Toolkit - https://www.transport-cybersecuritytoolkit.com
9. Hotel Cybersecurity - https://www.hotel-cybersecurity.ch
10. Sanctions Risk - https://www.sanctions-risk.com
11. Travel Security - https://www.travel-security.ch
b. Understanding Cybersecurity.
1. What is Disinformation? - https://www.disinformation.ch
2. What is Steganography? - https://www.steganography.ch
3. What is Cyberbiosecurity? - https://www.cyberbiosecurity.ch
4. What is Synthetic Identity Fraud? - https://www.synthetic-identityfraud.com
5. What is a Romance Scam? - https://www.romance-scams.ch
6. What is Cyber Espionage? - https://www.cyber-espionage.ch
7. What is Sexspionage? - https://www.sexspionage.ch
c. Understanding Cybersecurity in the European Union.
1. The NIS 2 Directive - https://www.nis-2-directive.com
2. The European Cyber Resilience Act - https://www.european-cyberresilience-act.com
3. The Digital Operational Resilience Act (DORA) - https://www.digitaloperational-resilience-act.com
4. The European Cyber Defence Policy - https://www.european-cyberdefence-policy.com
5. The Strategic Compass of the European Union - https://www.strategiccompass-european-union.com
6. The European Chips Act - https://www.european-chips-act.com
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7. The Cyber Diplomacy Toolbox - https://www.cyber-diplomacytoolbox.com
You may contact:
George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Disclaimer
Despite the great care taken to prepare this newsletter, we cannot
guarantee that all information is current or accurate. If errors are brought
to our attention, we will try to correct them, and we will publish the correct
information to the LinkedIn and Facebook pages of Cyber Risk GmbH.
Readers will make their own determination of how suitable the
information is for their usage and intent. Cyber Risk GmbH expressly
disclaims all warranties, either expressed or implied, including any implied
warranty of fitness for a particular purpose, and neither assumes nor
authorizes any other person to assume for it any liability in connection
with the information or training programs provided.
Cyber Risk GmbH and its employees will not be liable for any loss or
damages of any nature, either direct or indirect, arising from use of the
information provided on this newsletter, or our web sites.
We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a
recommendation or endorsement of the views expressed within them.
Links to other web sites are presented as a convenience to users. Cyber
Risk GmbH does not accept any responsibility for the content, accuracy,
reliability, or currency found on external web sites.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;
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is sometimes linked to external sites over which the association has
no control and for which the association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of interpretative;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts. It is our goal to
minimize disruption caused by technical errors. However, some data or
information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
Readers that are interested in a specific topic covered in the newsletter,
must download the official papers, must find more information, and must
ask for legal and technical advice, before making any business decisions.
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