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October 2022 , top cyber risk and compliance related

local news stories and world events

Dear readers,

What is manipulation?

In Latin, "manus” is the hand, and "plere" means to fill.
Manipulate means "to handle something skilfully by hand”. At
the 18th century it also means "handling or managing persons (to one's
own advantage)", and also "to manage by mental influence".

Today, manipulation is the handling or control of a tool, a mechanism,
information, etc. in a skilful manner, but also the handling or control of a
person or a situation.

Manipulation is easier in free democratic societies, where the legal system

Is committed to freedom of expression, so it is difficult to regulate

manipulation as such. An action does not count as manipulative merely

because it is an effort to alter peopl ed:
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According to Wilkinson, "people can be manipulated when they go
shopping, strike contracts, vote, study at school, visit their doctors, decide
whether to have sex or take turns to do the housework. A full account
would have to cope with the enormous variety of sites and methods of
manipulation. Indeed, we donothavesuc h an account . 0

It is sad that corrupt leaders in dictatorships and kleptocracies (from the
Greek word él &@UEO that means thief) wuse
harm free societies.

Foreign intelligence services have skilled manipulators that use the
established structure of power to advance their interests, and present
themselves as sharing the values of those they manipulate. They can use
manipulation management principles to influence the beliefs and behavior
of others, and they can associate themselvesvith power, authority, and
conventional morality.

An important principle in manipulation management is to accuse your
opponents of doing what they are accusing you. Lies are not always
persuading everyone, but it is good to put your opponent on the defensive.
At the end, many believe that there is no way to know who is telling the
truth.

Another principle is to attack the person, not the argument. Manipulators
ignore the arguments and instead make the audience to dismiss or even
hate the opponent. No matter what the opponent says, they do not want to
listen.

Another principle is to make opponents look ridiculous. People always look
for an opportunity to laugh, and enjoy the humiliation of important and
successful persons. They often believe that where tlere is smoke, there is
fire. Manipulators fabricate stories, and the victims cannot easily prove
that these stories are lies. Rumors take on a life of their own.

What has happened in Switzerland in October? Adversaries use the same
old tactics.
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Be wary of an email urging you to open an attachment. It could be a
fraudulent message to try to install malware on your computer.

An email urges you to open an attachment, usually a macreenabled Office
document. It might claim to be an invoice, order or voice message.
However, the attachment contains malware that the attackers want to
install on your computer.

For example, it could be an ebanking Trojan with which the criminals
want to gain access to your ebanking account.

How can you tell if malware has been installed? Unfortunately, it is not
always easy to detect an infection. Signs can include a slower system or
increased nework traffic.

- Never give permission to enable macros.

- Be careful if you are urged to perform an action. This may involve
clicking on a link or opening an attachment. Never enter personal data
in a form that you have opened via a link in an email.

- E-Mails from a known sender can also be dangerous. Therefore, be
careful if previous messages are suddenly used out of context, as the
criminals might have gained access to one of your colleague's
mailboxes.

Further information : https://www.s -u-p-e-r.ch/de/

https://www.s -u-p-e-r.ch/en/tipps/r -for-reduce/

Another development - Since August 2022, a central bug bounty
programme has been available to theentire Federation Administration.
This has now been used on productive systems for the first time.

The National Cybersecurity Centre (NCSC), the Federal Chancellery's
Digital Transformation and ICT Steering (DTI) Sector and the Federal
Office of Information Technology, Systems and Telecommunication
(FOITT), working together with Bug Bounty Switzerland AG, arranged for
the Federal Administration's central access system, elAM, to be tested for
potential vulnerabilities by ethical hackers.

The access and permissions system of the Federal Administration is the
Confederationdbs centr al | ogin infrastruct
applications, elAM is used to carry out an average of 550,000 logins per

day. The security of this infrastructure i s therefore critical for the

Confederation.
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Bug bounty programmes bring in ethical hackers to identify, document and

resolve potential vulnerabilities in IT systems and applications, as a
complement to other security measures.

Unlike their criminal coun terparts, ethical hackers operate legally at the

request of the parties involved. Foll owi:!
pilot project run by the National Cyber Security Centre (NCSC), elAM has

now been put through a review.

Thirty -two ethical hackers accepted the invitation to participate in a bug
bounty programme that took place from 30 August to 11 October.

The severity of vulnerabilities was classified according to an internationally
recognised system: low (fix is optional), medium (fix provided w ith next
release), high (fix required urgently) and critical (fix required

immediately). A total of 28 potential vulnerabilities were identified, with 14
of them confirmed.

All vulnerabilities were analysed and processed immediately. One of the
vulnerabilities was classified as high severity, nine were considered to be of
medium severity and four were classified as low. No critical security
loopholes were found. A total of CHF 5,700 was awarded to the ethical
hackers as a reward for the confirmed vulnerabhilities.

To learn more: https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im -
fokus/2022/bug -bounty-eiam.html

Another development - Office 365 credentials are d great interest to
attackers, as this account can usually be used to attack other services of the
same person in addition. Therefore, it is no wonder that phishers pull out

all the stops to get hold of this data. Last week, two previously unknown
methods were observed.Several reports concerned phishing emails which
contained an HTML document (recognisable by the file extension ".htm")

as an attachment.

, Sie haben eine neve Benachrichtigung

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland- www.cyber-risk -gmbh.com



http://www.cyber-risk-gmbh.com/
https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2022/bug-bounty-eiam.html
https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2022/bug-bounty-eiam.html

Pagel5
The partly automatic execution of the HTML code displays a Microsoft

Office 365 login screen. Theusername and password are then sent to the
phishing domain.

The phishing page was opened in the browser window for the NCSC's
analysis. The following image shows that the phishers reserved a separate
domain for the scam.

Dieses Dokument ist geschutzt. Bitte melden Sie sich mit ruidl  r =
» PaylQli Preview Response Initiator ming
& threr E-Mai-Adresse und lhrem Passwort an, um sie zu
lesen.

2
Status Code: @ 200 0K
Remote Address: 17 66:443

PEA RN T Referrer Policy: strict-origin-when-cross-origh
B Mi e\
& Microsoft + Response Headers View source
Access-Control-Allow-Headers: X. Requested.With
Eintragen '
‘ ! \ Access-Control-Allow-Methods: GET, POST
\ P’ B .
test@exam) % ' Access-Control-Allow-Origia:
J¥ = Connection: keep-alive

Content-Encoding: gzip
ComtembType: tet/ments corsetsnr.s

Date: Wed, 12 2022 07:41:58 o7

A different approach in order to obtain Office 365 login credentials can be
seen in another case. The phishers posed as the financial services company
Wells Fargo and claimed that a payment had been triggered. Attached to
the email was a PDF named "Wellsfargo_ ACHCOPY .pdf* in which a QR
code was displayed on an image, again with a blurred invoice in the
background.

Payment Confirmation.PDF
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Scanning the QR code leads to a fake Microsoft Office 365 phishing
website, which in turn attempts to steal the login credentials.

It is safe to assume that both methods are designed to camouflage the link
to the phishing page a little better.

Be careful!

Year after year, the human element of cyber security is still the weakest

link. | remember Alan Greenspanwhohads ai d: ACorrupti on,
embezzlement, fraud, these are all characteristics which exist everywhere.

It is regrettably the way human nature functions, whether we like it or not.

What successful economies do is keep it to a minimum. No one has ever
elimnatedanyof t hat stuff . o

| have just read the new paper from the Bank for International Settlements
(BI'S Working Paper No 1039) with title 0
can read that, again, three types of attack stand out:

1. Phishing remains by far the most common initial attack vector.
Traditionally, phishing emails have been used to trick a user to run a
malicious attachment so that malware could be installed to take over the
user 6s actual devi ce.

Credential phishing has a different goal. It is the practice of stealing a

userd6s | ogin and password combination by
known entity in an email, instant message, or another communication

channel. Attackers then use the victim's credentials to carry out attacks on

additional targets to gain further access.

The frequency of phishing attacks is increasing: for example, between
January and June 2021, the monthly average of phishing emails targeting
cloud services almost doubled. Atackers rely on ever more targeted and
tailored malicious emails, through which they can either compromise end -
user devices or gain an entry point for privileged access to local
infrastructure or cloud -based services. Such unauthorised access can result
in large damages.

2. Supply chain attacks ~ occur when a threat actor infiltrates a legitimate
software vendords network and uses mal i ci
software before the vendor sends it to their customers.

Such attacks take advantage of estabBhed relationships of trust and the
machine-to-machine communications used to provide essential software
updates.
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They are thus difficult to mitigate and target both service providers (eg the
2020 SolarWinds Attack) and key technologies (eg Microsoft Exchange
servers in 2021). Supply chain attacks are less frequent, but they can have
great and potentially systemic consequences.

3. Ransomware is a type of malware deployed by attackers on a victim's
computer network to encrypt their files and hold them for ransom. It

typically propagates from a compromised end-user device through the
entire organisationdés | T environment .

It can compromise not only the availability of information and IT assets,
but also their confidentiality and integrity.

The use of ransomware has grown massively over the past few years and
incidences have tripled over the past year alone. Ransomware is
mostly used by organised crime.

The type of attacker can vary. Beyond outright criminal and terrorist
organi sations, there can be industri al S |
state-sponsored players.

In consequence, the motive of a cyber attack can b&o simply earn a profit
(eg ransomware, industrial spying), but can also be geopolitical concerns
(statesponsored attacks on critical infrastructures) or general discontent
(hacktivism).

Cyber incidents can have monetary and/or reputational consequences.
Business disruptions and IT system failures can damage integrity and
availability. Data breaches compromise confidentiality, with financial and
reputational losses.

Fraud and theft include the loss of funds or any information (eg intellectual
property) t hat may or may not be personally identifiable.

Read more at number 7 below.

The scale of the challenge presented by digital assets requirepartnerships
between government actors and the private sector,which can enhance the
capacity of regulators and law enforcement to quickly and effectively
investigate and disrupt criminal activity.

This is part of the new report from the US Attorney General, Pursuant to
Section 5(b)(iii) of Executive Order 14067, with title: The Role Of Law
Enforcement In Detecting, Investigating, And Prosecuting Criminal
Activity Related To Digital Assets. We read:

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland- www.cyber-risk -gmbh.com



http://www.cyber-risk-gmbh.com/

Page|8
ATo begin, the private sector plays the
monitoring suspicious activity that take s place through their institutions
and on their own platforms. Entities with robust AML/CFT programs and
KYC procedures can play a crucial role in helping to mitigate the risks
posed by the illicit use of digital assets to their customers and
organizations, and to build trust, transparency, and stability in the digital
assets markets.

Private sector organizations can also be victims of a wide array of digital
assetsrelated crime, ranging from thefts and frauds to attacks, exploits,
and hacks.

In all th ese instances, timely sharing of information and cooperation with
law enforcement are important not only to protect other companies from
future victimization, but also to best position law enforcement to
investigate and disrupt the criminal actors.

Because criminal actors using these technologies can victimize targets
quickly, move funds nearly instananeously across the globe, and take steps
to attempt to cover their tracks, investigations involving digital assets must
be fast-moving.

Private sector cooperation with law enforcement is therefore critical to
efforts to investigate and disrupt the illicit use of digital assets, including
through sharing information about criminal attacks; seizing online
infrastructure used in these attacks; apprehending and prosecuting those
responsible; and seizing digital assets to be returned to victims, where
appropriate.

Private sector actors also play a role in providing services to the
government that may be difficult for the government to replicat e at similar
efficiency, such as blockchain analytics tools, which serve as a key
component of almost any cryptocurrency-related investigation.

For example, financial regulatory agencies use multiple complementary
third -party tools to identify, trace, an d attribute digital asset transactions
on all major and most minor cryptocurrency and stablecoin blockchains.

Currently, these tools support hundreds of tokens and use methods such as
clustering algorithms, web scraping, and scam database monitoring that
enable an investigator to link and attribute a wide range of transactions to
real-world individuals and entities.

The tools generate transaction graphs, which allow agencies to understand
and then present the complex associations to juries and courts in
subsequent prosecutions.

Cyber Risk GmbH, CHE-244.099.341, Dammstrasse 16, 8810 Horgen, Switzerland- www.cyber-risk -gmbh.com



http://www.cyber-risk-gmbh.com/

Pagel|9
Other regulators and law enforcement agencies use similar products from

the private sector to help enhance the g:¢
enforcement capabilities.

The Department also strongly supports information sharing b etween the
private sector and the government, and will further explore the potential of
such cooperation in the digital asset space.

Existing initiatives designed to target the traditional financial sector could
be expanded and adapted to ensure that they accommodate VASPs and
other players in the digital asset sector.

For instance, Section 314(a) of the Patriot Act requires the Secretary of the
Treasury to adopt regulations to encourageregulatory and law
enforcement authorities to share with financial institutions information
regarding individuals, entities, and organizations engaged in or reasonably
suspected, based on credible evidence, of engaging in terrorist acts or
money | aundering activities. o

This is an excellent paper, no question about that. But we should avoid the
word encourage (above) in so important reports. Encouraging to share is
about carefully considering or taking into account the need to share, but it
is non-binding. In my experience, regulatory and law enforcement
authorities are so busy, that struggle to do what is mandatory, there is no
time for anything optional.

| know, Wolfgang von Goethe believed that correction does much, but
encouragement does more. But he was not working in law enforcement.

Read more at number 4 below.

AMIi rror, mi rror on the wal |, who i n this
Childrenb6s fiction can open up hew per spe
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events, exercising (or failing to exercise) thezero-trust principle, risks and
opportunities are all there.

Investigating the narrative is the next step. In 1994, Eckhard Sander
claimed that the character of Snow White was based on the life of
Margaretha von Waldeck, a German countess born in 1533. Athe age of
16, Margaretha was forced by her stepmother, Katharina of Hatzfeld, to
move away to Brussels. There, Margaretha fell in love with a prince who
would later become Philip 1l of Spain.

Graham Anderson compares the story of Snow White to the Roman legend
of Chione, recorded in Ovid's Metamorphoses. Chione means "snow" in
Greek, and, in the story, she is described as the most beautiful woman in
the land, so beautiful that the gods Apollo and Hermes both fell in love
with her.

For Snow White, the death of her real mother and the arrival of a
stepmother is a disaster. Snow White is forced to leave home, but she
discovers who she is, and moves along the path to selfliscovery and
resilience. This is a story about developments set in motion by the arrval
of evil. Does it look familiar?

Welcome to our monthly newsletter.

Best regards,

@yg Lepatrr

George Lekatis

General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen

Phone: +41 79 505 89 60

Email: george.lekatis@cyberrisk-gmbh.com
Web: www.cyber-risk-gmbh.com

Cyber Risk GmbH, Handelsregister des Kantons Zirich, Firmennummer:
CHE-244.099.341
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Number 1
Magi c Web: N O B E-tompydvhéses trick to authenticate
as anyone

Microsoft Threat Intelligence Center (MSTIC) , Microsoft Detection and
Response Team (DART) Microsoft 365 Defender Research Team

B Microsoft

Microsoft security researchers have discovered a postcompromise
capability webdre calling Magi cWeb,
as NOBELIUM to maintain persistent access to compromised
environments.

NOBELIUM remains highly active, executing multiple campaigns in
parallel targeting government organizations, non -governmental
organizations (NGOSs), intergovernmental organizations (IGOs), and think
tanks across the US, Europe, and Central Asia.

The Microsoft Threat Intelligence Center (MSTIC) assesses that MagicWeb
was likely deployed during an ongoing compromise and was leveraged by
NOBELIUM possibly to maintain access during strategic remediation steps
that could preempt eviction.

NOBELIUM has used abuse of identities and credentialed access a a
method for maintaining persistence, and a specialized capability like
MagicWeb is not novel for the actor: in September 2021, Microsoft
disclosed a postexploitation capability named FoggyWeb with methods
and intent similar to MagicWeb. You may visit:
https://www.microsoft.com/security/blog/2021/09/27/foggyweb -
targeted-nobelium -malware-leads-to-persistent-backdoor/

] : . . -
m= Microsoft | Microsoft Security ~ Solutions ~  Products ~  Services ~ Partners  Resources ¥ Contact sales | Start free trial

September 27, 2021 « 20 min read

FoggyWeb: Targeted NOBELIUM malware leads to
persistent backdoor

Ramin Nafisi Microsoft Threat Intelligence Center

Microsoft Threat Intelligence Center (MSTIC)
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The diagram below illustrates the methodology used by the actor to communicate with the FoggyWeb

backdoor located on a compromised internet-facing AD FS server.

Microsoft.IdentityServerServiceHost.exe

- /@

“i?f/

>§‘€

@

aR v S
-—';m 8z
§3 12

AD FS server

FoggyWeb was capable of exfiltrating the configuration database of
compromised AD FS servers, decrypting token-signing certificates and
token-decryption certificates, and downloading and executing additional
malware components.

MagicWeb goes beyond the cdection capabilities of FoggyWeb by
facilitating covert access directly.

MagicWeb is a malicious DLL that allows manipulation of the claims
passed in tokens generated by an Active Directory Federated Services (AD
FS) server.

It manipulates the user authentication certificates used for authentication,
not the signing certificates used in attacks like Golden SAML.

NOBELIUM was able to deploy MagicWeb by first gaining access to highly
privileged credentials and moving laterally to gain administrative
privileges to an AD FS system. This is not a supply chain attack.

The attacker had admin access to the AD FS system and replaced a
legitimate DLL with their own malicious DLL, causing malware to be
loaded by AD FS instead of the legitimate binary.

Thebackdoor was discovered by Microsoftds
(DART) in coordination with MSTIC and Microsoft 365 Defender Research
during an ongoing incident response investigation.

Microsoft is sharing this information with consent from the client. At the
time of this investigation, MagicWeb appears to be highly targeted.
Like domain controllers, AD FS servers can authenticate users and should
therefore be treated with the same high level of security.
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Customers can defend against MagicWeb and othetbackdoors by
implementing a holistic security strategy including the AD FS hardening
guidance. In the case of this specific discovery, MagicWeb is one step of a
much larger intrusion chain that presents unique detection and prevention
scenarios.

With all critical infrastructure such as AD FS, it is important to ensure
attackers do not gain administrative access.

Once attackers gain administrative access, they have many options for
further system compromise, activity obfuscation, and persistence.

We recommend that any such infrastructure is isolated, accessible only by
dedicated admin accounts, and regularly monitored for any changes.

Other security measures that can prevent this and other attacks include
credential hygiene to prevent lateral movement. AD FS is an onrpremises
server, and as with all on-premises servers, deployments can get out of date
and/or go unpatched, and they can be impacted by local environment
compromises and lateral movement.

For these reasons, migration to a cloud-based identity solution such as
Azure Active Directory for federated authentication is recommended for
the robust security it provides.

See the mitigation section below for more information.

Though we assess the capability to be in limited use, Microsoft anticipates
that other actors could adopt similar methodologies and therefore
recommends customers review hardening and mitigation guidance
provided in this blog.

How MagicWeb subverts authentication

MagicWeb is a postcompromise malware that can only be deployed by a
threat actor after gaining highly privileged access to an environment and
moving laterally to an AD FS server.

To achieve their goal of maintaining persistent access to an environment by

validating authentication for any user account on the AD FS server,

NOBELIUM created a backdoored DLL by copying the legitimate
Microsoft.ldentityServer.Diagnostics.dll file used in AD FS operations.

The legitimate version of this file is catalog signed by Microsoft and is

normally loaded by the AD FS server at startup to provide debugging
capabilities. NOBELI UM6s backdoored versi
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The threat actorodés highly privileged acc:¢
AD FS server meant hey could have performed any number of actions in
the environment, but they specifically chose to target an AD FS server to
facilitate their goals of persistence and information theft during their
operations.

After gaining administrative access to an AD FS server via elevation of
privilege and | ater al movement, the | oadi
Microsoft.ldentityServer.

To read more:
https://www.microsoft.com/security/blog/2022/08/24/magicweb -
nobeliums-post-compromise-trick -to-authenticate-as-anyone/
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Number 2

Consultation outcome
Proposals for new telecoms security regulations and code of
practice - government response to public consultation

AThis government has been clear in its ambition to make the United
Kingdom a world leader in digital connectivity.

Over 69% of the country has access to gigabtcapable broadband, and the
government 6 s ambition for the majority of th
a 5G signal by 2027 has been delivered five years early.

But we know that today the security and resilience of our communications
networks and services is more important than ever.

From heightened geopolitical threats through to malicious cyber criminals
exploiting network vulnerabilities, global events have shown the
importance of providing world -leading security for our networks and
services.

That 6s why t he cr e asedurgyrfranteworkaviathee w t el e ¢ 0 ms
Telecommunications (Security) Act 2021 was so important.

With the help of the telecoms industry, \
framework forwards.

In March 2022 we launched a ten-week public consultation on drafts of the
Electronic Communications (Security Measures) Regulations and
Telecommunications Security Code of Practice that will form the central
part of the new security framework.

The consultation enabled individuals and organisations to share their
views on the drafts with us.

It has also enabled the government to finalise the drafts, taking into

account those views, to create a security framework to identify and address

risks to the UKO6s public telecoms networl
the future.

This government response sets out the changes we have made to the draft
regulations and code of practice to ensure they are appropriate and
proportionate ahead of the planned commencement of the new framework
in October 2022.
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| want to thank all of those who responded to the consultation for sharing
their views and insights, drawing upon their extensive knowledge and
experience. We have taken into account the range of views provided by
respondents, which have been vital in developing the documents.

Now is the right time to put those final parts of the security framework in
place, and defend the public networks and services that we all rely ono

Matt Warman MP
Minister of State for Digital, Culture, Media and Sport

Executive summary

The UK is becoming ever more dependent on public telecoms networks and
services. The increased reliance of the economy, society and critical
national infrastructure (CNI) on such networks and services means it is
important to have confidence in their secur ity.

As the value of our connectivity increases, it becomes a more attractive
target for attackers. It is important to make sure that our networks and
services are secure in this evolving threat landscape.

To protect the UKOs p ulsdrvices agaiast seaurdyns net w
compromises, the government introduced the Telecommunications
(Security) Act 2021.

It provides the government with new powers to make regulations that place
specific security obligations on the providers of public telecoms networks
and services. The Act also enables the government to issue codes of
practice containing guidance on how to meet those obligations.

The government held a public consultation on the draft Electronic
Communications (Security Measures) Regulations and adraft code of
practice between 1 March and 10 May 2022. We sought views on the
security requirements set out in the draft regulations and the guidance
measures within the draft code of practice.

We al so asked for views ormmanda proposed sy¢
implementation timeframes, which are intended to help ensure the

measures are implemented appropriately and proportionately depending

on the nature of the provider. Finally, we sought views on the security

measures that should be applied to legacy equpment within telecoms

networks.

There were 38 responses to the consultation, from public telecoms
providers, industry trade bodies, telecoms suppliers, and interested
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stakeholders from the wider telecoms and technology industry. The
responses have all bea recorded and analysed by the government.

A significant number of the responses focussed on the approach to
phasing-in new measures in the draft code of practice, with many
suggesting that implementation timeframes should be pushed back for

| arger 1®)Nigroviders to align with

Other responses focussed on specific measures in the draft regulations and
draft code of practice, including those related to privileged access
workstations, national resilience, legacy networks and relationships with
suppliers.

This document sets out the government 6s

the consultation. It explains how we have considered those views, and
where appropriate, taken them into account to revise the draft regulations
and draft code of practice.

For example, in light of the feedback we received, we have altered the
implementation timeframes for Tier 1 providers. We have also made
changes to those security measures relating to national resilience, legacy
networks and the supply chain.

The government will shortly lay the Electronic Communications (Security
Measures) Regulations 2022 and accompanying draft Telecommunications
Security Code of Practice in Parliament. These versions will reflect changes
made by the government in light of the consultation responses it received.
Introduction

Context

The UKOGs future prosperity rests on

electronic communications networks and services that connect us. Yet as
technologies evolve, rew threats to those networks and services are
emerging. Cyber hackers are now capable of threatening communications
worldwide, as the cost barriers to mass-scale disruption continue to fall.

Countering state threats is a high priority, with greater compe tition and
aggression in cyberspace by countries such as Russia, China, Iran and
North Korea. Actors may seek to exploit weaknesses in telecoms
equipment, network architecture and/or operational practices, in order to
compromise security.

We are becomingever more dependent on telecoms as the speed and scale
of networks and services develop. The increased reliance of our economy,
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society and critical national infrastructure (CNI) on telecoms means we
need to have confidence in its security.

Without effective telecoms security, disruption due to cyber attacks will
continue to grow, including the potential for connectivity compromises and
outages that could be catastrophic.

The Telecommunications (Security) Act 2021 amends the Communications

Act 200Ac t(6d)t hteo i ntroduce new duties on p
electronic communications networks and services (hereafter referred to as
Oprovidersod) to identify and reduce the 1
prepare for the possibility of their occurrence.

The Act also places duties on providers to prevent, remedy or mitigate any
adverse effects of security compromises. These overarching security duties
are intended to provide an effective and enduring basis for protecting UK
public telecoms networks and services.

In addition, the Act provides the government with new powers to make
regulations and issue codes of practice. The regulations set out specific
security measures in secondary legislation, indicating where providers
must focus their efforts to secure their public networks and services. Codes
of practice provide detailed technical guidance measures to demonstrate
how providers can meet their legal obligations.

The Electronic Communications (Security) Measures Regulations 2022
(6t he r egul aassomated Telpcoranmudicatiofs &ecurity Code of
Practice will be the first use of these powers. Their development has been
informed by advice provided by the National Cyber Security Centre
(NCSC), Ofcom and industry.

Draft versions of the regulations and code have been subject to public
consultation to ensure that the measures they contain to improve the
security of public networks and services are appropriate and proportionate
to implement.

Ofcom will take on new responsibilities for monitoring and enforcing

compliance with the Act and the regulations. In doing so, it will take into

account the guidance measures within the code of practice. How Ofcom

intends to meet its new duties and exercise its powers and functions are set

out in Ofcombs draft procedur al gui dance,
consultation.

The government and Ofcom recognise that improving the security of UK
networks and services is a shared endeavour, and Ofcom will seleto work
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closely with public telecoms providers to meet the objectives of the new
security framework.

The consultation

The public consultation on the draft Electronic Communications (Security
Measures) Regulations and the associated draft code of practie took place
from 1 March to 10 May 2022, and sought views on the following four areas
in particular:

- the government 6s proposed approach to s
communications networks and services as set out in the draft
regulations and guidance measures in the draft code of practice

- the tiering system set out in Section 1 of the draft code of practice,
which was proposed to ensure the guidance measures are implemented
appropriately and proportionately depending on the nature of the
provider

- the approach to phasing-in new measures in the draft code of practice,
so that the recommended implementation timeframes for individual
measures set out in the code account for both security imperatives and
proportionate delivery

- the ways in which measures in the draft code of practice and the draft
regulations account for legacy equipment due to be phased out, so that
investment in security improvements is distributed appropriately

There were 38 responses to the consultation, including from public
telecoms providers, industry trade bodies, and telecoms suppliers. A list of
the organisations that responded can be found in Annex B. All responses to
the consultation we received have been considered by the government.

This document sets out:

- the views expressed in those responses, drawing out common themes
and points of particular concern to respondents

- the government s response to those vVview
subsequently made to the regulations and draft code of practice, as well
as its justification for not making some of the changes that were
proposed

- next steps that will be taken to finalise the regulations and code of
practice
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Responses

The consultation on the draft regulations and draft code of practice
received responses from public telecoms providers, their suppliers,
industry trade bodies, and interested stakeholders from the wider telecoms
and technology industry. A greater proportion of responses were received
from larger providers, with relatively few from s maller providers.

Most respondents either answered the specific questions contained within
the consultation document, or expressed views in relation to the four areas
upon which those questions focused. This section is therefore structured in
a similar manner:

- Part 1 focuses on responses to proposals in the draft regulations and
code of practice for securing networks and services

- Part 2 focuses on responses to the gove
the code of practice to determining the tiering of provid ers

- Part 3 focuses on responses to the gove
implementation timeframes for measures set out in the draft code of
practice

- Part 4 focuses on responses to the gove
the code for securing legacy networks and servtes in the draft code of

practice
Il n each Part, cont ext iI's provided on the
the draft regulations and code of practice, information is provided on the
vi ews we received from respondent s, and t

those views is set out.

To read more: https://www.gov.uk/government/consultations/proposal -
for-new-telecoms-security-regulations-and-code-of-
practice/outcome/proposals -for-new-telecoms-security-requlations-and-
code-of-practice-government-response-to-public -consultation
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European Cybersecurity Skills Framework (ECSF)
** **

* *
, enisa

IR

* x Security Agency

The cybersecurity workforce shortage and skills gap is a major concern for
both economic development and national security.

By looking into the problem, ENISA identified Eur ope 6faaneed
comprehensive approach to define a set of cybersecurity roles and skills
that could be leveraged to reduce the shortage and the skills gap.

ENISA has worked on the development ofsuch a framework and presents
the European Cybersecurity Skills Framework (ECSF), which is intended to
strengthen European cybersecurity culture by providing a common
European language across communities, taking an essential step forward
t owar ds @gital fotpre 6 s

The ECSF provides a practical tool tosupport the identification and
articulation of tasks, competences, skills, and knowledge associated with
the roles of European cybersecurity professionals.

The main purpose of the framework is to create a common understanding
between individuals, employers, and providers of learning programmes
across EU Member States, making it a valuable tool to bridge the gap
between the cybersecurity professionalworkplace and learning
environments.

The framework describes the most important requirements of a
professional cybersecurity workplace by defining a set of 12 typical
cybersecurity professional role profiles.

Theseprofiles provide a common understanding of the main cybersecurity
missions, tasks and skills needed in a professional cybersecurity context,
making it the perfect reference for profiling skills and knowledge needed by
cybersecurity professionals.

The framework was designed to beeasily understood and comprehensive

enough to provide appropriate in -depth cybersecurity insights as well as
flexbleenough to all ow customi satiByn based or
incorporating all stakeholder perspectives, the framework is applicable to

all types of organisations and supports the development of all cybersecurity

professions.
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The ECSFistheresultofworkc onduct ed b yHoEWdrkBgfos Ad

Group on the European Cybersecurity Skills Framework formed by experts
representing various views.

The developedframework is based on an analysis of existing frameworks,
the results, and findings from research on market needs and agreement
among experts.

User case studies and indicativeexamples, inspired by various workplace
and learning environments, demonstrate the practical implementation of
this framework and support this work.

Figure 1: The ECSF's 12 Role Profiles for Cybersecurity Professionals

Chief Information Cyber Incident Cyber Legal, Policy and
Security Officer (CISO) Responder Compliance Officer
Cybersecurity
Implementer
A\ \
Cd
01010 B
11101
00101
Cybersecurity Risk Penetration
Manager Tester

The main benefits of using the ECSF were found to be:

A ensuring a common terminology and shar
cybersecurity professionals across the EU;

A identifyi ng-séttequired fromthe meespectigelofitie | s

cybersecurity workforce to support its further development and

enhancement;

A promoting harmonisation in cybersecuri:t
workforce development programmes.
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This ECSF User Manual provides a compr ehece
main scope, framework principles and applicati on opportunities. The
primary purpose of the manual is to make the ECSF easily accessible by,
understandable for, and usable by all stakeholders with an active role or a
need for appropriately skilled cybersecurity professionals.

Figure 2: The ECSF's design principles

European Cybersecurity Skills Framework

Comprehensive

European

To read more: https://www.enisa.europa.eu/publications/european -
cybersecurity-skills -framework -ecsf
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