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September 2019, cyber risk and compliance in Switzerland   

Top cyber risk and compliance related local news stories and world events 
 

Dear reader,  
 
Leonardo da Vinci believed that nature is the source of all 
true knowledge. She has her own logic, her own laws, she 
has no effect without cause, nor invention without necessity.  
 
I am always interested in the root cause of everything that affects us. The 
annual report on Trust Services Security Incidents 2018, from the 
European Union Agency for Cybersecurity (ENISA), gives an aggregated 
overview of security breaches, showing root causes, statistics and trends.  

Electronic trust services are a range of services around digital signatures, 
digital certificates, electronic seals, timestamps, etc. which are used in 
electronic transactions, to make them secure. 

  

eIDAS is the EU wide legal framework for security and interoperability of 
electronic trust services. One of the goals of eIDAS is to ensure that 
electronic transactions can have the same legal standing as traditional 
paper-based transactions. 

http://www.cyber-risk-gmbh.com/
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Article 19 of eIDAS introduced mandatory security breach notification 
requirements for TSPs in the EU: 

- Trust service providers notify the national supervisory body about 
security breaches with significant impact. 

- National supervisory bodies inform each other and ENISA if there is 
cross-border impact. 

- National supervisory bodies send annual summary reports about the 
notified breaches to ENISA and the Commission. 

 

There are some specific examples of incidents, to give an idea of the kind of 
incidents, which were notified to the national supervisory bodies: 

1. A human error in issuing qualified certificates.  
Duration: months. 
Services affected: qualified creation of qualified certificates for e-
signatures. Cause: human error. 
Level of severity: 3 – significant. 
 
A TSP issued two qualified certificates whose subject contained the name 
of the registration officer instead of the persons to whom the certificates 
should have been issued. There was no impact on personal data except the 
registration officer’s name. 
 
The certificates were revoked and the TSP informed all registration 
authorities about possible sources of error in the process of issuing a 
qualified certificate. Moreover, the registration platform was changed so 
that it is no longer possible that a registration officer issues a qualified 
certificate to him/herself. 
 
2. Network cable damage caused unavailability of trust services for roughly 
a day 
Duration: hours. 

http://www.cyber-risk-gmbh.com/
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Services affected: qualified creation of qualified e-timestamps. 
Cause: third party failures. 
Level of severity: 4 – severe. 
 
Damage to a network cable, was caused by fire of a nearby electric cable, 
and led to unavailability of trust services for almost 100 subscribers. The 
incident had no impact on personal data. Users and internet service 
providers were informed after incident detection. 
 
To read more: https://www.enisa.europa.eu/publications/trust-services-
security-incidents-2018 
 
 
Without a common definition of important terms, we will never have a 
common approach to protect our systems, data and operations.  
 
What is cybersecurity? What is cyber threat? 
 
According to Regulation (EU) 2019/881 of the European Union, 
“cybersecurity means the activities necessary to protect network and 
information systems, the users of such systems, and other persons affected 
by cyber threats.” 
 
According to the Cyber Lexicon of the Financial Stability Board (FSB), 
“Cyber Security” is defined as the “Preservation of confidentiality, integrity 
and availability of information and/or information systems through the 
cyber medium. In addition, other properties, such as authenticity, 
accountability, non-repudiation and reliability can also be 
involved.” 
 
According to Regulation (EU) 2019/881 of the European Union, “cyber 
threat means any potential circumstance, event or action that could 
damage, disrupt or otherwise adversely impact network and information 
systems, the users of such systems and other persons.” 
 
According to the Cyber Lexicon of the Financial Stability Board (FSB), 
Cyber Threat is defined as “a circumstance with the potential to exploit one 
or more vulnerabilities that adversely affects cyber security.” 
 
According to Regulation (EU) 2019/881, “cyberattacks are on the increase 
and a connected economy and society that is more vulnerable to cyber 
threats and attacks requires stronger defences. However, while 
cyberattacks often take place across borders, the competence of, and policy 
responses by, cybersecurity and law enforcement authorities are 
predominantly national.  
 

http://www.cyber-risk-gmbh.com/
https://www.enisa.europa.eu/publications/trust-services-security-incidents-2018
https://www.enisa.europa.eu/publications/trust-services-security-incidents-2018
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Large-scale incidents could disrupt the provision of essential services 
across the Union. This necessitates effective and coordinated responses 
and crisis management at Union level, building on dedicated policies and 
wider instruments for European solidarity and mutual assistance.  
 
Moreover, a regular assessment of the state of cybersecurity and resilience 
in the Union, based on reliable Union data, as well as systematic forecasts 
of future developments, challenges and threats, at Union and global level, 
are important for policy makers, industry and users.” 
 
I understand. The EU will use its own language and its own definitions that 
can be found in EU directives and regulations. But the EU also believes 
that “cyberattacks often take place across borders.” Now it is the time to 
work for an international, common definition of important terms. A decent 
one. 
 
Does it sound like common sense? Johann Wolfgang von Goethe believed 
that common sense is the genius of humanity. But Rene Descartes has said 
that nothing is more fairly distributed than common sense: no one thinks 
he needs more of it, than he already has.  
 
 
In Switzerland, we have good news. The Federal Department of Defence, 
Civil Protection and Sport (DDPS) has strengthened its cyberdefence 
partnership with EPFL, with the inauguration of the Cyberdefence Campus 
in Lausanne (Sept 5th) and a two-day conference on artificial intelligence 
(Sept 5-6th). 

According to the DDPS, cyberdefence requires a collaborative effort to 
quickly adapt to new threats and develop the needed competences and 
skills.  

The DDPS has established a new site of its Cyberdefence (CYD) Campus at 
the EPFL Innovation Park in Lausanne and has entered into a partnership 
with EPFL's Center for Digital Trust (C4DT).  

This partnership will strengthen collaboration in research and 
development between DDPS's CYD Campus and EPFL's innovation centre 
by enabling news ways of open collaboration between researchers, the 
industry and armasuisse Science and Technology.  

The focus of the partnership is to foster technology transfer and innovation 
in cyberdefence with priorities in technologies for cyber security, digital 
trust, data science and artificial intelligence. 

This partnership is inaugurated with a two-day conference on artificial 
intelligence with two keynotes and ten talks from leading international 
experts coming from research, industry and government. The conference  

http://www.cyber-risk-gmbh.com/
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covered the role of upcoming cyber threats and trends in artificial 
intelligence that are relevant for the defence and security sector. 

This new partnership is part of the DDPS action plan for cyberdefence and 
supports the National strategy for Switzerland's protection against cyber 
risks (NCS). The CYD Campus is the link between the Federal Department 
of Defence, academia and the industry and serves as an anticipation 
platform for cyber developments. 

 

The Reporting and Analysis Centre for Information Assurance (MELANI) 

has announced that during the last weeks, Swiss companies have been 
targeted by a new kind of cyber-attack, where the attackers were able to 
infiltrate the company’s network and encrypt all data with a crypto Trojan. 
Several well-known Swiss companies have been affected by this kind of 
attack. 

Since 2016, the Reporting and Analysis Centre for Information Assurance 
MELANI warns constantly against the danger of crypto Trojans (so called 
“ransomware”). On May 9th 2019, MELANI published a newsletter 
warning against ransomware attacks and giving concrete 
recommendations for counter-measures. These counter-measures are still 
valid and should urgently be implemented by every company.  

Since July 2019, there is a vast increase of announced ransomware attacks 
where the attackers seem to switch to a new procedure. They attack Swiss 
companies with targeted malicious e-mails (so called “spear phishing”). 

So far, the following procedures are known: 

- Attackers send targeted malicious e-mails to Swiss companies with the 
purpose to infect their networks. Those e-mails usually contain a link 
to a malicious website or an infected attachment. 

- Accesses to infected computers of Swiss companies are then offered for 
sale in relevant internet forums. These computers are usually infected 
with "Emotet", "TrickBot" or - in a few cases - with "Qbot". Criminal 
groups "buy" these accesses with the purpose to infect a large scale of 
the victim's network. 

- Attackers scan the Internet for open VPN or Terminal Servers and try 
to gain access using brute force attacks. 

All these procedures have one thing in common: The attackers use 
additional attacking tools such as e.g. “Cobalt Strike” or “Metasploit” to 
gain the needed privileges for the infiltrating the company’s network. If 
successful, a ransomware (e.g. “Ryuk”, “LockerGoga”, “MegaCortex” etc.) 
will be deployed within the network and will completely encrypt all the 
data. 

http://www.cyber-risk-gmbh.com/
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Because of the current threat level and due to the above-described new 
procedures, MELANI urgently warns all Swiss companies again and 
recommends to implement the following measures immediately: 

- Make regular backups of your data, e.g. on an external hard disk. Use 
the generation principle (daily, weekly, monthly / at least two 
generations). Make sure that you disconnect the hardware on which 
you store your backup as soon as the backup has finished. If not, you 
will risk that the crypto Trojan gains access to this data and will 
encrypt or delete the backup. 

- For cloud-based backup solutions, you should make sure that the 
provider has at least two generations analogue to the classic backup 
and that the backup is not accessible for a ransomware. It is 
recommended to apply for example a two-factor authentication for 
critical operations. Check the quality of your backups regularly and 
practice the roll out of a backup. This will help you to save time in case 
of an incident. 

- Operation systems and all software installed on the computers must 
consequently and immediately be updated (e.g. Adobe Acrobat Reader, 
Adobe Flash, Java etc). If available, it is best to use the automatic 
update function. Protect resources which are accessible from the 
internet (for example Terminal-Server, RAS, VPN-Access) with a 
second factor. Place the Terminal Servers behind a VPN portal. 

- Protect all resources which are available from the internet (especially 
terminal servers, RAS and VPN connections) with a second factor. 
Place terminal servers behind a VPN portal. 

- Block the reception of malicious e-mail attachments on your e-mail 
gateway, including MS Office documents containing macros. A list of 
file extensions which should be blocked is available here: 
https://www.govcert.ch/downloads/blocked-filetypes.txt 

- Check the logfiles of your antivirus software for suspicious entries. 

Should you pay a ransom? 

According to MELANI, refrain from paying a ransom because this will only 
strengthen the criminal infrastructure and thereby allow criminals to 
blackmail other victims. In addition, there is no guarantee that the key for 
decryption will be provided. 

Further information on ransomware and the current attacks are available 
using those links: 

GovCERT.ch ransomware blog: 
https://www.govcert.admin.ch/blog/36/severe-ransomware-attacks-
against-swiss-smes 

http://www.cyber-risk-gmbh.com/
https://www.govcert.ch/downloads/blocked-filetypes.txt
https://www.govcert.admin.ch/blog/36/severe-ransomware-attacks-against-swiss-smes
https://www.govcert.admin.ch/blog/36/severe-ransomware-attacks-against-swiss-smes
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Detailed information on ransomware: 
https://www.melani.admin.ch/melani/en/home/themen/Ransomware.ht
ml 

Information security checklist for SME‘s: 
https://www.melani.admin.ch/melani/en/home/dokumentation/checklist
s-and-instructions/merkblatt-it-sicherheit-fuer-kmus.html 
 
Swiss Ransomware Awareness Day (not available in English): 
https://www.melani.admin.ch/melani/de/home/dokumentation/newslett
er/ransomwareday.html 
 
Emotet attacks against company networks (not available in English): 
https://www.melani.admin.ch/melani/de/home/dokumentation/newslett
er/Trojaner-Emotet-greift-Unternehmensnetzwerke-an.html 
 
Welcome to our monthly newsletter. 
 
Best regards, 
 

 
George Lekatis 
General Manager, Cyber Risk GmbH 
Rebackerstrasse 7, 8810 Horgen 
Phone:  +41 79 505 89 60 
Email:  george.lekatis@cyber-risk-gmbh.com 
Web:    www.cyber-risk-gmbh.com 
 
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer: 
CHE-244.099.341 
 
Our catalog, in-house instructor-led training in Switzerland, Liechtenstein 
and Germany:  
https://www.cyber-risk-
gmbh.com/Cyber_Risk_GmbH_Catalog_2019.pdf 
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Number 1 (Page 12) 

Modelling the Cognitive Work of Cyber Protection Teams 
Colonel Stoney Trent, Dr. Robert R. Hoffman, Lieutenant Colonel David 
Merritt, Captain Sarah Smith  
 

 
 

Cyber Protection Teams (CPTs) defend our Nation’s critical military 
networks. While Cyber Security Service Providers are responsible for the 
continuous monitoring and vulnerability patching of networks, CPTs 
perform threat-oriented missions to defeat adversaries within and through 
cyberspace. 
 

Number 2 (Page 14) 

51 major CEOs ask for federal privacy law  

The Business Roundtable, a coalition of major CEOs, sent a letter 
to lawmakers 
 

 
 

 
Number 3 (Page 19) 

Generating Zero-Knowledge Proofs for Defense Capabilities 
Program aims to advance method for making public statements without 
compromising sensitive underlying information 
 

 
 

There are times when the highest levels of privacy and security are required 
to protect a piece of information, but there is still a need to prove the 
information’s existence and accuracy.  
 
For the Department of Defense (DoD), the proof could be the verification 
of a relevant capability. How can one verify this capability without 
revealing any sensitive details about it?  
 
In the commercial world, this struggle manifests itself across banking 
transactions, cybersecurity threat disclosure, and beyond.  

http://www.cyber-risk-gmbh.com/
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Number 4 (Page 21) 

BOLSTERING ENISA IN THE EU CYBERSECURITY 
CERTIFICATION FRAMEWORK 
 

 
 

Against the backdrop of the Cybersecurity Act (CSA), ENISA is seeking to 
support the EU Member States and the European Commission in the newly 
defined area of European Union cybersecurity certification. The purpose of 
the CSA in this regard is to give a new impetus to the industry while 
meeting policy requirements at Member States’ level.  
 

Number 5 (Page 23) 

Symantec report a revival in extortion scam emails 
 

 
 

Symantec has revealed that they blocked almost 300 million extortion 
scam emails in the first five months of 2019, with a visible peak in a two-
week period in February. The surge was not associated with one particular 
scam, although sextortion emails are seen frequently by the company.  
 

Number 6 (Page 25) 

NATO STRATCOM COE 
Trends and Developments in the Malicious Use of Social Media 
 

 
 

The malicious use of social media is a widespread phenomenon, targeting 
individuals, public opinion, and in some cases even the functioning of the 
state. 
 
In recent years, social media platforms have been abused by foreign 
governments, private companies, and individuals to influence the 
outcomes of democratic elections and to undermine public trust in the 
societies in which we live. 
 
 

http://www.cyber-risk-gmbh.com/
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Number 7 (Page 27) 

Popular VPNs targeted by password stealing hackers 
 

 
 

Hackers are actively attempting to steal passwords by taking advantage of 
servers that have failed to patch two virtual private network (VPN) 
products. Users of Fortigate SSL VPN and Pulse Secure are being warned 
that hackers are attempting to steal passwords, as well as encryption keys 
and other sensitive data.  
 

Number 8 (Page 28) 

Cyber Incident Response and Recovery 
Survey of Industry Practices 
 

 
 

At the October 2018 Plenary meeting, the Financial Stability Board (FSB) 
agreed to develop effective practices relating to a financial institution’s 
response to, and recovery from, a Cyber Incident. 
 
The toolkit is intended to provide financial institutions and authorities 
with a set of effective practices and will be based on the shared experience 
and diversity of perspectives gathered by the FSB working group on Cyber 
Incident Response and Recovery (CIRR) in the course of its work.  
 

Number 9 (Page 31) 

BIS Working Papers, No 811 

Embedded supervision: how to build regulation into blockchain 
finance 
Raphael Auer, Monetary and Economic Department, September 2019 
 

 
 

The spread of distributed ledger technology (DLT) in finance could help to 
improve the efficiency and quality of supervision.  
 
This paper makes the case for embedded supervision, ie a regulatory 
framework that provides for compliance in tokenized markets to be 
automatically monitored by reading the market’s ledger, thus reducing 
the need for firms to actively collect, verify and deliver data.  
 
 

http://www.cyber-risk-gmbh.com/
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Number 10 (Page 32) 

White House, Message to the Congress  

Continuing the National Emergency With Respect To Foreign 
Interference 
 

 
 

Section 202(d) of the National Emergencies Act (50 U.S.C. 1622(d)) 
provides for the automatic termination of a national emergency unless, 
within 90 days before the anniversary date of its declaration, the President 
publishes in the Federal Register and transmits to the Congress a notice 
stating that the emergency is to continue in effect beyond the anniversary 
date.   
 

Number 11 (Page 34) 

Operation reWired  

281 Arrested Worldwide in Coordinated International 
Enforcement Operation Targeting Hundreds of Individuals in 
Business Email Compromise Schemes 
 

 
 

Federal authorities announced a significant coordinated effort to disrupt 
Business Email Compromise (BEC) schemes that are designed to intercept 
and hijack wire transfers from businesses and individuals, including many 
senior citizens.   
 
Operation reWired, a coordinated law enforcement effort by the U.S. 
Department of Justice, U.S. Department of Homeland Security, U.S. 
Department of the Treasury, U.S. Postal Inspection Service, and the U.S. 
Department of State, was conducted over a four-month period, resulting in 
281 arrests in the United States and overseas, including 167 in Nigeria, 18 
in Turkey and 15 in Ghana.   
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Modelling the Cognitive Work of Cyber Protection Teams 
Colonel Stoney Trent, Dr. Robert R. Hoffman, Lieutenant Colonel David 
Merritt, Captain Sarah Smith  
 

 
 

ABSTRACT 
 

Cyber Protection Teams (CPTs) defend our Nation’s critical military 
networks. While Cyber Security Service Providers are responsible for the 
continuous monitoring and vulnerability patching of networks, CPTs 
perform threat-oriented missions to defeat adversaries within and through 
cyberspace.  
 
The research we report here provides a descriptive workflow of cyber 
defense in CPTs as well as a prescriptive work model that all CPTs should 
be capable of executing.  
 
This paper describes how these models were developed and used to assess 
technologies and performance of CPTs.  
 
Such models offer a variety of benefits to practitioner and research 
communities, particularly when the domain of practice is closed to most 
researchers. 
 
This project demonstrates the need for continual curation of CPT work 
models as well as the need for models of work for the other types of cyber 
teams (i.e. Mission and Support) in the Cyber Mission Force. 
 

INTRODUCTION 
 
Cyber Protection Teams (CPTs) defend our Nation’s critical military 
networks. While Cyber Security Service Providers are responsible for the 
continuous monitoring and vulnerability patching of particular networks, 
CPTs perform threat-oriented missions to defeat adversaries within and 
through cyberspace.  
 
Each 39-person CPT must be able to work with network security teams and 
other CPTs to counter cyber threat actors. When fully operational, the 
Cyber Mission Force will include 68 CPTs, which will be manned, trained 
and equipped by the Military Service Departments.  
Within the Cyber Mission Force, CPTs are allocated to an operational 
command and aligned with one of four mission areas: Combatant 
Command (CCMD), Service Department (Army, Navy, Air Force, and 

http://www.cyber-risk-gmbh.com/
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Marine Corps), Department of Defense Information Network (DODIN), 
and National Threats.  
 
To maximize flexibility, these teams must be able to perform reliably as 
well as be interchangeable and interoperable. 
 
CPTs must be able to perform three basic types of missions.  
 
1. Survey: Short duration assessments that provide the supported 
organization with recommended mitigations based on an assessment of 
network vulnerabilities. 
 
2. Secure: Harden and defend cyber key terrain; and 
 
3. Protect: Time-sensitive deployments that include Survey and Secure 
tasks, but also include helping an organization recover from the effects 
of a cyber intrusion. 
 
Read more at page 127 at: 
https://cyberdefensereview.army.mil/Portals/6/CDR_V4N1_FULL_WEB.
pdf 
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51 major CEOs ask for federal privacy law  

The Business Roundtable, a coalition of major CEOs, sent a letter 
to lawmakers 
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Number 3 (Page 7) 

Generating Zero-Knowledge Proofs for Defense Capabilities 
Program aims to advance method for making public statements without 
compromising sensitive underlying information 
 

 
 

There are times when the highest levels of privacy and security are required 
to protect a piece of information, but there is still a need to prove the 
information’s existence and accuracy.  
 
For the Department of Defense (DoD), the proof could be the verification 
of a relevant capability. How can one verify this capability without 
revealing any sensitive details about it?  
 
In the commercial world, this struggle manifests itself across banking 
transactions, cybersecurity threat disclosure, and beyond.  
 
One approach to addressing this challenge in cryptography is with zero-
knowledge proofs. A zero-knowledge proof is a method where one party 
can prove to another party that they know a certain fact without revealing 
any sensitive information needed to demonstrate that the fact is true. 
 
“A zero-knowledge proof involves a statement of fact and the underlying 
proof of its accuracy,” said Dr. Josh Baron, program manager in DARPA’s 
Information Innovation Office (I2O).  
 
“The holder of the fact does not want to reveal the underlying information 
to convince its audience that the fact is accurate. Take, for example, a bank 
withdrawal. You may want a system that allows you to make a withdrawal 
without also having to share your bank balance. The system would need 
some way of verifying that there are sufficient funds to draw from without 
having to know the exact amount of money sitting within your account.” 
 
In recent years, there has been a marked increase in the efficiency and real-
world use of zero-knowledge proofs. Most of these uses have been within 
the cryptocurrency domain where there is a need to provide certain 
verifiable data without revealing personal or other sensitive information.  
 
While useful in this context, the zero-knowledge proofs created are 
specialized for this task. They prioritize communication and verification 
efficiency but do not necessarily scale for transactions that are more 
complex. For highly complex proof statements like those that the DoD may 
wish to employ, novel and more efficient approaches are needed. 
 

http://www.cyber-risk-gmbh.com/
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To help increase the expressivity of problem statements for which zero-
knowledge proofs are constructed while also increasing the efficiency of the 
technology that creates them, DARPA developed the Securing Information 
for Encrypted Verification and Evaluation (SIEVE) program.  
 
SIEVE aims to develop computer science theory and software that can 
generate mathematically verifiable statements that can be shared publically 
without giving sensitive information away.  
 
Under the program, researchers will explore the creation of verifiable 
public statements about software, general computations, as well as social-
technical interactions. 
 
Additional information is available in the Broad Agency Announcement, 
which is posted on fbo.gov at 
https://www.fbo.gov/index?s=opportunity&mode=form&id=5bd8adc70ab
8fc2b348dcd62c7930316&tab=core&_cview=1 
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BOLSTERING ENISA IN THE EU CYBERSECURITY 
CERTIFICATION FRAMEWORK 
 

 
 

Against the backdrop of the Cybersecurity Act (CSA), ENISA is seeking to 
support the EU Member States and the European Commission in the newly 
defined area of European Union cybersecurity certification.  
 
The purpose of the CSA in this regard is to give a new impetus to the 
industry while meeting policy requirements at Member States’ level.  
 
Under the CSA, the key role reserved for ENISA is to assist in the 
preparation of candidate cybersecurity certification schemes.  
 
In doing so, ENISA needs to interact with both EU Member States (MS) 
and industry stakeholders, to collect opinion and advice to feed into 
candidate schemes.  
 
ENISA looks forward to bolstering its role and contribute further to 
cybersecurity in the EU. 
 

INTRODUCTION 
 
In June 2019, the Cybersecurity Act (hereinafter CSA) entered into force 
with a view to bring together the current cybersecurity certification 
activities and policies across the Member States. 
 
{Regulation (EU) 2019/881 of the European Parliament and of the Council 
of 17 April 2019 on ENISA (the European Union Agency for Cybersecurity) 
and on information and communications technology cybersecurity 
certification and repealing Regulation (EU) No 526/2013 (Cybersecurity 
Act) PE/86/2018/REV/1. Available at: https://eur-
lex.europa.eu/eli/reg/2019/881/oj } 
 
The CSA follows an array of legal instruments that compose the legal 
framework of the Digital Single Market while benefiting from the 
framework on standardisation, laid out by means of Regulation (EU) 
1025/20123, and provisions on conformity assessment, laid out in 
Regulation (EC) 765/20084.  
This paper presents an outline of the evolving role of ENISA with regard to 
the emerging functions and tasks associated with the EU cybersecurity 
certification framework.  
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The CSA is a multi-layered regulation that on the one hand addresses the 
updated ENISA mandate and, on the other, lays out the EU cybersecurity 
certification framework.  
 
ENISA is tasked with a new competence, namely to prepare candidate 
cybersecurity certification schemes.  
 
ENISA will also assist the Commission in carrying out certain tasks (e.g. in 
the European Cybersecurity Certification Group (ECCG) and co-chair with 
the Commission the Stakeholder Cybersecurity Certification Group 
(SCCG)). 
 
Thematic application areas likely to be affected by the cybersecurity 
certification provisions of the CSA may include specific ICT products (e.g. 
semiconductors), services (e.g. cloud services) and processes (e.g. 
information security related methods). 
 
To read more: https://www.enisa.europa.eu/publications/bolstering-
enisa-in-the-eu-cybersecurity-certification-framework 
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Symantec report a revival in extortion scam emails 
 

 
 

Symantec has revealed that they blocked almost 300 million extortion 
scam emails in the first five months of 2019, with a visible peak in a two-
week period in February. 
 
The surge was not associated with one particular scam, although sextortion 
emails are seen frequently by the company.  
 
Other variations include:  
 
- English language: Plaintext, no URL in body 
 
- Bomb threat theme 
 
- Using PNG and JPEG images: Email has a PNG or JPEG attachment, 

which contains the Bitcoin wallet address 
 
- Using PDF attachment: Coin wallet address present in the PDF 
 
- Use of SegWit Bitcoin address 
 
Interestingly, their analysis suggests that cyber criminals are making just 
over US$1.2 million in a year through such scams. 
 
The NCSC has published guidance on how to protect yourself against 
sextortion scams. You may visit: 

https://www.ncsc.gov.uk/guidance/sextortion-scams-how-to-protect-
yourself 
 
Sextortion scams are a type of phishing attack whereby people are coerced 
to pay a BitCoin ransom because they have been threatened with sharing 
video of themselves visiting adult websites.  
 
These scams are made to appear all the more credible because they provide 
seemingly plausible technical details about how this was achieved, and the 
phish can sometimes also include the individual’s password. 
 
Phishes are designed to play on people’s emotions so that they will behave 
in a way which is out of character, and scams such as this are no different.  
The phisher is gambling that enough people will respond so that their scam 
is profitable; they do not know if you have a webcam, have been visiting 
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adult websites, or the means by which you communicate with people – in 
short, they are guessing.  
 
The phisher hopes to emotionally trigger people so that they will ‘take the 
bait’ and pay the ransom – a typical modus operandi. 
 
As with other phishes, our advice is not to engage with the phisher, delete 
the email and report it to Action Fraud. 
 

 
 

To read more: https://www.symantec.com/blogs/threat-
intelligence/email-extortion-scams 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.cyber-risk-gmbh.com/
https://www.symantec.com/blogs/threat-intelligence/email-extortion-scams
https://www.symantec.com/blogs/threat-intelligence/email-extortion-scams


P a g e  | 25 

Cyber Risk GmbH, CHE-244.099.341, Rebackerstrasse 7, 8810 Horgen, www.cyber-risk-gmbh.com 

Number 6 (Page 7) 

NATO STRATCOM COE 
Trends and Developments in the Malicious Use of Social Media 
 

 
 

The malicious use of social media is a widespread phenomenon, targeting 
individuals, public opinion, and in some cases even the functioning of the 
state. 
 
In recent years, social media platforms have been abused by foreign 
governments, private companies, and individuals to influence the 
outcomes of democratic elections and to undermine public trust in the 
societies in which we live. 
 
Today, social media platforms are manipulated by malign actors in order to 
pursue their political and military goals. In other words, social media 
platforms have developed into an effective tool for waging information 
warfare. 
 
Although information warfare is nothing new, social media platforms offer 
a cheaper, more efficient, and less demanding stage for influencing larger 
numbers of people than ever before. 
 
While the social media platforms are conduits facilitating the free passage 
of information, the companies that own them are active participants 
wielding significant influence over what takes place in the social media 
space and, increasingly, over how we communicate, interact, and socialise 
in the 21st century.  
 
Social media interactions are not determined solely by users; they are also 
shaped by the terms, policies, and algorithms adopted by various social 
media platforms.  
 
These structures, functions, and rules (and the loopholes in between) are 
constantly being studied and exploited by malicious actors working to 
influence their target audiences. 
 
This study outlines the salient developments in the malicious use of social 
media. The first chapters examine seven developments in the malicious use 
of social media by examining case studies supported by interviews with 
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experts in the respective fields. These chapters also comment on the future 
trajectory of developments and recommends policy changes. The final 
chapter provides conclusions and takeaways from this research. 
 
To read more: https://www.stratcomcoe.org/trends-and-developments-
malicious-use-social-media 
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Popular VPNs targeted by password stealing hackers 
 

 
 

Hackers are actively attempting to steal passwords by taking advantage of 
servers that have failed to patch two virtual private network (VPN) 
products. 
 
Users of Fortigate SSL VPN and Pulse Secure are being warned that 
hackers are attempting to steal passwords, as well as encryption keys and 
other sensitive data.  
 
Researchers at the Black Hat security conference in Las Vegas explained 
that the vulnerabilities could be taken advantage of by sending unpatched 
servers web requests that contain a special sequence of characters. You 
may visit: https://devco.re/blog/2019/08/09/attacking-ssl-vpn-part-2-
breaking-the-Fortigate-ssl-vpn/ 
 
Other vulnerabilities found could also allow attackers to remotely execute 
malicious code and change passwords. 
 
Users of these VPN products should look to install patches for the products 
as soon as possible. The Fortigate update was issued in May whilst the 
Pulse Secure update was made available back in April. 
 
However, organisations patching their products are being told that 
updating to the latest version could cause service disruptions such as 
downtime of the VPN. 
 
The NCSC always recommends patching products, devices and software 
with the latest security updates. Patching is not a magic bullet, but not 
doing so is the quickest way to undermine your own security. You may 
visit: https://www.ncsc.gov.uk/blog-post/the-problems-with-patching 
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Cyber Incident Response and Recovery 
Survey of Industry Practices 
 

 
 

At the October 2018 Plenary meeting, the Financial Stability Board (FSB) 
agreed to develop effective practices relating to a financial institution’s 
response to, and recovery from, a Cyber Incident. 
 
The toolkit is intended to provide financial institutions and authorities 
with a set of effective practices and will be based on the shared experience 
and diversity of perspectives gathered by the FSB working group on Cyber 
Incident Response and Recovery (CIRR) in the course of its work.  
 
It is not intended to create an international standard or adopt a 
prescriptive approach for financial institutions or their supervisors. 
 
Enhancing cyber resilience is often characterised as involving a set of 
functions, e.g. the Identify, Protect, Detect, Respond and Recover 
functions. 
 
The toolkit of effective practices focuses on the Respond and Recover 
functions. 
 
The development of effective practices for Cyber Incident response and 
recovery will be informed by a review of publicly available documents on 
how firms have responded to and recovered from past Cyber Incidents; a 
stocktake of relevant publicly released guidance issued by national 
authorities and international organisations; and responses to this survey 
on industry practices.  
 
This survey is a key element of the FSB’s outreach strategy with external 
stakeholders (e.g. financial institutions, industry groups, academics, Cyber 
Resilience experts) to gather views on effective practices relating to 
financial institutions’ response to, and recovery from, a Cyber Incident.   
 
Table 1 provides definitions for the components used in this survey. The 
definitions aim to help provide some consistency in the survey responses 
and may be refined as CIRR work to develop effective practices progresses, 
based on inputs from various stakeholders. 

http://www.cyber-risk-gmbh.com/
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Instructions 
 

The toolkit of effective practices is aimed at assisting financial institutions 
in their cyber response and recovery activities, which can be conducted as 
an individual institution or collectively with other firms and/or with 
authorities.  
 
The FSB recognises, however, that lessons can be drawn from experiences 
outside the financial sector, as cyber risk is a cross-sectoral and 
cross-border issue.  
 
As such, this survey aims to collect information on industry practices from 
both the financial and non-financial sectors (herewith referred to as 
‘industry’) on response and recovery of critical services, including 
restoration of data integrity following a Cyber Incident that could have an 
impact on financial stability. 
 
More specifically, the objective of the survey is to identify the key 
challenges and effective industry practices related to the Respond and 
Recover functions.  
 
- The Respond function involves the development and implementation of 

the appropriate activities to take action regarding a detected Cyber 
Event. 

http://www.cyber-risk-gmbh.com/
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- The Recover function involves the development and implementation of 

the appropriate activities to maintain plans for Cyber Resilience and to 
restore any capabilities or services that were impaired due to a Cyber 
Incident. 
 

To read more: https://www.fsb.org/wp-content/uploads/P110719.pdf 
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BIS Working Papers, No 811 

Embedded supervision: how to build regulation into blockchain 
finance 
Raphael Auer, Monetary and Economic Department, September 2019 
 

 
 

The spread of distributed ledger technology (DLT) in finance could help to 
improve the efficiency and quality of supervision.  
 
This paper makes the case for embedded supervision, ie a regulatory 
framework that provides for compliance in tokenized markets to be 
automatically monitored by reading the market’s ledger, thus reducing 
the need for firms to actively collect, verify and deliver data.  
 
After sketching out a design for such schemes, the paper explores the 
conditions under which distributed ledger data might be used to monitor 
compliance.  
 
To this end, a decentralised market is modelled that replaces today’s 
intermediary-based verification of legal data with blockchain-enabled data 
credibility based on economic consensus.  
 
The key results set out the conditions under which the market’s economic 
consensus would be strong enough to guarantee that transactions are 
economically final, so that supervisors can trust the distributed ledger’s 
data.  
 
The paper concludes with a discussion of the legislative and operational 
requirements that would promote low-cost supervision and a level playing 
field for small and large firms. 
 
To read more:  

https://www.bis.org/publ/work811.pdf 
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White House, Message to the Congress  

Continuing the National Emergency With Respect To Foreign 
Interference 
 

 
 

Section 202(d) of the National Emergencies Act (50 U.S.C. 1622(d)) 
provides for the automatic termination of a national emergency unless, 
within 90 days before the anniversary date of its declaration, the President 
publishes in the Federal Register and transmits to the Congress a notice 
stating that the emergency is to continue in effect beyond the anniversary 
date.   
 
In accordance with this provision, I have sent to theFederal Register for 
publication the enclosed notice stating that the national emergency with 
respect to the threat of foreign interference in or undermining public 
confidence in United States elections declared in Executive Order 13848 of 
September 12, 2018, is to continue in effect beyond September 12, 2019. 
 
Although there has been no evidence of a foreign power altering the 
outcomes or vote tabulation in any United States election, foreign powers 
have historically sought to exploit America’s free and open political system.   
 
In recent years, the proliferation of digital devices and internet-based 
communications has created significant vulnerabilities and magnified the 
scope and intensity of the threat of foreign interference.  
 
The ability of persons located, in whole or in substantial part, outside the 
United States to interfere in or undermine public confidence in United 
States elections, including through the unauthorized accessing of election 
and campaign infrastructure or the covert distribution of propaganda and 
disinformation, continues to pose an unusual and extraordinary threat to 
the national security and foreign policy of the United States.   
 
Therefore, I have determined that it is necessary to continue the national 
emergency declared in Executive Order 13848 with respect to the threat of 
foreign interference in or undermining public confidence in United States 
elections. 
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DONALD J. TRUMP  
 
More information at: https://www.whitehouse.gov/briefings-
statements/message-congress-continuing-national-emergency-respect-
foreign-interference-undermining-public-confidence-u-s-elections/ 
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Operation reWired  

281 Arrested Worldwide in Coordinated International 
Enforcement Operation Targeting Hundreds of Individuals in 
Business Email Compromise Schemes 
 

 
 

Federal authorities announced a significant coordinated effort to disrupt 
Business Email Compromise (BEC) schemes that are designed to intercept 
and hijack wire transfers from businesses and individuals, including many 
senior citizens.   
 
Operation reWired, a coordinated law enforcement effort by the U.S. 
Department of Justice, U.S. Department of Homeland Security, U.S. 
Department of the Treasury, U.S. Postal Inspection Service, and the U.S. 
Department of State, was conducted over a four-month period, resulting in 
281 arrests in the United States and overseas, including 167 in Nigeria, 18 
in Turkey and 15 in Ghana.   
 
Arrests were also made in France, Italy, Japan, Kenya, Malaysia, and the 
United Kingdom (UK).  The operation also resulted in the seizure of nearly 
$3.7 million. 
 
BEC, also known as “cyber-enabled financial fraud,” is a sophisticated 
scam often targeting employees with access to company finances and 
businesses working with foreign suppliers and/or businesses that regularly 
perform wire transfer payments.   
 
The same criminal organizations that perpetrate BEC also exploit 
individual victims, often real estate purchasers, the elderly, and others, by 
convincing them to make wire transfers to bank accounts controlled by the 
criminals.  
 
This is often accomplished by impersonating a key employee or business 
partner after obtaining access to that person’s email account or sometimes 
done through romance and lottery scams.   
 
BEC scams may involve fraudulent requests for checks rather than wire 
transfers; they may target sensitive information such as personally 
identifiable information (PII) or employee tax records instead of, or in 
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addition to, money; and they may not involve an actual “compromise” of an 
email account or computer network.  Foreign citizens perpetrate many BEC 
scams.   
 
Those individuals are often members of transnational criminal 
organizations, which originated in Nigeria but have spread throughout the 
world. 
 
“The Department of Justice has increased efforts in taking aggressive 
enforcement action against fraudsters who are targeting American citizens 
and their businesses in business email compromise schemes and other 
cyber-enabled financial crimes,” said Deputy Attorney General Jeffrey 
Rosen.   
 
“In this latest four-month operation, we have arrested 74 people in the 
United States and 207 others have been arrested overseas for alleged 
financial fraud. The coordinated efforts with our domestic and 
international law enforcement partners around the world has made these 
most recent actions more successful.  
 
I want to thank the FBI, more than two dozen U.S. Attorney’s Offices, U.S. 
Secret Service, U.S. Postal Inspection Service, Homeland Security 
Investigations, IRS Criminal Investigation, U.S. Department of State’s 
Diplomatic Security Service, our partners in Nigeria, Ghana, Turkey, 
France, Italy, Japan, Kenya, Malaysia, and the UK, and our state and local 
law enforcement partners for all of their hard work to combat these fraud 
schemes and protect the hard-earned assets of our citizens.  Anyone who 
engages in deceptive practices like this should know they will not go 
undetected and will be held accountable.” 
 
“The FBI is working every day to disrupt and dismantle the criminal 
enterprises that target our businesses and our citizens,” said FBI Director 
Christopher A. Wray.   
 
“Cooperation is the backbone to effective law enforcement; without it, we 
aren’t as strong or as agile as we need to be.  Through Operation reWired, 
we’re sending a clear message to the criminals who orchestrate these BEC 
schemes: We’ll keep coming after you, no matter where you are.  And to the 
public, we’ll keep doing whatever we can to protect you.  Reporting 
incidents of BEC and other internet-enabled crimes to the IC3 brings us 
one step closer to the perpetrators.” 
 
“The Secret Service has taken a multi-layered approach to combating 
Business Email Compromise schemes through our Global Investigative 
Operations Center (GIOC),” said U.S. Secret Service Director James M. 
Murray. “Domestically, the GIOC assists Secret Service Field Offices and 
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other law enforcement partners with analysis and investigative tactics to 
enhance the impact of local BEC investigations.  Internationally, the GIOC 
targets and identifies transnational organized crime networks that 
perpetrate these cyber-enabled financial fraud schemes.  Through this 
approach, the Secret Service continues to strive to protect the citizens of 
the United States and our financial infrastructure from these complex 
crimes.” 
 
“Homeland Security Investigations (HSI), together with its law 
enforcement partners, has proven once again, that cyber-enabled financial 
fraud will not be tolerated in the United States,” said Acting Director 
Matthew T. Albence of U.S. Immigration and Customs Enforcement (ICE). 
“Operation reWired sends a clear message to criminals, that no matter how 
or where crimes are committed, we will do everything within our means to 
dismantle criminal enterprises that seek to manipulate U.S. institutions 
and taxpayers.” 
 
“The consequences of this type of fraud scheme are far reaching, affecting 
not only people in the United States, but also across the world,” said Chief 
Postal Inspector Gary Barksdale.  “This investigation is just another 
example of how effective law enforcement agencies can be when they join 
forces.  By working together, we can keep our communities and our 
vulnerable populations safe from financial exploitation.  The U.S. Postal 
Inspection Service is proud to be at the forefront of the fight against fraud 
and Postal Inspectors will continue to adapt to the ever changing landscape 
to stop the scammers and protect our customers.” 
 
“In unraveling this complex, nationwide identity theft and tax fraud 
scheme, we discovered that the conspirators stole more than 250,000 
identities and filed more than 10,000 fraudulent tax returns, attempting to 
receive more than $91 million in refunds,” said Chief Don Fort of IRS 
Criminal Investigation.  “We will continue to work with our international, 
federal and state partners to pursue all those responsible for perpetrating 
this fraud, preying on innocent victims and attempting to cheat the U.S. 
out of millions of dollars.” 
 
“The investigation of these crimes crossed international borders,” said 
Director Todd J. Brown of the U.S. Department of State’s Diplomatic 
Security Service (DSS).  “Today’s charges are another successful example of 
our commitment to working together with both foreign colleagues abroad 
as well as local, state and federal law enforcement partners here at home in 
the pursuit of those who commit cyber-related financial crimes.” 
 
A number of cases involved international criminal organizations that 
defrauded small to large sized businesses, while others involved individual 
victims who transferred high dollar funds or sensitive records in the course 
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of business.  The devastating effects these cases have on victims and victim 
companies affect not only the individual business but also the global 
economy.   
 
According to the Internet Crime Complaint Center (IC3), nearly $1.3 
billion in loss was reported in 2018 from BEC and its variant, Email 
Account Compromise (EAC), nearly twice as much as was reported the 
prior year.  BEC and EAC are prevalent scams and the Justice Department 
along with our partners will continue to aggressively pursue and prosecute 
the perpetrators, including money mules, regardless of where they are 
located.  
 
Money mules may be witting or unwitting accomplices who receive ill-
gotten funds from the victims and then transfer the funds as directed by 
the fraudsters.  The money is wired or sent by check to the money mule 
who then deposits it in his or her own bank account.  Usually the mules 
keep a fraction for “their trouble” and then wire the money as directed by 
the fraudster.   
 
The fraudsters enlist and manipulate the money mules through romance 
scams or “work-at-home” scams, though some money mules are knowing 
co-conspirators who launder the ill-gotten gains for profit.    
 
BEC scams are related to, and often conducted together with, other forms 
of fraud such as: 
 
- “Romance scams,” where victims are lulled into believing they are in a 

legitimate relationship, and are tricked into sending or laundering 
money under the guise of assisting the paramour with an international 
business transaction, a U.S. visit, or some other cover story; 

  
- “Employment opportunities scams,” where victims are convinced to 

provide their PII to apply for work-from-home jobs, and, once “hired” 
and “overpaid” by a bad check, to wire the overpayment to the 
“employer’s” bank before the check bounces; 

  
- “Fraudulent online vehicle sales scams,” where victims are convinced 

they are purchasing a nonexistent vehicle and must pay for it by 
sending the codes of prepaid gift cards in the amount of the agreed 
upon sale price to the “seller;” 

  
- “Rental scams,” where a scammer agrees to rent a property, sends a 

bad check in excess of the agreed upon deposit, and requests the 
overpayment be returned via wire before the check bounces; and 
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- “Lottery scams,” where victims are convinced they won an international 
lottery but must pay fees or taxes before receiving the payout. 

 
Starting in May 2019, this coordinated enforcement action targeted 
hundreds of BEC scammers.  Law enforcement agents executed over 214 
domestic actions including arrests, money mule warning letters, and asset 
seizures and repatriations totaling nearly $3.7 million.  Local and state law 
enforcement partners on FBI task forces across the country, with the 
assistance of multiple District Attorney’s Offices, also arrested alleged 
money mules for their role in defrauding victims.  
 
Among those arrested on federal charges in BEC schemes include: 
 
- Following an investigation led by the FBI’s Chicago Division, Brittney 

Stokes, 27, of Country Club Hills, Illinois, and Kenneth Ninalowo, 40, 
of Chicago, Illinois, were charged in the Northern District of Illinois 
with laundering over $1.5 million from proceeds of BEC scams.  
According to the indictment, a community college and an energy 
company were defrauded into sending approximately $5 million to 
fraudulent bank accounts controlled by the scammers.  Banks were able 
to freeze approximately $3.6 million of the $5 million defrauded in the 
two schemes.  Law enforcement officials seized a 2019 Range Rover 
Velar S from Stokes and approximately $175,909 from Stokes and 
Ninalowo.  

  
- As a result of a joint investigation by the FBI, HSI, and DSS, Opeyemi 

Adeoso, 44, of Dallas, Texas, and Benjamin Ifebajo, 45, of Richardson, 
Texas, were arrested and charged in the Northern District of Texas with 
bank fraud, wire fraud, money laundering, and conspiracy.  Adeoso and 
Ifebajo are alleged to have received and laundered at least $3.4 million.  
In furtherance of their scheme, they are alleged to have assumed 12 
fictitious identities and defrauded 37 victims from across the United 
States. 

  
- As part of a larger investigation by the FBI and the USSS in Miami, 

Yamel Guevara Tamayo, 36, of Miami, Florida, and Yumeydi Govantes, 
39, of Miami, Florida, were charged in the Southern District of Florida 
with laundering more than $950,000 of proceeds of BEC scams.  The 
two individuals were also responsible for recruiting approximately 18 
other individuals to serve as money mules, who laundered proceeds of 
BEC scams for an international money laundering network.  The 
victims of the BEC scams included title companies, corporations, and 
individuals.  The individuals were indicted June 18, 2019 and arrested 
June 20, 2019.  The change of plea for both individuals is scheduled for 
Sept. 16. 
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- In an investigation by FBI Atlanta, two individuals were charged in the 
Northern District of Georgia for their involvement in a Nigeria-based 
BEC scheme that began with a $3.5 million transfer of funds 
fraudulently misdirected from a Georgia-based health care provider to 
accounts across the United States.  Two Nigerian nationals, Emmanuel 
Igomu, 35, of Atlanta, Georgia, and Jude Balogun, 29, of San Francisco, 
California, have been arrested on charges of aiding and abetting wire 
fraud for their part in receiving and transmitting monies derived from 
the BEC.  

  
- Following an investigation by the FBI, Cyril Ashu, 34, of Austell, 

Georgia; Ifeanyi Eke, 32, of Sandy Springs, Georgia; Joshua Ikejimba, 
24, of Houston, Texas; and Chinedu Ironuah, 32, of Houston, Texas, 
were charged in the Southern District of New York with one count of 
conspiracy to commit wire fraud and one count of wire fraud for their 
involvement in a Nigeria-based BEC scheme that impacted hundreds of 
victims in the United States, with losses in excess of $10 million.  

 
An indictment is merely an allegation and the defendants are presumed 
innocent until proven guilty beyond a reasonable doubt in a court of law. 
 
The cases were investigated by the FBI, U.S. Secret Service, U.S. Postal 
Inspection Service, ICE’s Homeland Security Investigations (HSI), IRS 
Criminal Investigation and U.S. Department of State’s Diplomatic Security 
Service.  U.S. Attorney’s Offices in the Districts of Arizona; Central, Eastern 
and Southern California; Colorado; Delaware; Southern Florida; Northern 
Georgia; Northern Illinois; Kansas; Eastern Louisiana; Massachusetts; 
Nebraska; Nevada; Southern New York; Middle North Carolina; Northern 
Ohio; Oregon; Northern, Western and Southern Texas; Western 
Tennessee; Eastern Virginia; Eastern Washington, and elsewhere have 
ongoing investigations some of which have resulted in arrests in Nigeria.  
The Justice Department’s Computer Crime and Intellectual Property 
Section, Money Laundering and Asset Recovery Section, and Office of 
International Affairs of the Criminal Division provided assistance.  District 
Attorney’s Offices of Harris County, Texas; Fort Bend County, Texas; and 
Washington County, Arkansas are handling state prosecutions.  
Additionally, private sector partners and the Nigerian Economic and 
Financial Crimes Commission, Ghana Police Service (GPS) and Economic 
and Organized Crime Office (EOCO), Turkish National Police (TNP) Cyber 
Department, Direction Centrale de la Police aux Frontieres (PAF) of 
France, Squadra Mobile Di Caserta and Italian National Police, National 
Police Agency of Japan, Tokyo Metropolitan Police Department (TPMD), 
Royal Malaysian Police, Directorate of Criminal Investigations (DCI) of 
Kenya and the National Crime Agency (NCA), North Wales Police, 
Metropolitan Police Service and Hertfordshire Constabulary of the UK 
provided significant assistance.   
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This operation serves as a model for international cooperation against 
specific threats that endanger the financial well-being of each member 
country’s residents.  Deputy Attorney General Rosen expressed gratitude 
for the outstanding efforts of the participating countries, including law 
enforcement actions that were coordinated and executed by the Economic 
and Financial Crimes Commission (EFCC) in Nigeria to curb business 
email compromise schemes that defraud businesses and individuals alike. 
 
The Justice Department’s efforts to confront the growing threat of cyber-
enabled financial fraud led to the formation of the BEC Counteraction 
Group (BCG), which assists U.S. Attorney’s Offices and the Department 
with the coordination of BEC cases and the centralization of related 
expertise.  The BCG facilitates communication and coordination between 
federal prosecutors, serves as a bridge between federal prosecutors and 
federal agents, centralizes and manages institutional knowledge and 
training, and participates in efforts to educate the public about protecting 
themselves and their organizations from BEC scams. 
 
The BCG draws upon the expertise of the following sections within the 
Department’s Criminal Division: the Computer Crime and Intellectual 
Property Section, which regularly investigates and prosecutes cases 
involving computer crimes, including network intrusions; the Fraud 
Section, which manages complex litigation involving sophisticated fraud 
schemes; the Money Laundering and Asset Recovery Section, which brings 
experience in seizing assets obtained through criminal activity; the Office 
of International Affairs, which plays a central role in securing international 
evidence and extradition; and the Organized Crime and Gang Section, 
which contributes strategic guidance in prosecuting complex transnational 
criminal cases. 
 
Operation reWired was funded and coordinated by the FBI and the Justice 
Department’s International Organized Crime Intelligence and Operations 
Center (IOC-2) and follows “Operation Wire Wire,” the first coordinated 
enforcement action targeting hundreds of BEC scammers.   
 
That effort, announced in June 2018, resulted in the arrest of 74 
individuals, the seizure of nearly $2.4 million, and the disruption and 
recovery of approximately $14 million in fraudulent wire transfers. 
 
Victims are encouraged to file a complaint online with the IC3 at 
bec.ic3.gov.  The IC3 staff reviews complaints, looking for patterns or other 
indicators of significant criminal activity, and refers investigative packages 
of complaints to the appropriate law enforcement authorities in a 
particular city or region.  
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The FBI provides a variety of resources relating to BEC through the IC3, 
which can be reached at www.ic3.gov. 
 
For more information on BEC scams, visit: 
https://www.ic3.gov/media/2019/190910.aspx 
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Disclaimer 
 

Despite the great care taken to prepare this newsletter, we cannot guarantee that 
all information is current or accurate. If errors are brought to our attention, we 
will try to correct them, and we will publish the correct information to the 
LinkedIn and Facebook pages of Cyber Risk GmbH. 
 
Readers will make their own determination of how suitable the information is for 
their usage and intent. Cyber Risk GmbH expressly disclaims all warranties, 
either expressed or implied, including any implied warranty of fitness for a 
particular purpose, and neither assumes nor authorizes any other person to 
assume for it any liability in connection with the information or training 
programs provided. 
 
Cyber Risk GmbH and its employees will not be liable for any loss or damages of 
any nature, either direct or indirect, arising from use of the information provided 
on this newsletter, or our web sites. 
 
We are not responsible for opinions and information posted by others. The 
inclusion of links to other web sites does not necessarily imply a recommendation 
or endorsement of the views expressed within them. Links to other web sites are 
presented as a convenience to users. Cyber Risk GmbH does not accept any 
responsibility for the content, accuracy, reliability, or currency found on external 
web sites. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or similar 
regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the association has no 
control and for which the association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of interpretative; 
 
- does not prejudge the position that the relevant authorities might decide 
to take on the same matters if developments, including Court rulings, were to 
lead it to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
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Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts. It is our goal to minimize disruption 
caused by technical errors. However, some data or information may have been 
created or structured in files or formats that are not error-free and we cannot 
guarantee that our service will not be interrupted or otherwise affected by such 
problems.  
 
Readers that are interested in a specific topic covered in the newsletter, must 
download the official papers, must find more information, and must ask for 
legal and technical advice, before making any business decisions. 
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