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September 2020, cyber risk and compliance in Switzerland   

Top cyber risk and compliance related local news stories and world events 
 

Dear readers,  
 
The first week of September we learned that the Federal Data 
Protection and Information Commissioner (FDPIC) in 
Switzerland has reassessed the data protection conformity of 
the Privacy Shield regime. This followed his annual 
assessment of the Swiss-US Privacy Shield regime and recent rulings on 
data protection by the Court of Justice of the European Union (CJEU). 

After closely analysing the US regime, the FDPIC concluded in his position 
paper that, although it guarantees special protection rights for persons in 
Switzerland, it does not provide an adequate level of protection for data 
transfer from Switzerland to the US pursuant to the Federal Act on Data 
Protection (FADP). 

As a result of this assessment, which is based on Swiss law, the FDPIC has 
deleted the reference to ‘adequate data protection under certain conditions’ 
for the US in the FDPIC’s list of countries. Since the FDPIC’s assessment 
has no influence on the continued existence of the Privacy Shield regime, 
and those concerned can invoke the regime as long as it is not revoked by 
the US, the comments on the Privacy Shield in the list of countries will be 
retained in an adapted form. 

On September 25, 2020, the Swiss Federal Parliament passed the revised 
Federal Act on Data Protection that looks more similar (but not identical) 
to the EU General Data Protection Regulation (GDPR).  

According to the new Act, individuals who intentionally breach the new Act 
on Data Protection will face fines of up to CHF 250,000.  
 
Also, after a successful cyber-attack and the leak of data, data controllers 
must report any increased risk to affected individuals to the Swiss Federal 
Data Protection and Information Commissioner, and if necessary, they 
must also inform the affected persons. 
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Under the new Act, genetic and biometric data that identify a natural 
person are sensitive personal data.  
 
We will carefully monitor these important developments. 
 
The European Union Agency for Cybersecurity has published the 9th 
annual report on telecom security incidents. 
 

The report provides an analysis of root causes and impact of major 
incidents that happened in the course of 2019, and multiannual trends.  
 
The national telecom security authorities in Europe reported a total of 153 
major telecom security incidents in 2019.  
 
These incident reports were submitted to the EU Agency for Cybersecurity 
as part of the annual summary reporting on major telecom security 
incidents in the EU.  
 
The reported incidents had a total impact of almost 1 Billion user hours 
lost. 
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Key takeaways from the 2019 incidents 
 
- System failures dominate in terms of impact: this category makes up 

almost half (48%) of the total user hours lost. It is also the most 
frequent root cause of incidents. Both the frequency and overall impact 
of system failures have been trending down significantly over the past 4 
years; 

 
- More than a quarter (26%) of total incidents have human errors as the 

root cause. Human errors increased by 50% compared to the previous 
year; 

 
- Almost a third (32%) of the incidents were also flagged as a third-party 

failure. This means that these incidents originate at third parties, 
typically utility companies, contractors, suppliers, etc. This number 
tripled compared to 2018 when it was 9% then; 

 
- Looking inside the category of system failures, hardware failures are a 

major factor: almost a quarter of incidents (23%) were caused by 
hardware failures and they heavily impacted user hours amounting to 
38%; 

 
- Power cuts continue to be an important factor: being either the primary 

or the secondary cause in over a fifth of the major incidents. 
 
EECC broadening the scope of the telecom security incident reporting 
 
The New EU telecom legislation, known as the European Electronic 
Communications Code (EECC), has to be transposed into national law by 
21 December 2020. These new rules are broader in scope, adapting to the 
changes in the EU’s electronic communications landscape.  
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The new legislation will also cover so-called number-independent 
interpersonal communications services, such as Whatsapp and Skype.  
 
The reporting obligations will cover a broader range of telecom security 
incidents, including incidents having an impact on confidentiality, 
availability, integrity or authenticity of the communication networks and 
the data transmitted via those networks or services. 
 
ENISA is working with the EU Member States to implement these changes. 
The annual reporting guideline is currently being updated to include new 
thresholds for the annual summary reporting. The EU Agency for 
Cybersecurity is also updating the guidelines on security measures. 
 
The report:  https://www.enisa.europa.eu/publications/annual-report-
telecom-security-incidents-2019 
 

 
 
 
According to the USA, Plaintiff, v. 280 Virtual Currency Accounts 
Defendants, Bitcoin (“BTC”) and Ether (“ETH”) are pseudonymous virtual 
currencies.  
 
We read: “Although BTC and ETH transactions are visible on a public 
ledger, each transaction is referenced by a complex series of numbers and 
letters (as opposed to identifiable individuals) involved in the transaction.  
 
The public ledger containing this series of numbers and letters is called a 
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blockchain.  
 
This feature makes BTC and ETH pseudonymous; however, it is often 
possible to determine the identity of an individual involved in BTC and 
ETH transactions through several different tools.  
 
For this reason, many criminal actors who use BTC and ETH to facilitate 
illicit transactions online (e.g., to buy and sell unlawful drugs or other 
illegal items or services) look for ways to make their transactions even 
more anonymous.  
 
BTC/ETH addresses are unique tokens; however, BTC/ETH are designed 
such that one person may easily operate many such accounts.  
 
A user can send and receive BTC/ETH with others by sending BTC/ETH to 
a BTC/ETH address.  
 
People commonly have many different addresses, and an individual could 
theoretically use a unique address for every transaction in which they 
engage.  
 
To spend BTC/ETH held within a BTC/ETH address, the user must have a 
private key, which is generated when the BTC/ETH address is created. 
Similar to a password, a private key is shared only with the BTC/ETH -
address key’s initiator and ensures secure access to the virtual currency.  
 
Consequently, only the holder of a private key for a BTC/ETH address can 
spend BTC/ETH from the address.  
 
A BTC user can also spend from multiple BTC addresses in one 
transaction; for example, five addresses each holding five BTC can 
collectively send 25 BTC in a single transaction.  
 
Although generally the owners of BTC/ETH addresses are not known 
unless the information is made public by the owner (for example, by 
posting the address in an online forum or providing the BTC/ETH address 
to another user for a transaction), analyzing the public transaction ledger 
can sometimes lead to identifying both the owner of an address and any 
other accounts that the person or entity owns and controls.  
 
There are other virtual currencies similar to ETH that are stored and sent 
using ETH addresses and transactions. Some of these currencies are 
discussed in this affidavit below. 
 
BTC/ETH are often transacted using a virtual currency exchange, which is 
a virtual currency trading and storage platform.  

http://www.cyber-risk-gmbh.com/
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An exchange typically allows trading between the U.S. dollar, foreign 
currencies, BTC, ETH, and other virtual currencies.”  
 
Interesting. We also read: 
 
“While the identity of a BTC/ETH address owner is generally anonymous 
(unless the owner opts to make the information publicly available), law 
enforcement can identify the owner of a particular BTC/ETH address by 
analyzing the blockchain.  
 
The analysis can also reveal additional addresses controlled by the same 
individua l or entity.  
 
For example, a user or busines s may create many BTC addresses to receive 
payments from different customers.  
 
When the user wants to transact the BTC that it has received (for example, 
to exchange BTC for other currency or to purchase goods or services), it 
may group those addresses together to send a single transaction.  
 
Law enforcement uses commercial services offered by several different 
blockchain-analysis companies to investigate virtual currency transactions.  
 
These companies analyze the blockchain and attempt to identify the 
individua ls or groups involved in the virtual currency transactions.  
 
Specifically, these companies create large databases that group 
transactions into “clusters” through analysis of data underlying the virtual 
currency transactions.” 
 
You can read more at number 2 below.  
 
Welcome to our monthly newsletter. 
 
Best regards, 
 

 
George Lekatis 
General Manager, Cyber Risk GmbH 
Rebackerstrasse 7, 8810 Horgen 
Phone:  +41 79 505 89 60 
Email:  george.lekatis@cyber-risk-gmbh.com 
Web:    www.cyber-risk-gmbh.com 
 
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer: 
CHE-244.099.341 
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Our catalog, in-house instructor-led training in Switzerland, Liechtenstein 
and Germany:  
https://www.cyber-risk-
gmbh.com/Cyber_Risk_GmbH_Catalog_2020.pdf 
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Number 1 (Page 7) 

The Space Policy Directive 
 

 
 

Number 2 (Page 7) 

UNITED STATES OF AMERICA, Plaintiff, v. 280 VIRTUAL 
CURRENCY ACCOUNTS Defendants. 
 

 
 

Number 3 (Page 7) 

NIST Launches Studies into Masks’ Effect on Face Recognition 
Software 
Algorithms created before the pandemic generally perform less accurately 
with digitally masked faces. 
 

 
 

Number 4 (Page 7) 

Newcastle University suffers a serious cyber incident 
 

 
 

Number 5 (Page 7) 

National Security Agency (NSA), Federal Bureau of Investigation 
(FBI) - Cybersecurity Advisory: Russian GRU 85th GTsSS 
Deploys Previously Undisclosed Drovorub Malware 
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Number 6 (Page 7) 

NIST Asks A.I. to Explain Itself 
Technical agency proposes four fundamental principles for judging how 
well AI decisions can be explained. 
 

 
 

Number 7 (Page 7) 

Episode 31: Science 2.0 
 

 
 

Number 8 (Page 7) 

COMPLAINT FOR VIOLATION OF: Title 18, United States Code, 
Section 371 – Conspiracy to Intentionally Cause Damage to a 
Protected Computer 
 

 
 

AFFIDAVIT IN SUPPORT OF ARREST WARRANT AND CRIMINAL 
COMPLAINT  
 

Number 9 (Page 7) 

Dharma ransomware used in recent attacks 
 

 
 

http://www.cyber-risk-gmbh.com/


P a g e  | 10 

Cyber Risk GmbH, CHE-244.099.341, Rebackerstrasse 7, 8810 Horgen, www.cyber-risk-gmbh.com 

Number 10 (Page 7) 

European Cybersecurity Month: How to Get Involved 
October 2020 EU cybersecurity awareness campaign open for event 
submissions. 
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Number 1 

The Space Policy Directive 
 

 
 

Section 1. Background.  
 
The United States considers unfettered freedom to operate in space vital to 
advancing the security, economic prosperity, and scientific knowledge of 
the Nation.  
 
Space systems enable key functions such as global communications; 
positioning, navigation, and timing; scientific observation; exploration; 
weather monitoring; and multiple vital national security applications.  
 
Therefore, it is essential to protect space systems from cyber incidents in 
order to prevent disruptions to their ability to provide reliable and efficient 
contributions to the operations of the Nation's critical infrastructure. 
 
Space systems are reliant on information systems and networks from 
design conceptualization through launch and flight operations.  
 
Further, the transmission of command and control and mission 
information between space vehicles and ground networks relies on the use 
of radio-frequency-dependent wireless communication channels.  
 
These systems, networks, and channels can be vulnerable to malicious 
activities that can deny, degrade, or disrupt space operations, or even 
destroy satellites. 
 
Examples of malicious cyber activities harmful to space operations include 
spoofing sensor data; corrupting sensor systems; jamming or sending 
unauthorized commands for guidance and control; injecting malicious 
code; and conducting denial-of-service attacks.  
 
Consequences of such activities could include loss of mission data; 
decreased lifespan or capability of space systems or constellations; or the 
loss of positive control of space vehicles, potentially resulting in collisions 
that can impair systems or generate harmful orbital debris. 
 
The National Security Strategy of December 2017 states that "[t]he United 
States must maintain our leadership and freedom of action in space." As 
the space domain is contested, it is necessary for developers, 
manufacturers, owners, and operators of space systems to design, build, 

http://www.cyber-risk-gmbh.com/
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operate, and manage them so that they are resilient to cyber incidents and 
radio-frequency spectrum interference. 
 
Space Policy Directive-3 (SPD-3) of June 18, 2018 (National Space Traffic 
Management Policy), states that "[s]atellite and constellation owners 
should participate in a pre-launch certification process" that should 
consider a number of factors, including encryption of satellite command 
and control links and data protection measures for ground site operations. 
 
The National Cyber Strategy of September 2018 states that my 
Administration will enhance efforts to protect our space assets and 
supporting infrastructure from evolving cyber threats, and will work with 
industry and international partners to strengthen the cyber resilience of 
existing and future space systems. 
 
The directive: https://www.whitehouse.gov/wp-
content/uploads/2020/09/2020SPD5.mem_.pdf 
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Number 2 

UNITED STATES OF AMERICA, Plaintiff, v. 280 VIRTUAL 
CURRENCY ACCOUNTS Defendants. 
 

 
 

Bitcoin (“BTC”) and Ether (“ETH”) are pseudonymous virtual currencies.  
 
Although BTC and ETH transactions are visible on a public ledger, each 
transaction is referenced by a complex series of numbers and letters (as 
opposed to identifiable individuals) involved in the transaction.  
 
The public ledger containing this series of numbers and letters is called a 
blockchain.  
 
This feature makes BTC and ETH pseudonymous; however, it is often 
possible to determine the identity of an individual involved in BTC and 
ETH transactions through several different tools.  
 
For this reason, many criminal actors who use BTC and ETH to facilitate 
illicit transactions online (e.g., to buy and sell unlawful drugs or other 
illegal items or services) look for ways to make their transactions even 
more anonymous.  
 
BTC/ETH addresses are unique tokens; however, BTC/ETH are designed 
such that one person may easily operate many such accounts.  
 
A user can send and receive BTC/ETH with others by sending BTC/ETH to 
a BTC/ETH address.  
 
People commonly have many different addresses, and an individual could 
theoretically use a unique address for every transaction in which they 
engage.  
 
To spend BTC/ETH held within a BTC/ETH address, the user must have a 
private key, which is generated when the BTC/ETH address is created. 

http://www.cyber-risk-gmbh.com/
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Similar to a password, a private key is shared only with the BTC/ETH -
address key’s initiator and ensures secure access to the virtual currency.  
 
Consequently, only the holder of a private key for a BTC/ETH address can 
spend BTC/ETH from the address.  
 
A BTC user can also spend from multiple BTC addresses in one 
transaction; for example, five addresses each holding five BTC can 
collectively send 25 BTC in a single transaction.  
 
Although generally the owners of BTC/ETH addresses are not known 
unless the information is made public by the owner (for example, by 
posting the address in an online forum or providing the BTC/ETH address 
to another user for a transaction), analyzing the public transaction ledger 
can sometimes lead to identifying both the owner of an address and any 
other accounts that the person or entity owns and controls.  
 
There are other virtual currencies similar to ETH that are stored and sent 
using ETH addresses and transactions. Some of these currencies are 
discussed in this affidavit below. 
 
BTC/ETH are often transacted using a virtual currency exchange, which is 
a virtual currency trading and storage platform.  
 
An exchange typically allows trading between the U.S. dollar, foreign 
currencies, BTC, ETH, and other virtual currencies.  
 
Many virtual currency exchanges also store their customers’ virtual 
currencies. These exchanges act as money services businesses and are 
legally required to conduct due diligence on their customers and have 
antimoney laundering checks in place.  
 
Virtual currency exchanges doing business in the United States are 
regulated under the Bank Secrecy Act, codified at 31 U.S.C. § 5311 et seq., 
and must collect identifying information of their customers and verify their 
clients’ identities. 
 
To read more: https://www.justice.gov/opa/press-
release/file/1310421/download 
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Number 3 

NIST Launches Studies into Masks’ Effect on Face Recognition 
Software 
Algorithms created before the pandemic generally perform less accurately 
with digitally masked faces. 
 

 
 

Now that so many of us are covering our faces to help reduce the spread of 
COVID-19, how well do face recognition algorithms identify people wearing 
masks? The answer, according to a preliminary study by the National 
Institute of Standards and Technology (NIST), is with great difficulty.  
 
Even the best of the 89 commercial facial recognition algorithms tested 
had error rates between 5% and 50% in matching digitally applied face 
masks with photos of the same person without a mask. 
 
The results were published as a NIST Interagency Report (NISTIR 8311), 
the first in a planned series from NIST’s Face Recognition Vendor Test 
(FRVT) program on the performance of face recognition algorithms on 
faces partially covered by protective masks. You may visit: 
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8311.pdf 
 
“With the arrival of the pandemic, we need to understand how face 
recognition technology deals with masked faces,” said Mei Ngan, a NIST 
computer scientist and an author of the report. “We have begun by 
focusing on how an algorithm developed before the pandemic might be 
affected by subjects wearing face masks. Later this summer, we plan to test 
the accuracy of algorithms that were intentionally developed with masked 
faces in mind.” 
 
The NIST team explored how well each of the algorithms was able to 
perform “one-to-one” matching, where a photo is compared with a 
different photo of the same person. The function is commonly used for 
verification such as unlocking a smartphone or checking a passport.  
 
The team tested the algorithms on a set of about 6 million photos used in 
previous FRVT studies. (The team did not test the algorithms’ ability to 
perform “one-to-many” matching, used to determine whether a person in a 
photo matches any in a database of known images). 
 
The research team digitally applied mask shapes to the original photos and 
tested the algorithms’ performance. Because real-world masks differ, the 
team came up with nine mask variants, which included differences in 
shape, color and nose coverage.  

http://www.cyber-risk-gmbh.com/
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The digital masks were black or a light blue that is approximately the same 
color as a blue surgical mask. The shapes included round masks that cover 
the nose and mouth and a larger type as wide as the wearer’s face.  
 
These wider masks had high, medium and low variants that covered the 
nose to different degrees. The team then compared the results to the 
performance of the algorithms on unmasked faces.  
 
“We can draw a few broad conclusions from the results, but there are 
caveats,” Ngan said. “None of these algorithms were designed to handle 
face masks, and the masks we used are digital creations, not the real thing.” 
 
If these limitations are kept firmly in mind, Ngan said, the study provides a 
few general lessons when comparing the performance of the tested 
algorithms on masked faces versus unmasked ones.  
 
1. Algorithm accuracy with masked faces declined substantially across the 
board. Using unmasked images, the most accurate algorithms fail to 
authenticate a person about 0.3% of the time.  
 
Masked images raised even these top algorithms’ failure rate to about 5%, 
while many otherwise competent algorithms failed between 20% to 50% of 
the time. 
 
2. Masked images more frequently caused algorithms to be unable to 
process a face, technically termed “failure to enroll or template” (FTE).  
 
Face recognition algorithms typically work by measuring a face’s features 
— their size and distance from one another, for example — and then 
comparing these measurements to those from another photo.  
 
An FTE means the algorithm could not extract a face’s features well enough 
to make an effective comparison in the first place. 
 
3. The more of the nose a mask covers, the lower the algorithm’s accuracy. 
The study explored three levels of nose coverage — low, medium and high 
— finding that accuracy degrades with greater nose coverage. 
 
4. While false negatives increased, false positives remained stable or 
modestly declined. Errors in face recognition can take the form of either a 
“false negative,” where the algorithm fails to match two photos of the same 
person, or a “false positive,” where it incorrectly indicates a match between 
photos of two different people. The modest decline in false positive rates 
show that occlusion with masks does not undermine this aspect of security. 
 

http://www.cyber-risk-gmbh.com/
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5. The shape and color of a mask matters. Algorithm error rates were 
generally lower with round masks. Black masks also degraded algorithm 
performance in comparison to surgical blue ones, though because of time 
and resource constraints the team was not able to test the effect of color 
completely. 
 
The report, Ongoing Face Recognition Vendor Test (FRVT) Part 6A: Face 
recognition accuracy with face masks using pre-COVID-19 algorithms, 
offers details of each algorithm’s performance, and the team has posted 
additional information online. You may visit: 
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8311.pdf 
 

 
 
Ngan said the next round, planned for later this summer, will test 
algorithms created with face masks in mind. Future study rounds will test 
one-to-many searches and add other variations designed to broaden the 
results further. 
 
“With respect to accuracy with face masks, we expect the technology to 
continue to improve,” she said. “But the data we’ve taken so far 
underscores one of the ideas common to previous FRVT tests: Individual 
algorithms perform differently. Users should get to know the algorithm 
they are using thoroughly and test its performance in their own work 
environment.”  
 
This work was conducted in collaboration with the Department of 
Homeland Security’s Science and Technology Directorate, Office of 
Biometric Identity Management, and Customs and Border Protection. 
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Number 4 

Newcastle University suffers a serious cyber incident 
 

 
 

Newcastle University confirmed that ongoing issues with its IT systems will 
take several weeks to address. Many of the university’s services are not 
operational and those that are may be taken down without notice. 
 
System issues first started last week and the university has been taking 
measures to secure its IT estate and investigate the impact since then. 
 
The university has published FAQs which offer advice and guidance to its 
staff and students.  
 
You may visit: https://www.ncl.ac.uk/itservice/latest-news/faqs/ 
 

 
 
The NCSC is aware of the incident and providing support; we regularly 
work to protect the academia sector from threats and improve its security 
practices. 
 
Ransomware operators DoppelPaymer have claimed that they are 
responsible for breaching the university’s network. The university has not 
confirmed this claim and a criminal investigation is ongoing. 
 
The NCSC has recently updated its guidance on mitigating malware and 
ransomware attacks. Those looking to secure their online accounts should 
follow the NCSC’s Cyber Aware advice.  
 

http://www.cyber-risk-gmbh.com/
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You may visit: https://www.ncsc.gov.uk/cyberaware/home 
 
Anyone concerned about their personal data being compromised may find 
our guidance on the phishing threat following data breaches helpful.  
 
You may visit: https://www.ncsc.gov.uk/guidance/phishing-threat-
following-data-breaches 
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Number 5 

National Security Agency (NSA), Federal Bureau of Investigation 
(FBI) - Cybersecurity Advisory: Russian GRU 85th GTsSS 
Deploys Previously Undisclosed Drovorub Malware 
 

 
 
 

The Russian General Staff Main Intelligence Directorate (GRU) 85th Main 
Special Service Center (GTsSS), military unit 26165, is deploying 
previously undisclosed malware for Linux® systems, called Drovorub, as 
part of its cyber espionage operations.  
 
GTsSS malicious cyber activity has previously been attributed by the 
private sector using the names Fancy Bear, APT28, Strontium, and a 
variety of other identifiers.  
 
This publication provides background on Drovorub, attribution of its use to 
the GTsSS, detailed technical information on the Drovorub malware, 
guidance on how to detect Drovorub on infected systems, and mitigation 
recommendations.  
 
Information in this Cybersecurity Advisory is being disclosed publicly to 
assist National Security System owners and the public to counter the 
capabilities of the GRU, an organization which continues to threaten the 
United States and U.S. allies as part of its rogue behavior, including their 
interference in the 2016 U.S. Presidential Election as described in the 2017 
Intelligence Community Assessment, Assessing Russian Activities and 
Intentions in Recent US Elections (Office of the Director of National 
Intelligence, 2017).  
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Drovorub is a Linux malware toolset consisting of an implant coupled with 
a kernel module rootkit, a file transfer and port forwarding tool, and a 
Command and Control (C2) server.  
 
When deployed on a victim machine, the Drovorub implant (client) 
provides the capability for direct communications with actor-controlled C2 
infrastructure; file download and upload capabilities; execution of 
arbitrary commands as "root"; and port forwarding of network traffic to 
other hosts on the network.  
 
A number of complementary detection techniques effectively identify 
Drovorub malware activity. However, the Drovorub-kernel module poses a 
challenge to large-scale detection on the host because it hides Drovorub 
artifacts from tools commonly used for live-response at scale.  
 
While packet inspection at network boundaries can be used to detect 
Drovorub on networks, host-based methods include probing, security 
products, live response, memory analysis, and media (disk image) analysis. 
Specific guidance for running Volatility®, probing for file hiding behavior, 
Snort® rules, and Yara® rules are all included in the Detection section of 
this advisory.  
 
To prevent a system from being susceptible to Drovorub’s hiding and 
persistence, system administrators should update to Linux Kernel 3.7 or 
later in order to take full advantage of kernel signing enforcement.  
 
Additionally, system owners are advised to configure systems to load only 
modules with a valid digital signature making it more difficult for an actor 
to introduce a malicious kernel module into the system. 
 
To read more: https://media.defense.gov/2020/Aug/13/2002476465/-1/-
1/0/CSA_DROVORUB_RUSSIAN_GRU_MALWARE_AUG_2020.PDF 
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Number 6 

NIST Asks A.I. to Explain Itself 
Technical agency proposes four fundamental principles for judging how 
well AI decisions can be explained. 
 

 
 

It’s a question that many of us encounter in childhood: “Why did you do 
that?” As artificial intelligence (AI) begins making more consequential 
decisions that affect our lives, we also want these machines to be capable of 
answering that simple yet profound question. After all, why else would we 
trust AI’s decisions? 
 
This desire for satisfactory explanations has spurred scientists at the 
National Institute of Standards and Technology (NIST) to propose a set of 
principles by which we can judge how explainable AI’s decisions are.  
 
Their draft publication, Four Principles of Explainable Artificial 
Intelligence (Draft NISTIR 8312), is intended to stimulate a conversation 
about what we should expect of our decision-making devices. You may 
visit: 

https://www.nist.gov/system/files/documents/2020/08/17/NIST%20Exp
lainable%20AI%20Draft%20NISTIR8312%20%281%29.pdf 
 
The report is part of a broader NIST effort to help develop trustworthy AI 
systems. NIST’s foundational research aims to build trust in these systems 
by understanding their theoretical capabilities and limitations and by 
improving their accuracy, reliability, security, robustness and 
explainability, which is the focus of this latest publication.  
 
The authors are requesting feedback on the draft from the public — and 
because the subject is a broad one, touching upon fields ranging from 
engineering and computer science to psychology and legal studies, they are 
hoping for a wide-ranging discussion. 
 
“AI is becoming involved in high-stakes decisions, and no one wants 
machines to make them without an understanding of why,” said NIST 
electronic engineer Jonathon Phillips, one of the report’s authors. “But an 
explanation that would satisfy an engineer might not work for someone 
with a different background. So, we want to refine the draft with a diversity 
of perspective and opinions.” 
 
An understanding of the reasons behind the output of an AI system can 
benefit everyone the output touches. If an AI contributes to a loan approval 
decision, for example, this understanding might help a software designer 
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improve the system. But the applicant might want insight into the AI’s 
reasoning as well, either to understand why she was turned down, or, if she 
was approved, to help her continue acting in ways that maintain her good 
credit rating. 
 
According to the authors, the four principles for explainable AI are: 
 
- AI systems should deliver accompanying evidence or reasons for all 

their outputs. 
 
- Systems should provide explanations that are meaningful or 

understandable to individual users. 
 
- The explanation correctly reflects the system’s process for generating 

the output. 
 
- The system only operates under conditions for which it was designed or 

when the system reaches a sufficient confidence in its output. (The idea 
is that if a system has insufficient confidence in its decision, it should 
not supply a decision to the user.) 

 
While these principles are straightforward enough on the surface, Phillips 
said that individual users often have varied criteria for judging an AI’s 
success at meeting them. For instance, the second principle — how 
meaningful the explanation is — can imply different things to different 
people, depending on their role and connection to the job the AI is doing. 
 
“Think about Kirk and Spock and how each one talks,” Phillips said, 
referencing the Star Trek characters. “A doctor using an AI to help 
diagnose disease may only need Spock’s explanation of why the machine 
recommends a particular treatment, while the patient might be OK with 
less technical detail but want Kirk’s background on how it relates to his 
life.” 
 
Phillips and his co-authors align their concepts of explainable AI to 
relevant previous work in artificial intelligence, but they also compare the 
demands for explainability we place on our machines to those we place on 
our fellow humans. Do we measure up to the standards we are asking of 
AI? After exploring how human decisions hold up in light of the report’s 
four principles, the authors conclude that — spoiler alert — we don’t. 
 
“Human-produced explanations for our own choices and conclusions are 
largely unreliable,” they write, citing several examples. “Without conscious 
awareness, people incorporate irrelevant information into a variety of 
decisions from personality trait judgments to jury decisions.”  
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However, our awareness of this apparent double standard could eventually 
help us better understand our own decisions and create a safer, more 
transparent world.  
 
“As we make advances in explainable AI, we may find that certain parts of 
AI systems are better able to meet societal expectations and goals than 
humans are,” said Phillips, whose past research indicates that 
collaborations between humans and AI can produce greater accuracy than 
either one working alone. “Understanding the explainability of both the AI 
system and the human opens the door to pursue implementations that 
incorporate the strengths of each.” 
 
For the moment, Phillips said, the authors hope the comments they receive 
advance the conversation.  
 
“I don’t think we know yet what the right benchmarks are for 
explainability,” he said. “At the end of the day we’re not trying to answer all 
these questions. We’re trying to flesh out the field so that discussions can 
be fruitful.” 
 
NIST is accepting comments on the draft until October 15, 2020; for more 
details, visit NIST's webpage on AI explainability at: 
https://www.nist.gov/topics/artificial-intelligence/ai-foundational-
research-explainability 
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Number 7 

Episode 31: Science 2.0 
 

 
 

In this thematic episode of the Voices from DARPA podcast, three program 
managers discuss the possibility that emerging technologies in the arena of 
artificial intelligence (AI) are converging toward an “artificial science” 
toolset that could open an era we might designate as Science 2.0.  
 
The prospect of AI scientists making Nobel-prize-caliber discoveries is not 
around the corner, but it is a distinct possibility for the future, suggests 
program manager Jiangying Zhou of the agency’s Defense Sciences Office 
(DSO).  
 
On the way toward that ideal, adds program manager Joshua Elliott of the 
Information Innovation Office (I2O), we are likely to rely on scientifically-
minded AI tools to pump up the efficiency of scientific discovery and to tap 
into the vast and growing reservoirs of data, which biological minds might 
not be as suited to make sense of as AI ones.  
 
For Bartlett Russell, also of DSO, perhaps the most important advance 
during the evolution toward a Science 2.0 era will reside in the use of AI 
tools that enable more people than ever to embrace the scientific 
enterprise.  
 
The more minds doing science, she says, the more discovery we can expect. 
 
Blubrry (podcast host): 
https://blubrry.com/voices_from_darpa/65777883/episode-31-science-
20/ 
 
YouTube: https://www.youtube.com/watch?v=FdDsNqbGpsw 
 
iTunes: https://itunes.apple.com/us/podcast/voices-from-
darpa/id1163190520 
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Number 8 

COMPLAINT FOR VIOLATION OF: Title 18, United States Code, 
Section 371 – Conspiracy to Intentionally Cause Damage to a 
Protected Computer 
 

 
 

AFFIDAVIT IN SUPPORT OF ARREST WARRANT AND CRIMINAL 
COMPLAINT  
 
1. I, Michael J. Hughes, being first duly sworn, hereby depose and state as 
follows: I make this affidavit in support of the issuance of an arrest warrant 
and a Criminal Complaint charging defendant EGOR IGOREVICH 
KRIUCHKOV with a violation of 18 U.S.C. § 371 – Conspiracy to 
Intentionally Cause Damage to a Protected Computer (conspiracy to violate 
18 U.S.C. §§ 1030(a)(5)(A); 1030(c)(4)(B)(i) and (c)(4)(A)(i)(I)).  
 
2. I am a Special Agent for the Federal Bureau of Investigation (“FBI”), 
where I have been employed for 14 years. As a Special Agent, in accordance 
with Title 18, United States Code, Section 2510(7), I am a Federal Law 
Enforcement Officer of the United States, who is empowered by law to 
conduct investigations of and make arrests for offenses enumerated in Title 
18, as well as author warrants for search and seizure pursuant to Rule 
41(a)(2)(C) of the Federal Rules of Criminal Procedure.  
 
3. I am currently assigned to the Reno Resident Agency of the FBI Las 
Vegas Division, where I have been assigned for three years. Prior to this 
current assignment, I served as a Special Agent in Las Vegas, Nevada and 
as a Supervisory Special Agent at FBI Headquarters in Washington, D.C. 
 
4. I have experience conducting national security and criminal 
investigations, including counterintelligence, counterterrorism, and cyber 
matters. I am currently responsible for conducting counterintelligence 
investigations.  
 
5. During my tenure with the FBI, I have conducted surveillance, analyzed 
phone records, drafted search warrant applications, monitored Title III 
wiretaps, interviewed witnesses, recruited confidential sources, supervised 
activities of sources, utilized and analyzed GPS tracking technology, 
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executed search warrants, and executed arrest warrants. I have also 
received ongoing on-the-job training from other agents and law 
enforcement officials.  
 
6. Based upon the above experience, I am familiar with the modus 
operandi of persons involved in fraud related to unauthorized computer 
access, the theft of trade secrets, intelligence collection against the United 
States Government and industry within the United States, and other 
criminal violations. I am aware persons involved in such criminal activities 
routinely attempt to conceal their identities and actions, including 
involving third party actors to aid in their criminality.  
 
7. The facts in this affidavit come from my personal observations, my 
training and experience, and information obtained from other agents and 
witnesses. This affidavit is intended to show merely that there is sufficient 
probable cause for the issuance of an arrest warrant and a criminal 
complaint and does not set forth all of my knowledge about this matter.  
 
8. Based on my training and experience and the facts as set forth in this 
affidavit, there is probable cause to believe that EGOR IGOREVICH 
KRIUCHKOV has committed a violation of 18 U.S.C. § 371 – Conspiracy to 
Intentionally Cause Damage to a Protected Computer. 
 
To read more: https://www.justice.gov/opa/press-
release/file/1308766/download 
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Number 9 

Dharma ransomware used in recent attacks 
 

 
 

A cyber security firm has reported that a number of recent cyber attacks in 
Asia are the result of hackers using the Dharma ransomware. 
 
The attackers, who were described as “newbie hackers” by the report’s 
researchers, have been using simple tools and tactics to carry the attacks 
out on companies in Russia, Japan, India and China. 
 
The tools used are publicly available and included the likes of NLBrute, 
Defender Control and Advanced Port Scanner amongst others. The 
Dharma ransomware itself was leaked online earlier this year which means 
it could be used by anyone who had obtained it without too much 
development. 
 
Group-IB, the authors of the report, also noted that the group were 
requesting ransom payments of between $10,000 and $50,000 which, 
compared to other ransomware incidents, is relatively a small amount. 
 
Ransomware is a growing cyber threat. The NCSC’s mitigating malware 
and ransomware guidance 
(https://www.ncsc.gov.uk/guidance/mitigating-malware-and-
ransomware-attacks) can help reduce: 
 
- the likelihood of becoming infected 
- the spread of the malware throughout an organisation 
- the impact of the infection 
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Number 10 

European Cybersecurity Month: How to Get Involved 
October 2020 EU cybersecurity awareness campaign open for event 
submissions. 
 

 
 

The highly anticipated European Cybersecurity Month (ECSM), the EU’s 
annual campaign in October promoting cybersecurity among citizens and 
organisations, has opened its doors for people to get involved.  
 
The majority of this year’s activities – from conferences and trainings to 
presentations and knowledge games – have moved online due to the 
COVID-19 pandemic. Each year, hundreds of activities take place across 
Europe for the entire month of October to advance online security. 
 
Get Involved 
 
ECSM is an open platform allowing people to join the programme as local 
event producers. All interested parties can submit their event proposals by 
visiting the ECSM website (click ‘become an organizer’). You may visit: 
https://cybersecuritymonth.eu/ 
 

 
 

Accepted proposals will be listed as ECSM activities on the website’s 
interactive map of Europe for public access and registration. 
 
The website acts as a ‘hub’ of cybersecurity information. Each participating 
EU Member State has a dedicated webpage with updated information in 
the local language.  
 
Users can find tips and advice in 23 languages, awareness raising 
materials, online quizzes, links to events and more.  
 
People can also share their ideas and opinions by joining the cybersecurity 
awareness campaign on Twitter @CyberSecMonth with #CyberSecMonth 
and #ThinkB4UClick. 
 
Cybersecurity Is A Shared Responsibility 
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Each year, ECSM organisers bring together people from across Europe to 
join forces under the slogan ‘Cybersecurity is a Shared Responsibility’ to 
unite against cyber threats.  
 
The ECSM campaign is coordinated by the European Union Agency for 
Cybersecurity (ENISA) and the European Commission, and supported by 
the EU Member States and more than 300 partners (governments, 
universities, think tanks, NGOs, professional associations, private sector 
businesses) from Europe, and beyond. 
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Disclaimer 
 
Despite the great care taken to prepare this newsletter, we cannot 
guarantee that all information is current or accurate. If errors are brought 
to our attention, we will try to correct them, and we will publish the correct 
information to the LinkedIn and Facebook pages of Cyber Risk GmbH. 
 
Readers will make their own determination of how suitable the 
information is for their usage and intent. Cyber Risk GmbH expressly 
disclaims all warranties, either expressed or implied, including any implied 
warranty of fitness for a particular purpose, and neither assumes nor 
authorizes any other person to assume for it any liability in connection 
with the information or training programs provided. 
 
Cyber Risk GmbH and its employees will not be liable for any loss or 
damages of any nature, either direct or indirect, arising from use of the 
information provided on this newsletter, or our web sites. 
 
We are not responsible for opinions and information posted by others. The 
inclusion of links to other web sites does not necessarily imply a 
recommendation or endorsement of the views expressed within them. 
Links to other web sites are presented as a convenience to users. Cyber 
Risk GmbH does not accept any responsibility for the content, accuracy, 
reliability, or currency found on external web sites. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or 
similar regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the association has 
no control and for which the association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you 
should always consult a suitably qualified professional); 
 
- is in no way constitutive of interpretative; 
 
- does not prejudge the position that the relevant authorities might 
decide to take on the same matters if developments, including Court 
rulings, were to lead it to revise some of the views expressed here; 
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- does not prejudge the interpretation that the Courts might place on 
the matters at issue. 
 
Please note that it cannot be guaranteed that these information and 
documents exactly reproduce officially adopted texts. It is our goal to 
minimize disruption caused by technical errors. However, some data or 
information may have been created or structured in files or formats that 
are not error-free and we cannot guarantee that our service will not be 
interrupted or otherwise affected by such problems.  
 
Readers that are interested in a specific topic covered in the newsletter, 
must download the official papers, must find more information, and must 
ask for legal and technical advice, before making any business decisions. 
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