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September 2022, top cyber risk and compliance related
local news stories and world events

Dear readers,
We invite you to visit our new web site, it is about intimacy,
romance, and seduction for espionage:
https://www.sexspionage.ch

Voltaire believed that illusion is the first of all pleasures. Edgar Allan Poe
has said that that the purest pleasure, the most elevating and the most
intense, is derived from the contemplation of the beautiful.
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Beauty, intelligence, and other characteristics, form our impression of a
person and the assumptions we make. A cognitive bias leads us to find
excuses when we break the rules for a person we like. A beautiful person is
often a good excuse.
People often love their country and their spouse or partner, but they have
also fantasies that are negative and destructive. There have fantasies linked
to a desire to give up control, or to break free from the constraints that
society places on them. They may want to be dominated, to feel some form
of pain, to have a threesome, to engage in public sex, to have sex with many
people, to watch others, to have sex with a stranger, a prostitute or a
stripper, to be photographed or filmed, to have sex with someone of a
different age, sometimes under 18 years old.
Foreign intelligence agencies love fantasies that involve illegal or socially
unacceptable behaviour, like child sexual abuse. Their target becomes very
vulnerable to a suitable mix of blackmail and bribery. Illusion management
and the expectations of pleasure are core tools, so they are managing sex as
a commodity, they are weaponizing intimate personal attachments, and
they are training handsome men and beautiful women to exploit
weaknesses and passion.
Sex is a prime motivator and a common denominator for all. According to
Sigmund Freud, eroticism is the balance between the aesthetic and the
moral.
Spies learn that sexual desire involves biology and psychology, and exploit
the interplay of biological factors such as neurohormones, and
psychological factors such as emotions. The release of neurochemicals such
as oxytocin and dopamine can play strange games, not only to lonely
persons, but also to everyone that dreams a great intimate relationship.
There are some easy targets, like sex addicted persons, and spies learn how
to identify them. Sex addiction and hypersexuality refers to constant sexual
thoughts and desires, an excessive, sometimes pathological interest in sex.
This is quite similar to the addiction to alcohol, opioids, or stimulants.
People that feel an overwhelming compulsion fight an uphill battle to take
control of something that’s on autopilot.
Read more at https://www.sexspionage.ch
What is sexual desire?
Sexual desire looks simple and easy to understand, but it is not. It is a
complex concept that involves biochemical, neurological, behavioral,
psychological, and sociocultural aspects.
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Epicurus believed that humans instinctively pursue pleasure, and that all of
their actions, including those that may appear as either virtuous or
altruistic, are ultimately aimed at obtaining pleasure for themselves.
Masters and Johnson’s (1966) human sexual response cycle (HSRC)
consisted of a fixed sequence of stages of sexual response: Excitement,
plateau, orgasm, and resolution. Desire was not part of the HSRC. Kaplan,
in 1974, separated orgasm from the excitement phase, and introduced
sexual desire in the first phase of the HSRC model.
Kaplan defined sexual desire as "specific sensations which move the
individual to seek out, or become receptive to, sexual experiences. These
sensations are produced by the physical activation of a specific neural
system in the brain. When this system is active, persons may feel genital
sensations, or they may feel vaguely sexy, interested in sex, open to sex, or
even just restless. These sensations cease after sexual gratification, i.e.,
orgasm."
Kaplan viewed sexual desire as biologically driven, influenced by activation
and inhibition of neural substrates. She believed that all sexual
dysfunctions were caused by anxiety.
In 1987, Levine introduced the three features that characterize sexual
desire:
(a) Desire precedes and accompanies sexual arousal;
(b) Desire is the psychobiological propensity to engage in sexual behavior;
and
(c) Desire is the energy brought to sexual behavior.
Levine defined sexual desire as “the psychobiologic energy that precedes
and accompanies arousal and tends to produce sexual behavior”.
Is passion derived from the unknown, the risk, the surprise, and the
playfulness?
Perel believed that passion is derived from the unknown, the risk, the
surprise, and the playfulness. Sexual excitement is interwoven with
uncertainty and with people’s willingness to embrace the unfamiliar rather
than shield themselves from it.
This theory was very interesting for all intelligence agencies.
In 2010, Sims and Meana identified three major contributors for the loss of
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desire:
a. The institutionalization of the relationship, which was associated with
the over availability of sex that removed the excitement and anticipation
that used to accompany planning for encounters.
b. Overfamiliarity and the loss of romance. Presex and sexual acts become
overly familiar, almost routine, leading sex to be mechanical.
c. Desexualized roles in light of competing priorities, multiple obligations
and roles.
Foreign intelligence agencies have realized that handsome men and
beautiful women, that can introduce unpredictability and a mix of the
unknown, the risk, the surprise, and the playfulness can be very effective.
To read more:
https://www.sexspionage.ch/Sexspionage_and_Desire.html

What is elicitation?
The term elicitation is derived from the Latin words ex that means out, and
elicere that means draw. (Ex) + (-licere) means to entice, to lure, to
deceive.
Elicitation is defined as the set of techniques and efforts to call forth or
draw out something, such as information, opinion, facts etc.
Elicitation in intelligence is the art and the science of collecting intelligence
from human sources (HUMINT, human intelligence).
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In HUMINT, humans are the collectors of information and the primary
sources of information. Foreign intelligence services gather information
through what appears to be normal social or professional contact. They
may confirm or expand their knowledge of a sensitive program, or gain
clearer insight into a person they are targeting for recruitment.
Personal information concerning an organization, or information not
openly available, may be just what an intelligence service or terrorist
organization is seeking. When combined, such disclosures can be
damaging.
Elicitation exploits fundamental aspects of human nature. Families train
kids to be polite and helpful, and adults have the tendency to do what they
have learned from their parents. They answer questions when asked. They
want to appear well informed. They also desire to convert others to their
opinion, to show off, to correct others.
David Lewis, in his book on sex and espionage, writes that "sex and spying
have always been intimately involved. Not only are prostitution and
espionage two of the oldest professions, they are also among mankind's
most secret and covertly influential activities."
East Germany's STASI (the State Security Service of the German
Democratic Republic (East Germany, GDR) from 1950 to 1990) took
sexspionage to new limits. They trained male and female agents, known as
"ravens" and "swallows," respectively, to attract unsuspecting Western
politicians, scientists, intelligence and military personnel, and even
secretaries. Taking advantage of basic human vulnerabilities, the Russians
and their allies used these "Romeo" operations to extract some of the
West's most sensitive secrets.
According to Allen Dulles, as long as there is sex, it is going to be used.
Human nature has not been changed. Foreign intelligence agencies
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continue to follow the same successful tricks to trap persons with
authorized access to classified information.
To read more: https://www.sexspionage.ch/Sexspionage_Elicitation.html
__________________________________________________
S-U-P-E-R.ch - Fake-Sextortion
«We have pornographic images of you and will publish them unless you
pay EUR 1,200.» According to the Swiss National Cyber Security Centre
(NCSC), you must not comply with such requests under any
circumstances, as this is a nasty scam called fake sextortion.
The blackmailers send such messages on the off-chance of reaching
recipients who have visited pornographic websites. In most cases, the
recipients are also put under pressure to pay the ransom quickly.
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The NCSC is not aware of any cases so far where the blackmailed victims
had compromising material. In the case of fake sextortion emails, the
victims' computers are not infected, and the specified accounts have not
really been hacked either.
-

Ignore such threatening messages, do not disclose any personal
information and never pay a ransom.

-

If a password mentioned is one you use, you should change it
immediately.

Welcome to our monthly newsletter.
Best regards,

George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Cyber Risk GmbH, Handelsregister des Kantons Zürich, Firmennummer:
CHE-244.099.341
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Number 1

Ransomware: Publicly Reported Incidents are only the tip of the
iceberg

The threat landscape report on ransomware attacks published today by the
European Union Agency for Cybersecurity (ENISA) uncovers the
shortcomings of the current reporting mechanisms across the EU.
As one of the most devastating types of cybersecurity attacks over the last
decade, ransomware has grown to impact organisations of all sizes across
the globe.
What is ransomware?
Ransomware is a type of cybersecurity attack that allows threat actors to
take control of the assets of a target and demand ransom for the availability
and confidentiality of these assets.
What the report covers
This threat landscape report analysed a total of 623 ransomware incidents
across the EU, the United Kingdom and the United States for a reporting
period from May 2021 to June 2022. The data was gathered from
governments' and security companies' reports, from the press, verified
blogs and in some cases using related sources from the dark web.
The findings and what they tell us
Between May 2021 and June 2022 about 10 terabytes of data were stolen
each month by ransomware threat actors. 58.2% of the data stolen
included employees' personal data.
At least 47 unique ransomware threat actors were found.
For 94.2% of incidents, we do not know whether the company paid the
ransom or not. However, when the negotiation fails, the attackers usually
expose and make the data available on their webpages. This is what
happens in general and is a reality for 37,88% of incidents.
We can therefore conclude that the remaining 62,12% of companies either
came to an agreement with the attackers or found another solution.
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The study also shows that companies of every size and from all sectors are
affected.
The above figures can however only portray a part of the overall picture. In
reality, the study reveals that the total number of ransomware attacks is
much larger. At present this total is impossible to capture since too many
organisations still do not make their incidents public or do not report on
them to the relevant authorities.
Information about the disclosed incidents is also quite limited since in
most cases the affected organisations are unaware of how threat actors
managed to get initial access.
In the end, organisations might deal with the issue internally (e.g. decide to
pay the ransom) to avoid negative publicity and ensure business continuity.
However, such an approach does not help fight the cause – on the contrary,
it encourages the phenomenon instead, fuelling the ransomware business
model in the process.
It is in the context of such challenges that ENISA is exploring ways to
improve this reporting of incidents. The revised Network and Information
Security Directive (NIS 2) is expected to change the way cybersecurity
incidents are notified. The new provisions will aim to support a better
mapping and understanding of the relevant incidents.
What can Ransomware do: the lifecycle and the business models
According to the analysis of the report, ransomware attacks can target
assets in four different ways: the attack can either Lock, Encrypt, Delete or
Steal (LEDS) the target's assets.
Targeted assets can be anything such as documents or tools from files,
databases, web services, content management systems, screens, master
boot records (MBR), master file tables (MFT), etc.
The life cycle of ransomware remained unchanged until around 2018 when
ransomware started to add more functionality and when blackmailing
techniques matured. We can identify five stages of a ransomware attack:
initial access, execution, action on objectives, blackmail, and ransom
negotiation.
These stages do not follow a strict sequential path.
5 different ransomware business models emerged from the study:
1. A model focused around individual attackers;
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2.
3.
4.
5.

A model focused around group threat actors;
A ransomware-as-a-service model;
A data brokerage model; and,
A model aimed mostly at achieving notoriety as key for a successful
ransomware business (ransomware operators need to maintain a
certain reputation of notoriety, otherwise, victims will not pay the
ransom).

The report recommends the following:
1. Strengthen your resilience against ransomware by taking actions such as:
-

keep an updated backup of your business files & personal data;

-

keep this backup isolated from the network;

-

apply the 3-2-1 rule of backup: 3 copies, 2 different storage media, 1
copy offsite;

-

run security software designed to detect most ransomware in your
endpoint devices;

-

restrict administrative privileges; etc.

2. If you fall victim of a ransomware attack:
-

contact the national cybersecurity authorities or law enforcement for
guidance;

-

do not pay the ransom and do not negotiate with the threat actors;

-

quarantine the affected system;

-

visit the No More Ransom Project, a Europol initiative; etc.

It is strongly recommended to share your ransomware incident
information with your authorities to be able to alert potential victims,
identify threat actors, support the security research and develop means to
prevent such attacks or better respond to them.
Find out more in the report: ENISA Threat Landscape for Ransomware
Attacks at: https://www.enisa.europa.eu/publications/enisa-threatlandscape-for-ransomware-attacks
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ENISA’s work on the Cybersecurity Threat Landscape
Ransomware was already classified as a prime threat in ENISA’s Annual
Threat Landscape of 2021 and had consistently been considered among the
prime threats in previous ETL editions.
This ransomware threat landscape report was developed on the basis of the
recently published ENISA Threat Landscape Methodology — ENISA
(europa.eu). The new methodology aims to provide a consistent and
trusted baseline for the transparent delivery of horizontal, thematic and
sectorial cybersecurity threat landscapes using a systematic and
transparent process for data collection and analysis.
ENISA is constantly looking for ways to gather feedback and to continually
improve and update the methodology applied to the performance of
cybersecurity threat landscapes. Please feel free to reach out to
etl@enisa.europa.eu with suggestions.
Target audience:
-

European Commission and European Member States policy makers
(including but not limited to European Union institutions (EUIs);
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-

EU institutions, bodies and agencies (EUIBAs);

-

Cybersecurity experts, industry, vendors, solution providers, SMEs;

-

Member States and national authorities (e.g. cybersecurity authorities);

To read more: https://www.enisa.europa.eu/news/ransomware-publiclyreported-incidents-are-only-the-tip-of-the-iceberg
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Number 2

NCSC and ICO call on legal profession to support position on
ransomware payments

Ransomware is the biggest online threat to UK organisations and,
worryingly, we've seen evidence of a rise in payments to criminals behind
these attacks.
That's why the NCSC and the Information Commissioner's Office have
called for help from the Law Society, after concerns that some victims were
being advised by legal teams to pay. You may visit:
https://www.ncsc.gov.uk/news/solicitors-urged-to-help-stem-the-risingtide-of-ransomware-payments

Though it may be tempting to pay to get systems back up and running
quickly, it's important to remember that UK Government does not
encourage nor condone the payment of ransoms. There's no guarantee
you'll get your data back and your systems could be compromised again in
future. Paying a ransom doesn't mean you'll get a lower penalty from the
ICO or be looked upon more favourably in any regulatory action.
The NCSC has a wide range of guidance on mitigating the ransomware
threat, for example advising companies to keep offline back-ups. All of our
advice can be found on the ransomware pages. You may visit:
https://www.ncsc.gov.uk/ransomware/home
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The ICO’s recently updated ransomware guidance can be found on its
website: https://ico.org.uk/for-organisations/guide-to-dataprotection/guide-to-the-general-data-protection-regulationgdpr/security/ransomware-and-data-protection-compliance/
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Number 3

Social Media Monitoring Tools: An In-Depth Look

The growing relevance of social media
Information is power and, in this day and age, the Internet is increasingly
becoming the primary source and vector for the transfer of information
between people.
Digital media is an essential source of information for people worldwide.
Compared to traditional media, digital media consumption grows rapidly
with each year.
The COVID-19 pandemic contributed to this process, with most work,
learning, entertainment and communication in technologically
advanced countries transferring to the online environment.
Social media plays a significant role in people’s lives. There are 4.2 billion
social media users worldwide, more than 53% of the world’s population.
Since 2021, the number of social media users has grown by 490 million, a
13% increase. This means that the number of new social media users grew
by more than 900 users per minute.
The amount of content generated on social media is tremendous—there are
474,000 Tweets, 69 000 Instagram posts, and 400 hours of new Youtube
videos uploaded each minute.
On Facebook alone, there are 510,000 comments, 293,000 status updates,
and 136,000 photos uploaded per minute.
An Introduction to Media Monitoring
From press clippings in the area of traditional media to online media
monitoring (or sometimes also listening), online media monitoring is used
to observe social media and other media on the Internet (websites, blogs,
news, etc.).
Tools to conduct monitoring can vary, from a simple Excel sheet, to using a
specific tool to analyse data. In addition, there are possibilities to analyse
data on-the-go via mobile-friendly platforms.
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One of the important aspects is to know how and what data to gather.
However, one of the challenges is getting useful insights from the gathered
data as this is a process on its own.
The aims of media monitoring can vary, and analysis can be conducted by
different parties. As these tools primarily have a limited trial or a demo,
depending on the target group (for businesses, decision/makers, media
specialists, governments etc.); this is also reflected in the business plans of
the tools.
Public figures may be interested in how their brand is doing and what
people say about them; entrepreneurs and businesses may be interested in
how their products are being received, PR specialists or agencies would be
interested in keeping their eye on their clients and online campaigns.
Also, understanding the depth of and belief in disinformation and its effect
on democracy or a military operation, governments and military
organisations can use media monitoring to serve their interests.
The gathered data can provide many insights into current or past
conversations about a certain topic, opinions of the public, identify sources
or originators of information, and more.
It all can be done manually by creating a systematic overview of when,
what, and how something was posted. For large amounts of work,
automation is helpful to process data. With automation, third-party tools
and getting data directly from social media platforms is possible.
The analysis can be done based on different levels, starting from hashtags
or finding trending topics, but also in a more complex way of
understanding how something was commented, for example, searching for
negative comments about a brand.
Therefore, the main functionalities that help make sense of the data would
then include real-time listening, analysis, access to historical data, and
visualisation of data via dashboards.
In order to get information, there are various ways to get the data—either
programmatically, using the methods officially provided by social media
platforms, or using the tools discussed in this report, or manually
searching social media platforms using their built-in functionality.
To read more: https://stratcomcoe.org/publications/social-mediamonitoring-tools-an-in-depth-look/245
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Number 4

The Cyber Defense Review
VOLUME 7, NUMBER 3, SUMMER 2022

The Cyber Defense Review is published by the Army Cyber Institute at
West Point. The views expressed in the journal are those of the authors and
not the United States Military Academy, the Department of the Army, or
any other agency of the U.S. Government.
The mention of companies and/or products is for demonstrative purposes
only and does not constitute endorsement by United States Military
Academy, the Department of the Army, or any other agency of the U.S.
Government.
You can read:
Dr. Andrew C. Dwyer, Dr. Amy Ertan, Page 9 - An Offensive Future?
Alicia Bates, Page 17 - Prepare and Prevent, Don’t Repair and Repent: The
Role of Reinsurance in Offensive Cyber
Matthias Dellago, Daniel W. Woods, Andrew Simpson, Page 31 - Exploit
Brokers and Offensive Cyber Operations
Dr. Bryan Nakayama, Page 49 - Democracies and the Future of Offensive
(Cyber-Enabled) Information Operations
Ewan Lawson, Page 67 - Between Two Stools: Military and Intelligence
Organizations in the Conduct of Offensive Cyber Operations
Dr. Nori Katagiri, Page 79 - Three Conditions for Cyber Countermeasures:
Opportunities and Challenges of Active-Defense Operations
Dr. Brandon Valeriano, Page 91 - The Failure of the Offense/Defense
Balance in Cyber Security
Dr. Joe Burton, Page 103 - The Future of Cyber Conflict Studies: Cyber
Subcultures and The Road to Interdisciplinarity
Dr. Rod Thornton, Dr. Marina Miron, Page 117 - Winning Future Wars:
Russian Offensive Cyber and Its Vital Importance in Moscow’s Strategic
Thinking
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To read it:
https://cyberdefensereview.army.mil/Portals/6/Documents/2022_summ
er_cdr/CDR_V7N3_Summer_2022-SE-WEB1.pdf?ver=oDnMjK7AGrLLtmFJPHUwxQ%3d%3d
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Number 5

U.S. Treasury Sanctions Notorious Virtual Currency Mixer
Tornado Cash

The U.S. Department of the Treasury’s Office of Foreign Assets Control
(OFAC) sanctioned virtual currency mixer Tornado Cash, which has been
used to launder more than $7 billion worth of virtual currency since its
creation in 2019.
This includes over $455 million stolen by the Lazarus Group, a Democratic
People’s Republic of Korea (DPRK) state-sponsored hacking group that
was sanctioned by the U.S. in 2019, in the largest known virtual currency
heist to date.
Tornado Cash was subsequently used to launder more than $96 million of
malicious cyber actors’ funds derived from the June 24, 2022 Harmony
Bridge Heist, and at least $7.8 million from the August 2, 2022 Nomad
Heist.
Today’s action is being taken pursuant to Executive Order (E.O.) 13694, as
amended, and follows OFAC’s May 6, 2022 designation of virtual currency
mixer Blender.io (Blender).
“Today, Treasury is sanctioning Tornado Cash, a virtual currency mixer
that launders the proceeds of cybercrimes, including those committed
against victims in the United States,” said Under Secretary of the Treasury
for Terrorism and Financial Intelligence Brian E. Nelson.
“Despite public assurances otherwise, Tornado Cash has repeatedly failed
to impose effective controls designed to stop it from laundering funds for
malicious cyber actors on a regular basis and without basic measures to
address its risks. Treasury will continue to aggressively pursue actions
against mixers that launder virtual currency for criminals and those who
assist them.”
Treasury has worked to expose components of the virtual currency
ecosystem, like Tornado Cash and Blender.io, that cybercriminals use to
obfuscate the proceeds from illicit cyber activity and other crimes.
While most virtual currency activity is licit, it can be used for illicit activity,
including sanctions evasion through mixers, peer-to-peer exchangers,
darknet markets, and exchanges.
This includes the facilitation of heists, ransomware schemes, fraud, and
other cybercrimes. Treasury continues to use its authorities against
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malicious cyber actors in concert with other U.S. departments and
agencies, as well as foreign partners, to expose, disrupt, and hold
accountable perpetrators and persons that enable criminals to profit from
cybercrime and other illicit activity.
For example, in 2020, Treasury’s Financial Crimes Enforcement Network
(FinCEN) assessed a $60 million civil money penalty against the owner
and operator of a virtual currency mixer for violations of the Bank Secrecy
Act (BSA) and its implementing regulations.
MIXER: TORNADO CASH
Tornado Cash (Tornado) is a virtual currency mixer that operates on the
Ethereum blockchain and indiscriminately facilitates anonymous
transactions by obfuscating their origin, destination, and counterparties,
with no attempt to determine their origin.
Tornado receives a variety of transactions and mixes them together before
transmitting them to their individual recipients. While the purported
purpose is to increase privacy, mixers like Tornado are commonly used by
illicit actors to launder funds, especially those stolen during significant
heists.
Tornado is being designated pursuant to E.O. 13694, as amended, for
having materially assisted, sponsored, or provided financial, material, or
technological support for, or goods or services to or in support of, a cyberenabled activity originating from, or directed by persons located, in whole
or in substantial part, outside the United States that is reasonably likely to
result in, or has materially contributed to, a significant threat to the
national security, foreign policy, or economic health or financial stability of
the United States and that has the purpose or effect of causing a significant
misappropriation of funds or economic resources, trade secrets, personal
identifiers, or financial information for commercial or competitive
advantage or private financial gain.
ILLICIT FINANCE RISKS
Virtual currency mixers that assist criminals are a threat to U.S. national
security. Treasury will continue to investigate the use of mixers for illicit
purposes and use its authorities to respond to illicit financing risks in the
virtual currency ecosystem.
Criminals have increased their use of anonymity-enhancing technologies,
including mixers, to help hide the movement or origin of funds. Additional
information on illicit financing risks associated with mixers and other
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anonymity-enhancing technologies in the virtual asset ecosystem can be
found in the 2022 National Money Laundering Risk Assessment.
Those in the virtual currency industry play a critical role in complying with
their Anti-Money Laundering/Countering the Financing of Terrorism
(AML/CFT) and sanctions obligations to prevent sanctioned persons and
other illicit actors from exploiting virtual currency to undermine U.S
foreign policy and national security interests.
As part of that effort, the industry should take a risk-based approach to
assess the risk associated with different virtual currency services,
implement measures to mitigate risks, and address the challenges
anonymizing features can present to compliance with AML/CFT
obligations.
As today’s action demonstrates, mixers should in general be considered as
high-risk by virtual currency firms, which should only process transactions
if they have appropriate controls in place to prevent mixers from being
used to launder illicit proceeds.
SANCTIONS IMPLICATIONS
As a result of today’s action, all property and interests in property of the
entity above, Tornado Cash, that is in the United States or in the
possession or control of U.S. persons is blocked and must be reported to
OFAC. In addition, any entities that are owned, directly or indirectly, 50
percent or more by one or more blocked persons are also blocked.
All transactions by U.S. persons or within (or transiting) the United States
that involve any property or interests in property of designated or
otherwise blocked persons are prohibited unless authorized by a general or
specific license issued by OFAC, or exempt.
These prohibitions include the making of any contribution or provision of
funds, goods, or services by, to, or for the benefit of any blocked person and
the receipt of any contribution or provision of funds, goods, or services
from any such person.
The power and integrity of OFAC sanctions derive not only from OFAC’s
ability to designate and add persons to the SDN List, but also from its
willingness to remove persons from the SDN List consistent with the law.
The ultimate goal of sanctions is not to punish, but to bring about a
positive change in behavior. For information concerning the process for
seeking removal from an OFAC list, including the SDN List, please refer to
OFAC’s Frequently Asked Question 897 here. For detailed information on
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the process to submit a request for removal from an OFAC sanctions list,
click here.
For identifying information on the entity sanctioned today, as well as
associated virtual wallet addresses, click here.
To report a cyber-crime, contact the Federal Bureau of Investigation’s
Internet Crime Complaint Center here.
For the U.S. government’s 2020 DPRK Cyber Threat Advisory, click here.
For information on complying with virtual currency sanctions, see OFAC’s
Sanctions Compliance Guidance for the Virtual Currency Industry here and
OFAC’s FAQs on virtual currency at: https://home.treasury.gov/policyissues/financial-sanctions/faqs/topic/1626
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Number 6

Preparing Critical Infrastructure for Post-Quantum
Cryptography
Quantum Risk to Digital Communications

Nation-states and private companies are actively pursuing the capabilities
of quantum computers.
Quantum computing opens up exciting new possibilities; however, the
consequences of this new technology include threats to the current
cryptographic standards.
These standards ensure data confidentiality and integrity and support key
elements of network security.
While quantum computing technology capable of breaking public key
encryption algorithms in the current standards does not yet exist,
government and critical infrastructure entities—including both public and
private organizations—must work together to prepare for a new
postquantum cryptographic standard to defend against future threats.
In March 2021, Secretary of Homeland Security Alejandro N. Mayorkas
outlined his vision for cybersecurity resilience and identified the transition
to post-quantum encryption as a priority. You may visit:
https://www.dhs.gov/news/2021/03/31/secretary-mayorkas-outlines-hisvision-cybersecurity-resilience
Government and critical infrastructure organizations must take
coordinated preparatory actions now to ensure a fluid migration to the new
post-quantum cryptographic standard that the National Institute of
Standards and Technology (NIST) will publish in 2024.
Conducting an inventory of vulnerable critical infrastructure systems
across the 55 National Critical Functions (NCFs) is the first step of this
preparation and is included in the Post-Quantum Cryptography Roadmap
developed by DHS and NIST. You may visit:
https://www.dhs.gov/quantum
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There are potential risks from quantum computing to each of the 55 NCFs.
CISA urges asset owners and operators to follow the Roadmap and CISA’s
Post-Quantum Cryptography Initiative webpage to begin the process of
addressing this risk within their organization.
The Quantum Threat to Public Key Cryptography
All digital communications—email, online banking, online messaging,
etc.—rely on data encryption built into the devices and applications used to
transmit data. This encryption is based on mathematical functions that
secure data in transit, protecting the data from tampering or espionage.
In public key encryption (also known as asymmetric encryption), the
mathematical functions rely on cryptographic keys to encrypt data and
authenticate the sender and recipient.
Public key encryption requires that each message use two separate, but
related keys (one is called a public key and the other is called a private key)
to protect data.
The sender and recipient of the data do not share their private keys, while
public keys can be shared without downgrading the level of cryptographic
security.
The sender uses their private key to encode the message and provides the
recipient with their public key to decode the message.
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To reply, the recipient will follow the same procedure and share their
public key. Because only two keys can decode a message, digital signatures
allow a party to sign a message with their private key while verifiers use the
public key to authenticate that the sender actually sent the message.
All organizations regularly use public key cryptography to securely send
emails, verify digital signatures, secure sensitive data, and protect user
information online. When quantum computers reach higher levels of
computing power and speed, they will be capable of breaking public key
cryptography, threatening the security of business transactions, secure
communications, digital signatures, and customer information.
Experts currently believe that quantum computers are less likely to impact
symmetric key cryptography in which the sender and receiver use the same
key to protect data.
Rather than requiring quantum-resistant algorithms, symmetric key
cryptography can mitigate the threat posed by quantum computing—and
maintain the same level of security as it currently provides—by using
longer key sizes.
To read more:
https://www.cisa.gov/sites/default/files/publications/cisa_insight_post_
quantum_cryptography_508.pdf
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Number 7

Estimates Will Help Fill in Crime Statistics Gap
Transition to NIBRS crime statistics ongoing

When the annual Crime in the United States (CIUS), 2021 data is released
this fall, it will look different from previous releases. CIUS 2021 will only
represent state-level data and federal data reported by law enforcement. In
conjunction with CIUS, the FBI will release a trend study that will look at a
year-over-year change in violent crime and property crime.
The reason for the change is that not every law enforcement agency in the
U.S. has successfully moved to the National Incident-Based Reporting
System (NIBRS) for reporting their crime data to the FBI. You may visit:
https://www.fbi.gov/services/cjis/ucr/nibrs

With support from the FBI, some agencies have been reporting crime
statistics via NIBRS for more than 20 years. After the CJIS Advisory Policy
Board adopted the recommendation in 2015 to retire the traditional
Summary Reporting System and transition to the more comprehensive
NIBRS by January 2021, more agencies made the switch to NIBRS
reporting. Every state is now NIBRS compliant and can accept NIBRS data.
A few major cities, however, are still working on the transition.
Crime estimates will fill in the gaps where data is not available this year.
Estimation has been associated with the release for more than 50 years.
This year, FBI data experts will use robust estimation tools, developed in
collaboration with the Department of Justice's Bureau of Justice Statistics,
to create the most accurate crime estimates possible during this transition
period.
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Although this year may present a challenge for those studying and
addressing crime in the short term, in the long term, NIBRS will be a more
effective system. It will have better data and will help law enforcement and
communities improve public safety.
“Genuine community policing is all about transparency, information
sharing, and collaboration on strategies that make everyone safer. NIBRS
is another tool to help law enforcement fulfill our commitment to the
community and our mission," said San Antonio Police Department Chief
William P. McManus of NIBRS.
As of June 1, more than 12,000 law enforcement agencies are reporting
their information to NIBRS. This outpaces last year, when less than 11,000
agencies reported NIBRS data for the entire year. All reported data will still
be available on the Crime Data Explorer: https://crime-dataexplorer.app.cloud.gov/pages/home
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Number 8

NSA Launches New Codebreaker Challenge for 2022

The National Security Agency kicks off the 2022 NSA Codebreaker
Challenge which gives participants an opportunity to sharpen their
technical skills through, mission-centric scenarios, similar to the type of
work NSA does everyday. You may visit:
https://www.youtube.com/watch?v=6sC6ozv5M7o&t=2s
Students who think they have what it takes, or who want develop their
technical skills, can sign-up at nsa-codebreaker.org. You may visit:
https://nsa-codebreaker.org/challenge

Reverse Engineering Lectures:
https://nsa-codebreaker.org/resources
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Number 9

Genomics

NIST develops standards, methods, tools, and technology to advance the
reliability of genomic measurements for use in biotechnology including
genome editing, human genome sequencing, cancer genomics, and
bioinformatics.
NIST's programs in genomics are supported by our deep expertise in
measurement science, molecular biology, cancer biology, and
bioinformatics.
For example, NIST scientists led the development of the world's first and
only whole genome reference materials, authoritatively characterized by
the NIST-led Genome in a Bottle Consortium; these human genomes
provide laboratories with the capability to accurately “map” DNA for
genetic testing, benchmark sequencing technologies and bioinformatics,
and develop new medical diagnostics and future customized drug
therapies.
The NIST-led Genome Editing Consortium aims to address the
measurements and standards needed to increase confidence and lower the
risk of utilizing genome editing technologies in research and commercial
products.
NIST's cancer biomarker reference materials help researchers and
clinicians establish analytical validation of their measurement processes.
Key Accomplishments
-

The NIST Genome Editing Consortium Lexicon Working Group has
developed a standard genome editing lexicon, with 42 defined terms.
This lexicon was developed to provide a unified reference set of terms
and technical definitions that standardizes their use and meaning,
helping the biotechnology community have productive
communications.
You may visit: https://www.nist.gov/programs-projects/nist-genomeediting-lexicon

-

NIST’s human genome reference material, the first of its kind in the
world, generated data that is accurate enough to be used as a
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benchmarking tool for medical and research labs. The U.S. Food and
Drug Administration used this resource to approve one of the first
commercially available next-generation DNA sequencers for clinical
use.
You may visit: https://www.nist.gov/newsevents/news/2015/05/measuring-stick-standard-gene-sequencingnow-available-nist
-

NIST now offers four additional human genome reference materials to
help test labs assess their ability to measure genetic links within
families, and compare and contrast genes from people with different
lineages.
These additional materials increase the confidence of DNA sequencing
labs in reporting results, improving genetic tests used for disease risk
prediction, diagnosis, and progression tracking. These reference
materials also give companies reliable data to guide innovation in
hardware, software and clinical research.

-

GIAB developed the first benchmark of large structural changes that
occur in the human genome, which will enable clinical translation and
technology development for detection of diseases associated with these
difficult-to-detect changes; GIAB benchmarks helped demonstrate the
performance of a new nanopore-based technology; collaboration with
PacBio to benchmark performance of a new highly accurate long DNA
sequencing technology.
NIST and GIAB continue to use new technologies to shed light on
accuracy of more and more challenging DNA sequences.

-

Researchers from NIST patented the first short tandem repeat DNA
method for authenticating the mouse cell lines used for genetic
research. The method enables better use of taxpayers’ investment in
science by helping to provide assurance that cell lines are as labelled.

-

NIST researchers in the cancer biomarker team used human cancer cell
lines for copy number measurements and to develop reference
materials of the genes for ERBB2 (HER2), EGFR, and MET and
characterized the materials using an interlaboratory testing program.

-

A NIST-led consortium of more than 100 organizations from the
public, private and academic sectors created the first-ever reference
material that is used to produce spike-in controls for RNA
measurements.
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The reference material helps labs check the technical performance of
their equipment, giving them confidence that they have reliable,
reproducible measurements of the activity of genes, which influence
our health and can be manipulated in other organisms to make
commercial products. The reference material is used for product and
method development, and quality control.
To read more: https://www.nist.gov/genomics
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Number 10

Entity-based vs activity-based regulation: a framework and
applications to traditional financial firms and big techs
FSI Occasional Papers, No 19
Claudio Borio, Stijn Claessens, Nikola Tarashev

The policy debate about the relative merits of entity-based (EB) and
activity-based (AB) financial regulation is a long-standing one (US (2010),
FSB (2011).
It has recently come to the fore again, mainly due to the greater systemic
importance of non-bank financial intermediaries after the Great Financial
Crisis (FSB (2017), IAIS (2019), Carstens (2021)).
Non-bank financial intermediation has grown to account for roughly
half of global financial assets and played a key role in the financial turmoil
of March 2020 (FSB (2020)).
The foray of big techs into financial services and the digitalisation of
finance have fuelled the debate further (Carstens et al (2021)).
When choosing the proper form of regulation for enhancing financial
stability, the stakes are not trivial.
However, the debate has been muddied by the imprecise use of the EB and
AB terms. This imprecision has made it more difficult to interpret
catchphrases such as “same risk, same regulation” and “same activity, same
risk, same regulation” – slogans that owe their popularity to their deceptive
simplicity, but which say more about the desirability of a level playing field
than about the general merits of alternative types of regulation.
In seeking to clarify the debate, we propose a framework for classifying
regulation as EB or AB. We focus on regulation with a financial stability
objective.
There are four main takeaways:
• Basics. Financial stability hinges on the resilience of financial activities
that sustain the real economy – eg lending, deposit-taking, insurance
underwriting, investing, trading, clearing and payments. Entities are the
entry point of all regulatory measures.
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• Definitions. AB regulation strengthens the resilience of a systemically
important activity directly, by constraining entities in their performance of
that activity alone.
EB regulation strengthens the resilience of activities indirectly, by
imposing restrictions on their combination at the level of entities.
It reduces the likelihood and repercussions of the failure of entities,
defined to include, besides insolvency, any other disruption to the entities’
functioning that may affect financial stability.
• Suitability. There is a case for AB regulation when:
(i) an activity can fail even if the entities performing it do not, and
(ii) it is feasible to constrain this activity in isolation.
By contrast, EB regulation helps prevent systemic events due to entities
failing in the performance of a combination of activities.
Since such combinations – notably, in the form of leverage or maturity
transformation – are essential to much of financial intermediation,
EB measures sit at the core of financial stability regulation.
• Prioritisation and level playing field. Within the EB and AB
categories, it is useful to distinguish between micro- and macroprudential
(MiP and MaP) measures.
When of a MaP nature, an EB or an AB measure should impose stricter
constraints on entities of greater systemic importance.
Thus, not just EB but, contrary to a widely held view, AB regulation too
need not be consistent with a level playing field.
The note is structured as follows. By way of prologue, the first section
briefly recalls the relationship between three key elements of the financial
system – functions, activities and entities – and defines financial stability
and “failure”.
The second provides definitions of EB and AB regulation.
The third considers conditions under which the pursuit of financial
stability calls for using either EB or AB regulation. It also discusses when it
is optimal to implement measures of each type in tandem, so that they
reinforce each other.
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The fourth relates the EB and AB classifications to the MiP and MaP
dimensions of regulation.
The fifth applies the framework, first to the regulation of collective
investment vehicles – such as money market mutual funds or open-ended
bond funds – and then to that of big techs.
The last section concludes.
To read more: https://www.bis.org/fsi/fsipapers19.pdf
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Number 11

Joint report on the extent of voluntary disclosure of principal
adverse impact under the Sustainable Finance Disclosure
Regulation (SFDR)

Regulation (EU) 2019/2088 of the European Parliament and of the
Council of 27 November 2019 on sustainability‐related disclosures in the
financial services sector (hereinafter ‘SFDR’) tasks the ESAs, under its
Article 18, to ‘take stock of the extent of voluntary disclosures in
accordance with point (a) of Article 4(1) and point (a) of Article 7 (1)’ and
that ‘By 10 September 2022, and every year thereafter, the ESAs shall
submit a report to the Commission on best practices and make
recommendations towards voluntary reporting standards’.
Article 18 also states: ‘That annual report shall consider the implications of
due diligence practices on disclosures under this Regulation and shall
provide guidance on this matter’.
Contents
To gather information for the purposes of this report, the European
Supervisory Authorities (ESAs) have launched through the Joint
Committee (JC), as well as through the relevant Standing Committees of
the ESAs, a survey of its members, the National Competent Authorities
(‘NCAs’), with the purpose of gathering feedback on the current state of
entity level voluntary disclosures under Article 4 (1) point (a) SFDR.
With the view of getting a complete picture of the state of voluntary
disclosures in the market, the ESAs have decided to ask NCAs for their
feedback also on the disclosures for financial market participants (FMPs)
choosing to explain why they do not consider adverse impacts of
investment decisions on sustainability factors as per Article 4 (1) (b) SFDR,
even if not explicitly requested by Article 18 SFDR.
The survey has not covered disclosures under Article 7 (1) SFDR as it is
expected that FMPs will start applying those by 30 December 2022.
The ESAs have carefully analysed the 33 responses received and developed
an indication of good examples of best practices observed by April 2022
and preliminary recommendations.
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Those are based on a combination of responses from the NCAs, of which
the most relevant extracts are reported anonymously in Section 4.3 of this
report, and ESAs’ staff’s desk-based research.
The first report’s preliminary conclusions are that the extent of compliance
with voluntary disclosures under Article 4 (1) (a) varies significantly across
jurisdictions and FMPs under the scope of SFDR, and it is difficult to
identify definite trends.
It was not possible to draw conclusions in terms of the differences across
FMPs based on size, nature, and scope of activities.
At this stage, the ESAs have identified that the disclosures for FMPs that do
not take into account adverse impact of investment decisions on
sustainability factors under Article 4 (1) (b) are lacking in detail, and FMPs
largely fail to provide clear reasons for why they do not do so, with
insufficient information as to whether and when they intend to consider
such adverse impacts.
Finally, NCAs have reported overall low level of disclosure of the degree of
alignment with the objective of the Paris agreement, with disclosures on
the alignment being vague and high level.
Section 2 this report includes the background and rationale of this exercise
and lessons learned from the first year of implementation of the voluntary
disclosures, based on responses from NCAs.
Section 3 provides an overview of good examples of best practices, and
other less good examples of voluntary disclosures under Article 4 (1) (a)
and (b) SFDR.
The last part of this section also includes recommendations to the
Commission and NCAs.
The Annex provides an overview of the questions included in the survey
with some highlights from the responses received from the NCAs.
The ESAs would like to state that SFDR has become applicable on 10
March 2021. However, as the detailed Regulatory Technical Standards
(RTS) on these disclosures are not yet applicable and given the still
emerging NCAs’ supervisory practices on voluntary disclosures by FMPs,
the indications of good examples of best practices and recommendations
included in this report must be considered preliminary at this stage and
will be complemented further in subsequent reports.
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In addition, as it is too early to offer meaningful guidance on the
implications for due diligence disclosures more generally, the ESAs plan to
address this in future iterations of the report.
Finally, the future iterations will also cover voluntary disclosures under
Article 7 (1), which will only be fully applicable from 30 December 2022.
In terms of next steps, the Commission may consider the ESAs’ findings
and take those into account in any preliminary evaluation on the
functioning of the SFDR.
The ESAs may also consider the findings in the work on the new mandate
received on 28 April 2022 to review the PAI framework.
To read more:
https://www.eiopa.europa.eu/sites/default/files/publications/reports/jc2022-35-joint-esas-report-on-the-extent-of-voluntary-disclosures-of-paiunder-sfdr.pdf
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Number 12

Looking for the ‘Sliver’ lining: Hunting for emerging commandand-control frameworks

Microsoft has observed the Sliver command-and-control (C2) framework
now being adopted and integrated in intrusion campaigns by nation-state
threat actors, cybercrime groups directly supporting ransomware and
extortion, and other threat actors to evade detection.
We’ve seen these actors use Sliver with—or as a replacement for—Cobalt
Strike. Given Cobalt Strike’s popularity as an attack tool, defenses against it
have also improved over time. Sliver thus presents an attractive alternative
for actors looking for a lesser-known toolset with a low barrier for entry.
First made public in late 2019 and advertised to security professionals,
Sliver is an open-source framework that’s available on GitHub and includes
many common C2 framework features such as support for multiple
simultaneous operators, multiple listener types, user-developed
extensions, and payload generation. Since December 2020, we’ve observed
threat actors adopting Sliver into their arsenal.
Among its adopters is the prolific ransomware-as-service (RaaS) affiliate
DEV-0237. More recently, we’ve seen cybercrime actors historically tied to
human-operated ransomware now deliver Sliver and various postcompromise tools using Bumblebee malware (also known as COLDTRAIN)
as an initial access loader. Customers can learn more about Bumblebee in
our Threat Analytics report available in the Microsoft 365 Defender portal.
In this blog, we share how the researchers behind Microsoft Defender
Experts for Hunting analyzed Sliver and used both lab-simulated attacks
and real-world threat activity to create hunting queries to surface Sliver
and other C2 frameworks.
Threat hunting: Part art(ifact), all science
For security researchers, there’s a distinction between hunting and
detection. For novel threats, researchers try to strike a balance between
high-fidelity detection rules identifying a specific, known malware family,
threat actor, or class of behavior and low-fidelity hunting rules, which
generate more false positives but also more generically capture a technique
and its derivatives.
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The following sections illustrate the art and science of how these lowerfidelity rules help threat hunters measure and contextualize suspicious
observations to find novel or stealthy threats.
Sleuthing Sliver
Threat actors use C2 frameworks to manage their access to compromised
hosts and networks during an intrusion. A C2 framework usually includes a
server that accepts connections from implants on a compromised system,
and a client application that allows the C2 operators to interact with the
implants and launch malicious commands.
Many threat actors integrate public, open-source C2 framework options
into their arsenal because these have a low barrier to entry and offer
several advantages for attackers like low cost, ease of modification, and
difficult attribution. As previously mentioned, Sliver is one such opensource framework. Although Sliver is somewhat new, the TTPs it
implements are common across many frameworks.
Below are examples of how Defender Experts hunt for these TTPs to
identify Sliver and other emerging C2 frameworks in customer
environments.
Infrastructure
Sliver, like many C2 frameworks, supports various network protocols such
as DNS, HTTP/TLS, MTLS, and TCP. It can also accept implant or operator
connections and host files to impersonate a benign web server.
The first step in testing any C2 framework is starting listeners and
scanning them to identify anomalies. Some common artifacts are unique
HTTP header combinations and JARM hashes, the latter of which are
active fingerprinting techniques for TLS servers. RiskIQ has shared such a
methodology for Sliver and Bumblebee detection.
To read more:
https://www.microsoft.com/security/blog/2022/08/24/looking-for-thesliver-lining-hunting-for-emerging-command-and-control-frameworks/
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Number 13

Genome Editing Terminology is standardized in NIST-led effort

Genome editing can cure diseases, boost food production and open vast
new fields of scientific discovery. But to realize its full potential, scientists
need to precisely describe the details of their genome editing attempts to
one another and the wider world.
For instance, if a company is developing a new gene therapy for use in the
United States, it needs to tell the U.S. Food and Drug Administration
(FDA) what the product does and demonstrate that it is safe and effective.
Scientists could do that more precisely if they had a standard set of terms
and definitions.
As of recently, they have one. In November 2021 the International
Organization for Standardization (ISO) published the Genome Editing
Vocabulary — an internationally agreed-upon list of 42 precisely defined
terms that will help scientists from all over the world avoid errors of
communication. (The word “genome” refers to all the inherited DNA in an
organism.)
You may visit: https://www.iso.org/obp/ui/#iso:std:iso:5058:-1:ed-1:v1:en
This effort was spearheaded by the National Institute of Standards and
Technology (NIST) Genome Editing Consortium — an international group
of industry, academic and government scientists who work in this field.
NIST first convened the consortium in 2018 so that experts and
organizations that often compete with one another would have a venue for
collaborating on standards that advance the field for all. The FDA joined
the consortium last year. You may visit: https://www.nist.gov/programsprojects/nist-genome-editing-consortium
The Genome Editing Vocabulary is the first international standard for this
field. The consortium is currently working on others, including standards
for data sharing and physical standards that laboratories can use for
quality control.
Samantha Maragh, the NIST research scientist who leads NIST’s efforts
with the consortium, says that even the word “edit” means something very
specific in this context.
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“An edit is when you modify the genetic code at a specific location in the
genome,” Maragh said. “But sometimes you just want to add a gene, and it
doesn’t matter where exactly it lands. That falls within the definition of
genetic engineering, but it is not considered an edit.”
An example of this type of genetic engineering would be CAR-T cancer
immunotherapy, which involves adding genes to immune cells so they can
recognize and destroy cancer cells.
Although international standards for the field are new, genome editing
technology has been around for decades.
It has become vastly more powerful in recent years with the development
of a technology called CRISPR, for Clustered Regularly Interspaced Short
Palindromic Repeats. CRISPR refers to a system of molecules that can cut
DNA like a pair of scissors.
CRISPR systems are a naturally occurring defense mechanism in many
species of bacteria.
When they are attacked by a virus and survive, those bacteria grab snippets
of the invading virus’s DNA and file them away like mug shots. If that same
virus attacks again, the CRISPR system recognizes and cuts its DNA,
disabling the virus.
Roughly a decade ago, scientists figured out how to load CRISPR systems
with mug shots of any DNA sequence they wanted to cut. Jennifer Doudna
and Emmanuelle Charpentier won the 2020 Nobel Prize in Chemistry for
turning this natural defense mechanism into a powerful tool for genome
editing.
Researchers have quickly put CRISPR and other new genome editing
technologies to use treating blood disorders, AIDS, Huntington’s disease,
cystic fibrosis and many other diseases.
In 2020, researchers announced that they successfully used CRISPR to
treat a patient with sickle cell disease, which is caused by a single mutation
in the gene for the blood protein hemoglobin.
Genome editing has also accelerated research in fields beyond medicine,
including agriculture, food safety, biomanufacturing and biofuels.
The Genome Editing Vocabulary will allow researchers from these different
disciplines to communicate more precisely with each other about what they
are editing and how.
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“Genome editing is a powerful technology that has to be used wisely,”
Maragh said. “That requires clear communication about how it is being
used.”
To read more: https://www.nist.gov/newsevents/news/2022/08/genome-editing-terminology-standardized-nistled-effort
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Number 14

Watch NIST’s ‘Atomic Television’ Live and in Color

Researchers at the National Institute of Standards and Technology (NIST)
have adapted their atom-based radio receiver to detect and display live
color television and video games.
Atom-based communications systems are of practical interest because they
could be physically smaller and more tolerant of noisy environments than
conventional electronics. Adding video capability could enhance radio
systems in, for example, remote locations or emergency situations.
NIST’s receiver uses atoms prepared in high-energy “Rydberg” states,
which are unusually sensitive to electromagnetic fields, including radio
signals. These sensors also enable signal power measurements linked to
the international system of units (SI). The latest work, described in AVS
Quantum Science, is the first to demonstrate video reception.
“We figured out how to stream and receive videos through the Rydberg
atom sensors,” project leader Chris Holloway said. “Now we are doing
video streaming and quantum gaming, streaming video games through the
atoms. We basically encoded the video game onto a signal and detected it
with the atoms. The output is fed directly into the TV.”
Researchers use two different color lasers to prepare gaseous rubidium
atoms in Rydberg states in a glass container. The team previously used the
setup with cesium atoms to demonstrate the basic radio receiver and a
“headphone” appliance to boost sensitivity a hundredfold.
To prepare to receive video, a stable radio signal is applied to the glass
container filled with atoms. The team can detect energy shifts in the
Rydberg atoms that modulate this carrier signal. The modulated output is
then fed to a television. An analog-to-digital converter transforms the
signal into a video graphics array format for display.
To display a live video signal or video game, this input is sent from a video
camera to modulate the original carrier signal, which is then fed to a horn
antenna directing the transmission to the atoms.
Researchers use the original carrier signal as a reference and compare it to
the final video output detected through the atoms to evaluate the system.
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The researchers studied the laser beam sizes, powers and detection
methods required for the atoms to receive video in standard definition
format. The beam size affects the average time the atoms remain in the
laser interaction zone.
This time is inversely related to the bandwidth of the receiver; that is, a
shorter time and smaller beam produce more data. That’s because atoms
move in and out of the interaction zone, so smaller areas result in a higher
signal “refresh rate” and better resolution.
Researchers found that small beam diameters (less than 100 micrometers)
for both lasers led to much faster responses and color reception. The
system achieved a data rate on the order of 100 megabits per second,
considered an excellent speed for video gaming and household internet.
Research is ongoing to increase the system’s bandwidth and data rates.
This work was partially funded by the Defense Advanced Research Projects
Agency and the NIST on a Chip program: https://www.nist.gov/noac

To read more: https://www.nist.gov/news-events/news/2022/08/watchnists-atomic-television-live-and-color
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Number 15

Math error: A new study overturns 100-year-old understanding
of color perception
A paradigm shift away from the 3D mathematical description developed by
Schrödinger and others to describe how we see color could yield more
vibrant computer displays, TVs, printed materials, textiles and more

A new study corrects an important error in the 3D mathematical space
developed by the Nobel Prize–winning physicist Erwin Schrödinger and
others and used by scientists and industry for more than 100 years to
describe how your eye distinguishes one color from another.
The research has the potential to boost scientific data visualizations,
improve TVs and recalibrate the textile and paint industries.
“The assumed shape of color space requires a paradigm shift,” said Roxana
Bujack, a computer scientist with a background in mathematics who
creates scientific visualizations at Los Alamos National Laboratory. Bujack
is lead author of the paper by a Los Alamos team in the Proceedings of the
National Academy of Science on the mathematics of color perception.
"Our research shows that the current mathematical model of how the eye
perceives color differences is incorrect. That model was suggested by
Bernhard Riemann and developed by Hermann von Helmholtz and Erwin
Schrödinger — all giants in mathematics and physics — and proving one of
them wrong is pretty much the dream of a scientist.”
The paper: https://www.pnas.org/doi/10.1073/pnas.2119753119#sec-8

Modeling human color perception enables automation of image processing,
computer graphics and visualization tasks.
“Our original idea was to develop algorithms to automatically improve
color maps for data visualization, to make them easier to understand and
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interpret,” Bujack said. So the team was surprised when they discovered
they were the first to determine that the longstanding application of
Riemannian geometry, which allows generalizing straight lines to curved
surfaces, didn’t work.
To create industry standards, a precise mathematical model of perceived
color space is needed. First attempts used Euclidean spaces — the familiar
geometry taught in many high schools; more advanced models used
Riemannian geometry. The models plot red, green and blue in the 3D
space. Those are the colors registered most strongly by light-detecting
cones on our retinas, and — not surprisingly — the colors that blend to
create all the images on your RGB computer screen.
In the study, which blends psychology, biology and mathematics, Bujack
and her colleagues discovered that using Riemannian geometry
overestimates the perception of large color differences. That’s because
people perceive a big difference in color to be less than the sum you would
get if you added up small differences in color that lie between two widely
separated shades.
Riemannian geometry cannot account for this effect.
“We didn’t expect this, and we don’t know the exact geometry of this new
color space yet,” Bujack said. “We might be able to think of it normally but
with an added dampening or weighing function that pulls long distances in,
making them shorter. But we can’t prove it yet.”
To read more: https://discover.lanl.gov/news/0810-color-perception
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Cyber Risk GmbH
Cyber Risk GmbH has been established in Horgen, Switzerland, by George
Lekatis, a well-known expert in risk management and compliance.
Our training programs include:
1. Information Security Awareness Training. You may visit:
https://www.cyber-riskgmbh.com/1_Information_Security_Awareness_Training.html
2. Social Engineering, Awareness and Defense. You may visit:
https://www.cyber-riskgmbh.com/2_Social_Engineering_Awareness_Defence.html
3. Practical Social Engineering. Defense and Protection of Sensitive
Information. You may visit:
https://www.cyber-risk-gmbh.com/3_Practical_Social_Engineering.html
4. Insider Threats Awareness Training. You may visit:
https://www.cyber-riskgmbh.com/4_Insider_Threats_Awareness_Training.html
5. The target is the bank. From hacking to cybercrime to cyberespionage.
You may visit:
https://www.cyber-risk-gmbh.com/5_The_Target_Is_The_Bank.html
6. Cybersecurity training for managers and employees working in the
hospitality industry. You may visit:
https://www.cyber-riskgmbh.com/6_Cybersecurity_Training_Hospitality_Industry.html
7. Cybersecurity training for managers and employees working in the
commercial and private aviation industry. You may visit:
https://www.cyber-riskgmbh.com/7_Cybersecurity_Training_Aviation_Industry.html
8. Cybersecurity training for managers and employees working in the
healthcare industry. You may visit:
https://www.cyber-riskgmbh.com/8_Cybersecurity_Training_Healthcare_Industry.html
9. The General Data Protection Regulation (GDPR) for EU and non-EU
based companies. You may visit:
https://www.cyber-risk-gmbh.com/9_GDPR.html
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10. The General Data Protection Regulation (GDPR) for the Board of
Directors and the CEO of EU and non-EU based companies. You may visit:
https://www.cyber-risk-gmbh.com/10_GDPR_Board.html
Our websites include:
a. Sectors and Industries.
1. https://www.cyber-risk-gmbh.com
2. https://www.social-engineering-training.ch
3. https://www.healthcare-cybersecurity.ch
4. https://www.airline-cybersecurity.ch
5. https://www.railway-cybersecurity.com
6. https://www.maritime-cybersecurity.com
7. https://www.transport-cybersecurity.com
8. https://www.transport-cybersecurity-toolkit.com
9. https://www.hotel-cybersecurity.ch
10. https://www.sanctions-risk.com
b. Understanding cybersecurity.
1. https://www.disinformation.ch
2. https://www.cyber-espionage.ch
3. https://www.travel-security.ch
4. https://www.synthetic-identity-fraud.com
5. https://www.steganography.ch
6. https://www.cyberbiosecurity.ch
c. Understanding cybersecurity in the European Union.
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1. https://www.nis-2-directive.com
2. https://www.european-cyber-resilience-act.com
3. https://www.digital-operational-resilience-act.com
4. https://www.european-cyber-defence-policy.com
5. https://www.strategic-compass-european-union.com
6. https://www.european-chips-act.com
You may contact:
George Lekatis
General Manager, Cyber Risk GmbH
Dammstrasse 16, 8810 Horgen
Phone: +41 79 505 89 60
Email: george.lekatis@cyber-risk-gmbh.com
Web: www.cyber-risk-gmbh.com
Disclaimer
Despite the great care taken to prepare this newsletter, we cannot
guarantee that all information is current or accurate. If errors are brought
to our attention, we will try to correct them, and we will publish the correct
information to the LinkedIn and Facebook pages of Cyber Risk GmbH.
Readers will make their own determination of how suitable the
information is for their usage and intent. Cyber Risk GmbH expressly
disclaims all warranties, either expressed or implied, including any implied
warranty of fitness for a particular purpose, and neither assumes nor
authorizes any other person to assume for it any liability in connection
with the information or training programs provided.
Cyber Risk GmbH and its employees will not be liable for any loss or
damages of any nature, either direct or indirect, arising from use of the
information provided on this newsletter, or our web sites.
We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a
recommendation or endorsement of the views expressed within them.
Links to other web sites are presented as a convenience to users. Cyber
Risk GmbH does not accept any responsibility for the content, accuracy,
reliability, or currency found on external web sites.
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This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the association has
no control and for which the association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of interpretative;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts. It is our goal to
minimize disruption caused by technical errors. However, some data or
information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
Readers that are interested in a specific topic covered in the newsletter,
must download the official papers, must find more information, and must
ask for legal and technical advice, before making any business decisions.
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